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Preface

This redbook describes how to do systems management on the NT Server 4.0
platform using tools from Microsoft and IBM. Setting up IPX and SNA
connectivity is also shown in this book. We show different NetWare clients, as
well as used Microsoft SNA Version 3.0 to show how to set up SNA connectivity.
There are examples of how to use each of the functions, as well as descriptions
of the supporting details needed to enable the function. Simple scenarios are
provided to show you how to use each of the systems management functions, as
well as some complex examples showing how to integrate Lotus Notes user
administration with Windows NT. In most cases the examples were done on the
Windows platforms, but in some cases clients were OS/2 and NetWare. In
addition, we used an AIX system to show some SNMP interaction.

The examples help the reader understand how to use the NT system
management tools to manage and administer their environments better.

The Team That Wrote This Redbook

This redbook was produced by a team of specialists from around the world
working at the Systems Management and Networking ITSO Center, Raleigh.

Barry D. Nusbaum is a Senior International Technical Support representative at
the Systems Management and Networking ITSO Center, Raleigh. He writes
extensively and teaches IBM classes worldwide on all areas of TME systems
management on the NT and AlIX platform. Before joining the ITSO four years
ago, he worked in Professional Services in the United States as a National
Communications Specialist.

Leonardo Pires Frollini is a senior product and systems specialist at the IBM
Software Division in Brazil. He has six years of experience in systems and
network management. His areas of expertise include the Tivoli framework and
correlated products in AIX, NT and OS/2.

Lucas Fang is an Availability I/T Specialist in Taiwan. He has several years of
experience in the UNIX field. He holds a Masters of Computer Science and
Information Engineering degree from National Chiao Tung University at Taiwan.
He has worked at IBM for two years. His areas of expertise include MVS, 0S/2
and LAN.

Anders Ahl is a systems specialist in Sweden. He has several years of
experience in the Windows NT field. His areas of expertise include Lotus Notes
and LAN/WAN design.

Comments Welcome

Your comments are important to us!
We want our redbooks to be as helpful as possible. Please send us your
comments about this or other redbooks in one of the following ways:

Fax the evaluation form found in “ITSO Redbook Evaluation” on page 289 to
the fax number shown on the form.

[0 Copyright IBM Corp. 1997 XVili



This soft copy for use by IBM employees only.

Use the electronic evaluation form found on the Redbooks Home Pages at
the following URLs:
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For IBM Intranet users http://w3.itso.ibm.com

Send us a note at the following address:

redbook@vnet.ibm.com
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Chapter 1. Overview of NT Systems Management

This chapter provides an overview of this redbook, as well as provides details on
the hardware and software that was used throughout the book to perform the
scenarios. Each example only used a subset of the environment.

In this book we cover systems management functions that are used on the NT
platform. We used the built-in functions that came with Windows NT Server, as
well as products (and supporting products) from Microsoft and IBM. Some of the
add-ons follow:

NT Resource Kit

System Management Server (SMS)
SQL as a supporting tool

TME 10 NetView for AIX

TME 10 NetView for NT

NetFinity

Communications Server for NT
IBM Network Client

Lotus Notes

In this book we address the following:
SNMP management
Web-based user and domain management
Protocol management
Performance management

Using SMS to assist with management

1.1 Hardware and Operating System Environment

The following table shows the hardware that was used in this residency. We did
not add or subtract any hardware in this residency to make a particular example
work properly.

[0 Copyright IBM Corp. 1997 1
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Table 1. Hardware and Operating System

Hostname IP Address Model OS Type OS Version OS Patches
netwll4 9.24.104.114 PS/2 77, 500 MB, 32 MB Novell NetWare 4.1 410PT7, DS410A, INS224, LIBUPC,
NAM41B, NWAMN2, SMSUP6,
SRVMN1, STRTL5

netviewnt 9.24.104.120 IBM PC Server 520, 2 GB, 32 MB Windows NT 4.0 Service Pack 1 & 2
Workstation

ntdomc 9.24.104.103 IBM PS/2 9595 Windows NT 4.0 Service Pack 2
Server

smsmon 9.24.105.111 IBM TP755CD, 500 MB, 24 MB Windows NT 4.0 Service Pack 1 & 2
Workstation

warpsrvr 9.24.104.112 PS/2 77, 500 MB, 32 MB 0s/2 3.0
WarpServer

window95 9.24.104.113 PS/2 77, 500 MB, 24 MB Windows 95

winnt38 9.24.104.38 IBM PC350-133, 1 GB, 80 MB Windows NT 4.0 Service Pack 2
Server

winnt54 9.24.104.54 IBM TP755CE, 1 GB Windows NT 4.0 Service Pack 2
Workstation

winnt68 9.24.104.68 IBM PC350-133, 1.2 GB, 80 MB Windows NT 4.0 Service Pack 2
Server

winnt69 9.24.104.69 IBM PS2/77, 500 MB, 24 MB WiIinNT Server 3.51 Service Pack 4

winnt80 9.24.104.80 IBM PC350-133, 1.2 GB, 80 MB Windows NT 4.0 Service Pack 2
Server

winnt87 9.24.104.87 IBM TP760E, 1 GB, 48 MB Windows NT 4.0 Service Pack 2
Server

‘Aluo saakojdwa NGl Ag asn 1o} Adod 1j0S siyl
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1.2 Software Environment

The following table shows the software that was used in this residency. We did
not do any operating system performance tuning to make any example run
better. We took all system defaults during the installation process and tailored
the systems to our needs, as the examples in the following chapters show.
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Table 2. Role and Software

Hostname Role Software Software Patches
netwll4 Server NetWare V4.1 410pt7,libupc
netviewnt Workstation Windows NT Resource Kit 4.0 Server, NetView 5.0 telnetd patch

(pre-Release)

ntdomc PDC for Domain Windows NT Resource Kit 4.0 Server telnetd patch
NTDOM

smsmon Workstation Windows NT Resource Kit 4.0 Server, SMS Client 1.2 telnetd patch

warpsrvr Server NetFinity Service 5.0

window95 Workstation SMS Client 1.2, NetFinity Service 5.0

winnt38 Server IBM Communications Server 5.0, IBM Personal Service Pack 2
Communications 4.1, IBM Network Client 4.1, NetFinity
5.0

winnt54 Workstation IBM Personal Communications 4.1, NetFinity Service Service Pack 2

5.0

winnt68 PDC for Domain SMS 1.2, SQL Server 6.5 SMS 1.2 Service Pack 1, SQL Server 6.5 Service Pack 1
Management
winnt69 Server SMS Client 1.2 Service Pack 2
winnt80 Server Windows NT Resource Kit 4.0 Server, Lotus Notes telnetd patch
Domino 4.51
winnt87 Server Windows NT Resource Kit 4.0 Server, Lotus Notes telnetd patch

Domino 4.51
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Chapter 2. SNMP Management

This chapter documents the built-in SNMP functions in Windows NT, as well as
other SNMP functions that can be added to the base operating system.

Windows NT provides many management functions using SNMP. It is possible,
for example, to access management data about components such as the server
and the DHCP service. There are tools offered by the NT Resource Kit that allow
monitoring and customization of SNMP to suit each environment. We describe
these functions and their applicability in the following paragraphs.

The SNMP.EXE program is responsible for the SNMP services in Windows NT.
SNMP.EXE runs as an NT service, and must be enabled either during Windows
NT installation or through the Services tab in the Network dialog contained in the
Control Panel.

The services provided by SNMP.EXE are complemented by DLLs that extend its
scope to manage WINS, DHCP, Internet components and LAN Manager functions.
These DLLs work as SNMP subagents and communicate with the SNMP service
through an agent APIl. Any DLL or application can use this API to extend the
functions of the SNMP service. The following table shows SNMP functions
versus DLL names:

LAN Manager MIB LMMIB2.DLL
DHCP Server MIB DHCPMIB.DLL
Internet Information Server MIB I1S.DLL

MIB-II INETMIB1.DLL
WINS Server MIB WINSMIB.DLL
SQL Server MIB (available from SQL server) SQLSNMP.DLL
Lotus Notes server MIB (available from www.lotus.com) NVMIBDLL.DLL

Table 3. SNMP MIBs and Respective DLLs

The following registry key assigns DLLs to the SNMP service:
HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SNMP\Parameters\ExtensionAgents

The DLLs are only available if the corresponding software is installed on the
machine. (For example, WINS.DLL is only available if the WINS server is
installed.)

2.1 NT MIB Values

All the information manipulated by SNMP is stored in the Management
Information Base (MIB). The SNMP service provided by NT and the Resource Kit
includes MIB-Il (based on RFC1213), the LAN Manager MIB and three proprietary
MIBs: DHCP, WINS and the Internet Information Server MIB. Additional products
such as SQL Server provide an additional MIB tree and SNMP subagent to
extend its management capabilities. We describe the following MIBs:

LAN Manager MIB-II
Microsoft DHCP Server MIB

Microsoft Internet Information Server MIB

[0 Copyright IBM Corp. 1997 5
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Microsoft WINS Server MIB
Microsoft SQL Server MIB

Lotus Notes Server MIB

2.1.1 LAN Manager MIB-II

This MIB allows management of file serving parameters in computers running
Windows NT's predecessor LAN Manager. However, it is still supported in
Windows NT with LMMIB2.DLL.

The LAN Manager MIB branch is under:

.iso.org.dod.internet.private.enterprises.

A lot of useful management information and statistics may be obtained from the
LAN Manager MIB-II. The MIB tree branches into four items: common, server,
workstation and domain.

The common branch contains mainly software version information and network
I1/0 information. The comType variable shows the machine role according to the
following table:

Role Bit Set Example (0xB octet)
Workstation 0
Server 1
SQL Server 2
Primary DC 3
Backup DC 4
Time Source 5
AFP Server 6
NetWare Server 7

OO O0OO O

The comType variable is a four-octet string. The above information is stored in
the first octet. Each bit of the octet will be set according to the computer role.
Refer to the above table for the following example.

A computer with the first octet of comType set to 0xB would have its bits set to
0000 1011; therefore having the roles for workstation, server and primary domain
controller (DC). Although there is an option for SQL Server, comType did not
report SQL Server V6.5 in our examples.

Network /O statistics in this branch show the number of submitted operations
and failed operations.

The server branch contains most of the important data in the MIB. Tables in this
branch list the services running (svSvcTable), client sessions established
(svSessTable), defined users (svUserTable), shares (svShareTable) and print
queues (svPrintQTable). There are also statistics on the number of opens, bytes
sent and received and buffer requests.

Following is what the MIB looks like when using the MIB Browser application on
TME 10 NetView:

6  Windows NT Systems Management
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Hame or IP Address

Community Name

/9.89,41,189
' MIE Object ID

i publid

iso.org.dod. internet.private.enterprises, lanmanager , lanmgr-2

{ commomn : Up Tree
T,
fwurkstatiun i Douwn Tree
Eﬂnmaln Describe
E Start Queryé
Moy Query |
Graph

'MIB Instance SNMF Eet Yalue

MIE Values

! svShareNumber. : 2
isvShareTable,svShareEntry.svShareNane.5,99.100.114.111.109 : cdrom
fsvShareTahle.SUShareEntﬂy*svShaPeName*S‘?8;69*84‘76¢79*71*79*78 1+ NETLOGON
isvShareTahle,svShareEntry ., svitharePath, 5,99, 100,114, 111. 109 ; e:\
3svShaPeTable.svShareEntry+svSharePath+8,?8,69+84+?6+?9+71+79+78 1t Ci\MINNT\system32\Repl
i svShareTable,svShareEntry . svShareConnent.5.99.100.114.111.109 :

! svShareTable.sv8hareEntry . svShareConnent . 8. 78.69.84.76.79.71.79.78
fstrintQHumber.O + 0

: Logon server share

Messages

EHDtB: using community "public” for node 9.89.41.189

Close E Rases )

Figure 1. LAN Manager MIB on TME 10 NetView

The workstation branch documents requests that the managed machine makes
as a client to other machines. For example, it can show you the LAN
connections that you would see if you had issued the net use command (in

wkstaUseTable). In addition, it shows you request statistics and connection
failures.

The last branch of the LAN Manager MIB shows domain data. The variable
domPrimaryDomain displays which domain the machine belongs to, and
domLogonDomain shows which domain the machine is currently logged on to.

Domain controllers provide information to the domLogonTable, documenting
each processed logon.

The structure of the LAN Manager MIB is as follows:
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1 iso
3 org
6 dod
1 internet
1 directory
2 mgmt
3 experimental
4 private
1 enterprises
77 Tanmanager
1 lanmgr-2
1 common
comVersionMaj
comVersionMin
comType
comStatStart
comStatNumNetIOs
comStatFiNetIOs
comStatFcNetIOs
server
svDescription
svSvcNumber
svSvcTable
svStatOpens
svStatDevOpens
svStatQueuedJobs
svStatSOpens
svStatErrorOuts
9 svStatPwErrors
10 svStatPermErrors
11 svStatSysErrors
12 svStatSentBytes
13 svStatRcvdBytes
14 svStatAvResponse
15 svSecurityMode
16 svUsers
17 svStatReqBufsNeeded
18 svStatBigBufsNeeded
19 svSessionNumber
20 svSessionTable
21 svAutoDisconnects
22 svDisConTime
23 svAuditlLogSize
24 svUserNumber
25 svUserTable
26 svShareNumber
27 svShareTable
28 svPrintQNumber
29 svPrintQTable
workstation
wkstaStatSessStarts
wkstaStatSessFails
wkstaStatUses
wkstaStatUseFails
wkstaStatAutoRecs
wkstaErrorLogSize
wkstaUseNumber
wkstalUseTable
domain
domPrimaryDomain
domLogonDomain
domOtherDomainNumber
domOtherDomainTable
domServerNumber
domServerTable
domLogonNumber
domLogonTable

N
NoOOR WN -

N U~ WN —

&~ w
N OIA WN -

N U WN -

Figure 2. LAN Manager MIB
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2.1.2 Microsoft DHCP Server MIB

The DHCP server MIB allows monitoring of DHCP server parameters using
SNMP. The MIB variables that you can get are related to the address ranges
and the availability of addresses. Two basic branches make up the DHCP MIB:
dhcpPar and dhcpScope.

The dhcpPar branch contains information regarding the DHCP server start time
and counters for parameters such as discovery messages, requests, releases
and declines.

The dhcpScope branch is a table with address range information. Each entry in
the table shows the range of subnet address and utilization within each range
(for example, number of addresses in use and the number of free addresses).
For example, monitoring of the number of free addresses may trigger automatic
notification or action when this value shows that there are no free addresses
remaining.

The structure of the DHCP MIB is as follows:

1 iso
3 org
6 dod
1 internet

1 directory
2 mgmt
3 experimental
4 private

1 enterprises

311 microsoft

1 software

3 dhep
1 dhcpPar

parDhcpStartTime
parDhcpTotalNoOfDiscovers
parDhcpTotalNoOfRequests
parDhcpTotalNoOfReleases
parDhcpTotalNoOfOffers
parDhcpTotalNoOfAcks
parDhcpTotalNoOfNacks
parDhcpTotalNoOfDeclines

ONOUTIA WN -

2 dhcp
1 sc
1

B W N

Scope

opeTable

scopeTableEntry
subnetAdd
noAddInUse
noAddFree
noPending0ffers

Figure 3. DHCP MIB

2.1.3 Microsoft Internet Information Server MIB

The IIS MIB provides monitoring statistics for gopher, gateway, FTP and http
services. This branch starts at
.iso.org.dod.internet.private.enterprises.microsoft.software, with four key pieces
of information: ftpStatistics, httpServer, gopherServer and GatewayServer.

FTP and gopher statistics under their respective branches cover bytes and files
sent and received, connection counters for anonymous and non-anonymous
users and attempts for connections and logons. Variables worth watching could
be the current number of users and connections (currentAnonymousuUsers,
currentNonAnonymousUsers and currentConnecions) instead of the maximum
allowed number of users and connections (maxAnonymousUsers,

Chapter 2. SNMP Management
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maxNonAnonymousUsers and maxConnecions). This way access to the
FTP/gopher servers can be guaranteed with some capacity planning. Also, for
security purposes, logonAttempts should document hacking endeavors.

The httpServer branch reports same statistics at the FTP and gopher branch plus
http requests and errors such as totalGets, totalPosts, totalHeads,
totalCGIRequests and totalNotFoundErrors. Monitoring not found errors may
help detect HTML mistakes, while the total statistics will allow for capacity
planning.

Internet gateway statistics also present bytes and files sent and received, as well
as user and connection information. Counters are available for FTP, gopher and
http requests. Three counters are used to provide summaries for Internet
requests, fetches and cache fetches.

A partial structure of the Internet Information Server MIB looks like:

1 idso
3 org
6 dod
1 internet
1 directory
2 mgmt
3 experimental
4 private
1 enterprises
311 microsoft
1 software
7 internetServer
inetSrvCommon
ftpServer
httpServer
gopherServer
GatewayServer

O wWN e

Figure 4. 1I1S MIB

2.1.4 Microsoft WINS Server MIB

This MIB allows WINS monitoring and management including parameter setup
using SNMP. If you are not familiar with WINS, read the Microsoft Windows NT
Server Networking Guide in the NT Resource Kit documentation for a detailed
description of WINS and its concepts. This MIB is very specific to WINS and
requires some understanding of the Windows Internet Naming Service.

The WINS MIB branches into the par, pull, push, datafiles and cmd subtrees.

The par subtree contains WINS server statistics on its address synchronization
functions and parameters. There are statistics on when scavenging (database
backup and maintenance) and replication takes place, counters for total number
of requests and failures and also WINS parameters such as path names and
backup options.

The pull and push branches hold tables listing WINS pull and push partners
addresses.

The cmd branch allows WINS settings to be modified with SNMP set commands.
The following table shows each of the available commands and their functions.

cmdPul1Trigger Causes WINS to pull the specified IP address
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cmdPushTrigger Causes WINS to push a notification message to the specified IP
address

cmdDeleteWins Deletes local WINS information regarding the specified WINS
address.

cmdDoScavenging Starts WINS scavenging.

cmdDoStaticInit Causes WINS to do static initialization.

cmdNoOfWrkThds Sets the number of work thread in WINS.

cmdPriorityClass Sets WINS priority class (normal or high).

cmdResetCounters Resets WINS counters.

cmdDeleteDbRecs Deletes all data records (only data records) pertaining to the
specified WINS address in the local database.

cmdDRPopulateTable  Triggers collection of cmdDRDataRecordsTable for the
specified WINS address.

cmdDRDataRecordsTableThis table is collected when cmdDRPopulateTable is set, and
contains data records from the specified WINS address.

Table 4. WINS Server MIB Variables

The structure of the WINS Server MIB is as follows:

Chapter 2. SNMP Management 11



This soft copy for use by IBM employees only.

1 iso
3 org
6 dod
1 internet

1 directory

2 mgmt

3 experimental

4 private

1 enterprises
311 microsoft
1 software
2 wins
1 par

parWinsStartTime
parLastPScvTime
parLastATScvTime
parLastTombScvTime
parLastVerifyScvTime
parLastPRp1Time
parLastATRp1Time
parLastNTRp1Time
9 parLastACTRpITime
10 parLastInitDbTime
11 parLastCounterResetTime
12 parWinsTotalNoOfReg
13 parWinsTotalNoOfQueries
14 parWinsTotalNoOfRel
15 parWinsTotalNoOfSuccRel
16 parWinsTotalNoOfFailRel
17 parWinsTotalNoOfSuccQueries
18 parWinsTotalNoOfFailQueries
19 parRefreshInterval
20 parTombstonelInterval
21 parTombstoneTimeout
22 parVerifylnterval

ONOUTAWN —

25 parRplOnlyWCnfPnrs
26 parStaticDatalnit
27 parlogFlag
28 parLogFileName
29 parBackupDirPath
30 parDoBackupOnTerm
31 parMigrateOn
2 pull
1 pulllnitTime
2 pullCommRetryCount
3 pullPnrTable
3 push
1 pushInitTime
2 pushRp10nAddChg
3 pushPnrTable
datafiles
1 dfDatafilesTable
5 cmd
cmdPullTrigger
cmdPushTrigger
cmdDeleteWins
cmdDoScavenging
cmdDoStaticInit
cmdNoOfWrkThds
cmdPriorityClass
cmdResetCounters
9 cmdDeleteDbRecs
10 cmdDRPopulateTable
11 cmdDRDataRecordsTable
12 cmdWinsVersNoLowWord
13 cmdWinsVersNoHighWord

~

N U~ WN

23 parVersCounterStartValLowWord
24 parVersCounterStartValHighWord

Figure 5. WINS Server MIB
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2.1.5 Microsoft SQL Server MIB

The SQL Server MIB is a read-only MIB containing descriptions and statistics on
SQL Server and its resources. It is based on RFC1697, the SNMP Relational
Database MS-MIB, with enhancements added by Microsoft. This MIB is made up
of eight tables:

mssqlSrvTable

This table contains SQL product information, such as product name and
version number.

mssqlSrvinfoTable

This table documents server performance statistics, as well as general
information such as server name and server startup time.

mssqlSrvConfigParamTable

This is a table containing SQL Server configuration parameters. Its format
stores one table entry for each parameter. It contains the parameter name,
maximum and minimum configuration value, current parameter value and

current run parameter value.

mssqlSrvDeviceTable

All devices defined in SQL Server are listed and described in this table,
including its logical and physical name, device type, size and media type.

mssqlDbTable

Lists all databases in SQL Server. Each entry is comprised of a DB ID, DB
name and DB state.

mssqlDbinfoTable

This table details information for each accessible database in SQL Server,
such as owner, size and allocated space.

mssqlDbOptionTable

Possible database options for each database are listed in this table. For
each option, mssqlDbOptionSetName indicates whether it is set or not.

mssqlDbDeviceTable

This table lists device fragments used by each SQL Server database.

The structure of the SQL Server MIB is as follows:
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1 idso
3 org
6 dod
1 internet

1 directory

2 mgmt

3 experimental

4 private

1 enterprises
311 microsoft
1 software
4 apps
1 SQLServer
1 SQLServerObjects

mssqlSrvTable
mssqlSrvInfoTable
mssqlSrvConfigParamTable
mssqlSrvDeviceTable
mssqlDbTable
mssqlDbInfoTable
mssq1DbOptionTable
mssqlDbDeviceTable

N UIA WN -

Figure 6. SQL Server MIB

2.1.6 Lotus Notes Server MIB

The Lotus Notes Server MIB is provided by the NotesView SNMP Agent.
NotesView is a Lotus product used for managing Notes servers. It is based on
SNMP managers such as NetView for AIX and OpenView for Windows. Its SNMP
agent offers extensive management capabilities, including detailed statistics and
a few remote operation functions.

2.1.6.1 Installing the Lotus Notes SNMP Agent

The Lotus Notes SNMP Agent is free of charge and can be downloaded from the
Lotus Web site. Use http://www.lotus.com as the starting point for finding the
current page. At the time of this project, we used Notes 4.5 and found the agent
at: http://www.lotus.com/dir_mktg/SNMP45.htm. The archive (NTAGNT45.EXE)
contains the following files:

Filename Description

LNSNMP . EXE Lotus Notes SNMP Agent service.

LSNMPCFG.NSF  Lotus Notes SNMP Agent configuration database.
MSVCRT20.DLL  Microsoft Visual C++ Run Time library.

NINTRCPT.EXE  Lotus Notes Event Interceptor. A Notes executable module.
NOTES.MIB Lotus Notes MIB file.

NOTES.TDF Lotus Notes Trap Definition File

NQURYSET.EXE
NREFLECT.EXE
NVINST.EXE

NVMIBDLL.DLL

Lotus Notes Query/Set Handler. A Notes executable module.

The installation program.
Lotus Notes SNMP Sub Agent

Prior to the installation, you are required to have the SNMP service started and
configured. Please see the Windows NT manuals on how to do this.

After you download the agent you will need to take the following steps:

1. Unpack the agent to a temporary directory.

2. Make sure your Lotus Notes directory is in the search PATH.
3. If you have the Notes Server task running, shut it down.

4. Execute the installation program (NVINST.EXE).

14  windows NT Systems Management
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Az sNoteznmp>NUINST

MoteslUiew Agent for Windows NI installation.
HWopyright (c) 19924-1997 Lotus Development Corporation.
‘A1l Rights Reserved.

dLotus NotesUiew Install <Uersion 4.5
dinstallation Options

1> Install HoteslUiew SHMP Agent Softuare

2» Install MWotesUWiew Mail Probe Reflector Agent Software
3> Install Both Optionz 1 and 2

Q> Quit Installation

Choice (1-2-3-Q>: 1

Figure 7. Lotus Notes SNMP Installation

5. If you only want the SNMP agent, select Installation Option 1.

NT system directory: GC:\WINNT~System32

fdentified Lotus Motes as version 4 or greater

HWopying MotesUiew Agent files ...

Wopying File _SHQURYSET .EXE ——> C:“~MWOTES“MNQURYSET .EXE.

Wopying file _SNINIRCFT_EXE ——2> C:“HWOTES“WINTRCPT _EXE.

HWopying file .“LNENMP.EXE ——> C:“NOTES“LNSMNMP.EXE.

Didn't copy MEUCRTZA._DLL to GC:“UWINNT~System32 since the version in that
4 directory is as old or newep

Hopying file _~HNUMIBDLL.DLL ——2> C:“WIMNI“System32“~NUMIBDLL.DLL.
Honfiguring MNotezUijiew in the Windows NI Registry.

Ahecking Windows WI SHMP Extension Agent configuration.

‘Adding MotesUiew SMMP extension agent.

dlnstalling-Updating Lotus MotesUiew SNMP Service.

Hopying file .SNLSNMPCFG.NSF —-2» c:wnotes>data~LSNMPCFG.NSF.

Hhecking for "ENMP Trap' notification method... nothing needs to be done.
Honfiguring start—up of MotezlUiew Server Add-in's ...

dlooking for HOTES_.IMI on the search path ...

Hopying File C:WINNT-NOTES.INI ——> C:“UINNT“NOTES.HNUB.

he "Reporter'" task is not currently configured to run
pn thiz system. This task iz necesszary if you want MHotes
fto generate events based on statistics thresholds.

£ vou want to add this task now? Cusnd:

Figure 8. Lotus Notes SNMP Installation

6. If you don't have the Reporter task configured in your NOTES.INI file, the

installation program allows you to add it now.
7. The installation is now complete.

You need to reboot your server for the SNMP Agent to start correctly.

2.1.6.2 Configuring the Lotus Notes SNMP Agent

The SNMP Agent is installed as a service (LNSNMP) on your server allowing for

easy starting and stopping.

Chapter 2. SNMP Management
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: Service Shatuz Startup
Gopher Publishing Service Started Automnatic
ibravdb Started ALtarmnatic
ibrnavtim Started Automnatic
Lizense Logging Service Started Automahic
LMSMNMP Started ALtarnatic
Ltz Dorning Server Started Automnatic
Lobuz Motes Single Logan Started &utomahc
Meszenger Started Autormatic
Met Logon Started Sutomatic
Netware Message Popllp Service Stated  Automatic

Starbup Parameters:

Figure 9. Lotus Notes SNMP Service

There are three configuration parameters editable from Lotus Notes in the Lotus
Notes SNMP Configuration (LSNMPCFG.NSF) database.

S

M

3
Lotus Motes

SHMP
Canfiquraticn ar...

Figure 10. Lotus Notes SNMP Configuration Database

Add this database to your workspace and open it to reveal a single document
containing the SNMP Control Rights.

mnnRey

% Folders and Views 3 SNMP Agent Parameter
E z%|SNMF'Agent F'aramelersh SMMP Control Rights
: 7 Agents :

1 %, Design

z Ay X 2
H H :
Z z

2 ITSOLabl

Figure 11. Lotus Notes SNMP Configuration Database - Parameter View

Edit this document to control the way to start, stop and reboot the Notes server.
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SHMEP Condrol Biohis

b "

Allow Notes Server Htaniup
Adlowe Birte s Serear Bhidodowry
Al Systam Faboot

Mo
Mo
Mo

ges:

o

A T

Figure 12. Lotus Notes SNMP Configuration Database - SNMP Control Rights

Five subtrees comprise the Notes MIB: InInfo, InControl, Inlnterceptor, InUnix and
MPAInfo. LniInfo is the most comprehensive branch, including most of the
statistics and performance data. It is divided into 17 branches.

A summary of the structure of the Notes MIB follows:

Chapter 2. SNMP Management
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1 idso
3 org
6 dod
1 internet
1 directory
2 mgmt
3 experimental
4 private
1 enterprises
334 lotus
72 Notes
1 TnlInfo
1 1nStats
TnAl1StatsTable
InStatsStartTime
InStatsCurrentTime
TnMail
InReplica
InServer
TnComm
TnDisk
9 TnMem
10 TnDatabase
11 TnAgentMgr
12 1nMTAs
13 Inlnternet
14 1nObject
15 TnDomino
16 1nCalSched
17 1nCollector
3 1nMIBVersion
5 1nQSBuildNumber
2 TnControl
1 1InNotesServerSetState
2 1InNotesServerState
3 InLastTrapSeq
4 TnRecentTrapsTable
5 1nRemoteReboot
3 Inlnterceptor
InEvtServer
InEvtType
InEvtSeverity
TnEvtWhen
InEvtData
InEvtSeq
4 TnUnix
1 1nAlarm
2 1InSignal
100 MPAInfo
1 TnMainProxyAgentVersion
73 NotesPump

ONOUTAWN —

SoUTA WN

Figure 13. Lotus Notes Server MIB

2.2 SNMP Utilities in the NT Resource Kit

The Windows NT Resource Kit contains SNMP-related tools that help extend
SNMP management:

+ SNMPUTIL.EXE - SNMP Browser

- SNMP Monitor - SNMP Monitor

+ MIBCC.EXE - MIB Compiler

- PERF2MIB.EXE - Performance Monitor MIB Builder Tool
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2.2.1 SNMPUTIL.EXE SNMP Browser

This command line utility allows you to send SNMP requests and to listen to
traps. SNMP requests under SNMPUTIL are get, getnext or walk.

Use the following syntax for SNMP requests:
snmputil command agent community oidlist

Where command is:

+ get (to obtain the specified MIB variables)
- getnext (to obtain the next MIB variable in the MIB tree)
- walk (to obtain all variables in the specified MIB tree)

agent is the target workstation name or IP address; community is the SNMP

community name; oidlist is a blank separated list of MIB variables. This list may

use the numeric or textual variable name. Each variable must start with a
period (.). The following example lists the system subtree of a workstation:

snmputil walk winnt69 public .iso.org.dod.internet.mgmt.mib-2.system

The following output is generated:

Variable
Value

Variable

Value

Variable
Value

Variable
Value

Variable
Value

Variable
Value

Variable
Value

End of MIB

system.sysDescr.0
OCTET STRING - Hardware: 80486-D0 PS2/PS2 COMPATIBLE - Software: Windows NT Version 3.51

(Build Number: 1057 Uniprocessor Free )

system.sysObjectID.0
OBJECT IDENTIFIER - .1.3.6.1.4.1.311.1.1.3.1

system.sysUpTime.0
TimeTicks - 2971480

system.sysContact.0
OCTET STRING - Contact: Leonardo P Frollini - Registered Owner: Barry D. Nusbaum

system.sysName.0
OCTET STRING - WINNT69

system.sysLocation.0
OCTET STRING - ITSO Raleigh

system.sysServices.0
INTEGER - 76

subtree.

Figure 14. Output from SNMPUTIL Command

Use the following syntax to listen to SNMP traps:

snmputil trap

— Note

We tried to get the snmputil trap function to work, but we were not
successful. There is a Microsoft write up on it at
http://www.microsoft.com/articles/q130/5/64.htm.

Chapter 2. SNMP Management
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2.2.2 SNMP Monitor

SNMPMON.EXE is a utility to monitor specific MIB variables. You use a
configuration file to specify which MIB variables to monitor and what actions to
take when specified conditions are met. SNMPMON will periodically query these
MIB variables and execute the specified actions according to the configuration
file.

The following file sets SNMPMON to monitor the number of sessions established
with one Windows NT server. This parameter is found in the MIB variable
(1.3.6.1.4.1.77.1.2.19.0):

.iso.org.dod.internet.private.enterprise.lanmanager.lanmgr-2.server.svSessionNumber

When the number of sessions exceeds ten, SNMPMON sends a message to the
administrator's machine.

//Sample file monitoring the number of sessions in Windows NT
//

// If number of sessions is greater than 10, a warning message
// is sent to the administrator machine

NTDOMC 1.3.6.1.4.1.77.1.2.19.0 20 O
>10 0 0 10000 net send winnt80 The number of sessions to NTDOMC has exceeded 10.

Three types of statements make up a configuration file: comments, scope
definitions and conditional statements.

Lines starting with // are comments.

A scope definition contains the machine name to be monitored, the MIB variable
to be monitored, the polling interval (how often SNMPMON will query this
variable, in seconds) and whether or not to log transactions (0: do not log, 1 :
log). The scope definition for the example above sets NTDOMC as the machine
to be monitored, 1.3.6.1.4.1.77.1.2.19.0 the MIB variable to be queried every 20
seconds and to not log the transactions.

A conditional statement determines when to execute an action. It contains a
condition (>10 in the above example), a log trigger (0: do not log), a command
trigger (0: execute command if condition is met), a command timeout (10000
milliseconds) and finally the command line command to be executed.

Invoke SNMPMON.EXE with the following command, using the configuration file
as a parameter, to start monitoring:

snmpmon cfg.txt

The following window will show the monitoring status:

SNMP Monitor  _ O] <]

Monitored nodes; 1
Gueries made: 3
Command lines executed: 2
Databaze records witter: 0

Figure 15. Monitoring Status
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SNMPMON may also direct its output to a database via the ODBC interface.
Refer to the Windows NT Resource Kit for details on using a database with
SNMPMON.

2.2.3 MIBCC.EXE

The MIBCC command comes with the NT Server 4.0 Resource Kit and is used to
compile MIBs. As indicated earlier in this chapter there are several MIBs that
are distributed with the NT Server 4.0 Resource Kit.

2.2.4 PERF2MIB.EXE Performance Monitor MIB Builder Tool

PERF2MIB is another tool that comes with the Resource Kit. It is typically used
by developers and it helps create new MIBs using ASN.1 syntax. It is designed
for things that use the Performance Monitor counters.

Chapter 2. SNMP Management 21



This soft copy for use by IBM employees only.

22  Wwindows NT Systems Management



This soft copy for use by IBM employees only.

Chapter 3. Domain Management

This chapter documents the built-in administrator capabilities of Windows NT, the

Windows NT Resource Kit and IBM add-on functions.

The administration tasks are done with various applications within Windows NT

rather than one centralized administration program. File management is done
with the File Manager (the Explorer in NT 4.0), printer management from the

Print Manager, user management from the User Manager and so on.

3.1 NT Web Administration

i % Web Administration OF Windows NT Server - Microzoft Internet Explorer

File Edit ¥Yiew Go Favorites Help

- A @ G- & o
Back Stop Refresh Home Search Favon... Prnt Font

Web Administration of
Microsoft Windows NT Server

Accounts

Devices

Vs st be fopged on with sdministrative privileges fo use
iz toot

Figure 16. NT Web Administration: Main Screen

The NT Web Administration is a part of the Resource Kit for Windows NT 4.0
Server. (It can also be found on Microsoft's Web page www.microsoft.com at
ntserver/webadmin/webadmindl.htm.) It allows you to administer your Windows
NT servers remotely from virtually any HTML browser. It is not in any way
intended to replace the standard administration tools that are available, but
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merely an additional way of keeping your system up and running, even if you are
remotely attached over the network.

Some of the tasks you can perform with NT Web Administration are:

Account Management

- Create/remove user accounts

- View/change user information

- Change user passwords

- Disable user accounts

- Create/remove groups

- Add/remove users to and from groups

- Add workstations to the domain

Share Management

- View/create shares for all installed file services (Microsoft, Macintosh
and NetWare)

- Change permissions on shares

Session Management

- View/delete sessions

- Send messages to current users of the server

Server Management

- Shut down/reboot server

— Change services/driver configuration

- View system, application and security log events

— Server configuration data dump

Printer Management

— List print queues and jobs in each queue

— Pause/flush queue or specific print job

You are required to have the Internet Information Server 2.0+ (1IS) installed and
configured before you attempt to install the NT Web Administration. Since it
requires IS 2.0, NT 3.51 users are unable to use this feature. Clients could still
be using NT 3.51, as long as you are using a compatible browser. Even though
Web Administration doesn't get installed when you install the Resource Kit,
installation procedures are very straight forward. Just run the setup.exe file
from the /Apps/WebAdmin folder. After that, there is very little customization
required. Web Administration needs to be installed on all servers you wish to
manage. Installing it only on the primary domain controller (PDC) doesn't help
you if you have shares or other manageable resources on other servers.
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Weh based Administration for Microsoft Windows HT Ser___

Welcome to Setup.

This Setup program installs the wieb based Adrinistiation for
Ficrosoft Windows NT Server.

Ta inztall the Web bazed Adminiztration for Microzoft Windows NT
Server on vour computer now, click Continue or press Enter.

To exit Setup without installing, click Exit or press F3.

Cortrue { ©  Est . Hel

Figure 17. Web Administration: Installation Screen

Before you start your browser after the installation, please make sure that you
enable a suitable type of password authentication on the IIS server before you
try to connect to it. By default, the Basic (Clear Text) method is turned off,
making it impossible to connect with any other browser than the Microsoft
Internet Explorer (MSIE).

TCF Poit:
Connection Timeaut:

b aximum Cornnections:

-~ Anonprmous Logan

Usemame: {IUSR_wINNTS0

PaSSWUId' ixxxxxxxxxxxxxx

« Pazsword Authentication

[ Ok ; Caticel Apply Help

Figure 18. WWW Service Properties (Default Settings)
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We noticed some inconsistencies between the MSIE and Netscape Navigator
when selecting the right-hand side menu links. The HTML table is different in
height when you compare the two, rendering the .gif arrows out of sync.
Everything works as it should though; it's just a visual flaw.

File System

Printers Printers

Internet
E xplorer

Hetscape
M avigator

Figure 19. Maintenance Selected with MSIE and Netscape Navigator

Please see the following table about browser/password support for some
common versions of MSIE and Netscape Navigator.

Table 5. Browser/Password Authentication Table

Basic Windows NT Both

Challenge
Internet Explorer Supported Not supported, Supported - Rolls
2.0 for Macintosh can not connect back to Basic
Internet Explorer Supported Not supported, Not supported,
2.0 for Microsoft can not connect does not roll back
Windows 95 to Basic, you can
not connect

Internet Explorer Supported Supported Supported -
2.0 for Windows Windows NT
95, plus NTLM Challenge
patch Response applied
Internet Explorer Supported, but Supported Supported
2.0 for Windows browser will
NT 4.0 repeatedly ask

you for

authentication
Internet Explorer Supported Supported Supported -
3.0 for Windows Windows NT
95/NT 4.0 Challenge

Response applied

Netscape Supported Not supported Supported - Rolls
Navigator 2.0 back to Basic
Netscape Supported Not supported Supported - Rolls
Navigator 3.0 back to Basic
Netscape Supported Not supported Supported - Rolls
Communicator 4.0 back to Basic
Beta 2
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If you have the Windows NT Challenge/Response turned off or if you are using a
browser other than MSIE, you will get a window that requests you to log on as
soon as you try to select any of the menu links, except for Help.

atenicaon gy

You need a pazsword to access thiz page.

Cancel
Rezource: vtk E0
Uzername: iadminislralnr
Pazgword: a“““““““

Figure 20. Web Administration: Logon Requester

For MSIE users, the best choice is the Windows NT Challenge/Response. This
method is the most sophisticated and doesn't transmit the password over the
connection at all, compared to the Basic authentication which sends the
password in clear text. Either way, the user name provided is checked against
the members of the administrators group on the machine you are connecting to
and you need to be a member of this group to gain access to the server.

Some pros and cons of the NT Web Administration are:

Pros

— Access is operating system-independent (requires a compatible
browser).

- Easy installation.

- Free of charge.

Cons

- Server needs to be accessible over the Internet (if managed from the
LAN/WAN).

- 1IS and Web Administration need to be installed on all servers that you
want to administer.

— The server needs to be NT 4.0 to be manageable.

The following sections discuss the similarities and drawbacks when comparing
NT Web Administration with the native management tools in Windows NT and
those included in the Resource Kit.

3.2 NT Management

Windows NT comes with a variety of management tools for different
management tasks. Most of them are GUI versions. With the NT Resource Kits
you get a set of handy command line (CMD) tools as well as quite a few GUI
tools. We only used the NT Resource Kit for NT Server 4.0, but there is also a
Resource Kit for NT Workstation 4.0 which is a subset of the server version as
well as a new resource kit called the Microsoft Windows NT Server Version 4.0
supplement 1.

Normally, one would prefer to use the GUI-based tools since they tend to be
more intuitive and easily manageable. Sometimes though, you learn to
appreciate the flexibility of a CMD program, its ability to run batch jobs and the
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possibility to run it over a text-based connection such as a TELNET session or a
remote console.

3.2.1 Adding Users

This section shows how to perform the user administration function of adding
user IDs using the GUI, the command line and the Web Management interface.

3.2.1.1 Adding a User with the Windows NT GUI
1. Start the Windows NT User Manager (for Domains).

User Manager - \WWINNT80

User Yiew Policies Options MHotes Help
Username EFuII MName iDescripliun
€ Administratar Administrator Built-in account
£ ahlen Anders Ahl Anders Ahl
€ Cuest Guest Built-in account
£ IUSR_WINNTED Internet Guest Account  Intermet Guest Account
€ tmersrd tmersrsd Trvoli Unprivileged Op's
: |

Groups iDescription
BLd Administrators kembers can fully administer the computer/domain
gl# Backup Operatars hMembers can bypass file security to back up files

# (G1ests Uzers granted guest access to the computar/domain

Figure 21. Windows NT: User Manager

2. Choose the User - New User menu items.

Usemame:  JNTUser Cf Add
Ful Hame:  NTUser Cancel ;
égescriptiun: ;UmraddedfrDmWinduwsHT Help 3
Pazzward: ;“’“‘“’“‘“ 77777777777777777777777777777777777777777777777777777

- Corlim e

¢ Pazsword: 3

v Uszer Cannot Change Pazsward
¥: Password Mever Expires
"% Account Dizabled

mi@'%

Graups F'r-:fi‘le Dialir

Figure 22. Windows NT: New User

3. Fill in the appropriate information in the empty fields.
4. Click on the Add button.
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3.2.1.2 Adding a User from the Windows NT Command Line

You could use the NET USER command to do this if you don’t have the Resource
Kit installed or if you only want to add a few users. See Figure 23 for the
complete syntax of the NET USER command. As you probably already know
your way with the NET commands, we try to use them as little as possible
leaving more room for alternative solutions.

(. ™

NET USER [username [password | *] [options]] [/DOMAIN]
username {password | *} /ADD [options] [/DOMAIN]
username [/DELETE] [/DOMAIN]

The [options] are:

/active:{no | yes}
/comment:" Text”
/countrycode:nnn
/expires:{Date | Never}
/fullname:" Name"”
/homedir:Path
/homedirreq:{Yes | No}
/passwordchg:{Yes | No}
/passwordreq:{Yes | No}
/profilepath: [Path]
/scriptpath:Path
/times:{Times | A11}
/usercomment:” Text”
/workstations:{Computername[,...] | *}

— —J

Figure 23. Syntax of the NET USER Command

The ADDUSERS.EXE command that comes with the Resource Kit is a very useful
command when you want to add many users and groups to an NT server at the
same time. Since it reads its input from a text file, you could easily
machine-generate this file by exporting an employee record or a list of users to
an ASCII-file with the format described in Figure 25 on page 30. For the
complete syntax of the ADDUSERS.EXE command, see Figure 24.

. —

Adds, Writes, or Erases accounts as specified by a delimited file.
ADDUSERS [/?] [\\computername [[/c | /d | /e] filename]] [/s:?]

/? Display this help screen.

/c Create accounts specified in the file.

/d Write current accounts to the specified file.

/e Erase user accounts specified in the file.

/s:?7 Sets the separator character for the input/output file. Replace the
? with the character to be used for separating fields. (eg /s:7)

[

Note: The separator character is a comma ',’ by default.

For detailed information please refer to the Resource Kit Help file.

— —J

Figure 24. Syntax of the ADDUSERS.EXE Command
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[Users]
<Username>,<Full Name>,<Password>,<Description>,<Home Drive>,<Home
Path>,<Profile>,<Logon Script>

[G1obal]

<Global Group Name>,<Comment>,<Usernamel>,<Username2>, ...
[Local]

<Local Group Name>,<Comment>,<Usernamel>,<Username2>, ...

Figure 25. Format of ASCII-file for Use with ADDUSERS.EXE

Note

The syntax mentioned in the Windows NT Resource Kit help file differs from
the actual ADDUSERS.EXE syntax regarding the <Description> parameter.

Windows NT Resource Kit help file format:

[Users]
<User Name>,<Full Name>,<Password>,<Home Drive>,<Home Path>,<Profile>,
<Script>

ADDUSERS.EXE format:

[Users]
<User Name>,<Full Name>,<Password>,<Description>,<Home Drive>,
<Home Path>,<Profile>,<Script>

The <Description> parameter is left out in the help file. Trying to add users
from a file based on this syntax will not generate any error messages (except
if the fields you specify contain illegal information) but will generate user
accounts with invalid values in the fields after <Password>.

1. Create a text file (users.txt) containing the user(s) you want to add.
2. lIssue the ADDUSERS \\<Servername> /c users.txt command.

Ain>type users.txt
dllser]
AMDUser . CHMDUser, User added from Windows NI CMD....

Ainraddusers \wwinnt8B sc users.txt
Alser account created: "CHMDUser"

NI

Figure 26. Windows NT CMD: Adding a User with the ADDUSERS.EXE Command
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3.2.1.3 Adding a User with the Web Management Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Accounts link.
3. Click on the Users link.

This will bring you to the following window:

User Accounts

Adminigtratar
ahlen

Guest
IUSR_w/IMMNTE0
trnersred

Properties
Fasaword
Groups
Delete

Create Mew

da

Figure 27. Web Administration: User Accounts

4. Click on the Create New button.

Create New User Account

User MName: |WEBUSBI Full Marme: |WEEUSEI

Password: I Caonfirrn Password: I

Comment: ILIser added fram the WEB

W Passward Never Expires I Must Change Passwaord Mext Lagan
W Cannot Change Passward ™ Account Disabled
Cieate Clear

Figure 28. Web Administration: Create New User Account

5. Fill in the appropriate information in the empty fields.
6. Click on the Create button.

3.2.2 Editing Users

This section shows how to perform the user administration function of editing
user IDs using the GUI, the command line and the Web Management interface.

3.2.2.1 Editing User IDs with the Windows NT GUI

1. Start the Windows NT User Manager (for Domains).

2. Select the user you wish to edit.

3. Either double-click, press Enter or choose the User - Properties menu items.
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Uzemame: MTUzer

Full Hame: ]NTLISEI Cancel ;

Passward: ]xaxxxmmxxaxxa

Caonfirm
¢ Pazswornd:

Dialir

Figure 29. Windows NT: User Properties

4. Edit the desired fields.
5. Click on the OK button.

3.2.2.2 Editing User IDs from the Windows NT Command Line

Editing users from the Windows NT command line using the NET USER command
is very tedious work, especially if you want to change more than one parameter
at a time. See Figure 23 on page 29 for the complete syntax of the NET USER
command. The Windows NT ADDUSERS.EXE command doesn't let you change
users properties.

3.2.2.3 Editing User IDs with the Web Management Interface
1. Connect to the server with your browser

(http://<Servername>/NTAdmin/NTAdmin.htm).

Click on the Accounts link.

Click on the Users link.

Select the user you wish to edit.

Click on the Properties button.

arLN

This will bring you to the following window:
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Properties For: CMDUser

Full Mame: ICMDU&EF

Caomiment: IUser added from Windows HT CkD

¥ User Must Change Password Next Logaon
™ User Cannot Change Passward
I™ Password Mever Expires

I™ Account Disabled

Update Cahcel

Figure 30. Web Administration: User Properties

6. Edit the desired fields.
7. Click on the Update button.

3.2.3 Removing User Accounts

This section shows how to perform the user administration function of removing
user IDs using the GUI, the command line and the Web Management interface.

— Note

If you remove a user account and create a new one with the same name, it
will not restore access to resources that currently reference this user
account in the access control list.

3.2.3.1 Removing a User with the Windows NT GUI

1. Start the Windows NT User Manager (for Domains).

2. Select the user you wish to delete.

3. Click on the Delete button or choose the User - Delete menu items.

User Manager for Domaing m

Each uzer account iz represented by a unique identifier which is independent of the ugemame. Once this uger account iz
deleted, even creating an identically named uzer account in the future will not restore access to resources which curmently
#  name thiz user account in the access control ist,

Figure 31. Windows NT: Delete User Requester

4. Select OK.

3.2.3.2 Removing a User ID from the Windows NT Command Line

You could use the NET USER command to do this if you don’t have the Resource
Kit installed or if you only want to remove a few users. See Figure 23 on

page 29 for the complete syntax of the NET USER command. The fastest way to
remove many users from a server using the Windows NT command line is to
export the user data to a file, edit the file and then use the ADDUSERS.EXE
command to remove them.

1. Dump the user data to a text file (users.txt) by issuing the ADDUSERS
\\<servername> /d users.txt command.
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2. Edit the file in a text editor of your choice, removing all the group sections
and the users you want to keep.

When you're done, the file should only contain the users you want to

remove.
3. Issue the ADDUSERS \\<Servername> /e users.txt command.

A=nDtype users.txt
Allser]
;CHDUser,CHDUser,,User added from Windows WT CHD....

EC:\)addusers swuwinnt88 e users.txt
Alser account deleted: "CMDUser™

o

Figure 32. Windows NT CMD: Removing Users Using the ADDUSERS.EXE Command

3.2.3.3 Removing a User ID with the Web Management Interface
1. Connect to the server with your browser

(http://<Servername>/NTAdmin/NTAdmin.htm).

Click on the Accounts link.

Click on the Users link.

Select the user you wish to delete.

Click on the Delete button.

A

You will get the following window:

Delete User NTUser

Are you sure you want to rermowe the user account for NTLU ser?

Delete Cancel

Figure 33. Web Administration: Delete User Account

6. Click on the Delete button.

3.2.4 Adding Local Groups
The concept of groups in Windows NT greatly simplifies the assignment of
permissions and rights in your NT environment. There are two types of groups
available in Windows NT, local and global, and they differ considerably from
each other.
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On a Windows NT Server, a local group can only be granted permissions and
rights for the domain controllers of its own domain but it can contain user
accounts and global groups both from its own domain and from trusted domains.

A global group on the other hand can be used in its own domain (on member
servers and workstations) and on trusted domains. It can become a member of
a local group but only contain user accounts from its own domain.

3.2.4.1 Adding a Local Group with the Windows NT GUI
1. Start the Windows NT User Manager (for Domains).
2. Choose the User - New Local Group menu items.

Dezcrption: aﬁmup created from *indows HT

Show Full Mames

Members:

Figure 34. Windows NT: New Local Group

3. Fill in the appropriate information in the empty fields.
4. Click on the OK button.

3.2.4.2 Adding a Local Group from the Windows NT Command Line
The NET GROUP command doesn’t support adding local groups to a server. It
can only operate on global groups when in a domain. See Figure 35 for the
complete syntax of the NET GROUP command.

NET GROUP [groupname [/COMMENT:"text"]] [/DOMAIN]
groupname {/ADD [/COMMENT:"text"] | /DELETE} [/DOMAIN]
groupname username [...] {/ADD | /DELETE} [/DOMAIN]

Figure 35. Syntax of the NET GROUP Command

Instead, we used the ADDUSERS.EXE command from the Windows NT Resource
Kit.

1. Create a text file (users.txt) containing the local group(s) you want to add.
See Figure 25 on page 30 for the correct format.
2. lIssue the ADDUSERS \\<servername> /c users.txt command.
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ACiw2type uzers_txt
dlLocall
NTCHMDGroup . Group created from Windows NI CMD. .

Anaddusers “\Swinnt88 c users.txt
Hlocal group created: "NTICMDGroup®

. FIN

Figure 36. Windows NT CMD: Creating a Group Using the ADDUSERS.EXE Command

3.2.4.3 Adding a Local Group with the Web Management Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Accounts link.
Click on the Groups link.
4. Click on the Create button.

w

You will get the following window:

New Group Information

Group Mame: IWEBGmup

Comment: IG roup created from the wieb

Create Clear

Figure 37. Web Administration: New Group Information

5. Fill in the appropriate information in the empty fields.
6. Click on the Create button.

3.2.5 Editing Groups
Web Management doesn't let you populate a group with members. Instead
you have to assignh groups to users.
Web Management doesn't let you change the description of a group.

3.2.5.1 Editing Groups with the Windows NT GUI
1. Start the Windows NT User Manager (for Domains).
2. Select the group you wish to edit.
3. Either double-click, press Enter or choose the User - Properties menu items.
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Group Mame:  MTGoup

Description: aGroup created from \Windows NT

Show Full Mames

Members:

Figure 38. Windows NT: Local Group Properties

4. Add/Remove users and/or change the description.
5. Click on the OK button.

3.2.5.2 Editing Groups from the Windows NT Command Line
The Windows NT Resource Kit ADDUSERS.EXE command doesn't let you edit

groups. Instead you have to use the NET GROUP command. See Figure 35 on

page 35 for the complete syntax of the NET GROUP command.

%GPuup Accounts for “SNTDOMC

%*Dumain Admins =*Domain Guests *Domain Usewrs *TestGroup
dThe command completed successfully. :

1 \ONET GROUP TestGroup

%Gruup name TeztGroup
Aomment TesztGroup

Members

%Ihe command completed successfully.

%C:\}NEI GROUFP TestGroup ahlen ~ADD
JThe command completed successfully.

C:\ONET GROUP TestGroup

AGroup name TeztGroup
Homment TesztGroup
‘Memhers

;ahlen

%The command completed successfully.

Figure 39. Example of Adding a User to a Group Using the NET GROUP Command

3.2.5.3 Editing Groups with the Web Management Interface
1. Connect to the server with your browser

(http://<Servername>/NTAdmin/NTAdmin.htm).

Click on the Accounts link.

Click on the Users link.

Select the user you wish to edit group memberships for.

Click on the Groups button and you will get the following window:

ok wN
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Group Memberships For: WEBUser

Not Member Of: Member OFf:
Adrminiztrators Bdd x> m
Backup Operataors —l
Guestz
Power Uzers << Remove |
Replizator

FCanzale Users
Trwoli_Admin_Prvileges

Figure 40. Web Administration: Group Memberships

3.2.6 Removing Groups
When removing groups, be sure you are aware of all the resources that use the
group for permission control. If you're not the only one using the group,
removing it could be fatal for access elsewhere in your system. Write
descriptive comments for the groups to help avoid unnecessary work recreating
the structure. If you delete a group and create a new one with the same name, it
will not restore the access to your resources.

3.2.6.1 Removing Groups with the Windows NT GUI
1. Start the Windows NT User Manager (for Domains).
2. Select the group you wish to delete.
3. Click on the Delete button or choose the User - Delete menu items.

 User Manager for Domains ﬁ

Each group iz represented by a unique identifier which iz independent of the group name. Once thiz group is deleted,
even creating an identically named group in the future will not restore access to rezources which currently name this
% group in the access contral ligt,

Figure 41. Windows NT: Delete Requester

4. Select OK.

3.2.6.2 Removing Groups from the Windows NT Command Line

The fastest way to remove many groups from a server using the Windows NT
command line is to export the group data to a file, edit the file and then use the
ADDUSERS.EXE command to remove them.

1. Dump the group data to a text file (users.txt) by issuing the ADDUSERS
\\<servername> /d users.txt command.

2. Edit the file in a text editor of your choice, removing the user section and all
the group sections that you want to keep.

When you're done, the file should only contain the groups you want to
remove.
3. Issue the ADDUSERS \\<servername> /e users.txt command.
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In2type users. txt
4lLocall
MNTCMDGroup, Group created from Windows NI CMD, .

sJaddusers “swinntBB e users.txt

ocal group deleted:
E 21N

"NICHMDGroup™

Figure 42. Windows NT CMD: Removing Groups Using the ADDUSERS.EXE Command

3.2.6.3 Removing Groups with the Web Management Interface

1. Connect to the server with your browser

(http://<Servername>/NTAdmin/NTAdmin.htm).

2. Click on the Accounts link.

3. Click on the Groups link.

Group Accounts

RConszole Users
Tiwali_Admin_Privileges
WEBGmup

Adrminiztrators Create |
Backup Operators

Guests

Poweer U zers Delete |
Replicatar

zers

MTGroup

Figure 43. Web Administration: Group Accounts

4. Select the group you wish to delete.
5. Click on the Delete button.

Delete Group

Are you sure you want to remowe the group NTGroup?

Delete Cancel

Figure 44. Web Administration: Delete Group

6. Click on the Delete button.
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3.2.7 Adding Global Groups

For an explanation of global and local groups, see 3.2.4, “Adding Local Groups”
on page 34.

3.2.7.1 Adding Global Groups with the Windows NT GUI

1. Start the Windows NT User Manager (for Domains).
2. Choose the User - New Global Group menu items.

T S - |

Members:

ﬁ Guest

ﬁ IUSE_NTDOMC Intermet Gueslﬂ.g
€ leopires Leonarda Pires F
€ tmersrvd tmersrvd :

Figure 45. Windows NT: New Global Group

3. Fill in the appropriate information in the empty fields.
4. Click on the OK button.

3.2.7.2 Adding Global Groups from the Windows NT Command
Line

You could use the NET GROUP command to do this if you don't have the
Resource Kit installed or if you only want to add a few global groups. See
Figure 35 on page 35 for the complete syntax of the NET GROUP command.

1. Create a text file (users.txt) containing the group(s) you want to add.
2. Issue the ADDUSERS \\<servername> /c users.txt command.
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%C:\}type users . txt
4[Globall
MNIGlobalGroup.Global group created from Windows NT CMD.

%C:\}addusers “wntdomc At users.txt
#lobal group created: "HIGlobalGroup"

o

Figure 46. Windows NT CMD: ADDUSERS

3.2.7.3 Adding Global Groups with the Web Management Interface
You can not add global groups using the Web Management interface.

3.2.8 Creating Shared Directories
The easiest way to access a resource from another computer is to share the
resource. This way, the resource owner has full control over who can use the
resource and for what.

The folder to be shared needs to be physically present in the machine on which
the share is done. This means that you can’t share a folder that you have
connected to from another machine. However, with the Resource Kit there are
two useful tools to handle remote sharing of folders. The first is a command line
tool called rmtshare.exe and the other is a DLL that lets you share a folder that
doesn’t reside on the machine you are running on.
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(. ™

RMTSHARE \\server

\\server\sharename

\\server\sharename=drive:path [/USERS:number | /UNLIMITED]
[/REMARK:" text"]
[/GRANT [user[:perm][ /GRANT user[:perm]]]]
[/REMOVE user]

\\server\sharename=printername /PRINTER [/USERS:number | /UNLIMITED]
[/REMARK:" text"]
[/GRANT [user[:perm][ /GRANT user[:perm]]]]
[/REMOVE user]

\\server\sharename [/USERS:number | /UNLIMITED]
[/REMARK:" text"]
[/GRANT [user[:perm][ /GRANT user[:perm]]]]
[/REMOVE user]

\\server\sharename /DELETE

NOTE: if a sharename or path contains spaces, it should be enclosed
in quotes:
\\server\"with space”"="c:\with space”

— —

Figure 47. Syntax of the RMTSHARE.EXE Command

aeiZrnet view \\winnt87
fShared resources at \\winnt87

EShare name Type Used as Comment

ETEMP Disk Share of remote TEMP catalog
#The command completed successfully.

Ec:\}rmt5hare Wwwinnt87\Notes=c:\Hotes
#The command completed successfully.

Ec:\)net view \wwinnt87
iShared resources at ‘\A\winnt87

éShare name Type Used as Comment
éHute5 Disk Shared by remote command.
ATEMP Disk Share of remote TEMP catalog

EThe command completed successfully.

Figure 48. Windows NT CMD: Creating a Remote Share with RMTSHARE.EXE

To install the .DLL, right-click on the ShareUl.inf file in your /RESKIT folder and
choose Install. To see what it can do, connect to a host of your choice in the
Explorer
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File Edit

Explonng - Shared Directories on Winnt87

Yiew Tools Help

AR

% Shared Directories

% Al Folder

Htdom & ADMING
 Ntdomc &y Ct
2 Winnt38 & INETSRVY.INS

2] Winnt80 JE} IPC$
Winntg7

INETSBV.INS
1 Printers

L

4 chisctls)

Figure 49. ShareUl: Shared Directories 1

As you can see, there's a new drawer on each host called Shared Directories
that contains all available shares on each particular host.

Select New - Share from the File menu as shown in Figure 50.

Exploning - Shared Directories on wWinnt87 g

i Contents of 'Shared Directaries on Winnta7'

ws ADMING
L5 .

&2 INETSRV.INS
{=1PCS

INETS5RBY.INS
4 Printers

LD

Creates a new share,

Figure 50. ShareUl: Menu File - New - Share
Fill in the fields with the appropriate information. Unfortunately you need to

know the exact path to where you want the share to be, so a Browse button
might be a useful addition in future versions
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Share Mame: aTEMP

Path: aE:'\temp

Comment; iShare of remote TEMP catalog g

: Permizzions. ..
A gir Lirniky -oeerroesssssesnsnsssasssesnsasssssernse :

% Marimum Slloved

7% Allow

Ugers

Figure 51. ShareUl: New Share

The share is created on the remote host (provided you have permission to do
so) and you can now access the information using this share or map it to a drive
on your machine.

Exploning - Shared Directories on Winnt87

Gl

File Edit Yiew Tools Help

€9 Shared Directories

%2 INETSRV.INS
#1PCS

25 TEMP
IHETSRBY.INS

# Printers

L L L,

5
i

{5 abject(s)

Figure 52. ShareUl: Shared Directories 2

3.2.8.1 Creating Shared Directories with the Windows NT GUI
1. Using the Windows Explorer, select the folder you wish to share and click the
right mouse button.
2. Select Sharing .
Change the radio button from Not Shared to Shared As.
Change or accept the default share name and optionally enter a comment.

pow
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2% Mot Shared
~4¥5 Shared As:

Share Mame: ITEMP

Comment.  {Share of the TEMP folder

~ | Jger Limit; -

MNew Share...

% Masimum Allowed

£ Allow |

EIMISFIONE...

0K i Cancel . Apply

Figure 53. Windows NT: Share Properties

5. Select OK.

3.2.8.2 Creating Shared Folders from the Windows NT Command
Line
1. Make sure you know the path to the folder you wish to share.
2. Issue the NET SHARE sharename=drive:path /REMARK:"Optional Remark”
command. See Figure 55 on page 46 for the complete syntax of the NET
SHARE command.
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sndir ciNMEx
Uolume in drive C iz WINNTEB-C
Uolume Serial Number iz DB12-C327

Dirvectory of c:o

%134/83/9'? 11:=3%a <DIR> M50ffice
: 1 File<s> B hytes
45,112,832 bhytes free

%C:\}net cshare MSOffice=C:“\MSO0ffice ~REMARK:"MSOffice zhare made from CMDY
MEOffice was shared successfully.

o

Figure 54. Windows NT CMD: NET SHARE Command

—. -

NET SHARE sharename
sharename=drive:path [/USERS:number | /UNLIMITED]
[/REMARK:" text"]
sharename [/USERS:number | /UNLIMITED]
[/REMARK:" text"]
{sharename | devicename | drive:path} /DELETE

— —

Figure 55. Syntax of the NET SHARE Command

3.2.8.3 Creating Shared Folders with the Web Management
Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the File System link.
3. Click on the Shared Directories link.

Shares

Name Type Path Properties |

= ADMIMNG Windows CIMMNT o

CPCS Windows Permissions |

 C§ Windows o Delete

T F§ YWindows F: 4'
Create New |

Figure 56. Web Administration: Shares

4. Click on the Create New button.
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New Share Information

This is the folder you selected to share:

IE:'\TEMF‘ Browse |

Type the name you want to give this share:
[TEMP

Type a description for this share:

IShare of the TEMP catalog

WWho do you want to have access to this share: User limit:
M Microsoft Windows Users * Maximum Allowed

I Metvare Users T Nurmber Of Users: |EI

I Macintosh Users
add | concel |

Figure 57. Web Administration: New Share Information

5. Fill in the appropriate information in the empty fields.
6. Click on the Add button.

3.2.9 Editing Share Permissions

This section shows how to perform the user administration function of editing
share permissions using the GUI and the command line.

3.2.9.1 Edit Share Permissions with the Windows NT GUI
1. Using the Explorer, select the share you wish to edit and click the right
mouse button.
2. Select Sharing .
3. Click on the Permissions button.

A-::c:ess Through Share Peimissions 4

Aiccess Through Share: TEMP

Owrer:

M arme:

 Everyong

Full Contral

Tvpe of Access: iFuII Control

Cancel I Add... ] Remove Help

Figure 58. Windows NT: Access through Share Permissions
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4. If the user/group already exists, use Type of Access to edit it. If not, select
Remove or Add.

Add Users and Groups | % ]
: List Mames From: i WA T B0 '
M ames:
B2 dministrators Members can fully administer the compui =
Backup Operataors Members can bypazs file security to l:-ac:g
FAE veryone il Usgers
Guesls Users granted guest access ta the comg
gé IMTERALCTIVE Uzers accessing this object locally
5}.,,,. METWIDREK Uzerz accessing this object remately
’ Group created from windows MT
Member: can share directonies and print > §

il § Shaow Users

Add Mames:

Tvpe of Access: i Fead

[ OF, ; Cancel Help

Figure 59. Windows NT: Add Users and Groups

5. Select the users/groups you want to add and set the access permissions in
the Type of Access field.

6. Click on the OK button.

3.2.9.2 Edit Share Permissions from the Windows NT Command

Line

1. If you want to check the permissions before you edit them, issue the RMTSHARE
\\<servername>\<sharename> command.

2. Use the /IGRANT switch to specify the rights. See Figure 47 on page 42 for
the complete syntax of the RMTSHARE command.
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‘Ehare name ssntdomcscdrom
APath RN

ARemark

Maximum users Ho limit

Asers a

APermissions:

E “~Everyone : FULL CONTROL

E he command completed successfully.

nrmtshare “sntdomcxcdrom ~GRANI ahlen:R
dThe command completed successfully.

e sormtshare Nsntdomchcdrom
“KBhare name ssntdomcscdrom

APath [N
‘JRemark
‘Maximum users Mo limit
Alzers a
HPermissions:
~Everyone : FULL CONTROL
NTDOM~ahlen :  READ

#The command completed successfully.

Figure 60. Windows NT CMD: Editing Shares with the RMTSHARE Command

3.2.9.3 Edit Share Permissions with the Web Management

Interface

You can't edit shares using Web Administration. Work around this by deleting
the person/group you wish to edit from the Access Control List and then adding
them again.

3.2.10 Removing Shares

This section shows how to perform the user administration function of removing
shares using the GUI, the command line and the Web Management interface.

3.2.10.1 Removing a Share with the Windows NT GUI
1. Using the Explorer, select the shared folder you wish to remove the share
attribute from and click the right mouse button.
2. Select Sharing .
3. Change the radio button from Shared As to Not Shared.
4. Select OK.

3.2.10.2 Removing a Share from the Windows NT Command Line
1. Find out the share name by issuing the NET SHARE command.
2. Issue the NET SHARE sharename /DELETE command. See Figure 55 on page 46
for the complete syntax of the NET SHARE command.
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:s2>net zhare

dThe command completed successfully.

%C:\}net share TEMP ~DELETE
JTEMP was deleted successfully.

o

BLhare name Resource Remark

H1PCS Remote IPC

E o G~ Default zhare

B | F:=x Default zhare

ADMINSG G =~UWINNT Remote Admin

AT EMP C:~TEMP Share of the TEMP catalog

Figure 61. Windows NT CMD: NET SHARE /DELETE Command

3.2.10.3 Removing a Share with the Web Management Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).

WD

. Click on the File System link.
. Click on the Shared Directories link (see Figure 56 on page 46).
. Click on the Delete button.

3.2.11 File System Management (File/Folder Permissions)

This section shows how to perform the user administration function of managing
file systems using the GUI, the command line and the Web Management

interface.

3.2.11.1 Managing Permissions with the Windows NT GUI
1. Using the Explorer, select the file/folder you wish to alter permissions for
and click the right mouse button.

2. Select Properties .
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onfig.sys Properties ﬁ ﬁ

-~ Permizzions

., wiew or zet permizsion information on the
zelected item(z].

Figure 62. Windows NT: Properties

3. Select the Security tab.

File:  C:ACONFIG.SYS
Owner: WIMNTB0MSdminiztrators

P arne:

£ Evenyone Full Cantral [&l)

Tupe of Access: iFuII Control

Cancel 1 Add... ] Bemove Help

Figure 63. Windows NT: Permissions

4.

If the user/group already exists, use Type of Access to edit it.
Remove or Add.

Access.

. Click on the OK button.

If not, select

. Select the users/groups you want to add and set the access with Type of
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3.2.11.2 Managing Permissions from the Windows NT Command
Line

Permission management from the Windows NT command line is done with the
cacls.exe command. See Figure 64 for the complete syntax of the cacls.exe

command.
Displays or modifies access control lists (ACLs) of files
CACLS filename [/T] [/E] [/C] [/G user:perm] [/R user [...]]
[/P user:perm [...]] [/D user [...]]
filename Displays ACLs.
/T Changes ACLs of specified files in
the current directory and all subdirectories.
/E Edit ACL instead of replacing it.
/C Continue on access denied errors.
/G user:perm Grant specified user access rights.
Perm can be: R Read
C Change (write)
F Full control
/R user Revoke specified user's access rights (only valid with /E).
/P user:perm Replace specified user's access rights.
Perm can be: N None
R Read
C Change (write)
F Full control
/D user Deny specified user access.
Wildcards can be used to specify more that one file in a command.
You can specify more than one user in a command.

—

Figure 64. Syntax of the CACLS.EXE Command

3.2.11.3 Managing Permissions with the Web Management
Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the File System link.
3. Click on the File and Folder Access for NTFS partitions link.

Select File / Folder File f Folder For Permissions
CATEMP File / Folder:
testohit. prc 2 [eATEMPival

[F1 TESTFILE.OFSLOG

= T.ES.THLE'DFSLDG Permizzions Cancel

Backup tiseli. bt

drivers trnt_fis. e

MSE2C tm unirnst uuge

atuff wiZnsrvd exe

tivali. gif wiftppro. zip j

W' E Bddmir WS_FTP.LOG hd

Select Fulderl Select File |

Figure 65. Web Administration: Select File/Folder

4. Select the folder and file you wish to edit.
5. Click on the Permissions button.

52  windows NT Systems Management



This soft copy for use by IBM employees only.

Permissions for: CATEMPHtivoli.txt

Name Permission  sddGroup |

* Administrators Full Contral
" Everyone Change Add User
™ S¥STEM Full Contral Add Specific

il

Remave

Figure 66. Web Administration: Permissions for File/Folder

6. Edit the permissions as you like.

3.2.12 Broadcasting Messages

Broadcasting a message will pop up a box on the connected users screens
(provided they have the Messenger service started). Any user logged on can
send a message to or from any workstation or server on the network that they
can connect to.

B Messzenger Service
Mezzage lrom WINNTS0 to WINNTE0 on 4710597 12:25PM

Warning! The zerver will be shut down in 2 minutes!

Figure 67. Broadcast Message

3.2.12.1 Broadcasting a Message with the Windows NT GUI
1. Start the Windows NT Server Manager.

: Server Manager - \WwWINNTS0
Computer Yiew Options Help

R R R R R R LY

Figure 68. Windows NT: Server Manager

2. Select the desired computer to broadcast message to.
3. Choose the Computer - Send Message menu items.
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e |

Tousers connected ta: wIMNTE0
Mezzage:

WWarningl The server will be shut down n 2 minutes!

0k 1 él:ar'n:el Help

Figure 69. Windows NT: Send Message

4. Type the message you wish to broadcast.
5. Click on the OK button.

3.2.12.2 Broadcasting a Message from the Windows NT Command
Line

Broadcasting a message from the Windows NT command line is done with the
NET SEND command. See Figure 70 for the complete syntax of the NET SEND
command.

[NET SEND {name | * | /DOMAIN[:name] | /USERS} message ]

Figure 70. Syntax of the NET SEND Command

Hxwrnet send #USERS '"Warning?! The sewver will be shut down in 2 minutes?™
iThe message was successfully sent to all users of this server.

o

Figure 71. Windows NT CMD: NET SEND Command
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3.2.12.3 Broadcasting a Message with the Web Management
Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Maintenance link.
3. Click on the Broadcast Message link.

Broadcast Message

hd

Send Messagel Cancel |

Figure 72. Web Administration: Server Manager

4. Type the message you wish to broadcast.
5. Click on the Send Message button.

3.2.13 Remote Console

The Remote Console Server is a part of the Windows NT Resource Kit and needs
to be installed on the machines you wish to be able to connect to in order to use
the remote client (rclient). The Remote Console Client is provided both with the
Windows NT Resource Kit and with the Windows NT Web Administration. We
have found this connection method to be a better alternative for remote sessions
than the telnetd service. Both services are still in beta and you may experience
some problems. At times we lost the connection between the systems without
any apparent reason. Since the rclient requires you to connect from an NT
workstation, the telnetd service is still a good way to connect from other
operating systems.

3.2.13.1 Using Remote Console with the Windows NT GUI

You can not use the remote console with the Windows NT GUI.

3.2.13.2 Using Remote Console from the Windows NT Command
Line
1. Make sure the Remote Console Server is running on the machine you're
connecting to.
2. Issue the RCLIENT \\COMPUTERNAME command. See Figure 74 on page 56 for
the complete syntax of the rclient.exe command.
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MicwrosoftC{R> Windows NTCTM>
Gy GCopyright 1985-1996 Microszoft Corp.

C“WINNT~=zyztemd2>hostnane
fuinnt87

ZCrWWINNT s ysten32dexit
iEnd of connection

C:\NTRESKIT~RConsole>hostname
fuinntB80O

C:\NTRESKIT\RConsole>prclient
irclient B.96 (developped by Christophe ROBERT (chrisrob@microsoft.comd)

rclient [\ Icomputername

C:~NTRESKIT“RConzole>

Figure 73. Windows NT CMD: Remote Client Command

rclient 0.96 (developed by Christophe ROBERT (chrisrob@microsoft.com))

rclient [\\]computername

Figure 74. Syntax for the RCLIENT.EXE Command

3. When you are finished working on the remote machine, type exit.

3.2.13.3 Using the Remote Console with the Web Management
Interface

The Remote Console isn't really a Web Administration function. The browser
merely provides you with the executable if you should end up on a workstation
that doesn't have it installed; be aware that it needs to be a Windows NT
workstation though.
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Remote Console - Microsoft Internet Explorer

File Edit ¥Yiew Go Favorites Help

3 @ @ G- A
Back Stop Refresh Home Search Favorni...  Print Font
Address ihttp:.'.’winntBl].'ScriplsIN TAdmin/NTAdmin. diI?AdminCommand=Remote_Conzole | Links
e gl o Microsoft Windows NY Server
e - o SEryer Maintenance On Server: WINNT80
_Introduction | Remote Gonsole

st P 4

it

4 Hack to Maintenance

.......................................................... Result: Readv
! File System

Frinters

Semvices

¢ Todownload a Remote Console client, click the Remote Console
SESSIONS £ i that corresponds to the platform you are currently using. This
Stats ¢ ubiiby only works Microsoft VWindows NT clients.

Femote Console Utility (rclient.exe) for:

Figure 75. Web Administration: Remote Console

3.2.14 Rebooting Servers

This section shows how to perform the user administrator function of rebooting
servers. The server can be local or remote.

3.2.14.1 Rebooting Server with the Windows NT GUI
1. Start the Windows NT Shutdown Manager.
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WWIMNTED ;

Computer M ame:

- Options

v Rebont after shutdaw

Messzage Text [max 127 characters]

Server WIHMN T80 will be shut down and restarted.
Pleaze log off in the next & minutes.

Delay [zeconds):

E aK | Apot . Est

Figure 76. Windows NT: Shutdown Manager

2. Select the desired computer to shut down.
3. Edit the message text or accept the default.
4. Click on the OK button.

3.2.14.2 Rebooting Server from the Windows NT Command Line
Shutting down or rebooting a machine from the Windows NT command line
requires the SHUTDOWN.EXE command from the Windows NT Resource Kit.

(. ™

Release 2.0 written by A. Blatzheim 1993 at Microsoft GmbH

Usage: SHUTDOWN [/?] [\\Computer] [/L] [/A] [/R] [/T:xx] ["Msg"] [/Y] [/C]

/? Shows this screen.

\\Computer Specifies a remote computer to shutdown.

/L Specifies a local shutdown.

/A Aborts a system shutdown. This is only possible during the
timeout period.If this switch is used, all other are ignored.

/R Specifies that the machine should reboot after shutdown.

/Tixx Sets the timer for system shutdown in seconds.[20 sec. default]

"Msg" Specifies an additional message

/Y Answer all following questions with yes

/C Forces running applications to close.

ATTENTION: If you use the /C parameter NT ignores the
applications option to save data which may
have changed. You will see no File-Save dialog
box, because NT will force the application to
close. This will result in a Toss of all data.
not previously saved !!!

— —J

Figure 77. Syntax for the SHUTDOWN.EXE Command

Issue the shutdown /L /T:200 /Y /R "This machine is being rebooted for
maintenance!” command.
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System Shutdown

Thiz system iz shutiing down. Flease save all
work, in progress and log off. Any unzaved
changes will be lost. Thiz shutdown was
initiated o N TDOMEdministrator

Timve before shutdown ;. 00:0310

rMessage
i This maching is beeing rebooted far
¢ maintenancel

Figure 78. Windows NT CMD: System Shutdown/Reboot Command

3.2.14.3 Rebooting Server with the Web Management Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Maintenance link.
3. Click on the Reboot Server link.

Reboot Server

Server WINMTE0 will be shut dovwn and restarted. :I
Pleasze log off in the next B minutes.

Delay: |3E“:' seconds.

¥ Force Apps To Close (Changes Mot Saved)

¥ Reboot After Shutdown
Fieboat |

Figure 79. Web Administration: Reboot Server

4. Edit the message text or accept the default.
5. Click on the Reboot button.

3.2.15 Printer Management

This section shows how to perform the user administrator function of managing
printers. We show how to do that from the GUI, the command line and from the
Web Management interface.

3.2.15.1 Managing Printers with the Windows NT GUI
1. Start the Printer Manager.
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Z Printers

"
7

 — " .

; File Edit ¥View Help

re

iz Printers

e Sl N

3‘5 : 3 3 -
iF E: Document f: Status f Comment };
: H

; ;

; on wirps1 1 Paused

L I T TR U TR TN T UOUO TS
Z

A . ;
% 2 object{z] o

Figure 80. Windows NT: Printers

2. Double-click on the printer you want to manage.

7 wti_g111 on wtrps1 - Paused

Printer Document Yiew Help

Document Mame | Status { Owner } Pages | Size | Submitted  Port i
@210?35&9“ Administrator 1 29.7kB 5:48:57 PM 4/18/97

T CHERESER U

g

1 document(s] in quewe ,ﬁg

Figure 81. Windows NT: Printer Status

3. Double-click on the job you want to manage.

Microzoft Internet Explorer Home Page - Microsoft Intern... ﬁﬂ

: General | Page Setup | Advanced

icrozoft Intemet Explorer Home Page - Microsoft Internet E =g

Size 41358 bytes
Pages: 1
[ratatype: A s
Processor: winprint
Qwner: Administrator
Submitted: 40403 P 4410497
Motify: i.-‘-‘«dministrat-:nd
-~ Bty
Lowest 4} Highest
24

Current Priarity: 1

- Schedule:
% Mo Time Restriction

£~ Only From

Figure 82. Windows NT: Printer Job Manager
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3.2.15.2 Managing Printers from the Windows NT Command Line

NET PRINT \\computername\sharename
[\\computername] job# [/HOLD | /RELEASE | /DELETE]

Figure 83. Syntax of the NET PRINT Command

Sw2NET ULEW SSwinntdd
HBhared resources at “winnt80A
E hlen’s LahServer
#hare name Type Used as Comment
tr_glll Print ssutrpslsutr_glll
fThe command completed successfully.
AC:~3IMET PRINT ssuwinnt8@swtr_gl111
Printers at ““winnt89
%Name Joh & Size Status
%wtv_glli Queue 1 joh=s #*#Printer Activex
: Adminisztratopr 1 27238 Held in gueue

%The command completed successfully.

%C:\}NEI PRINT “»winnt8@ 1 RELEASE
dThe command completed successfully.
AN

Figure 84. Windows NT CMD: Managing Printer Jobs Using the NET PRINT Command

3.2.15.3 Managing Printers with the Web Management Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Printers link.

Printers

Jobs

Pauze

Rezume

Flugh

dads

Figure 85. Web Administration: Printers

3. Select the printer you want to manage.
4. Click on the Jobs button.
5. Select the job you want to manage.
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Print Jobs on Wwwirps1iwir_g111

Print Job Manager - Microzoft Internet Explore

Pauze

Fezume

Delete

did

Fefresh

Figure 86. Web Administration: Print Jobs

6. Pause, Resume or Delete the job.

3.2.16 Device Management
In Windows NT 4.0 a new feature was added that helped with the management of
hardware profiles. It lets you start different components depending on your
current configuration. If you are using a laptop for instance, you might not want
to start your SCSI drivers when you aren’t docked since your SCSI interface is
located in your docking station.

3.2.16.1 Managing Devices with the Windows NT GUI

Devices are managed with the Device Manager (Devices) located in the Control

Panel.
S 5 |
Device Stahus Startup
¢ {3270 Coax Driver Started Automatic

Shiozdsk Disabled Jesd .

AFD Metwarking Suppart Ensiranimer Started Automatic ;

thalbdx Dizabled °

ihalvas Digabled

Sic 7SR Dizabled

& ays Dizabled

amidnt Digabled

amszint Dizabled :

Andle e tEtted  Manual

Figure 87. Windows NT: Device Manager

Here you can start and stop devices installed on your system, change hardware
profile settings and change the startup type.
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Disable

Figure 88. Windows NT: Device Manager - Hardware Profiles

[ N |

Device: Appn

- Starbup Tupe
% Boot
i Sustern
% Automatic
1% Disabled

Figure 89. Windows NT: Device Manager - Startup Type

3.2.16.2 Managing Devices from the Windows NT Command Line
You can not manage devices using the command line interface.

3.2.16.3 Managing Devices with the Web Management Interface
Management of the hardware profiles through the Web Management interface is
done as follows:

1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Devices link.
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Devices

Device Status Startup Shart |
& Ahinsdsk Stopped Disabled

¢ AFD Metwarking Support Erwiranment Started  Automatic top |
" Ahalhdy Stopped Disabled

¢ Ahal7dx Stopped Disabled ﬂl
" aicyBux Stopped Disabled

 Always Stopped Disabled

¢ amilnt Stopped Disabled

f amsint Stopped Disabled

 Anydlc Started  Manual

 Appn Started  Manual

Figure 90. Web Administration: Device Manager

Here you can start and stop devices installed on your system and change the
startup type.

Change Startup For: Appn

" Boot

" System
" Automatic
& Manual
{~ Disabled

Update Cancel

Figure 91. Web Administration: Device Manager - Startup Type

One odd thing we discovered while testing the Device Manager with Web
Administration was that the list of devices isn’t consistently sorted.

" Pocmcia Stopped Disabled
370 Coax Driver Started  Automatic
" POLC Adapter - COM Started  Manual
" POLC Adapter Factory Started  Manual
" PDOLC Adapter - hMultiProtocol Adapter Started  Manual
" Twinax Adapter Common Started  Manual
¢ Twinax Adapter Started  Manual
© Twinax Adapter Namakan Started  Manual
" Twinax Adapter Snow Started  Manual
& POLC Adapter - WACType Started  Manual
" PDLC CxM Classes Started  Manual
" PDLC Connection Manager Started  Manual
" PDOLC DLC Classes Started  Manual
" POLC 5DLG Started  Manual
" Twinax DLC Started  Manual
" PDLC Environment Started  Manual

Figure 92. Web Administration: Device Manager - Inconsistent Sorting
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We have no explanation for this phenomenon but the error is consistent across

all servers that we worked on.

3.2.17 Services Management

This section shows how to manage the startup of NT Services using the GUI,

command line, and Web Management interface.

3.2.17.1 Managing Services with the Windows NT GUI

1. Start the Service Manager (Services) from the Control Panel.

! Gemvice Statuz Startup
 {dlerter Started Autarmatic
appniode Started Automatic
AyService Started Automnatic
ClipBook Server M arual
Computer Browser Started Autamatic
DHCF Clignt Dizabled
Directory Replicatar M arual
EwventLog Started Autamatic
FTP Publizhing Service Started Automatic Statup.
Gopher Publishing Serdce Stated  Automatic -

Startup Parameters:

Hyw' Prafiles. .

Figure 93. Windows NT: Services

Here you can start, stop, pause and change the startup type and hardware

profile settings (see 3.2.16, “Device Management” on page 62) for services

installed on your system.
2. Click on the Startup button.

Chapter 3. Domain Management

65



This soft copy for use by IBM employees only.

N |

i Service: Alerter

- Startup Type
% Manual
1% Dizabled

- Lag On As:

Figure 94. Windows NT: Service Startup

3.2.17.2 Managing Services from the Windows NT Command Line
Managing services from the Windows NT command line is an inefficient task
using the NET [START | STOP | PAUSE | CONTINUE] command. Installed but
stopped services are not visible at all and paused services show up in the
started list.

To list started services, issue the NET START without any switches.

3.2.17.3 Managing Services with the Web Management Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Services link.

Services

Service Status Startup Start |
&+ Alartar Started Automatic

¢ Appnhode Started Automatic Stap |
" AvService Started Automatic

Fausze

" Computer Browser Started Automatic 4'
" ClipBook Servar Stopped Fanual Contirue |
" DHCP Client Stopped Disabled

" EventLog Started Autormatic ﬂl
" ibmavdb Started Automatic

" ibmavtim Started Automatic

" Server Started Automatic

Figure 95. Web Administration: Service Manager

Here you can start, stop, pause and change the startup type for services
installed on your system.
3. Click on the Startup button and edit the settings.
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4. Click on the Update button.

The same problem with inconsistent sorting as in the Device Management with

the Web Management Interface (please see 3.2.16.3, “Managing Devices with the

Web Management Interface” on page 63) occurs in the Services list.

3.2.18 Sessions Management

This section shows how to manage sessions using the GUI, command line, and

Web Management interface.

3.2.18.1 Managing Sessions with the Windows NT GUI
1. Start the Windows NT Server Manager (Figure 68 on page 53).
2. Select the desired computer to manage sessions on.

3. Double-click on the selected server and click on the Users button.

{Uzer Sesszions on WINNTS0 ’
- Connected Users Computer Openz  Time Ide  Guest
adrninistrator WWIMNTET 0o:01 0000 Mo
Connected Uzers: 2
Rezource Opens Time
= IPC$ 0 0002
MTRESKIT 1 anm
E Cloge a Dizconnect Digconnect Al Help

Figure 96. Windows NT: User Sessions

4. Disconnect the connection(s).
5. Click on the Close button.

3.2.18.2 Managing Sessions from the Windows NT Command Line
Use the NET SESSION command to list all sessions on your machine. See

Figure 98 on page 68 for complete syntax of the NET SESSION command.
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%Cc-mputer Uszer name Client Tuype Opens [dle time

%\\HIHHT38 Windows NT 1381 8 @8 :85 a3
fThe command completed successfully.

%C:\}NEI SESSI0ON “~~UWINNT38
Alser name

Aomputer WINNT 38

Huest logon Mo

Wlient type Windows NT 1381
KBess time AB:-@A5 =47

Aldle time AB:=@5:21

%Share name Type #t Opens
qpcs 1PC

dThe command completed successfully.

%C:\}NET SESSTON “SWINNT38 ~DELETE
dThe command completed successfully.

JC: \ONET SESSION
fThere are no entries in the list.

Figure 97. Windows NT CMD: Managing Sessions Using the NET SESSION Command

The syntax of this command is:

NET SESSION [\\computername] [/DELETE]

Figure 98. Syntax of the NET SESSION Command

3.2.18.3 Managing Sessions with the Web Management Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Sessions link.

Sessions
User Computer Opens Time Information |
* administrator  WINNTS? AR 00:00 hrs

C WINMTEY 0 0000 hrs Disconnect |
Dizconnect Al |
Fefresh |

Figure 99. Web Administration: Sessions

3. Select the session you would like to get information on.
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Sessions

User administratar
Computer  WWINNTEY
Mum Opens 1

Time 0o:a1

Idle 00:01

Guest Ma
Connections

Resource Opens
empty list

Time

Figure 100. Web Administration: Sessions - Information

3.2.19 Performance Management

This section provides a brief overview of how to use the Web Management
interface to get performance data.

3.2.19.1 Managing Performance with the Windows NT GUI
See Chapter 5, “Performance Management” on page 165 for a complete review

of Performance Management.

3.2.19.2 Managing Performance from the Windows NT Command

Line

It's not possible to do any performance management from the command prompt.

3.2.19.3 Managing Performance with the Web Management

Interface

1. Connect to the server with your browser

(http://<Servername>/NTAdmin/NTAdmin.htm).

2. Click on the Status link.
3. Click on the Performance Statistics

Performance Monitor Objects

Swztem
Processor

k emary
Cache
Phyzicallisk
LogicalDizk.
Process
Thiead

|:| |:| ie.::t:z:

Fedinector

Server

Serer Work Queues

- Counters |

=

Figure 101. Web Administration: Performance Monitor Objects

4. Select the object of interest and click on the Counters button.
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Objects

Processes A
Threads 207
Events 422
Semaphores 152
hMutexes a0
Sections 221

Figure 102. Web Administration: Counters

3.2.20 Server Configuration

Configuring the server is done using different tools for different parts of the
server. This section shows how to display the various settings using the three
different approaches: GUI, command line and Web.

3.2.20.1 Managing Server Configuration with the Windows NT GUI
1. Start the Windows NT Diagnostics Program from the Administrative Tools
Group.

You can also start it from the command line. The executable is located at
\\winnt\winmsd.exe.

Services 2 Resources % E rvironment ; M etwork

Wersian ] System } Drisplay f Drives ! Mermary

Microzoft [R] *indows NT [TM] Server
Wersion 4.0 [Build 1381: Service Pack 3]
w06 Uniprocessor Free
B1220-425-0052266-52562

Registered ta:
Anders hl
ITS0
Ahlen's LabS erver

Figure 103. Windows NT: Windows NT Diagnostics

2. Navigate your way through the application using the available tabs.
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3.2.20.2 Managing Server Configuration from the Windows NT
Command Line

There isn't much hardware information available from the command line. Using
the NET CONFIG [SERVER | WORKSTATION] will give you some information
about OS level and NICs.

If you use the command line interface for winsmd /? you will find there are a few
things that you can do. You can get the following reports:

A complete system report

A summary system report

For a sample of the summary report, see Appendix B, “Windows NT Diagnostic
Summary” on page 275.

3.2.20.3 Managing Server Configuration with the Web Management
Interface
1. Connect to the server with your browser
(http://<Servername>/NTAdmin/NTAdmin.htm).
2. Click on the Status link.
3. Click on the Server Configuration link.

Configuration Category

Drrives

Services

Dirivers

temory

Interupt Resaurces
tMemory Resources
Port Resources
DA Resources
Hardware

E nvironment
Metwark

Get Eon[igurationl

Figure 104. Web Administration: Configuration Category

4. Select a category of interest and click on the Get Configuration button.

Server Configuration

05 Version

Fegistered Owner: Anders Akl
Fegistered Organization: ITSO
Yerszion Humber: 4.0
Build Humber: 1381
Build Tvpe: Uniprocessor Free
System Root: O SWINHT
Serwice Pack: 0

Figure 105. Web Administration: Server Configuration
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When displaying the operating system version, we discovered an inability for the
Web Administration Interface to correctly display the Service Pack level of the
queried machine. When using the GUI application the correct information was
displayed. This error was consistent on all machines we tested the Web
administration on.

3.2.21 Web Administration Preferences
Under the Web administration menu maintenance is a selection called Web
Administration Preferences.

Web NT Admin Preferences
High Boundary  Low Boundary

CPU Utilization: B % B %
Disk Space Utilization: Pﬂw % ;mw g
Mernory Utilization: ’90_' % ;E'Sm Y
Metwork Utilization: !-9-9»»“ Yo ;5'3— N
Mumber Of Sessions: ’25— 25—

™ Ensure use of SSL secured channel
Ok, 2 Cancel a

Mote:

+ Low Boundry - the text "Low" and a sunny sky bitmap will be displayed.
+ High Boundry - the text "High" and a stormy sky bitmap will be displayed.
+ Between Low and High - the text "Medium" and a cloudy sky bitmap will be displayed.

Figure 106. Web Administration: Preferences

This applies to the General Windows NT Server status information reachable
from the Welcome screen of Web administration (see Figure 16 on page 23).
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pel=iahich

Lagt Chaoked rrgre DB, TERY 557
Owerall Server Htflizatian M edian

Mumber of Users E iy

LR iilzation High

Digk Zpace Liilization Loy

Marnory Utiization iy

Figure 107. Web Administration: Server Status

Depending on the workload of your server, you should change these to fit your
server.

3.3 User Synchronization between Lotus Notes and Windows NT

Lotus Notes Domino provides a way to tightly integrate user administration and
authentication between Lotus Notes and Windows NT. With just a few
exceptions, the administrator can now synchronize Person documents in the
Notes Name & Address Book (NAB) and user accounts on the Windows NT
server. This synchronization works both ways, allowing the administrator to
either have Lotus Notes generating or deleting Windows NT users or vice versa.

After installing User synchronization, a new menu item, Notes, is added to the
Windows NT User Manager for Domains. This menu contains several options
that effect how synchronization is performed.

User Yiew Policies Options MHotes Help

R R

Username Full Name Description

Figure 108. Windows NT User Manager for Domains: Notes Menu Added

All of the settings are on a per session basis and don’'t get saved for future use.
If the User Manager is closed and re-opened, the settings are lost.
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User synchronization lets you keep both the NAB and User Manager current,
without having to update both when either changes. Also, you can manage user
information in the NAB and User Manager through the interface of your choice,
either Lotus Notes or Windows NT. Not all fields are synchronized though. For
example, changes to the users full names on one system do not cause an
update on the other.

You are required to have a Notes user ID with appropriate access to make any
changes to a Lotus Notes server's public address book, even when using
Windows NT to do this. To add users you also need access to the certifier with
which you wish to certify the users. On the NT side, you must be a member of
the administrator group or account operator group to add user accounts to User
Manager.

Installation of the User Synchronization

The easiest way to install the Lotus Notes User synchronization is to do it while
installing the Lotus Notes server. By default, this option is not checked when you
choose the customized install and you have to make sure you select it manually.

If you already have installed the Lotus Notes server but didn't install the Lotus
Notes User synchronization, run the installation program again and select only
the Lotus Notes User synchronization using the customized installation.

Chick atab to digplap additional sets of features.

f Motes ]f Advanced Services 1

Select the features pou want to inztall:

[ :Personal Data Files.... The data files and
dditional Templates................. program files
acurnentation D atabaszes needed to run a
Maotes work station.
ou must zelect the
Lotuz Doming

- : Server and Motes
ava support files............. Wtk station

ingle Password Logon................ components to i
otez Performance M anitar a Domino server.
otes Service Install ...

sef syhchronization....

i Domino.action Templates........
Space needed for zelected features: T43K
Space available on selected drive: 150356 K
o rokesh
Mewmt > i ¢ Previous E zit [rstall Help

Figure 109. Lotus Notes User Synchronization: Installation

You will get a warning message as you try to check the User synchronization
box, informing you of the requirement to have administrator rights to install the
product. Make sure you are an administrator or equivalent before you proceed.
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If you are selecting to install NT User spnchronization, be sure you are the Administrator of this system.

Figure 110. Lotus Notes User Synchronization: Warning Message

When the installation is done, start the User Manager to see the new options.

3.3.2 User Synchronization Settings

The first thing you need to do is to enable the User synchronization from the

Notes menu in the User Manager.

SRR

[

v Enable Hotes User Registration
Add zelected HT users to Notes

Registration Setup. .
Mail/ID Begistration Options. ..
Deletion/Rename Options...

Figure 111. Lotus Notes User Synchronization: Notes Menu

3.3.2.1 Registration Setup
When choosing this menu item, the User Manager looks in your notes.ini file for
user ID. If Lotus Notes Single Logon isn't enabled or if you haven't
already authenticated it in this session, a Notes Password requester will pop up
asking you for the appropriate password.

a valid Notes

Motes password for Anders Akl TS50:

1““ etz

Cancel

Figure 112. Lotus Notes User Synchronization: Enter Notes Password

After authentication you will get prompted for the certifier ID to use.

Certifier | Dr:

cwnobeshdatahcert.id

Figure 113. Lotus Notes User Synchronization: Choose Notes Certifier 1D
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The following screen resembles the Register Person screen (Figure 132 on
page 82) that you have to fill in when registering users in Notes. Fill in the
appropriate information regarding server and license information. If you plan on
using the Lotus Notes Single Logon service, make sure Use common Notes/NT
password is checked. At registration time you have the option to change this for
individual users providing you don’'t use the quick registration.

Nules Registration Setup ]

ITSOLab1/17S0

Feqisiration Server

Letifier |D... 1 TS0

Admiristration 1D g anders ARKITSO

Licenze type:

Security tupe: User unique arg unit:
| Maorth American | i

Cerhficate expiration date: Profile name:
;Dd.f'ES.f'EIEI 030333 PM |Hnne avallable

Figure 114. Lotus Notes User Synchronization: Notes Registration Setup

—— Note.

Selecting the Use common Notes/NT password option will cause the existing
NT password for the NT user to be replaced with the common NT/Notes
password. Make sure you inform the user about this if the account is active
when synchronizing with Notes.

3.3.2.2 Mail/ID Registration Options
Selecting the mail server to be used when registering the users is done in the
same manner as registering the users from Lotus Notes (see Figure 134 on

page 83).

Nules Mail/ID Registration Options ]
ITSOLab1ATSO

b ail Type: : Cancel

| Lotz Motes

b &l file directorny:

gmall“« Store User 1D
§¥: Create mail files now ¥ In Address Book
{73 Create mail fles later Cinfile: &b

Figure 115. Lotus Notes User Synchronization: Notes Mail/ID Registration Options
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3.3.2.3 Deletion/Rename Options

When deleting a user, Lotus Notes uses the Administration Process (Service

Task ADMINP) on the server to remove the necessary files and references. If
you choose to delete a user’'s mail file when deleting a user, an Approve File
Deletion request is generated in the Administration Requests database. See

3.3.5.2, “Deleting Users from Lotus Notes” on page 89 for how this is done.

Nules User Deletion and Rename Options ]

Select a Motes server for deleting users:

- [i1s0Lab1/TS0

£ Don't delete mail file
7% Delete just the mail file specified in the Perzon recard

{¥: Delete mail file specified in Person record and all replicas

Select a Motes server for renaming users:

- [IT50Lab1/TSD

Figure 116. Lotus Notes User Synchronization: Notes User Deletion and Rename Options

3.3.3 Adding Users

The administrator has the ability to add users to the system either from Lotus
Notes or from Windows NT. Even though the accounts get synchronized there's
still information that has to be edited manually after the registration is done.
Both approaches will be demonstrated in this chapter but there's always
additional refinements that can be done, such as using user templates or flat file
registering of users.

3.3.3.1 Adding One User to Lotus Notes from Windows NT
1. Start the User Manager for Domains.
2. Select the user you wish to add as a Lotus Notes user.
3. From the Notes menu, select Add selected NT users to Notes

Figure 117. Lotus Notes User Synchronization: User Registry Confirmation

4. Select OK.

5. Assuming you want to use a common NT/Notes password, enter a password
that will be used for the user to verify both Windows NT logins and Lotus
Notes ID file access.

Make sure that the password meets the security requirements of both
systems in terms of its naming convention.
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6. Click on the OK button.

First name: Ml Last hare:

1Leonardo a— ]Frn:nllini

I Uze comman NTMotes pazsward  Cormman M T /Mates pazsward for leopires:

Choosing 'Use common MT /Maokes i“**mx
paszward' will permanently replace
the current MT paszword for thiz Confirm paszword:

uger. The new password will work
far both MT and Mates,

ixxxxx:cx

Figure 118. Lotus Notes User Synchronization: Enter Notes User Information

7. Click on OK.

Notes User Registration ﬁ i

You have 1 NT users) pending Motes reqistriabion. Beaister them in Maotes now?

Figure 119. Lotus Notes User Synchronization: Begin Registration

8. To start the registration process, select the Begin Registration button.

The system will create an ID file for the user, certify it with the certification 1D
specified and create the user’'s mail file.

Notes User Registration | X ’

MT uszer 'Leonardo Pires Frollin' registered successfully in Motes!

Figure 120. Lotus Notes User Synchronization:

9. Click on the OK button.

To look at the user, open the Notes Address Book on the server and select the
People view.
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PERSON: Leonardo Frollinif/ITSO

Leonarda FraliniI TS0 @ I TSODOM

First rame Leanarda bl il sxysske Motes

Midddle initiak D iy ITSODOM

Last name: Frallini G ETE ITSOLaB1ATSO
U st nama: Leonardo Fralini/I TS50 bl il filiz: mailleopires. nsf

Leonarda Frollir

Shot name and/o Jfollin Fonmarding address:
Internet addness

HTTP pazpword:

Figure 121. Lotus Notes User Synchronization: Person Document in Lotus Notes

As you can see in Figure 121, the fields for the Notes user ID were filled in from
the NT user account.

3.3.3.2 Adding Multiple Users from Windows NT to Lotus Notes

To add multiple user IDs at the same time:

1. Start the User Manager for Domains.
2. Select the users you wish to add as Lotus Notes users.

Uszer Manager - HTDD

User Y¥iew Policiez DOptions Hotes Help

Username %Full MName iDescription
€ Adhl Anders Ahl Account created fram Lotus Notes
€ Administratar Barry D. Mushaurm Builtin account for administering the computer/domain

Anders Ahl Anders Ahl

Guest Guest account B account for guest access to the computer/doma|
€ IUSRE_NTDOMC Internet GuestAccount  Internet Server Anonymous Access
Group: CM5203R

E

maschne tanfred Schneider Group: CM5203R
€ tmersred tmersryd Tivali Unprivileged Operations Account (required)
Groups %Descriptiun

Figure 122. Lotus Notes User Synchronization: Selecting Multiple Users

3. From the Notes menu, select Add selected NT users to Notes

Ehuuse Reqistration Options for Selected NT Users

& Prompt for the name and pazswaord of each selected user

7% Reqgister zelected users at once without additional prompts Cancel
[Generated Motes passwords will be saved to nteyncdh naf)

Figure 123. Lotus Notes User Synchronization: Registration Options

4. To start the registration process, select the Begin Registration button.
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Motes User Reqgistration m i

You have 3 NT user[s) pending Motes reqistriabion. Beaister them in Maotes now?

¢ Cancel

Figure 124. Lotus Notes User Synchronization: Begin Registration

The system will create all of the ID files for the users, certify them with the
certification ID specified and finally create all of the user’'s mail files.

You can choose to register the users without specifying any passwords (quick
installation).

Ehuuse Registration Options for Selected NT Users

{2 Prompt for the name and password of each selected user

¥ egister selected users at once withaut additional prampts

[Generated Motes passwaords will be saved to ntsyncdh nsf)

Figure 125. Lotus Notes User Synchronization: Quick Installation

The system will generate random numbers for passwords and store them on the
Lotus Notes server in a database called NTSYNC45.NSF. If this database isn't
present on the server, one will be created for you.

[ 0]

Mew User
Paszwords
on Local

Figure 126. Lotus Notes User Synchronization: New User Password Database

This newly created database contains only one view listing the user names and
the creation date.

RnRRa

New Uszer Hame
0023097 0625030 PM Ulnka S andberg '

TenLan]

Figure 127. Lotus Notes User Synchronization: New User Passwords View
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Select a document and open it to see the user password.

New Notes User

few Usern Ulnka Sandberg
Lhser Fazswoid: 15634715005

Figure 128. Lotus Notes User Synchronization: New User Password

3.3.4 Creating Users
In addition to adding users that are already registered in Windows NT, the
administrator can choose to register new users and create them in both
environments at the same time.

3.3.4.1 Creating Users from Lotus Notes
1. Start the Lotus Notes Client.
2. Select the File - Tools - Server Administration menu items.

Edit View Create Window Help

Database »
Replication »

Tools 3 User Preferences. ..

_ Smartlcons___
Exit Notes -

User ID_..
Switch ID___
Lock ID Fh

Server Admimstrabion._.
Debug LotusScript

Show Java Console

H

I

i

v o

i It

r i [

i E £ i

Figure 129. Lotus Notes User Synchronization: Server Administration Menu

3. Click on the People button and choose Register Person from the menu that
appears.
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People Yiew

Begister Perszon...
: Register From File...
SEfVETE I Certifiers

Syztem Databazes bl il

Conzole Database Tools

Figure 130. Lotus Notes User Synchronization: Server Administration - Register Person

4. Lotus Notes will prompt you with a license question. Make sure you have
enough licenses and click on the Yes button.

Lotus Motes

‘‘‘‘‘‘

~g"  1egistered?

? Each user ID requires a software license. Have you purchased a license for each user to be

Figure 131. Lotus Notes User Synchronization: License Question

5. Edit all the fields to reflect your server policies. Don't forget to check the Add
NT User Account(s) and select an initial Windows NT group for the user.

Register Person m 1

Fleaze specify the following information to be applied to all
people registered in thiz registration zession.

Begistration Server. . a ITSOLab1ATS0

1 ATs0
Security tppe:
‘ Marth American
Certificate expiration date: NT Group Marme:
204#’24."39 023449 FM |Domaih Uzers

Figure 132. Lotus Notes User Synchronization: Register Person

6. In the Basic section of the Register Person request form there is a new field
for specifying the NT User Name. Change this to fit your Windows NT naming
conventions if you have any.
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£ Register Person m 1

First name: MI:  Last name:

Anders | &l

Pazswond:

cmd 2050 Minimurm password length: Fr——

License twpe: MNT User Hame:

‘ Lotz Maotes
Prafile:

| Mone dwailable]

Mext g g Delete 1 ! Beqgister I Cancel Help

Figure 133. Lotus Notes User Synchronization: Register Person - Basic Section

7. The Mail section should also be edited to match your server policies.

o ail bppe:

| Lobus Motes

ail hle name:

mailsaahl

% Create files now

£% Create files during sefup
Home gerver

‘ITSEILabh‘ITSIZI

Mext g

g Delete 1 ! Beqgister I Cancel Help

Figure 134. Lotus Notes User Synchronization: Register Person - Mail Section

8. Click on the Register button to start the registration process.
9. The user has now been registered both in Lotus Notes (Figure 135 on
page 84) and in Windows NT (Figure 136 on page 84).
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PERSON: Anders Ahl/ITSO

Anders ARIATSO G ITS000M

First rar Anders b il zeabemn Motes

Middle iitiak: Domairn: ITSODOM

Lt name: Ahl ol il s, ITSOLab1ATSO

User name: Anders AH/ TS0 b ail file: mailaahl
Anders Ahl

Short name ancddor gak Frormarding arddress:

Irbernet address:

HTTF password:

Figure 135. Lotus Notes User Synchronization: User Record in Lotus Notes

Uzer Yiew Policiez 0Options MNotez Help

Username %Full Name iDescription

€ Ashl Anders Ahl

€ Administrator Barry D. Mushaum Built-in account for administering the computer/domain
€ shlen Anders Ahl Anders Ahl

€ barry Barry Mushaum Barry Nushaum

€ cliang Lucas Fang Group: Ch4206R

£ Guest Guest account Built-in account for guest access to the computerfdomain
€ IUSR_NTDOMC Internet Guest Account Internet Server Anonymaous Access

€ koop Felix Koop Group: CM5203R

£ leopires Leonardo Fires Frollini Group: Ch4205R

€ maschne Manfred Schneider Group: CM5203R

€ tmersred tmersred Tivoli Unprivileged Operations Account (required)
Groups EDescriptinn

Figure 136. Lotus Notes User Synchronization: User Records in Windows NT

3.3.4.2 Creating Users from Windows NT

1.
2.

Start the User Manager (for Domains).

In order to synchronize the new user with Lotus Notes, check Enable Notes
User Registration in the Notes menu (Figure 111 on page 75).

Select User - New User and fill in the fields as you normally would. There's
no need to give the user a password though, as you will have to reenter it
anyway in the next screen.
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Add

¢ Usemanne: ;ullis

Full Hame: iUIrika Sandberg Cancel ‘i

Dezcription: ;UniH tl aztermind

Password: i

Canfirm
¢ Pazsword: i

¢ i zer Must Change Password at Mest Logari

¢ Uger Cannot Change Pazzward

: Pazzword Mewer Expires

& 2 = I ; = i

Groups Profile Hours : Logon To g Account

Dialit

Figure 137. Lotus Notes User Synchronization: New User

4. When that is completed select the Add button and a Notes User request form
will pop up asking you for confirmation of the user name and to enter a
password common to Windows NT and Lotus Notes.

| Enter Notes User Information ;

First name: Ml Last name:

B ze commmon NT Motes passward  Comnnon NT /Motes pazsword Ffor ullis:

Choosing 'Use common NT /Haotes ;mm*
pazsword' will permanentiy replace
the current NT paszword for thiz LConfirm paszword:

uzer. The new pazsword will work,
far both MT and Motes.

ixxxxxxx

Figure 138. Lotus Notes User Synchronization: Notes User Information

5. Select the Close button if you don't want to add more users.

6. To start the registration process, click on the Begin Registration button (see
Figure 119 on page 78).

7. Click on the OK button to finish the registration process.

8. The newly added user shows up in Windows NT and in Lotus Notes.
Figure 139 on page 86 shows the fields from the Person document on the
Lotus Notes server.
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PERSON: Ulrika Sandberg/ITSO

lrika 5 andbergATS0 @ ITSODOM

et narne: U|[|ka W EL TR Ngteg
ticddle imitial Clarmasie: ITSan0OmM
Last name: Sandberg bl il server; ITSOLab1 ATSO
User namme: Ulrika SandbergsI TS0 Mail e mailhulliz.nsf
Ulnka Sandberg
Shont name anddar yzandber Forpanding address:
Imbesriet address;
HTTP password:
w  Suclmimestration
Owuruzra: Ik a Sandberg/I TS0 Motes client icense: Latus Mokes
Bdministrators: Sebup profile:
Foreign directone sync Ter
allowaed:

Metwork acoount name; ullis

Faszwond digest:

Charnge revuest: Mone

Figure 139. Lotus Notes User Synchronization: Person Document in Lotus Notes

3.3.5 Deleting Users

Deleting users from either system requires consideration as re-creation of users
doesn’t restore the previous access levels or database assignments. However,
if a user document is deleted from the NAB using the Delete key instead of the
Delete User Action, all user entry's will still be left in the server(s) Access
Control Lists (ACLs). Creating a new user with the exact same name and
organization will grant that user the current rights in the databases as Lotus
Notes verifies the user's access to a database by comparing the user name with
the entry in the ACL.

3.3.5.1 Deleting Users from Windows NT

When deleting users from Windows NT, nothing will be synchronized with Lotus
Notes unless you have the Enable Notes User Deletion box checked in the Notes
User Deletion and Rename options (see Figure 116 on page 77).

1. Start the User Manager (for Domains).

2. Mark the selected user that you wish to remove from both Windows NT and
Lotus Notes.

3. Select User - Delete to remove the user. Don't use the Delete key on the
keyboard.
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ger Manager for Domains m

Each uzer account iz represented by a unique identifier which is independent of the ugemame. Once this uger account iz
deleted, even creating an identically named uzer account in the future will not restore access to resources which curmently
% name thiz user account in the access control ist,

Figure 140. Lotus Notes User Synchronization: Windows NT Delete User Requester
4. Click on the OK button.

In Lotus Notes, a series of administration requests will get generated and put in
the Administration Requests database on your Lotus Notes server.

ration Requests [R4.5]) - All Requests by Action - Lotuz Notes
Window

Edit View Create Actions

Folders and Viewes

7, Al Activity by Server
. AllErors by Date
@, Al Ermors by Server

. ?
Action; Server iRequestor

EAclion perfformed on

7
% Aopioee File Defetion

{T50LabtATSO

AT 50

3 &l Requests by Action |
2, Al Requests by Mame
@, Al Bequests by Server

IT50LaptATSD
IT50LaptATS0

F Dzt in Geasese Sonbrol List

o

Sohnezider/| TS

Felis #oopATa

3, Mame Move Requests ‘
7, Pending Administrator &pproval
@ hgents :
& A Design

B Al zervers - Arders ARIATED Lucs: FangATS0

e -l sepvers - Srdders SRATS0 Faly KoopdT50

% - Allzsreers - Baders ARATSD Manfiad Sohneidec/ TS
w Delete in Feadertduthor Belds :
TSCLabt AT S
ITSOLab AT

TRl ATSE

- ol gereers - Falin £ oopd 150

- &ff servers - Warfed SohnaiderATSO
- i servers - Lucas FangAT50

# Get lrfommation o

TATSE
ahtATED
A AT S

Fals SoopT50

Lismas Farg TR0

P TS0LabtATE0

b arfed Sohrnziden]

e

S0Lab1

Figure 141. Lotus Notes User Synchronization: Administration Requests

If you choose to delete a user's mail file, the administration process generates
an Approve File Deletion request that shows up in the Pending Administrators
Approval View of the Administration Requests database.
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o

“# iz Folders and Views

Action Requestor ‘Action performed on £

78, Al Activity by Server

%, Al Erors by Date

2 Al Erors by Server

2 Al Requests by Action

3, AllRequests by Mame

2, Al Requests by Server

B, Mame Move Requests ‘

3, [ Pending Administrator Approval
Z Agents '3

= TE0Labi ATS0

& B Design

ATE0
tme [ 5 0Lab1ATS0) Mankred Sohreidear TS0

sl

Aoproes File Daletion 1T500Lab1ATED Lucas Far

Aunpepees Filee Daletion TSOLab TR Feale Koo

Figure 142. Lotus Notes User Synchronization:

Pending Administrator Approval View

To confirm that the mail file should be deleted, you have to open the request in

edit mode and click

on Approve File Deletion for ADMINP to process the request.

? Approve File Deletion

3] Reject File Deletion

Administration Process Request

Aok # approve File Deletion
Sepverz] to perform the ITSOLaB1ATSO
action:

Heplica il 05256402007 0CE36
Marmefs) to perform the Felix KoopA TS0
action on:

Achian requested by ITSOLab1ATSO

Marme of process to Adminp

petfarmn action:

Database name:

mailskoop. nzt

Datahase htle: Felix Koop

Database ACL: The follawing have Manager access ta this database:
ITSOLaBE1ATSO

Database design template ShdR 45k ail

FHn

Figure 143. Lotus Notes User Synchronization: Manual Approving of File Deletion

Yerification

*

7 to continue?

You are about to approve the deletion of mailbkoop.nsf on server ITS0Lab1/1T50. Do you wish

Figure 144. Lotus Notes User Synchronization:
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equest Succeszful

Your request to delete this file has been successfully submitted to the Adminiztration Requests
7  database.

Figure 145. Lotus Notes User Synchronization: Request Successful

3.3.5.2 Deleting Users from Lotus Notes

When working locally from the Notes Desktop, make sure you have all the
databases of interest opened from the server rather than having them opened
locally. Locally opened databases don't trigger the synchronization process and
nothing will get propagated to Windows NT.

1. Open the NAB from the server.

Choose the Person view.

Select the user you wish to delete from both Lotus Notes and Windows NT.
Select the action button Delete Person . Don't use the Delete button on the
keyboard.

PownbN

Dielete Perzon

Figure 146. Lotus Notes User Synchronization: Action Button Delete Person

5. Lotus Notes will prompt you for verification for deleting the selected person.
Click on Yes.

B erification

i
i
- _W

r You have requested to delete the selected person records. Do pou wish to continue?

e

Figure 147. Lotus Notes User Synchronization: Delete Person Verification

6. You then have to specify how you want the mail file to be deleted and if this
should remove the users Windows NT account. In this example we want this
to happen.

Lotus Hotes

Delete User Options

Delete Mail file options: | Delete mail file specified in Perzon recard and all replicas
Delete MT user account: & Ve

Figure 148. Lotus Notes User Synchronization: Delete User Options

7. Click on the OK button.
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Immediate or via Adminiztration Process?

f’? By zelecting "fes' the action you have requested will take place inmediately, and affect all

«g"  r1eferences to the selected people in this Address Book. [NOTE: This may take awhile___]

¢ Cancel i

Figure 149. Lotus Notes User Synchronization: Immediate or Via Administration Process

8. We want to remove the user immediately so we click on the Yes button.

: ompleted Successfully 1

i
\'%f} The people(s] name have been removed completely from this Address Book

Figure 150. Lotus Notes User Synchronization: Completed Successfully

9. A series of administration requests have been generated and put in the
Administration Requests database.

Administration Requests [R4.5] - All Hequests by Hame - Lotus Notes
i File Edit Yiew Create Actions Window Help

Folders and Yiews : :
% Allactiviy by Server T Uik Sandberg AT 50
% AllEnors by Date ot IBOBPM | Deleiz in &
%%, Al Errors by Server :

2, Al Reguests by Action

3 Control List

&, |All Requests by Mame 4 Delsts in Reader/Suthor fisids
%4, Al Requests by Server TEM 7 Get Information for Deletion

2, Mame Move Requests :
&, Pending Administrator Approval:
9 Aoents :

P

% . Design

332 P ITSOLabT ATSO performed action on: 04524 08:72 P

HERS Approves File Deletion

*“hwig i TS0Labl

Figure 151. Lotus Notes User Synchronization: Administration Requests

10. Since deleting a user in this case involves removing a mail file, one of the
administration tasks is pending your approval.
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P

“# iz Folders and Views

Action

H
{Hequestor

iAction performed on i

78, Al Activity by Server

= (TS0Lab1ATS0

%, Al Erors by Date

2 Al Erors by Server

2 Al Requests by Action

@, Al Requests by Mame

2, AllRequests by Server ‘

B, Mame Move Requests

73, | Pending Administrator &pproval |
2 Agents 3

Aoy File Delztion ITS0LapATSE Ulidlkos Sanchenad7S0

ATSOLabl  *f

Figure 152. Lotus Notes User Synchronization: Pending Administrator Approval

11. Open the document in edit mode and click on the Approve File Deletion
button.

4 File Edit

Administration Process Request - Lotus Notes

Yiew Create Achons

Text Window Help

' Approve File Deletion

Reject File Deletion

Administration Process Request

Aghon:

¥ &pprove File Deletion

Servers) to parfarm the
achior:

ITSOLab1ATS0

Replica D

05256484:00063FA7

Mamne(z) to perforrn the
achion on:

Ikika SandbergdI TS0

Action requested by

ITS0Lab14T50

Mame of procezs o Adrinp
pesform ackor
[ratabase rname: mailullis. naf

Diatabase tite:

Ikika Sandberg

Database AL

The following have Manager access o this database:
ITSOLab1/TS0

rame

Databaze design template StdR 45k ail

s,

T Eigned by 11 50Labl A150 ofbaia T 0L a0]

Figure 153. Lotus Notes User Synchronization: Approve File Deletion

12. The user is now completely wiped off your systems. The ADMINP may take
a while to perform its chores depending on the ADMINP interval you have
specified in the server document.
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When the requests are done, they will be prefixed with a check mark in the
Administration Requests database.

Lotus Motes

i
s
S

P

% %3 Folders and Views iDate i Action
S Al Activity by Server 3 " ik 5 andberg/| 150
&, Al Erraors by Date ‘
5, Al Errors by Server

9 P “#* Delete i Access Control List

P LA ITS0Lab1ATS0 performed action onc 14724 08:11 F'ME

2, Al Requests by Action e
%, |4l Bequests by Name 0424 9877 M Delete in Fesder/Authar fislds

i3, Al Requests by Server o
2, Mame Move Requests ‘
3, Pending Administrator Approval:

“# Get information for Deletion

04728 2P A ITE0Lab1 ATS0 performed action or; 04724 08312 P

4§ Agents ; A2 D82 M % Appeowe File Delstion
% . Design D424 3218 R =+ Regued Fie Delstion :
] 04728 AT P A ITE0Lab1 ATS0 performed action or; 04,24 0317 P
D624 D817 Pl Delete b aifils :

Figure 154. Lotus Notes User Synchronization: Performed Administration Requests

3.3.6 Renaming Users from Windows NT

The renaming of users doesn't really rename the person in Lotus Notes; what
gets renamed is the user’'s Network account name. To rename a Lotus Notes
person you still have to use the renaming steps described in the Lotus Notes
Administrator's Guide and then update the full name in Windows NT accordingly.
We still show how the renaming procedure is done using the Lotus Notes User
Synchronization as this affects the user’s ability to utilize the Lotus Notes Single
Logon Service.

When examining a person document in Lotus Notes the only important field in
this example is the Network account name.

w  Aukming sty ation

(e Anders ARIATS0 Mates chent heense: Laotus Mokes
ddrniniztrators: Setup profile:
Foreign desctom sync Yes
allowead:

MHebwork account nams: Adhl

Password digest:

Change request: Mone

Figure 155. Lotus Notes User Synchronization: Network Account Name

1. Start the User Manager (for Domains).
2. Select User - Rename.
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» Administration

i User Manager - NTDOM ﬁﬁ .

m Yiew Policies 0Options Hotes Help

Mew User...

Mew Global Group...

Mew Local Group...

ml W[
ry 0. Musbaum

Hers Ahl

LR

Copy... F8
Delete Del iy Nuskbaum
: tas Fang
Bonomo—— A
Properties... Enter L that Cuest Acco
Select Users. .. i Koop
Select Domain.. onardo Fires Fro
- nfred Schneider
: Exzit Al+F4  brepgd
f . L
Groups iDescription

Figure 156. Lotus Notes User Synchronization: User Rename Menu

|zemarne:

Akl

Change To: iﬁnders

3. Enter the person’s new Network account name.

Figure 157. Lotus Notes User Synchronization: Rename Requester

Dimners: Anders ARTSO Haotes client icense: Lotz Motes
Admiristratons: Setup profile:
Fareign directony sunc Ve
afowwed:
Nebwork, account name; Anders
Password digest:
Change request: Mare

Figure 158. Lotus Notes User Synchronization: Changed Network Account Name

Chapter 3. Domain Management

4. Examine the user's person document in the NAB and notice how the Network
account name has changed but the user's full name remains unchanged.
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Chapter 4. Protocol Management

This chapter documents how to set up transport protocols for connectivity
between Windows and other environments. Some of the other environments to
be addressed are:

NetWare
0S/2
MVS

AlIX

The transport protocols that we used were:
TCP/IP
NetBEUI (NetBIOS)
NWLink (IPX/SPX)
SNA

The components used for this are:
Windows NT and Windows 95
OS/2 Warp Server V4.0
NetWare V4.1
AlIX Connections on AlX V4.2
MVS OpenEdition R3

Some of the products used for this are:
Communications Server for NT
Microsoft SNA 3.0
PCOMM for NT and OS/2
NetWare Client for Microsoft

Microsoft NetWare Client

4.1 SNA - IBM Personal Communications for Windows NT

To connect to an IBM mainframe you can install IBM Personal Communications
for NT on your Windows NT system. There are several ways to connect to IBM
mainframes using IBM Personal Communications for NT. We only show how to
connect to an IBM host using IBM Personal Communications IEEE 802.2 LAN
interfaces since the TCP/IP customization just requires an IP address and a few
other minor parameters. PCOMM can also be installed on the same system as
Communications Server for NT from IBM if Communications Server is installed
first.

To connect to an IBM host using the IBM Personal Communications IEEE 802.2
LAN Interfaces, we had to install the LLC2 driver. When you install IBM Personal
Communications for NT, you will be asked whether you want to install the IBM
Personal Communications IEEE 802.2 LAN Interface.
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Personal Communications

@

Fersonal Communications provides its own IEEE 802.2 interface for the Local Area Metwork

{LAN.

If wou know that yvou will use Personal Communications directly with this interface, ar if wou are
naot sure, choose Yes, If you know that vou will not use Personal Communications with this

interface, choose MNa,

Do wouwant to install the IBM Personal Communications [EEE 802.2 LAN interface?

Figure 159. Personal Communication for NT Information Dialog

Selecting Yes to install the 802.2 interface will also get you the LLC2 Driver

Installation Help window.

- ¥¥indows Help M =] B3
Edit Bookmark Options Help

File

antentsl Index | Back I Print |

LLC2 Driver Installation

oL e =

Windows NT 4.0 | =l

In the Network window, which is displayed now

Click the Protocols tab.
Click Add.

In the Select Hetwork Protocols window, click Have Disk....

-

In the Insert Disk window, type the path to the Persanal
Communications program files (for example, C\FPersonal
Communications). I your warkstation is a client {you chose
Run from a server], type the path to the Personal
Communications files an the server. Click QK.

In the Select OEM Option window, select IBM LLCZ Protocol,
then click OK.

In the Hetwork window, click Close.

Close all open applications, then shut down and restart your
warkstation, =]

Figure 160. IBM LLC2 Driver Installation Help

Installation of LLC2 Protocol

To install the IBM LLC2 Protocol, you should add the network protocol onto NT

Server:

1. Click on Start, point to Settings, and then click on the Control Panel .

2. Double-click on the Network icon.

3. Click on the Protocols tab.
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MNetwork

Idenlilicatil:unl Services Frotocals |.ﬂ\dapler$| Eiindingsl

MNetwork, Protocols:

; al

T MwLink IF</SF Compatible Transport
- MwLink MetBIOS

¥ TCPAP Protocal

Add. Remove Properties. .. Update

r Dlescrption:
& nonrautable protocal designed for use inosmall LANs.

o]

Cancel

Figure 161. Network Protocol in Control Panel

4. Click on Add.

Select Network Protocol

Click the Mebwork, Protocol that you want to ingtall, then chick 0K, If
=§3= wau have an installation disk far this compaonent, click Have Disk.

Metwark, Protocol:

¥ NelBEUI Pratacal
W MwLink IP#/SP Compatible Transport
% Paint Ta Paint Tunneling Pratocoal

- Sheams Erwironment
S TroiD Deabmn -l

Have Digk... !

=

ok

Cancel |

Figure 162. Select Net Protocol

5. Click on Have Disk. The Insert Disk Window is displayed next.
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Insert Disk [ X]
Inzert dizk, with saftware provided by the software or oK.
[@ hardware manufacturer. If the files can be found at a -
different location, for example on anather drive type a Cancel |
niew path ta the files below,

C:APerzonal Communications

[

Figure 163. Insert Disk

6. Type C:\Personal Communications., if that is the location where you installed
PCOMM.

Select OEM Option =]

Chooze a software supparted by this hardware manufacturer's disk.

(] 4 [ I Cancel Help

Figure 164. Personal Communication for NT

7. Select IBM LLC2 Protocol and click on OK.

You should see the network protocol show up in the Network window.
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MNetwork H E

Idenlilicatil:unl Services Frotocals |.ﬂ\dapler$| Eiindingsl
MNetwork, Protocols:

FIBM LLCZ Protocol
" MetBEU Protocal l}:

T MwLink IF/S P Compatible Transport
F MwLink NetBIOS

¥ TCPAP Protocal

Remove Properties. .. Update

r D'escrption:

|BM Perzonal Communications 4.1 Transpart

Cloze Cancel

Figure 165. Personal Communication for NT

8. Click on Close. The Network Settings window is displayed.

9. Click on Yes to restart the NT system.

4.1.1.1 Configuring IBM PCOMM for NT with IEEE 802.2 Protocol
To use IBM Personal Communications for NT with IEEE 802.2 protocol, we had to
configure it with the following steps:

1. Click on Start, Programs, and IBM Personal Communications . Then click on
Start or Configure Session to start IBM Personal Communications.

You will get the following information dialog box that will have to be
configured before using it:
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Befare wou can connectto the host system, wou must configure some options. Inthe next
panel, choose the host system, the interface and the type of connection you will use, then
choose Configure..
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Welcome to the IBM Personal Communications WyorkStation (host session) Window,

If wou are in doubt or encounter a problem during the steps that follow, push the Help button to

getassistance.

Thank wou for choosing IBM Personal Communications.

Figure 166. Information for Requiring Configuration

2. Click on OK to continue.

Customize Communication I

— Select Connection to Host

|nterface:

o
ooo
[111]

COA

I —o

COM port

[—1]-]
ooo
(1111

5250

[==T5]
ooo
(1111

S0LC =]

Attachment:

LAM via Metfware for S

c

TEPAP )—

Telnet3270

(IE

EE 8022 _)—

F270 wia AS /400

( APPC Metwark )—

APPCIZ70 via LaM

Hast:

1
)

&5/400

ok, |

Cancel

| [ Cenligue.

Figure 167. Customize Communication

3. Select:
Interface - LAN

Attachment - LAN via IEEE802.2

Host - S/390

Click on Configure... to customize.
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Customize Communication - 3270 Host |

r Seszion Parameters

Screen Size: I 24w80 'I

Sezzion [ ype: - Drisplay " Printer

Host Code-Page: [ 037 Urited States R
LU murber: IDefauIl [Mext Available] j
SMaA Parameters: Configure SHA... |

r Graphics Parameters
Enahble Host Graphics: ™ Yes * Na

Advanced Parameters: Configure Graphics. .. |

r Link Parameters - LAM wa IEEE 802 2

Link Parameters:

0k | Cancel |

Figure 168. Customize Communication - 3270 Host

4. Even though it is not needed for connectivity, if you will need to use graphics
on your 3270 session, you should click on Yes in the Graphics Parameters
section.

5. Click on Configure Link... to configure link parameters.

Configure Local System

SHA Mode Configuration File

Ewxizting... I Mew | Drefault |

new configuration file will be created upon completion of the configuration
steps.

PC Location Mame

Met 1D CF Marme
JSIEMSC ISCDE1B5|
050

Block 1D

Physical Unit 1D IUUUUU
b awirmum FIU size: |41 05

< Back | MHeut » L\\SJ Cancel | Help

Figure 169. Configure Local System

6. Fill in the Net ID and CP Name of the local PC for PC Location Name.
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The value depend on your SNA network configuration, ask your host
administrator for these information. It is possible that some of these values
are dynamically created at run time.

7. Click on Next to continue.

Configure LAN Connection

Adapter nurmber: IEI 'I

Link, station name:; |L|NKUUUU vl

Digcover network, addresses... |

Destination address: |4DDDD2D?DDDD

Remate S&P: 04 -

Advanced... |

< Back I Hewt » I Cancel | Help |
g

Figure 170. Configure LAN Connection

8. Fill in the Destination address: for the network address of the NCP (3745).
Ask your host administrator for that information.

9. Click on Next to continue.
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Configuration Complete

Canfiguration is now complete. Press 'Finish' to save the configuration.

< Back Cancel Help

Figure 171. Configuration Complete

10. Click on Finish to complete configuration.

Save jn; I 59 private

[¥] ITSOMYS. peg

Fil= narne: |F'E|:|mmSNA Save

Save as type; IEonfiguratian Files [*.pog) j Cancel |

Figure 172. Save the Configuration File

— Note

The PCG file is an SNA node configuration file. It can only be read by the
SNA node control utility.

11. Specify a file name for this configuration and then click on Save to save it.
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Customize Communication - 3270 Host |

r Seszion Parameters

Screen Size: I 24w80 'I

Sezzion [ ype: - Drisplay " Printer

Host Code-Page: [ 037 Urited States R
LU murber: IDefauIl [Mext Available] j
SMaA Parameters: Configure SHA... |

r Graphics Parameters
Enahble Host Graphics: ™ Yes * Na

Advanced Parameters: Configure Graphics. .. |

r Link Parameters - LAM wa IEEE 802 2

Link Parameters: Configure Link. ..

0K [ | Cancel | Help |

Figure 173. Complete Customization

12. Click on OK to continue.

Customize Communication |

— Select Connection to Host
Interface: Attachment:
L&k wia Mefa'are for SA4 — 45/400
|=a (_ TCRAP )—II
EEI port Telnet3270
=a ( |EEE 802.2 )—gﬁ |
EI 3270 via A5 /400
| ( errchenor ) ——|N
LE - APPCIE70 via LaM -
Cancel I Configure... | Help

Figure 174. Complete Customization

13. Click on OK to continue and it will connect you to the host automatically.
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“ " Session D - [24 x 80]

Edit Transfer Appearance

INTERMATIOMAL TECHMICAL SUPPORT CEMTER
For logon command syntax, press enter

itk # ki ik # Wk bk
heke Hok ke ok ke

ek ke sk et sk

ok dok EES *ok EES
Hepipehpeh ek g Hebehseh shkehbehen

dak ok ok ke

® ok ok ® ok

#* #® ok ket ITSC2S

* * ok * SAZD

# # # srpeng WEBDEEEZ

247001

Figure 175. Connect to IBM S/390 Host

— Note
If you have problems connecting to your host system:

Check your physical connection between your NT system and your
communication controller (3174, 3745) using one of the following: Network
Monitor or Net Watch in the NT Resource Kit.

Check the system definitions in VTAM on your host system.

4.1.2 SNA - IBM Communications Server for Windows NT

In this section we show how to share the SNA LU on the workstation without
IBM's LLC2 protocol, and connect to MVS using the TCP/IP protocol.

4.1.2.1 Installation of IBM Communications Server for Windows NT

When installing IBM Communications Server for Windows NT, you will
automatically get the following window after you put the CD into the drive.
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Sarsion 50 installation

Communications Server for

Double-click a product belaw to launch its installation pragram. For a description of
a product, select it with the right mouse button,

Communications Host Oﬁ-Demand Wieh F‘er.sunal

Server for @ Administration Communications
Windones MT Emulatar

Retmcte SMA AP Clierts Adobe Acrobat

Achministration Feader
Client

Brouble-chok fo Eegan allation.

Figure 176. IBM Communications Server for Windows NT

1. Double-click on the Communications Server for Windows NT icon to run the
Installation Program.

After copying the temporary files to Windows NT Server system, you will get
the welcome window and then you will be able to configure it.

stration and

Please enter the existing User 1D or Group (D that pow wish to
add to the admiristration and conbiguration group IBMCSADRIM.
Ay uzer in thiz aroup has full authority for adrminiztering and
configuring Communications Server.

< Back I Mest > I Cancel

Figure 177. Administrator and Configuration User ID
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2. Fill in the administrator ID for Communications Server. This ID must be in
the administrator group.

3. Click on Next to continue the installation.

Start Copying Files

Setup haz enough information to start copying |B M
Communications Server files. |f you want to review or change
any zettings, click Back. Othemize, click Mest to begin copying
files.

Current Settings:

Installation Directory: =
C:MBMCS

Folder Mame:
IBK Communications Server

Jzer ID/Group [0 for Admin. Group: [BMCSAD MIM:
Adminiztrator

Figure 178. Start Copying Files

4. Click on Next to copy the files.

IBM Communications Server E

@ IBM Communications Server provides its own IEEE 802 2 imterface for the Local Area Network
(LAMN]. If wou know that wou will use IBM Communications Server directly with this interface, or if
wou are not sure, choose “es.' If wou know that you will not use IBM Communications Server
with thiz interface, choose 'Na.
Install the IBM Communications Senver [EEE 802.2 LAN interface?

Figure 179. Connect to IBM S/390 Host

5. If you want to use the IBM Communications Server IEEE 802.2 LAN interface,
click on Yes to install it; otherwise, click on No.

We recommend that you install this interface if you think there is a chance
that you will use it at all. The installation method is the same as the one to
install the IEEE 802.2 interface in IBM Personal Communications. See 4.1,
“SNA - IBM Personal Communications for Windows NT” on page 95 for
details on that.
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5. IBM Communications Server
Eile Edit “iew Help

r 89 M

SMA Mode Check, Digplay SMA Transfer File  Trace Facility

Configuration  Conrnect.. Senze Data [AFTF
-
Log*iewer  Configuration Tutarial Read Me [Inirstall IE b
Werification Communicati..
[A[™] %
i RAS Utilities SHA Node
Operations
13 object(s) [4.10KE P

Figure 180. Connect to IBM S/390 Host

After the installation is complete, you will see a new program group named
IBM Communications Server. You will find it in the Windows NT Start task
bar.

4.1.2.2 Configure IBM Communications Server for Windows NT

To connect to an IBM host (MVS or OS/390) as a TN3270 Server, a Windows NT
Server running Communications Server needs some information about the SNA
configuration.

Fully qualified CP Name
CP Alias

Network Destination Address of Communication Controller (3745, 3174)

To configure IBM Communications Server for Windows NT:

1. Click on Start, Programs , IBM Communications Server and then click on SNA
Node Configuration to configure the SNA node.

You will get the blank SNA Node Configuration window shown in the
following window:
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¢ * Untitled - Communications Server SNA Node Con__. [H[=l EH
File Scenarios  Dptions  Help

b

Feady

| [NUM |

Figure 181. SNA Node Configuration

Use the Help window for hints on how to configure it.

YWelcome M [=] B3
Welcome to e,
Communications Server for

RT configuration.

To bedin, click File an the
menu bar and select
whether you wantta Opean an
existing configuration file ar

create a Wew configuration
file.

Figure 182. SNA Node Configuration - Help Window

2. Use the pull-down menu under File and click on New.

It will automatically switch to the following window, which lists all possible
scenarios.
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¢ " Untitled - Communications Server SNA Node Con__. =] EH
Ieie=Dl-l-l Cptions  Help
akA Gateway.. |-

TM3IZY0E Semver...
APPM MNetwork, Maode... k
DLURDLUS support for lacal Lls..

DLUR/OLUS support for downstream Lis.

Anrgllet SHA over TCPHP Gateway...

Anyhlet Sockets owver ShA.

SMA AR Clients running AFFC applications. .

SMA AP Clients running 3270 or other LUA applications...
CPI-C, APPC ar 5250 Ermulation. .

Dependent LI 6.2 Sessions to a Host..

3270/LIUA Applications...

Focal-Paint...

Advanced...

=how steps forthe TH3E7V0E Server scenario | [NUM |

Figure 183. SNA Node Configuration - New Configuration

3. In this case, select TN3270E Server.

¢ * Untitled - Communications Server SNA Node Con__. [H[=l EH
File Scenarios  Dptions  Help

— Configuration options:

Configure Devices
Configure the [E ateway

— Description:
Click an the New button to define the node. vou can then view and
change itz parameters or delete it

- Mode:
| New...h I
, by
View/Change/tdd.. |
Delete |
Ready | [INUR |

Figure 184. SNA Node Configuration/TN3270E Server
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4. Select Configure Node and click on New to create a new node configuration.
Define the Node E

B asic I.ﬁ.dvancedl DLy Hequestefl

r Contral Paint [CF)

Fully qualified CP narne:
[USIEMSE N EHES

CP alias:

ISEDE185

r Lacal Hade 1D
Block 1D Physical Uit [0
=8 00000
rMode Type
{* EndMNode

" Network Mode

| Ok, E I Cahcel Apply Help

Figure 185. SNA Node Configuration/Define a Node

5. Fill in the following information:
Fully qualified CP name
CP alias (not required)

Ask your MVS SNA coordinator to get this information for you. Click on OK
to complete this configuration.
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. Untitled - Communications Server SNA Node Con._.
File Scenarios  Options  Help

- Configuration options:

Configure Mode DLCs:

Configure Devi
Conhgure the Gateway

— Dezcription:
Wwhen you zelect a definition in the list below, you can view and change itz
parameters or delete . Click on the New button to add a news definition.

- LAM Devices;
Mew. .. . I
My
View/Change/tdd.. |
Delete |
Ready | [NUM |

Figure 186. SNA Node Configuration/Configure a Device

6. Select Configure Devices for Configuration options and select LAN for DLCs
(data link control).

7. Click on New... to create a new configuration.

Define a LAN Device [ x|

B asic I Advanced I Performance I

Port name: | LaMO 04 |

Adapter number: I_ 'I

Local SAP 04 -

ak Cancel Apply Help
LJ“

Figure 187. SNA Node Configuration/Define a LAN Device
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As a TN3270E server, you don't have to change any of the parameters here.

8. Click on OK to complete the definition.

Y » Untitled - Communications Server SNA Node Con._. =l EH

File Scenarios  Options  Help

- Configuration options:

Configure Maode
Configure Devices

Conhgure the G ateway

— Dezcription:

then wiews ar change itz parameters.

Click an the Yiew/Change/Add button to define the Gateway. You can

— Gateveay:
Mew. . I
Wi/ Changedadd...
Delete |
Feady | (MUK |

Figure 188. SNA Node Configuration/Configure the Gateway

9. Select Configure the Gateway for Configuration options and click on
View/Change/Add to create a new configuration.
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Define a Gateway Configuration
Host Links | TH3270E | Host Packs |
rHost Links
Hozt Link Mame | DLC Type | Adapter Mumber |
Qreate..NJ Change... Delete Create/Change LUs..
by
r Dezcription
Thiz lizt zhows all link. definitions which are configured to support dependent LU sessions ta a host.
ok I Cancel Apply Help

Figure 189. SNA Node Configuration/Define a Gateway Configuration

10. Click on Create... to create a host link.
Host Link Type |

Select the DLE type for wour host connection.

DLE type: [ |

Dezcrption

Thiz list shows the awailable DLC bopes for a new link definition.

1] I Carcel Help

Figure 190. SNA Node Configuration/Host Link Type

11. Select LAN for the DLC type for your host connection. Click on OK to
continue.
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Define a LAN Connection E

B azic I Advanced I Security |

Link ztation narmne: ||_|N|-(|j||j[||j

Device name:; I LAND 04 j

Digcover nebwork addreszes... |

D estination address: |4|j[||j[|2E|?E|DE|D

Hemote SAF: Iﬂ B:E

| Ok I Cancel Apply Help

Figure 191. SNA Node Configuration/Define a LAN Connection

12. Fill in the network address of the NCP (3745) or 3174 in the Destination
address field and click on OK to continue.

SNA Node Configuration K

& Do vouwash to create and assign new LUs o this link?

- ves | Mo |

Figure 192. SNA Node Configuration/Assign New LUs

You have to create/assign LUs (logical units) to this link.

13. Click on Yes to continue.
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Host LU Definition
Define either a range or single LU s ta thiz host link,

Huost link name; LINEOOOO

% Fange LU definitions " Single LU definition
Base LU name: Generated LU names; LU name
ITNLU THLUG0Z - THLUOOS I

Start MAL address: Host MAL Address
|2 .

[2-254] Ii2 (2 - 258]
MHumber of LU s
|4 [2-254]
Tranzmigzion priority; LU tModel Tepe

IHiQh 'I 3270 DISPLAY 2 (24 = 80) j

Azzign LUz to poal:

IF'UBLIEI vI

Description

Click. OF to apply the changes and cloge the dialog.

Cancel Help

Figure 193. SNA Node Configuration/Host LU Definition

14. Fill in the Base LU name, Start NAU address and the Number of LUs fields.

Note

The LU name is used in the local system. You can use any name you
want. The number of LUs is dependent on how many LUs belong to this
PU, which is defined in VTAM at the host.

15. Click on OK and you will get an LU list.
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Assigned LUs

Create, change, or delete LUz associated with thiz hozt link,

LUz for host link:  LINEOOOO

L name | LU Type | Host WAL dddress

THLUODZ2 3270 DISFLAY 2 (24 » 80] 2

THLUDOZ 3270 DISFLAY 2 (24 » 80] 3

THLUDO4 3270 DISFLAY 2 (24 » 80] 4

THLUDOOS 3270 DISFLAY 2 (24 » 80] 5

1 ]

Create... Change... Delete
r Dezcription
Thiz list shoves the host LU s curmently assigned to the specified link, definition,

QK Cancel Help
b

Figure 194. SNA Node Configuration/Assigned LUs

16. Click on OK to continue and it will take you back to the following window:

Define a Gateway Configuration [ ]

Host Links  TM3270E |H|:|st F'nnlsl

Default poal:

|—mw | TN3270E Options... |

Show rezources of type:
ILUS and Pools j
MName | Link | TM3Z270E Class | fssociated Frinter |
& PUELIC LIMEO000 Unagzigned Pool
Change... Delete TNIZTO0E Definition(s)
- Dlezcription
Select which pool pou want to uge when the TH3270E client does not specify an LU name.

ak I Cancel Apply Help

Figure 195. SNA Node Configuration - TN3270E Parameter

17. Select the TN3270E tab.
18. Select PUBLIC as the Default pool and click on OK to complete.

19. Save this configuration and give it a name that you want it to be known as.
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Save As 21 I
File narme: Folders:

Nbmcshprivate

I m— Cancel
G32705 ALCG ¢ EEErre 2l 4'

TEST1.ACG @8 [BMCS
&a FRIVATE
. =
Save file az lype: Diriwes:

Configuration Filez [“.acgj I o j Metwark. .. |

Figure 196. SNA Node Configuration/Save the Configuration

The SNA Node Configuration is now complete.

4.1.2.3 Start the TN3270E Server
To start the TN3270E Server:

1. Click on Start, Programs , IBM Communications Server and then SNA Node
Operations .

You will get the SNA Node Operations window.

ommunications Server Node Operations

Server  Launch  Miew ‘Window  Help

Ml 73| A [Node
Stop Mode

I [m] E3

Get Bemote Config. .
Fut Remote Config...
GetFRemate Log...

CHOS nitialize...
CHOS Change...
CHOS Reset..

Aftach Manager Started

Apphy Mew Canfiguration...

Start SHA Operations hone [Local Y

Figure 197. Start a SNA Node

2. Select Operations and click on Start Node... .
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3. Select a configuration and click on O

pen.

After a short period of time you will see the following:

ommunications Server Node Operations - TRIAL... =l E3

Operations  Server Launch  Yiew ‘\Window Help
|| |:ﬂ|ﬁ| “:}lf”ll ?:El ﬂl |I\Iude

Marie W alue

Alizs SCO5185

AnyMet SHAAP Enabled Mo

OryMet Sockets/SHA Enabled Mo

COS Databasze weights cache size 8

COS mapping suppork ez D_}
Correct #1003 for defined connections 1 o
Carrect #ID s for dunamic connections 10

DLUR release 1

DLUR support Yes

Default Routing Preference Mative Only

Directory cache size 32

Incarrect X0 s for defined connections 0

|

Segment generation, b ode to COS name o

Megotiable, Segment reazzembly, Bind reas

EM functions

FRCP Marne USIEMSC.SC05185
Functions

HPR path switch controller Mo

HFR zuppaort RTP

Hours p 0.002

I15R receive pacing window zize 0

K

55 resource(s)

A

Fress F1 forHelp

|g3270s.acy |Local s

Figure 198. A Started SNA Node

Now that you have defined a gateway you can use the TN3270 emulation
program, running on the same system or another system, to TELNET to this

gateway server and connect to MVS.

4.1.3 SNA - Microsoft SNA Server for Windows NT

In this section we show how to share the
DLC protocol, and connect to MVS using
SNA Server.

SNA LU on a workstation without the
the TCP/IP protocol using Microsoft

4.1.3.1 Installation and Configuration of SNA Server

In this session, we assume that your NT
connect to the MVS host. Therefore, you
first.

The installation of Microsoft SNA Server

system will use the DLC protocol to
will have to install the DLC protocol

for Windows NT is similar to other

software, so we do not document the installation procedure in this section.

To run the SNA Server program, simply:

1. Click on Start, Programs , Microsoft SNA Server

(Common) and then Manager

to open the SNA Server Manager program. You will get the following

window:
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Woloome

'§NA Server

Version 3.0

. BegnHee

@ Drid wau krow. .

[irag an object from a tree pane to the MD|
background to create another reedist window.

Help Contents

Mext Tip

Cloze

¥ Show this welcome screen nest ime you start

Figure 199. Microsoft SNA Server/Welcome

After the initial window you will get the following:

sim Microsoft SNA Server Manager - [MANAGEMENT]

Elle Edt View Inset Service Took Window Help

21805] Xler| +lv] 2= [F ¢l z

SM& Servers Sha Servers in MaMaGEMENT' [1]

E-E5] MANAGEMENT %

WINNTES
Inactive

re
Print Servers
Shared Folder Servers
TH3270 Servers
TH5250 Servers
Paools

Configured Users
APPC Modes

CPIC Symbolic Names
Active Users

Host Security Domains

FReady Domair; [MANAGEMENT |

Figure 200. SNA Server/Manager

If this is the first time that you ar
Here (Figure 199) to get to the H
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¥ 5NA Server Help [ _ O] <]
File Edt Bookmark Options Help
Help lupicsl Back | Optiong |

Where to Beqgin with SNA Server 3.0 ﬂ

Afteryou run the SMNA Server setup program, follow
these steps in the arder given.

1 Install and Configure Link Services

The first thing you need to do is establish
cormmunications with the host, You dothis by
installing link serdces. Formare information, see;

Installing and Configuring a Link Service

¢ Install and Configure Cannections

Afterwou install a link service, the next step isto
install and configure a connection. Far information
on installing and configuring connections, see:
Adding & connectiaon

Yiewing or modifving properties of & cannection

hd

Figure 201. SNA Server/Help Window

2. From the Windows NT Control Panel window, select Network .
3. Click on the DLC protocol.
Now you have to insert a link service.

4. In the Insert menu, click on the Link Service to add a new link service.

Insert Link Service E
Select a Link Service to add:
DIGI Syne/570i PClL SDLC Link Service :l

DIGI Sonc/2700 QLLC Link Service
DIGI Sync/570 SOLE Link Service

Diztributed Link Service

DLC 8022 Link Service J

Eicon SOLC Link Service

Eicarn #.25 Link Service

G5M Ezcon Channel Link Service

IEM DFT Link Service |
Add... Fish | Cancel |

Figure 202. SNA Server/Insert Link Service

5. Select DLC 802.2 Link Service and click on Add.
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DLC 802.2 Link Service #1 Properties I
DLC 8022 Link Service Configuration |

Service Mame:  SnaDlc

¥ Title: CLC 802.2 Link Service #1

Adapter:

Local Service Access Point [SAP): IEI:-:4

I Allaw Link Service to be Distributed

oK I Cancel Help

Figure 203. SNA Server/DLC 802.2 Link Service Properties

6. Change the Title if you want.
7. Select an adapter.

8. Set up the Local Service Access Point (SAP) and then click on OK.

DLC 802.2 Link Service #1 Properties I

DLC 802 2 Link Service Configuration |

Service Mame:  SnaDlc

¥ Title: CLC 802.2 Link Service #1

Adapter ([NEEEEREINE ing 154 Adape
Local Service &ccess Point [S&P): IEI:-:4

I Allaw Link Service to be Distributed

oK I Cancel Help

Figure 204. SNA Server - Link Service Added

Clicking on OK will bring you back to the following window:
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Insert Link Service E

Select a Link Service to add:

DIGI Syne/570i PClL SDLC Link Service :l
DIGI Sonc/2700 QLLC Link Service
DIGI Sync/570 SOLE Link Service
Diztributed Link Service

)

Eicarn #.25 Link Service
G5M Ezcon Channel Link Service
IBM DFT Link Service =]

Cancel |

Figure 205. SNA Server

9. Click on Finish to complete.

Then you should see that there is one adapter in the SNA Server called

SNADLC1.

sig Microsoft SNA Server Manager - [MANAGEMENT]

Eile Edit Niew [nset Service Took Window Help

T 2lv| =l [F @ Fe =]t

| @) 7|

INWTES

Connections I i

Local &PPE LU |

Link Services

Remote APPC LUs

B MANAGEMENT

SMa& Servers

Link services on "#INNTES' (1)

MNTEE [Inactive]
Link Services
Print Servers

Shared Folder Servers
TH3Z270 Servers
THEZ80 Servers
Paools

Configured Users
APPC Modes

CPIC Surabolic Mames
Active Users

Hast Security Damainz:

SHADLET

forn A B e B
F o o B o

Feady

Domair: [MANAGEMENT |

[CONFIG LOCE. ¢

Figure 206. SNA Server - Link Service Added

10. In the Insert pull-down menu, click on Connection to add a new connection.

Chapter 4. Protocol Management

123



This soft copy for use by IBM employees only.

Connection Properties

General | Lddress | Spstem Identification | 802.2 DLC |

Marne: |SHACON
Lirk Service: IM "I Token Ring
Comment; |

I Supports Dynamic Remote APPC LU Definition

Remote End Allowed Directions Activation

& Host Spstem = Outgoing Calls € (On Server Starup
" Peer Swstem " Incoming Calls " On Demand

" Downstream " Both Directions ¢ By Administrator

| (1] 8 I Carcel Help

Figure 207. SNA Server/Connection Properties/General

11. Give it a connection name.
12. Select one link service.

13. Click on the Address tab.

Connection Properties

General Addiess | System Identiication | 802.2 DLC |

Remate Metwork Address: |4DEIDEI2EI?EIDEIE|

Femote SAP Address: |D4 %

| ok I Cancel Help

Figure 208. SNA Server/Connection Properties/Address

14. Fill in the Remote Network Address with the network address of the 3745 or
3174 (see your SNA network administrator).

15. Click on the System Identification tab.
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Connection Properties

General | Address  Spstem Identification | 802.2 DL |

~ Local Mode Hame ~%I0 Type
Hebwork, Mame: W " Fomat 0
Lontral Point Marne: ISCDE‘I By DE % Format 3
Laocal Made 1D W IW

— Femote Mode Mame — Peer DLC Role—
Metwaork, M ame: I " Primary
Control Point Mame: I " Secondany
Remote Naode 10 I— I— " Neggtiable

| (1] 8 I Carcel | Help

Figure 209. SNA Server/Connection Properties/System Ildentification

16. Fill in the net ID in the Network Name field.
17. Fill in the CP name for the Control Point Name.

18. Click on the 802.2 DLC tab.

Connection Properties

Eenerall .fl".ddressl Syztem |dentification 8022 DLC I

Maw BTU Length:

Recere ACK Threshold [frames]: I2 Betry Limit: I'I o

Unacknowledged Send Limit [frames): IS =0 Reties: |3
8022 Timeouts

Responze [H1) I Default = I Connection Retry Limits ————
Feceive Ack [12): |Defaut = ||| Marimum Retries: I Mo Limit = |
Inactivity (1] ; | Default - I Delay After Failurer| Default = |

Cancel | Help |

Figure 210. SNA Server/Connection Properties/802.2 DLC

The default values in Figure 210 worked for us.
19. Click on OK.

Then you will have to configure 3270 access. First, you have to add some
LUs for the connection.

20. In the Insert menu, point to 3270 and then click on Display LU .
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3270 LU Properties

General I Display Maodel | Azgociated Printer I

L |2
LU Hame SMALLZ
' X
Contection ISNAEDN
Pool |<Nnne>
LComment I

| (] 4 I Cancel Help

Figure 211. SNA Server/3270 LU Properties

21. Fill in the LU Name.

In addition, click on the Display Model and Associated Printer tabs to change
their parameters. Then click on OK.

After adding three LUs called SNALU002, SNALUOO3 and SNALUO0O04, you will
get the following window.

in Microsoft SNA Server Manager - [MANAGEMENT]

Ele Edit Yiew |nset Service JTook Window Help -|ﬁ ﬂ
=eS| 2l 2f=[6 & | 2]
SHACON LUz on connection 'SHACOM' (3]
EI‘-% MANAGEMENT LLI Name | Status | LUl # I Lser I Cliett
23 SMNa Servers ) ESNALUDUZ 2 <MNot In User n'a
B WINNTES [Active] = shaLU003 3 Mot In Uses na
2] Connections 004 : Mot In User

& SMACOM [Active]
Link Services
Print Servers

Shared Folder Servers
TH3270 Servers

H WINNTES [Active]
THE280 Servers

Fools

Conlfigured Users
APPC Modes

CFIC Symbolic Mames
Actve Users

Host Security Domains:

dl 141 | 2l

Ready Domair: [MANAGEMENT | [CONFIG LOCK. ¢

Figure 212. SNA Server - LU Added

You can either add the LUs one at a time or all three at once.

22. In the Insert pull-down menu, point to 3270 and then click on the Range of
LUs.
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LU Creation Wizard |

Select type of LU s o create and the target conmection,

- Create LU= on; r LU Tupe
. = Display
Dionnain:
™ Printer
Server.  |WINNTES

€ LU&/TH3270

 Downstream

Lef L

Connection: I SHaCOM

< Back Hext » Cancel
h;

Figure 213. SNA Server/LU Creation Wizard Part 1 of 2

23. Specify the Domain, Server, Connection and LU Type and click on Next.

LU Creation Wizard |

Prowvide LU naming infarmation.

Base———— Basze LU Mame: ISN.&LU
@ Decimal First LU Mumber: |5
™ Hezidecimal
Mumber of L= |2
¥ Leading Zeros First Extension: |5

"LLI Mames |'LL| Mumbers—

SHALUIDDS - SNALUODE 5- B

< Back

Cancel |

Figure 214. SNA Server/LU Creation Wizard Part 2 of 2

24. Enter the Base LU Name.

25. Enter the First LU Number.

26. Enter the Number of LUs.

27. Enter the First Extension.

28. Click on Finish to create the LUs.

After the link service, connection and LUs have been created, you have to
assign a user, group or workstation to SNA Server.

29. In the Insert menu, click on User.
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Add Users and Groups E

k1

B uilt-in account for admir

List Mames Fram: I_@ MANAGEMEMT®

rir'lg the |::|:||‘=

e IUSE_WwWIMMTGE [Intermet Guest Internet Server Anonymous Access

¥ koop [Felix
L

op]

Members... Search... |

Add Hames:

1] Cancel Help

Figure 215. SNA Server/Add Users and Groups

30.

31. Click on OK to finish.

Select the users or groups you want to add and click on Add.

You then have to assign the LUs to these users, groups or workstations.

32.
33.

Select the LUs and drag them on top of the desired user or workstation.

From the File pull-down menu, click on Save to save these settings.

Miciosoft SNA Server Manager - [MANAGEMENT]
Eile Edit Niew [nset Service Took Window Help

=151

w|ElS| X +lv| <|'2[[8 & | 7

MAMAGEMENT" cliang LUz aszighed to user MANAGEMEMTA clfang' [2)

B-E5 MANAGEMENT 2 [ LU Name [ Status [ LU | User
Z =] sna0000z Z <NetlnlUses
NNTER [Ackive] =] snaLuons, 3 ¢MotIn Uses
Connections l%'
& SHACON [Active]
3 Link Services
Frint Servers
Shared Folder Servers
THI270 Servers
THE2E0 Servers
Paools
Configured Users
g MAMAGEMENTS leopies
€ MANAGEMENTS clfang
€ MANAGEMENT® ahlen
7 MANAGEMENTY maschne
i O MANAGEMENT® koop
o !E MANAGEMENT* Administratar
APPC Modes

RdI Rl I

2

Feady Domair: [MANAGEMENT |

[CONFIG LOCE. ¢

Figure 216. SNA Server/User with LUs
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After you have installed and configured SNA Server you can use the 3270 applet
provided by SNA Server (or Client) to connect to SNA Server over TCP/IP and
then connect to the host.

4.1.3.2 Installation and Configuration of SNA Server Client

For other workstations to access the host system, you don't have to install the
SNA Server, you only install the SNA Servers client code. You use the client
code to connect to SNA Server to get to the host system. In order to install the
SNA Server client code, you will need to do the following:

1. Run the program \CLIENT\WINNT\I386\SETUP.EXE from the installation CD or
code drive.

2. Step through the initial windows until you get to:

=3 Windows NT Client for SNA Server

Windows NT Client for SNA Server

Yindows NT Client for SNA Server Setup

Ta start installation, click the large buttan.

Select Components

Select the components you wish to install for the Windows
MT Chent for SHNA Server.

Folder:
IVE:\SNA

Exit Setup |

Figure 217. Client for SNA Server Setup

3. Click on Select Components .
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I Windows NT Client for SNA Server

Windows NT Client for SNA Server

Windows NT Client for SNA Server - Select Components 2] %]

[n the Ophons list, select the items you want installed; clear the itemz pouw do nob want installed.

A graved box with a check indicates that only part of the component will be installed. To
zelect all companents in the Option list, click Select All

Ophion:
[V Sha Sen-'er Manager

Drescription:

3270 Applet Optional Installation

I_ 5250 .ﬁ.pplet

[ ODBC-DRDA Driver
[~ AFTP Cliert

[¥ Host &ceount Manager

Select Al

— Folder for Currently Selected Option:
C:ASMasspstem

Space required on C: 10546 K
Space available on C: 124293 K

e _|

Figure 218. SNA Server Client/Select Components

4. Select the options you want to use.

5. Click on Continue .

Select Client/Server Protocols

The folloving chentd server protocols have been detected on this
computer.

SMA Server chent can work with any of them. Please choose the
pratocol pau want to uze.

" Miciosoft Wetworking [Mamed Pipes]

" Movell Mefu/are [|F5/5P5)

" Barwan Vines

|
&

Figure 219. SNA Server Client/Select Client Server Protocol

6. Choose the protocol you want to use and click on Continue .
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Client Mode EHE

Your SMA Server client can locate a sponsor SHA Server computer
on the network, by looking for servers ina subdomain, or by looking
for servers individually by name.

" Client locates servers in an SNA Server subdomain

& Client locates zervers by pame

Continue E it
Lonmep ] Ea |

Figure 220. SNA Server Client/Client Mode

7. Select the method your client will use to search for the SNA Server. There
are two ways to look for the SNA Server:

a. Client locates servers in an SNA Server subdomain.
b. Client locates servers by name.
We chose Client locates servers by name

8. Click on Continue .

Remote Server Names HE

Please enter the name of vour primary sponzor server, This is the
SMA Sereer your client will connect to for configuration infarmation.

'ou can alzo enter the name of an optional backup sponzor server.

Prirnany: IWINNTEEﬂ

Backup: I

|
3

Figure 221. SNA Server Client/Remote Server Names

9. Fill in the primary SNA server name and the backup SNA server name if you

have set one up.

10. Click on Continue .
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T Windows NT Client for SNA Server

Windows NT Client for SNA Server

Introducing SYA Server

The Reliable Flatform for Host Integration

It efficiently integrates legacy applications and data with modern
network systems and applications 1o give users canvenient,

ClEWER- R G EH Windows NT Client for SNA Server [ %]

Source File:

W CLIEMTSSWINMTHIZEENSYSTEMYSNATRC.DLL
Dreshnation File:

CASHANsystembSHATRC.DLL

SMA Server delivers tig
the Internetflntranet and

Figure 222. SNA Server Client
You will get a window showing you that it is copying the files.

After the files have been copied the installation is done and you have to reboot

your system. Before you use the Client for SNA Server you will still have to
configure it.

1. Click on Start, Programs , Microsoft SNA Server Client and then Config Client .
You will get the following window:
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%2 Client Configuration

Client Pratocol | Client Made I

Select the clent/server protocol pou want o uze.

r Transport
& JCRIR
€ Nebware [IPX/SFX)
" Microsoft Metwaorking [Named Pipes)

¢ Barwan WINES

(n].4 I Cancel | Apply %J Help

Figure 223. SNA Server Client/Client Configuration / Protocol

2. Select the protocol you want to use.

3. Click on the Client Mode tab.

% Client Configuration

Client Pratocal — Client Mode |

Specify how vou want the client to locate servers, Your SHA
Server Admirugtrator can provide this information bo you,

" Client locates servers in an SMA Server subdomain

&+ Client locates servers by name

Serverz]:

W INMTER +| Type the name of one ar mare
servers, Press CTRL+EMTER
after each name.

=

=

0k I Cancel | Apply %J Help

Figure 224. SNA Server Client/Client Configuration / Mode

4. Select the method that the client should use to locate the server.

If you use the Client locates server by name, you have to fill in the server

name.

5. Click on OK to complete.

6. Click on Start, Programs , Microsoft SNA Server Client and then 3270 Applet .
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It will automatically connect you to SNA Server and get the logical unit you
need to connect to the host with.

E1 SNA Server 3270 Applet - (Untitled) M=l E3
File Edit 3 L hacro

poCI0 S
NTERNATIONAL TECHNICAL SUPPORT CENTER
For Togon command spntax, press enter
AAAAAA LLLELE] LLLLLE.] AAAAAAAR
I A A hh LT Ll LT hh
L) LL) hd hd hh
AAAAA LLLLELET) LLLLELE] LLELLLL)
Ad hh LT Ak AA
Ad A Ad Ak AR
LLEETT LL] A LLLLELET) LLELLLL)
hh LL) L) A hh A
A AR A L] A A
A L] A A ETLY ITKES
- A LLY) A 5-'125
. 4 * hhl WFFFFFO2
2EtECRL R2d C1 0z

SMALLDO2

Figure 225. SNA Server Client/3270 Applet

4.1.4 IPX/SPX - Gateway (and Client) Services for NetWare

To access files or printers on a NetWare server, a service must be used, such as
the Client Service for NetWare (CSNW) on Windows NT Workstation or the
Gateway Service for NetWare (GSNW) on Windows NT Server.

4.1.4.1 Client Service for NetWare
To access files or printers on a NetWare server you only have to install the
Client Service for NetWare.

4.1.4.2 Installation
To install the Gateway Service for NetWare, you need to add a network service
to the NT Server.

1. Log on to the system as a user with administrator rights.
2. Click on Start, point to Settings and click on Control Panel.
3. Double-click on Network.
4

. Click on the Services tab.
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MNetwork H E

Identification Services |F'ruh:ucn|s| .ﬂ\daplerxl Eiindingsl

MNetwork, Services:

1BM Metworks Coordinated Logon Clent
Microgoft Internet Infarmation Server 3.0
Microsoft TCPAP Printing

MetBIOS Interface

Metwark Monitar Toolz and Agent
Remote Sezsion Manager

RPC Configuration R |
Add. Remove Properties. .. Update |
r Dlescrption:

Digtributed protacol required for running the Computer Browser
FEIVICE,

Ok I Cancel

Figure 226. Network Services in Control Panel

5. Click on Add....

The Select Network Service dialog box appears.

Select Network Service |

E Click the Metwork, Service that you want ta install, then click 0K, 1f

wou have an installation disk for this component, click Have Dizk.

Mebwork, Service:

DHCF Fielay Agent il

Microsoft DHCP Server
Micrazaft DMS Server

ticrozoft Intemet Information S erver
Iil dimr H TrDID Deovbien j

Have Disk... |

Ok | Cancel |

Figure 227. Add Gateway Service for NetWare

6. Click on Gateway (and Client) Services for NetWare and click on OK.
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Since it needs some additional files for Windows NT Server, point to either
your NT Server CD-ROM or your LAN drive that has an image of the
CD-ROM on it.

Yindows NT Setup

[@ Setup needs to copy zome Windows HT files.

Setup will look far the files in the location specified below,
[F pou want Setup ta loak in a different place, tpe the
niew location, 'When the location is comect, click
Continue.

Cancel

Figure 228. Windows NT Setup

7. Click on Continue to copy the required files.

Windows NT Setup |

Copwing: MWRDR . 5Y_
Tor CwWIMMT A Spstem 32y ditvers

Cancel

B

Figure 229. Copy Required Files

You should notice that there is now a Network Service - Gateway (and Client)
Service for NetWare installed.
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MNetwork H E

Identification Services |F'ruh:ucn|s| .ﬂ\daplerxl Eiindingsl

MNetwork, Services:

Computer Browser X
Service for Metw

Microgoft Internet Information Server 3.0
Microsoft TCPAP Printing

MetBI0S Interface

Metwark Monibor Toolz and Agent

Remote Sezzion Manager R |
Add. | Remove Properties. .. Update |
r D'escrption:

Enables other Windows MT camputers to access Nefwae
zervers without running Mety'are Client zoftware,

Cloze I Cancel

Figure 230. Gateway (and Client) Services for NetWare Installed

8. Click on Close to complete the network change.

Network Settings Change

& “rou must shut down and restart your computer before the new settings will take effect.

Do wouwant to restant your computer now'

o |

Figure 231. System Restart Required - Network Settings Change

9. Click on Yes to restart system.

After the system has been rebooted, you will find a new icon GSNW in the

Control Panel.
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e &8 =

Accessibility Add/Bemove Console Dates/Time Devices

Ly

Optiong Prograrz

s

B

Dizplan Fants [ternet keyboard
% 2
Licenzing M odems M onitaring Mouze tultimedia
Bygent
[y 5
: F e 5 2
Hetwork, ODBC FC Card Fuarts Frinters
[PCHCIA)
Fiegional SC51 Adapters Server Semvices Soundz

Settings

& 43

System Tape Devices  Telephony UPS

Figure 232. Gate Service for NetWare in Control Panel

10. Double-click on GSNW and you will get the Gateway Service for NetWare
setup dialog box.

Select a preferred server and then you can access that NetWare server.
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Gateway Service for NetWare

Izemame: Adrinistrator
—% Prefemed Server 0K

IH

Current Preferred Server: <Monex Gateway...

Select Preferred Server: | RTINS j
= Cancel
FERGLIS_Mw'41 | | —l
MANSERY1 |
— Default Tree and Conte Help
MW SERY
Tree: I <Monex
LContest: I
r Print Options

|

Overview
[T &dd Fomm Feed

V' Motify when Printed
¥ Frint Banner

™ Bun Login Script

|’Lugin Script Options

Figure 233. Client Service for NetWare - Setup

To map a NetWare resource as a Network drive:
Right-click on the Network Neighborhood
Click on Map Network Drive... .

You should get a window similar to the one that follows:
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Map NetworkDrive K|
Dirivee: | =t B ak. k
-

Fath: [WNETWT14WNETw114_5Y5. I TSOLIBM Cancel

d

Connect fs: I Help

¥ Beconnect at Lagan

Shared Directories: ¥ Expand by Default

;‘f"L tefwfare or Compatible Metworl: |
‘$® FERGUS_MNw41_TREE
® METW114
‘® NT4275R
® 5vSMaN
= FERGLS_Mwat
= MANSERYT
“CLNETw114
B35 IEM
@5 1750
"L MET w114 —

METw114_5v5

Figure 234. Client Service for NetWare - Map Network Drive

Select a Drive, Path and whether to Reconnect at Login and then click on
OK. You can now access the new network drive. You may need to fill in the
field Connect As if the user ID that you will be authenticating the ID with is
different from the one that you are currently logged on as.

4.1.4.3 Gateway Service for NetWare

To use the disk or printer from a NetWare server and share them with other
clients, you have to install the Gateway Service for NetWare on the Windows NT
Server.

The Gateway Service for NetWare (GSNW) provides Windows NT Server
connections to NetWare servers, and shares the network connections, for
example, a gateway, from a NetWare server. This service allows the Windows
NT Server to access the NetWare server as just another client and allows the
network clients to access files on the NetWare server without having to have a
NetWare client re-director (service) over an IPX/SPX protocol.

The Gateway Service for NetWare depends on two protocols being installed on
Windows NT Server. You need to have the NWLink protocol and the NWLink
NetBIOS installed. NWLink is an implementation of the internetworking packet
exchange (IPX) and sequenced packet exchange (SPX) transport protocols used
by the NetWare network. NWLink NetBIOS is a Microsoft-enhanced
implementation of Novell NetBIOS, and transmits Novell NetBIOS packets
between a NetWare server running Novell NetBIOS and a Windows NT computer,
or between two Windows NT computers.

NWLink and NWLink NetBIOS can coexist with other protocols on the same
network adapter card. The Windows NT Server establishes a network
connection to the NetWare server similar to any network client connection.
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Note: Before you install the Gateway Service for NetWare, you have to remove
any existing NetWare redirector, such as NetWare Services for Windows
NT from Novell, and then restart your computer.

4.1.4.4 Enable a Gateway
Before enabling the gateway server for NetWare on Windows NT Server, you
have to check that:

A user account has been created on the NetWare server with necessary
rights for the resources you want to access.

The NetWare server must have a group named NTGATEWAY with necessary
rights for the resources you want to access.

The NetWare user account you use must be a member of the NTGATEWAY
group.

4.15 IPX/SPX - NetWare Client for Windows NT

The other way to access NetWare Server Resources from Windows NT Server is
to install the Novell NetWare Client for Windows NT.

4.1.5.1 Installation

To install the NetWare Client for Windows NT you need to add a network service
to the NT Server. Unlike the installation of the Gateway Service for NetWare, we
used the standard type or installation process to install the NetWare Client for
Windows NT.

1. Log on to the system as a user with administrator privileges.

2. Click on Start and Run.

Run HE

Type the name of a program, folder, or document, and
Windovwes will open it for you.

Dpen: |F:'xNetWareNT‘\IBBE'\SEtupnw.e:-:e j
¥ Funin Separate Memom Space

] I Cancel Browese. .. |

Figure 235. Run the NetWare Client for Windows NT - Installation Program

3. Enter the location of the NetWare Client for Windows NT, and click on OK.
The Novell NetWare Client 4.0 Installation dialog will be displayed.
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kANovell Netware Client4.0Installation K|
NetWare

Welcome to the Movell Hefw/are Client 4.0 Installation. Ta continue with the install prezs Continue.

Beadme Help Cancel

Figure 236. Novell NetWare Client 4.0 Installation

4. Click on Continue .

If your Windows NT Server already has the Gateway Service for NetWare
installed (Microsoft Client Service for NetWare), the NetWare Client for
Windows NT Installation Program will remove it.

Novell Netware Client for Windows NT Setup E

The Microsoft Client Service for Metware is installed. We will rermonve this before installing the
Maovell Metwiare Cliznt for Windows MT Service, Dowouwant to continue?

Figure 237. Remove Microsoft Client for NetWare by Installation Program

5. Click on Yes to continue.

The installation program will copy the files to your hard drive.

Novell HetWare Client for Windows NT 5. |

Copwing: logir.ms_
To: Cw MM TS petem 32nlzA\EMGLISH

Figure 238. Copying Files

After the installation is complete, the Windows NT system will need to be
rebooted.
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Installation Complete

Ingtallation iz complete. 'ou must restart for changes to take affect. Press Reboat ta restart pour

maching nov or Close bo neturn bo windows,

Cloze |

Figure 239. Installation Complete

6. Click on Reboot to reboot your Windows NT system.

After Windows NT is rebooted you will find a new item in the task bar.

Programs a group named NetWare (Common) will be created.

new icon will appear in the Control Panel in place of the GSNW icon.

Control Panel

Eile  Edit “iew Help

B § =

i i Add/Femove Conzole L ate/Time Devices

. Dptiorss 1 Programs

A} Mol

Dizplay Imternet K.eyhaard

Licenzing bl amitoring Movze Multimedia
agent

) o

& 9

Metwork ODBC PC Card Ports Printers
[PCHCIA)

P ¢ 5

Reqional SCS1 Adapters Server Servicesz Sounds
Settings
&
Sustem Tape Devices  Telephony LIPS
|29 object(s) P

Figure 240. NetWare Icon in Control Panel
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You will also find the new Network Service - Novell NetWare Client for
Windows NT.

Metwork H B
Identification Services |F'ruh:ucn|$| .&dapleml Bindingsl

MNetwork Services:

| ] Computer Browse =
1B Mebworks Coordinated Logon Client

Micrazaft Intemet [nfarmation Server 3.0

Microsaft TCPAP Printing

MetBIOS Interface

Metwark Monitar Toolz and Agent

Movell Hetw/are Clent for Windows NT

Remote Sezzion Manager [:.E‘ R |
Add. | Bemove | Properties... I Update |
r Description:
Distributed pratocal required for running the Cormputer Browser
FEIVICE,

Metwaork Access Order. |

Ok I Cancel

Figure 241. Network Service - Novell NetWare Client for Windows NT

4.1.5.2 Using the NetWare Client for Windows NT
The NetWare Client for Windows NT provides a graphical user interface. You

can click on Start and point to Programs . Then click on NetWare (Common) and
click on NetWare GUI Login to use this GUI application.

-« Nowvell NetWware Login |

NetWare

Login I Connection T Script T Yanables ]

0K
Logging into Hetw are using:
¥ NETWI14 Cancel
Help

Mame: Isupewisur

Password: I""'"|

[
y

Figure 242. Novell NetWare Client for Windows NT GUI/Login
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1. Using this GUI application you can log in to the NetWare server.

.. Novell NetWware Login |
NefWare
Login I Connection ' Script T Yanables ]
D:S'\ 1] §
o (Sl PREFERRED> NETW114 ERC]
" Server: [<PREFERRED> B Cancel
[T Bindery connection Help
Context: |<PREFERRED> -]
¥ Clear current connections
Figure 243. Novell NetWare Client for Windows NT GUI/Connection
2. Specify which tree or server you want to connect to.
. Novell NetWare Login |

NetWare

Login T Connection T Scnpt I Yanables ]
1] 4
N i Cancel
¥ Display results window
¥ Close script results automatically Help
Login script:  [<DEFAULT> -]
Profile script: [<DEFAULT> -]

Figure 244. Novell NetWare Client for Windows NT GUI/Script

3. Specify the login and profile script.
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.. Novell NetWare Login |

Login T Connection T Scrpt T Yanables l

0OK
Login scnpt vanables:

Cancel
A2 %3
I I Help
4 xh:
| |

Figure 245. Novell NetWare Client for Windows NT GUI/Variables

4. Specify the variables for the login script. You will find there are four new
items when you click on Network Neighborhood

Change NetWare Password - Changes the password on the NetWare

server.
Change Password E
e Tochanae passwords for —Enter:
Hovell )
S the users listed below 0ld Pazgwand:
on selected resources: I

Mew Password:

Confirm Mew Password

K [ I Carcel Help

atar

(MT I IMNT 3858 dminizt

IFERVISOR

Figure 246. Change Password
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Current Netware Resources EHE

ou are attached to the following:

Resouce | |Jzer Wame | Conn Mo, | Tupe | MOS Tree
Q"NETWHﬂl SUPERWISOR 3 Binderm METw114

QK. I Detach Set Current

Figure 247. Current NetWare Resources

- NetWare Connections - Gets the current NetWare resources for this

connection.
Capture Netware Printer Port EE
Device:
|@. LPT2

Path:
]

I™ Reconnect &t Logon

Figure 248. Capture NetWare Printer Port

« Capture Printer Port - Adds a network printer or to assign this connection
to a network print server defined in NetWare Server.
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Map NetworkDrive K|
Dirivee: | = B a k
-

Path: IH'\N ETW1T145%5 Cancel

H

d

Connect fs: I Help

¥ Beconnect at Lagan

Shared Directories: ¥ Expand by Default
%f& Microsoft Windows Wetwork, |
S Metware Services

BB Metwiare Servers
T FERGLIS_Nwd1
* ™ MANSERY

TCLHETW14

ra
* ™ w4 1SERY
B3 Movel Directory Services
“® FERGUS_Nw41_TREE
@ METWI114 —
& NT427ER =

Figure 249. Map Network Drive

End Capture - Disables the network printer on the NetWare server.

4.1.6 IBM Networks Coordinated Logon Client for NT

To log on to OS/2 Warp Server or LAN Server, you will need to install the IBM
Networks Coordinated Logon Client for NT. It provides your Windows NT system
with all of the IBM OS/2 Warp Server functions, such as:

Connecting to home directories

Setting up and connecting to logon assignments
Running shared applications

Connecting to aliases

Checking DASD limits

4.1.6.1 Prerequisites
The following prerequisite components need to be installed on your NT system
before you can install the IBM Networks Client:

Microsoft Workstation Service
An appropriate network adapter device driver

NetBEUI or TCP/IP
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4.1.6.2 Installation

To install the IBM Networks Client, you must add a network service into your NT
server.

1. Log on to the system as a user with administrator rights.

. Click on Start, point to Settings, and click on the Control Panel.

2
3. Double-click on Network.
4

. Click on the Services tab.

Metwork HE

Identification  Services |F'luh:nc0|$| .&daplersl Eindingsl

MNetwork, Services:

Gateway Service for Metware

Microzaft Internet Infarmation Server 3.0
Microsaft TCPAP Printing

MetBIOS Interface

Metwark Monitar Toolz and Agent
Remote Sezsion Manager

RPC Configuration R |
Add. Bemove Properties... Update |
r Description:

Distributed pratocal required for running the Cormputer Browser
FEIVICE,

Metwaork Access Order. |

Ok I Cancel

Figure 250. Network Services in Control Panel

5. Click on Add....

The Select Network Service dialog box appears.
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Select Network Service EE
Click the Mebwark Service that you want bo mnstall, then click O, If
wau have an installation dizk far this companent, click Have Digk.
!

Metwark, Service:

LA DHCP Relay Agent ﬂ
Fateway [and Client) Services for Hetware

Microzoft DHCP Server

Microgzoft DMS Server

Microgoft Intemnet Information S erver
Iil hdimr B TrODND Db d

Have Disk...[ |

0k I Cancel |

Figure 251. Select Network Service

6. Click on Have Disk.... The Insert Disk Window is displayed.

Insert Disk

Inzert disk with saftware provided by the software or oK,
Iﬁ hardware manufacturer. |f the fileg can be found at a
ditferent location, for exampls on ahother drive tvpe a |

new path to the files below. Cancel

[

Figure 252. Insert Disk

7. Insert the IBM Networks Coordinated Logon Client for Windows NT diskette
into the A: drive, and then click on OK. Of course, you can also install the
code from a CD or a LAN drive.

Select OEM Option =]

Chooze a software supparted by this hardware manufacturer's disk.

riratad [ Enan (art fo

(] 4 [ I Cancel Help

Figure 253. Select IBM Networks Coordinated Logon Client for Windows NT
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8. Select IBM Networks Coordinated Logon Client for Windows NT, and then
click on OK to copy the files.

IBEM Networks Coordinated Logon Client .. |

Copying: IBMMT32DLL

To: CAWINHT WS pstem 32

-

Figure 254. Copy IBM Networks Client for Windows NT Files

The IBM Networks Client Properties notebook is displayed after the files are
copied.

9. Click on the General tab.

IBM Networks Client Properties HE

General | Advanced I

Wihen you logon, vour password will be verfied on an [BM
Metwark domain.

Diomain name:
/P PO O]

It an alternate domain name is specified, your logan will
be werfied on the alternate domain should vour primary
domain logon fail.

&lternate domain name:

%
| 1] I Caticel |

Figure 255. IBM Networks Client Properties/General

10. In the Domain name box, type the name of the default logon IBM OS/2 Warp
Server domain.

11. In the Alternate domain name box, if you want to use an alternative domain,
type the name of the alternative domain.

12. Click on the Advanced tab.
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IBM Networks Client Properties HE

General Advanced |

e Let the domain determing which zerver wil authenticateg
mour logon. :

|3 vl Logon Broadeast Attempts
Iﬂ Logon Broadcast ' ait

Specify the name of the logon server that will authenticate
your logan.

LDQDI"I FEIVED name:
[i’—@
]

(] Cancel |
|2

Figure 256. IBM Networks Client Properties/Advanced

13. If you select the button to specify the name of your logon server, you must
enter the name of the logon server.

14. Click on OK to complete.

At this time you will get the following message:

Setup Message [ ]

Your Network Administrator must synchronize wour user account on Windows MT and the IEM
052 Warp Server domain.

Figure 257. IBM Networks Client/Setup Message

See 4.1.6.3, “Coordinating the User Accounts” on page 154 for more
information.

15. Click on OK. The Network notebook will be displayed.
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MNetwork H E

Identification Services |F'ruh:ucn|s| .ﬂ\daplerxl Eiindingsl
MNetwork, Services:

Computer Browser X
Gateway Service for Metware

& 1B Mebmo oardinated Logan Client %
Microgoft Internet Information Server 3.0
Microsoft TCPAP Printing

MetBI0S Interface

Metwark Monibor Toolz and Agent

Remote Sezzion Manager R |
Add. | Remove Properties. .. Update |
r D'escrption:

Enahbles this computer to log on bo % arp Server servers and
access their resources.

Metwark Access Order. |

Cloze I Cancel

Figure 258. Network Services in Control Panel

16. Click on Close. The network bindings for the various protocols you have
selected will get configured.

Bindings Review

KiwfLink [P /SF Compatible Transport is reviewing bindings...

124

Figure 259. Network Services Binding

The Network Settings Change window is displayed.

Netwark Settings Change [ ]

& “ou must shut down and restart yvour computer before the new settings will take effect.

Do wou want to restart your computer now?

Figure 260. Network Settings Change

17. Click on Yes to restart the NT system.
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4.1.6.3 Coordinating the User Accounts

The Windows NT user account and IBM OS/2 Warp Server domain user account
must be synchronized. You have to have a Windows NT user account whose
user name and password also exists in an IBM OS/2 Warp Server domain. To
coordinate the user accounts do one of the following:

If you have a Windows NT user account with a user name that is the same as
our IBM OS/2 Warp Server domain account user name, then you must
change the password on your Windows NT account to be the same as our
password on the IBM OS/2 Warp Server domain user account.

If you do not have a Windows NT user account with a user name that is the
same as our IBM OS/2 Warp Server domain account user name, then you
must create one. Use the Windows NT User Manager utility to create a
Windows NT account.

4.1.6.4 Using IBM Networks Client

Click on Start, Programs , IBM Networks Client (Common) and then click on IBM
Networks Client to start the IBM Networks Client. The following window will be
displayed:

. IBM Networks Client M [=] E3
User Applications  Drves  Printers  Messages  Help

RS @

Uszer ID: ADMINISTRATOR
Machine 1D: WINNT I8
Domain: WARPDOM

Figure 261. IBM Networks Client

From the IBM Networks Client, you can do the following functions:
List logged on users
List shared applications
Send messages
Connect a network disk
Connect a network printer

Change the logon assignments

4.2 Network Monitor

Windows NT Server provides a built-in tool for monitoring the network activity. It
is called the Network Monitor. With the Network Monitor, you can capture the
activity of systems connected to your Windows NT Server system. It provides
four status views:

Total Stats
Session Stats

Station Stats
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Graph

You can also restrict the data that is to be captured with a filter.
this monitoring function came from the SMS component of BackOffice. View

these traces frame by frame.

4.2.1 Capturing Data

To start the capture of network data, click on Start, Programs , Administrative

Tools (Common) and Network Monitor .

Network Monitar - [ Token Ring\NET1 Capture Window (Session. . [l E3

Tools

A File

Capture

Dptions

“Window Help

It appears that

The following window will be displayed.

=] (== lEC (7] L)l a5l =] (2]

% Network, Utihzation:

Time Elapzed; 00:00:00,000

-

—Metwork Statistic

1
100

152 J1<-2 |Netw-:urk#|_l

0 i} # Frames: 0

Frames Per Second: # Broadcasts: [

[ ] # Mulhzasts: 0

a a 100 # Bytes: 0

Butes Per Second: — # Frames Dropped: 0
Metwork, Address 1 Metwork Status:

1]

s

—Captured Statishic:
# Frames: 0
# Frames in Buffer: 0

_,l_'l

-

Metwark Address |Frames Sent

|Frames Bcvd

|Butes Sent  |Evtes Rowd

|Directed Frames 5

1]

k

o

=

Figure 262. Network Monitor

Click on Capture and Start to start capturing data.

Chapter 4. Protocol Management

155



This soft copy for use by IBM employees only.

Network Monitor - [Token RingiNET1 Capture Window (Session...

@ File Capture Tools Options Window Help =12 x|
=] (=[] 7] L] ..I oJ54) (] (2]
||6 TETwON. TZatorn: Tirne Elapzed: 00:07:01.245 =
0 0 1DEI _| —Metwork Statigtic:
Frames Per Second: A Frames: 1250
— I ) # Broadcasts; 281 _
n 11 100 # Mulbizasts: 974
Bytes Per Second: . # Bytes: 201015
| S— 1 # Framez Dropped: 187332
Metwork Address 1 122 |14-2 | Mebwork .fl Metwork, Statuz: Mormal
BR005ACDIESR 3 WA MMT I 2
000054002948, 1 W | MM T 36 —Captured Statistic
MO0BABTABED 1 WINNTSE # Frames 27
1 - | “_;I # Framesz in Buffer. 27 b
Metwork, Address Frames Sent Frames Rcwd Butez Sent  |Butes Bowd | Directed Frames S|
BROADCAST 2 n 230 ] =
2200840D7ESE 3 a 73 0 3
280054002944, 1 a s 0 1
I000SAR1ARBED 1 a 114 0 1 -
CO0002070000 2 a 52 0 2
Co0082100004 1 a By ] 1 .
71 ' ' |~ ' ;I_I

Figure 263. Network Monitor/Capturing Data

There are four windows that provide statistics in Network Monitor:
Total Stats
Session Stats
Station Stats

Graph

4.2.1.1 Total Stats
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Network Monitor - {Token RingyNET1 Capture Win_.. M=l E3
@ File Capture Tools Options MWindow Help 18] %]

w| ] 58] (a8 A () ] ul_al¥s)
Tirme Elapzed: 000208219
—Metwork Statishic:
# Frames: 2687
# Broadzasts: 487
# Multicasts; 2108
# Bytes: 432604
H Framesz Dropped: 393216
Metwork Status: Mormal

—Captured Statistic:
# Frames; 104
# Frames in Buffer: 104
# Bytes: 10775
# Bytes in Bufter; 11607
% Buffer Utiized: 1
# Framesz Dropped: 0

—Per Second Stahshic
% Network Utilization: 0
# Frames/second; 20
# Bytes/second: 2385
# Broadzasts/second: 3
# Multicastz/second; 16

—Metwark Card [MALC] Statistice———M
B Frames: 2676
# Broadcasts: Unsupported
# Multicasts: Unsupparted
# Bytes: Unzupported

—Metwark Card [MALC] Errar Statistice————
CRC Errors: Unsupported
Frames Dropped [Mo Buffers] 393216
Frames Dropped [Hardware]: O %

Figure 264. Network Monitor/Total Stats

There is a lot of information available in this window, including:
Network Statistics
Captured Statistics
Per Second Statistics
Network Card(MAC) Statistics
Network Card(MAC) Error Statistics
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4.2.1.2 Session Stats

Network Monitor - \Token Ring\NET1 Capture Window (Ses. .
@ File Capture Tools Options  Window Help =181 x|
| ) (] aeim ) (W) (o] ol ala) (0] (2]
Metwork, Address 1 1-22 |1¢-2 |Metwork 4ddress 2 |_]
400052005103 3 WINMT 30 -
B20054001E 36 10 WINHT3E
880054002944, 3 WAMMT3E
880054553087 1 WINMHTZE
S00054B1ABED 3 WIMNMT3E
RaLMCP4 1 Wwf|MMT 38
CO0052002011 E WINMHTZE
CO0052005052 B WINHT3E
CO0052005064 8 WAMMT3E
CO00520031386 12 WINMT 30
CO0022100004 3 WINHT3E
WAMMT 38 3 WAMMT3E
WINNT 28 1 *METEIOS Functional
WANNT 38 15 *BROADCAST
h
k1| ;I_I
|

Figure 265. Network Monitor/Session Stats

In this window, you can determine how many sessions have been established
between your Windows NT Server and other machines. It includes the network
address of the sender and receiver. You can change the network address to a
name, a computer name or a user name. You can select any network address of
session you want to change, click the right button and select Edit Address .

Address Information
Type | TOKENRING BN
Address |EDDDEEDDED11 Cancel |
M ame | TCPAP Gateway
= I N Help |
Comment I by
™ Pemanent Mams

Figure 266. Network Monitor/Session Stats/Edit Address

Fill in the name of the machine and click on OK. You will then get a new
session list.
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Figure 267. Network Monitor/Session Stats

Now it is easier to identify the resource you want to analyze.

4.2.1.3 Station Stats

@ File Capture Tools Options ‘Window Help 18] =l
HEEEE s R
Metwork Addresz |Frames Sent | Frames Rowd |Bytes Sent | Botes Rowd | Directed Frames Sent] Multicasts Sent | Broadcastz Sent |_l
“BROADCAST I 4 I 332 I I 0 -
*METEIOS Functio|0 1 I B3 I I 0
88005A001ESE |10 0 2657 I 10 I 0
90005AB14BED |3 0 286 I 3 I 0
Ccooos2o0s011 |2 0 224 I 2 I 0
Ccooos2o05082 |2 0 B2 I 2 I 0
Ccooos200s186 |2 0 146 I 2 I 0
Ccooos200s186 |2 0 146 I 2 I 0
Lucaz Fang T i] Tah 0 T 0 i]
RALMCP4 20 0 2256 I 20 I 0
WIMNMT 38 A 45 395 EAR1E I 1 4 .
N o

Figure 268. Network Monitor/Station Stats
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In this window, you can see detailed data about the station communicating with
your Windows NT Server system. You have the following information provided to
you here:

Network Address
Frames Sent

Frames Received
Bytes Sent

Bytes Received
Directed Frames Sent
Multicasts Sent
Broadcasts Sent

You can also change the network address to be a name just like you did with
Session Stats.

4.2.1.4 Graph

Network Monitor - NToken Ring\NET1 Capture ... =] EY
@ File Capture Tools Options  Window Help =12 x|

2 A () L] ) aJsl

% Metwork, Utiization:
i

1
1] a 100

Frames Per Second:

| T ]
1] 11 100
Bytes Per Second:

I ]
1] 1664 13730
Broadcast: Per Second: B:E

[ | I |
n 2 100
Multicasts Per Second

| T ]
1] 9 100

Figure 269. Network Monitor/Graph
This window graphically presents the network statistics. It includes the following
information:

% Network Utilization

Frames Per Second

Bytes Per Second

Broadcasts Per Second

Multicasts Per Second
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4.2.2 Capturing Data with Filters

In general, when the network is stable, you don’t need to capture all of the
network data on your NT system. In some cases, you just want to capture
specific data for a specific session. In that case you would set up a filter.

4.2.2.1 Capture Filter

To create a filter in the Network Monitor, you can press F8 or click on Capture in
the menu bar of the main window of Network Monitor. Then click on Filter.

Capture Filter [ X] I

—Add
AR
SAP/ETYPE = Any S4F or Any ETYPE Address. .
AMD] [Address Pairz) k
IMCLUDE "WIMMT 38 [TOKEMRIMNG] <--2 =AMy Battemn...

AMND|  [Fattern b atches)

il

rEdit——

J

Ling...

r Delete

:

Line

K — i

aF. I Cancel Help Load... | Save... |

Figure 270. Network Monitor/Graph

You can change the protocol you want to monitor or change the address pair
you want to capture. In addition, you can change the pattern you want to
analyze.

For example, you can specify the network protocol you want to capture. You can

select: SAP/ETYPE = Any SAP or Any ETYPE and click on Line... in the Edit
field. You will get the Capture Filter SAPs and ETYPEs window.
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Capture Filter 5APs and ETYPEs |

Enabled Protocols |
Protocol Comment Tope |Values |_J
Hetware Hebware on ethernet ETYPE|=E137 Cancel |
Metware 8022 |Raw [P 802.2
Hebware S4F Hetware Service Advertis| SAFP  |#10,4E0«FE Help |
| I _|J
[hzable Dizable &l Enable All |
Djzabled Protocols
Protocol Comment Tope |Values |_l
P Internet'z Inkermet Protoce| SAP =6 +
Loop Loop back drrver ETYPE|=3000
NetBI05 |B Nethios SAP O [wFO |
MULL Hull SAF SAR [x0
Other ETYPES  |All other ETYPE= ETYPE|=x
Other SAPS Al other S4Ps SAP [ d
i | I 4

Figure 271. Network Monitor/Capture Filter SAPs and ETYPEs

You can also disable all protocols first, then select just the network protocol you
want to capture and enable it.

4.2.3 View the Captured Data

After you stop capturing data, you can click on Stop and View to stop and view
the data you just captured or you can save it as a capture file *.cap then select

Open to view it.

After you open a capture file, you will see:
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Network Monitor - [CAWINNTsystem324Netmon\CAPTURES\Luca._.. M=l E
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WTCE: _AP. .., len: 8, seq:  5434719-3434776, ack: 69671583, win- 13968,
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Figure 272. Network Monitor/Graph

In this window, you can trace the network data frame by frame, or look at it field
by field. You can also see the data in hex. This is helpful in the problem
determination process on your network.
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Chapter 5. Performance Management

This chapter documents how to gather performance information and report on it
in a Windows NT environment.

5.1 Windows NT

Built-In Tools

Windows NT provides some built-in tools for performance management:
Event Viewer
Performance Monitor
Task Manager

Network Monitor

5.1.1 Event Viewer

Event Viewer - System Log on \WINNT38 _|O] %]
Log  “iew Options Help
Date Time Source Category Event |User Computer
i 92349 AN Application PopurMone WINMNTIG
S1A7 43034 P MwRdr Maorne h 200y IAA, WINMTIE
A1A7 43015 P MwRdr Mot aoo7 RN WNMWTIE
ST 42355 PM NwRdr Mare ao0vy AL, WINNTIS
S1A7 42336 PM MwRdr Maorne 200y IAA, WINMTIE
8BAMNa7 42330 PM MSFTRSYEC Mot 1 RN WNMWTIE
41197 42328 PM SHMP Mare 1001 AL, WINNTIS
41197 42325 PM Telnetd Maorne 1000 IAA, WINMTIE
&4/1157 42321 P Femote Session Mane 1000 P, WIRMTIE
41197 42247 PM Eventlog Mare G005 AL, WINNTIS
4:2312 P MNwRadr Maorne 200y IAA, WINMTIE
72232 P MwRdr Mot aoo7 RN WNMWTIE
41047 B:A0:02 PM Femote Session Mone 012 MAA, WINMNTIE -

Windows NT Server provides a built-in management function called the Event
Viewer. The Event Viewer can view each event logged by the system. You can
not access the data using the file manager, or the explorer function as all event
data is accessed using an APIl. You can also view the event of other NT systems
if you have the right administrator privileges.

To access the Event Viewer application you can click on Start, Programs ,
Administrative Tools (Common) and the Event Viewer option. You can also issue
the eventvwr command which is typically found in the \winnt\system32 directory.

If you have the Windows NT Resources Kit installed on your system it provides a
utility called DUMPEL.EXE to dump the event log. The dumpel /? command will
give you all of the options that you can use. In addition to just dumping out into
a flat file the system, security or application event log, you can also provide
some filtering as to what gets written to the file. See 6.1.2.1, “Event Viewer
Setup” on page 196 for more information.

Figure 273. Event Viewer

There are three kind of events logged by NT system:
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System
Security
Application

You may select each of them to get the detail information.

Event Viewer - System Log on \WINNT38 _|O] %]
Siew Options  Help
m cE Category Ewvent |User Computer
Security cation PopupMone £, WWIMMTIG
Application i Mone 8007 N/A WIHNT3E
- r Mane 007 M Wy IMMNTIE
Open.. i None BO07 MR WM
ir Mone ooy JAEFIN WINMTIE
Soye As.. TPSYVC  Mane 101 NA WINNTIS
Clear 4l Events F Mone 1001 MEA, WINNTIE
- bt Mone 1000 RN WNMTIE
Log Sefings.. bte Session Mone 1000 A WINNTIS
Select Computer.. tLog None BO0S N/ WINNTIG
r Mone ooy [EFIN WINMTIE
Exit Alt+F4 i Mane 007 M WMMTIS
[kl S R e gy g FeEmote Session None A4m2 [ AR, WYWINMNTIE -

Figure 274. Event Viewer/System, Security, Application

If you feel too many events are displayed in the window, you may filter them; just
select View from the main menu bar, then select Filter Events .

Filter [ x]

—iew From

iz Through

% First Event % Last Event
" Events O ™ Events On: 4'
G- R IEEEE _Ce |
[ sl || | 9:23:49em Hep |
~ Types
™ Information ™ Success Audt
™ wWaming ¥ Failre Audit 1}5
V¥ Enmor
Saurce: I [0 j
Cateqon: I [) j
Uszer: |
Computer; |

Ewent ID: I

Figure 275. Event Viewer/Filter

Select your filters and click on OK. You will only see the events that pass your

filter.
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Event Viewer - System Log on WWINNT38 (Filtered) M=l B3
Log  “iew Options  Help
Date Computer
= 41097  BE002 P Remote Session Mone 4012 MNEA, WWINMNTIG S
S aM1097  B:24:43 PM Sy Mone 201 MEA, WRMTAE
@& 41097 EBZ443PM Sk Mone 1] Pl WWIMMT3E
SA057 B2443PM Swe Mare 2011 MEA, WINNTIG
S aM1097  B:24:43 PM Sy Mone 0 MEA, WRMTAE
@& 41097 EBZ443PM Sk Mone 2011 Dk WWIMMT3E
S A087  B:24:43 PM Sy Mone 201 A, WIMMTIE
S AM007  E2438PM S Mlone 2011 MAA WINMTIE
S 41087 B2438PM S Mone 1] RlAL, WWIRMT 3
S A1087  B:24:38 Py oy Mone 201 A, WIMMTIE
S 41097 B:24:39 PM Sy Mone 0 MEA, WRMTAE
@& 41097 EBZ433PM Sk Mone 2011 Dk WWIMMT3E
SA057 243D PM Sw Mare 2011 MEA, WINMNTIE -

Figure 276. Event Viewer/Filter Events

Double-click on each event to get detail information for each event.

Event Detail [ %]
Date: 411497 Ewent1D: 8007
Time: 4;30:34 P Source: MwRdr
User: M, Type: Wfarning
Conputer WINNT 38 Categan: Maone

Descophion: I%,

iThe Microsoft Client Service for Metwiare redirector has tmed out one nr_*l
more requests o METW114.

Data; © Bytes € Words

gooo: 00 o0 OO0 0O 02 00 4 OO ... ... M. -
ooos: 00 00 00 oo 47 1f 00 80 N A |
001o0: 00 00 00 00 =4 00 00 <0 Y

001%2: 04 00 00 00 OO OO 00 OO ... ... ..
Q020 00 00 oo oo oo oo oo oo ..

K| _'I_I
Cloze I Brevious et Help |

Figure 277. Event Viewer/Detail Information

Each event contains the following information:
Date
Time
User

Computer
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Event ID

Source

Type

Category

Description

Data (in bytes and words mode)
With this information, you will know more about what is going on in your NT
system. In addition, you should be aware that the Tivoli Event Console (TEC) has
an adapter that can be installed on Windows NT so that all of the events can be

forwarded to the Tivoli Management Platform for further processing, correlation
and action.

5.1.2 Performance Monitor

168

Windows NT provides other useful built-in functions. An example of this is the
Performance Monitor.

Click on Start, Programs , Administrative Tools (Common) and Performance
Monitor to show the Performance Monitor.

There are four views in Performance Monitor: Chart, Alert, Log and Report.

1A Perdformance Monitor - PerMon.pmc
File  Edit “iew Options Help
B Eog) +=x| @l
100
il
1]
28
0
Last 4.006 ;’-‘werage| 21.664 Min 2996 Max 100.000 Graph Time 100
Color Scale Counter Instance Parent Object Computer
Fro
——] 1.000 % Proceszor Time 0 Processor k WM TES
 — 1.000 % Processor Time O Processar VWM TES
 — 1.000 % Processor Time i Processor WM TN
 E— 1.000 % Processzor Time 0 Processar WWWIRMTET
[ 10 % 1Haer Tire n Praveesesnr WA T 3R ;I
|Data: Current Sctivity, Save File: Perbon. prc

Figure 278. Performance Monitor/Chart
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1A Perdformance Monitor
File  Edit “iew Options Help

Hla olgl x| @|wl E

Alert Interval: |5_E|I:|EI

Alert Log:
& 41497 4:33:47.4 P 58.200 > 95.000 % Processor Time, 0, . Processzo
& 41497 4,32:57.4 P 100.000 95,000 % Proceszor Time, 0, , Processo

414437 4:34:2.4 PM % or Time, 0.

4] I |

Alert Legend:
Color Yalue Counter Instance  Parent  Object Computer

¥ Processor Time 0 Processor WM T 35

|Data: Current Schyvity

Figure 279. Performance Monitor/Alert

17 Performance Monitor
File Edit “iew Options Help

Bafe g x| &bl E

Log File: IE:'\LucashF‘erMun.lng Status: IEIused
File Size: IU Laog Interval |1-|:|E“:|

Obyect Computer

Frocessor SWWIRMT3E

Data: Current Actiaty

Figure 280. Performance Monitor/Log
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1A Perdformance Monitor
File  Edit “iew Options Help

BlapnE +=x &b @l

Computer: \WWINNT 33
Object: Processor 0

% Processor Time 23.997
Computer: VWYIMNNTGS
Object: Processor 0

% Proceszzor Time

|Data: Current Schyvity

Figure 281. Performance Monitor/Report

In the following sections, we discuss how to use the Performance Monitor.

5.1.2.1 Add a Monitored Object to a Chart View

In the Chart View, you can use the graphic mode to monitor Windows NT
systems. You can monitor the current activity of Windows NT systems. You can
monitor not only local Windows NT Servers but also other remote Windows NT
V4.0 Servers. If you want to monitor another NT system, you must have a user
ID and password in the administrator group of that system. You can then get the
system information from that system.

1. In the View menu, click on Chart to switch to the Chart View.

2. From the Edit menu, click on Add To Chart and the Add To Chart window will
displayed.

Add to Chart [ X]
Computer: |\hWINNT38

Object: I Processar j Instance: Cancel

Counter. | % DPC Time Explains >
 Interrupt Time
* Privileged Time
% Pracessor Time
% User Time
APC Bypassessec |

Color: I_ "I Scale: IDe[ault -I ﬂidlh:l 'I Shyle:

Help

[

Figure 282. Performance Monitor/Chart/Add 1

3. You can select a server you want to monitor and then you have to select
which objects and counters you want to monitor.
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You can change the display values of the monitored objects. Examples of
things you can change are: color, scale, width and style.

If you don’t understand what the counters mean, you can click on the Explain
button to get more detailed information.

Add to Chart [ %]
Eomputer: [\ NT 28 ] [ aad

Objgct: |Pmcessur | Instance: Cancel |

Counter  [% DPC Time
% Interrupt Tine
Privileged Time

Help |

% Usger Time
APC Bypassesdsec |

Color: || - gca|e:|[:ueraun -[ ﬂidlh:l — -] St}gle:l — -]

Counter Definition [:3

Proceszor Time is exprezsed az a percentage of the elapsed time that a processor is busy =
executing a nonddle thread, |t can be viewed az the fraction of the time spent doing useful
work, Each processor iz assigned an |dle thread inthe Idle process which consumes those o

-

Figure 283. Performance Monitor/Chart/Add 2

4. Click on Add to add this object to the Chart View.

Repeat the process for additional objects or computers that you want to
monitor.

5. Click on Done to complete your selections.

After you add the monitored objects, you will see:

17 Performance Monitor
File Edit “iew Options Help

g +|Ex| @ G

100

a0
&0
40

20
0
Last 100.000 Average| 32 266 Min| 1.986 Max| 100000 Graph Time
Color Scale Counter Instance Parent Object Compute
0 % Proceszo -~ Proceszo
—] 1.000 % User Time 0 Processor SAWIRNT 38

|Data: Current Sctiaty

Figure 284. Performance Monitor/Chart/Histogram
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You can change the chart properties if you want a different chart.

6. In the Options menu click on Chart to open the Chart Options dialog box.

Chart Options |
¥ Legend I Vertical Grid

¥ Value Bar I Huorizontal Grid Cancel |
— Gallery ¥ ‘erical Labels
o . Help |
& Liaph

- e [% “Wertical Maximum;
Histogram Imu—

- Jpdate Time

|nterval [secondsz):

{* Periodic Update I‘I_DDD

" Manual Update

Figure 285. Performance Monitor/Chart/Options
You can change some of the properties of Chart View for example, legend,
value bar, grid, label, vertical maximum, gallery type and update time.

In Vertical Maximum you just type the maximum value to which the
vertical axis should extend.

In Update Time you select either manual update or periodic update and
then type a number in the interval box to determine the time (in seconds)
between chart updates.

In Gallery click on Graph or Histogram as its format.

Note

The graph time value displayed in the value bar shows the time (in
seconds) that it takes to create a complete chart across the window.

For example, if you change its gallery to be graph, you will get the following
view:
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1A Perdformance Monitor
File  Edit “iew Options Help

EanEl +HeEx sl E

M V1

Sunn
. ! Nwm..v/\mmu
SR v} i

0
Last 97.000 Awverage | BE.022 Min| 1.996 Max| 100000 Graph Time 100

Color Scale Counter Instance Parent DObject Computer
1.000 %Pr 0 WM T 38

‘— 1.000 % User Time 0 Processor WAIMMT 28

|Data: Current Schyvity

Figure 286. Performance Monitor/Chart/Graph

5.1.2.2 Add a Monitored Object to an Alert View
In the Alert View you can create an alert to monitor your system and then
forward these alerts to another system by doing the following:

1. Click on View and then Chart to switch to the Chart View.

2. Click on Edit and Add To Alert . The Add To Alert window will displayed.

Add to Alert [ %]
Computer. |\\W|NNT38 _|

Object: I Processor j Instance; Cancel

Counter: Ex=plain: >

% DPC Time
% Interrupt Tine
Privileged T ime

Help

f L

% User Time

&PC Bupazzes/sec |
Alert |f————— Run Program on &lert
Colar; I_ "I & Over - € First Time
 Unde f95 |C:\Gendlert2HE bat & Eyeny Tine

Counter Definition

Processor Time iz expressed as a percentade of the elapsed time that a processar is busy 2
executing a nonddle thread, |t can be viewed az the fraction of the time spent doing useful
work, Each processor iz assigned an |dle thread inthe [dle process which consumes those o

-

Figure 287. Performance Monitor/Alert/Add

3. In the Object field select an available object to monitor.
4. In the Counter field select one or more counters.

5. For the Instance select one or more instances.
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6. For the field labeled Alert If, click on Over or Under and add a value.

7. In Run Program On Alert, click on First Time or Every Time and enter the
complete path name for the program or macro that you want to run
whenever the specified alert occurs.

8. Click on Add.
9. Repeat the process for additional objects or NT systems that you want to

monitor and then click on Done.

Then you can start the monitor. If any alert occurs, you will see the following:

1A Perdformance Monitor
File  Edit “iew Options Help

Hla olgl x| @|wl E

Alert Interval: |5.EI|:IE|

Alert Log:
& 41597 217:53.0 P 100.000 > 95.000 % Processor Time, 0, . Processzo
% Processzor Time, O, . Processo

& 4/15/37 217:58.0 PM 100,000 55.000

93400 >  95.000 E .0, ., Po C

4] I |

Alert Legend:
Color Yalue Counter Instance  Parent  Object Computer

% Processor Time (0 WWINNT 36

|Data: Current Schyvity

Figure 288. Performance Monitor/Alert

Also, the program you specified in the Alert Entry will be run.

5.1.2.3 Forward the Alert to Other NT Systems
The Performance Monitor can forward alerts to other NT systems; just perform
the following steps:

1. From the Options menu, click on Alert.

Alert Options [ x|

™ Switch toAlert View
™ LagEvent in Application Lag
Cancel |

— Metwork, Alert

WV Send network message

Met Mame: ﬂl

[w/INN T
— Update Time

|nterval [seconds):
{* Perodic Update |5_[|[|E|

" Matual Update

Figure 289. Performance Monitor/Alert/Options
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2. In the Alert Options dialog box select any combination of the following:
Switch To Alert View
Log Event In Application Log
Send Network Message

3. For a network alert, type the name of the alert recipient’'s computer in Net
Name, but without typing the back slashes (\\).

4. In Update Time, select either Manual Update or Periodic Update and then
type a number in the Interval box to determine the time (in seconds)
between updates if you click Periodic Update.

5.1.2.4 Log Activity of NT Systems
The Performance Monitor can log the activities on NT systems; just perform the
following steps:

1. From the View menu click on Log to switch to the Log View.

2. From the Edit menu click on Add To Log and the Add To Log window will
displayed.

Add To Log
Add |

Objects: jl Cancel
Gateway Service Far Metware

opt

IBM ShA Client Services Help |

ICHF
Internet Informatio

Lomputer. [\\u/INNT 38

IP
LogizalDizk 4|

Figure 290. Performance Monitor/Log/Add

You can collect data from multiple systems into a single log file. Log files
contain detailed data about system bottlenecks and can help with detailed
analysis. For capacity planning you have to view trends over a longer period
of time. That requires the ability to create a log file and to produce reports
from that file.

3. In Objects, select an available object or set of objects to monitor and then
click on Add.

Repeat the process for any additional systems that you want to monitor.
4. Finally, you can click on Done.

After you are done you will get a list of log objects.
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17 Performance Monitor
File Edit “iew Options Help

2 x| @w Gl

Log File: I Chatus: IEIused
File Size: [0 Lag Interval |15.cn:|u

Object Computer
FTP Server Wi MM T 38
Gopher Service WM T 38
HTTF Service W MM T 38
Internet Information Services Global Wi MM T 38

WM T 38

|Data: Current Schyvity

Figure 291. Performance Monitor/Log

To save the log selections in a settings file:
1. From the File pull-down menu click on Save Log Settings As .

2. In the Performance Monitor - Save As dialog box enter a path name for the
file that will contain the selections that you want to reuse. Then click on OK.

Log Options EE
Save in: I 23 Lucss ﬁl B

AGsMWwW
4lbrCS
4lbmkC
AMettdon
Atz Ibr-tic
APComm ET
4Protocol. eps Perdon.log

SEwenty

EPerfhd
SPerformance.eps
ETaskM

File: name: Perbdon. o Save I
Save a5 hvpe: ILUg Files [*.log] j Cancel |
Update Time
Interval [zeconds); StE”H_-UEI[ |
@ Peiiodic Update [15.000 -]
" Manual Update

Figure 292. Performance Monitor/Start, Stop and Save

To start or stop logging or to save the log file:
1. In the Options menu, click on Log.

2. In the Log Options dialog box click on Start Log . If Start Log is not enabled,
you must enter a log file name and add objects to the log.

3. To stop logging, click on Stop Log .
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4. To save the log file, click on Save after you start and stop logging.

5.1.2.5 Add a Monitored Object to a Report View

1. From the View menu click on Report to switch to the Report View.

2. From the Edit menu, click on Add To Report, and the Add To Report window
will displayed. This window is the same as shown in Figure 283 on
page 171.

3. You can select a server you want to monitor and then select which object
and counter you want to monitor.

If you don’t understand what the counter means, you can click on the Explain
button to get more detailed information.

You can change the property of this monitored object in the chart. Examples
of that would be: color, scale, width and style.

4. Click on Add to add this object into the Report View.

Repeat the process for additional objects or systems that you want to
monitor.

5. Click on Done to complete the process.

After you add the monitored objects, you will see:

7 Perfformance Monitor - PerMon pmr
File  Edit %iew Options Help

QLo +ex| slul @

Computer: \WWINNT 38
Object: Processor 0

% Proceszzor Time

Computer: \WWINNTGS
Object: Processor 0

% Processor Time 43,455

|Data: Current Schivity, Save File: Pertdon. pror

Figure 293. Performance Monitor/Report

There is only one option in the Report View. It relates to the Update Time.
You can select either Manual Update or Periodic Update and then type a
number in the Interval box to determine the time (in seconds) between chart
updates.

5.1.2.6 Working with Current Activity

To work on any view with information about current activity from the File menu
click on New to open a new settings file or click on Open to open an existing
settings file. You can add objects to monitor. From the File menu click on Save
Settings As to save selections in a new settings file.
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If you have updated information in all four views, then from the File pull-down
menu click on Save Workspace to save the current settings for all four views.

You can only open a single chart (.pmc), alert (.pma), log (.pml), or report (.pmr)
settings file or you can open a workspace (.pmw) file with all the options.

5.1.2.7 Working with Logs Files

To work on any of the views with information from the log files:

1. In the Options menu click on Data From. and enter an existing log file in Log
File.

Data From.__. [ %]

Data values displayed from

Cancel

= Current Activity |

] [j;
C:'\Lucas'\F’erhﬁnn.log |

Help

Figure 294. Performance Monitor/Data From
2. Click on Open from the File menu to open an existing settings file or
workspace file.

3. From the Edit menu click on the Time Window to change the starting and
stopping times.

4. In the View menu, select each view you want to see.

5.1.3 Task Manager

The Task Manager is another useful built-in tool in Windows NT. With the Task
Manager you can monitor and control your NT system and you can see what
programs and processes are running on it and your computer's performance.

To access the Task Manager you need to use the right mouse button on the task
bar and then click on Task Manager .

5.1.3.1 Task Manager - Applications
Click on the Applications tab and you will get an application list.
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O windows NT Task Manager _|O] %]
File  Options  Yiew Windows Help

Applications | F"ruc:essesl F'erfnrmanc:el

T azk | Statuz |
ﬁF’er[urmaﬂce Manitor - Perbdon. prc: § Running
% Paint Shop Pro % Running
B Session & - [24 % B0] Fiunning

e Hetzoape - [IBM Taiwan Global Enterprizez ... Running
“I Segzion B - [24 « 80] Running
l THF_sched.exe Fiunning

EndTask | SwichTo | NewTask.. |

Frocesses: 3b |CPU Usage: b5% |Mem Usage: bBEBBK /1518 4

Figure 295. Task Manager/Applications

From this window you can:
End Task - Terminates a running application.
Switch to - Brings this application to the foreground.

New Task - Opens an application to run.

5.1.3.2 Task Manager - Processes

Click on the Processes tab to get a list of processes that are running on this NT
system.
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O windows NT Task Manager _|O] %]
File  Options  %iew Help

Applications  Processes | F'erfnrmanc:el

Image Marne PD | crU]  CPU Time | Mem Usage | =]
System ldle Pro o " 01927 16K
System l:\}, 2 M 0:.00:28 200k
IMEE. Bxe 25 (00 0:00:00 200K,
CEMEE ENE 33 0o 0:00:01 1672 K
WINMLOGOM.EXE 33 oo 00001 143 K
EXPLORER.EXE 44 00 00015 K
TEMVICEL. ENE 45 (00 0:00:06 3664 K.
lzass. exe 48 00 0:.00:02 2084 K
SPOOLSS EXE Voo oo 00000 anaK
trchont exe 73 0o 0:00:00 28K
PCEWS. BRE 7B 0o o010 1704 K
TASKMGR.EXE 4 02 00711 1HBK
apphnods. exe 95 00 (0000 924 K
aveery ExE 93 (0 0:00:06 072K
ibmavdb.exe 103 0o 0:00:00 BB K
ibrnaretinn. exe s 0o 0:00:00 200 K
LLSSRW. EXE 116 00 (0000 936 K
TMF_zched exe 125 00 0:00:00 R0 K
OIEMN. ENE 129 00 (0000 72K =]
End Process |

Frocesses: 3b |CPU Usage: 51% |Mem Usage: bBEEAK /1518

Figure 296. Task Manager/Processes

You can show the following types of information for tasks in the process list:
Image Name
PID (Process Identifier)
CPU Usage
CPU Time
Mem Usage
Mem Usage Delta
Page Faults
Page Faults Delta
Virtual Memory Size
Paged Pool
Non-Paged Pool
Base Priority
Handle Count
Thread Count

You can click on Select Columns from the View pull-down menu to select the
information that you want to display on the Process page of the Task Manager.
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In this window you can also click on End Process to terminate a running process.
Right-click on each process to terminate this process or set its priority. Each
process has four kinds of priorities:

Real time
High
Normal

Low

5.1.3.3 Task Manager - Performance
If you click on the Performance tab you will get some charts and tables similar to
the following:

B wWindows NT Task Manager =101 X

Eile  Options Eiew Help

HINENANNEN
l'!llllll'l'lli'llllll.ll'l.lfl
MEM Uzage temary Uzage Hiztory l%
HNEEEEEEEEEEEEEEEN
AREEEEEEEEEEEEEEEN
S HEREEEEEEEEEEEEEEEN
) HREEEEEEEEEEEEEEEE.
Totals Phyzical Memony [K)
Handles J516 Total a1332
Threads 235 Aivailable 24464
Frocesses 36 File Cache 17336
Commit Charge (K] K.ernel Memary ()
Total hEa24 Total 12632
Lirrut 151856 Faged 9572
Feal B34 Monpaged 30&0

Frocesses: 36 CFU Usage: 48%  Mem Usage: BE924K F 1518

Figure 297. Task Manager/Performance

This window shows system performance information such as CPU Usage, MEM
Usage and breaks it out into finer detail.
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You can click on Show Kernel Times on the View pull-down menu to enable
or disable the CPU Usage of Kernel in the CPU Usage chart.

You can click on Update Speed in the View pull-down menu to change the update
speed to one of the following:

High

Normal

Low

Paused

5.2 NetFinity Monitoring

NetFinity is a powerful management tool on the Intel platform. There are several
tools in NetFinity that are related to Performance Management.

T NetFinity Service Manager S [=] B3
ﬁ @
Critical File Monitor  Ewvent Scheduler  Power-On Error Detect

= I N

Process Manager HRemote System Manager Screen View  Security Manager

B & o

Serial Control  Service Configuration Manager  Software Inventory

- w

System Information  System Monitor  System Profile  Web Manager %

"‘-‘iew vour alert logs and configure alert responses.

Figure 298. NetFinity Service Manager

Examples of the NetFinity services that can assist in performance management
are Alert Manager, Process Manager and System Monitor

For more details on NetFinity monitors you can look in Systems Management
from an NT Server Point of View, SG24-4723 or NetFinity V5.0 Command Line and
LMU Support, SG24-4925.

To start NetFinity you can click on Start, Programs , NetFinity and NetFinity
Service Manager to start the NetFinity Service Manager.
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5.2.1 Alert M anager

I.-'I‘:,.

-

*-.:‘IH'

e
Alert Manager

Figure 299. NetFinity/Alert Manager

The Alert Manager is an extendable facility that allows the receiving and
processing of application-generated alerts. Several features of Alert Manager
include:

Simplifying application use and processing of alerts.

Providing standard response actions to alert:

- Log alert to file

— Display alert in pop-up window

- Forward alert to another workstation

- Execute a program

— Dial out to a digital pager

— Generate an SNMP version of the alert

- Play a waveform (WAYV) file

Providing extensive configurable alert management and action generation.

A variety of actions can be taken in response to alerts, including alert logging,
pop-up user notification, forwarding the alert to another system, program
execution, or an application-defined action.

Alerts can be generated as a result of thresholds being reached by a system
performance monitor.

5.2.2 Process M anager

Process Manager

Figure 300. NetFinity/Process Manager Icon

You can use the NetFinity Process Manager to view detail information on all
processes running on your NT system. With the Process Manager, you can:
Run Command - Runs a single command on the system.

Process Alert - Sets up some condition for generating a NetFinity alert.
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Close Applications - Closes an application running on a Windows system.

When you double-click the Process Manager icon in the NetFinity window the
NetFinity Process Manager window will be displayed.

Process  System  Help

Program Name Process ID User ID Num. Threads | Priority
%I V?CAWINNTsystem32y| 00000027h [% 2 High ﬂ
%I CAIBMAYNTVAYSERY.EXE| 00000060k 10 Normal
%I CAIBMAYNTAEXITCHK.EX|| D000009Ah | SYSTEM 2 Normal
% CAIBMAYNTAIAVLOGON.E] D00000F3h | Administrator | 3 Normal
%I CAIBMAYNTAIBMAVDB.EX| 00000063h 7 Normal
%I CAIBMAYNTAIBMAVTIM.EY| 00000068h 3 Normal
%I C:APersonal Communicati|| 0000006Eh | Administrator | 15 Normal
%I C:APersonal Communicati| 0000004Bh | Administrator | 2 Normal
%I C:APersonal Communicati|| 000000F5h Administrator | 2 Normal
%I C:AProgram Files\Paint Sh| 00000110h Administrator | 2 Normal
%I C:ATivoli\bintw32-ix86\TAS| 000000C3h 3 Normal
%I C:ATivoli\biniw32-ix864too| D00D00BCh | SYSTEM 2 Normal
A T o

Figure 301. NetFinity Process Manager

5.2.3 System M onitor

aystem Monitor

Figure 302. NetFinity System Monitor Icon
The System Monitor provides some charts and reports to monitor the activity of
many of components in your NT system. It can continuously monitor:

Locked memory usage

Virtual memory usage

CPU usage

DASD space available and space remaining

DASD utilization
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TCP/IP protocol functions
Processes running

Threads running

Pentium processor computations
RAID Device attributes

Read/Write errors (NetFinity Manager only)

The System Monitor has the following features:
Continuous monitoring
Export System Monitor data to an ODBC database
Detachable, sizeable, scalable and user-configurable monitors
User definable thresholds that will generate NetFinity alerts when exceeded
Line graph, text, and real-time graphic representation
If you double-click on the System Monitor icon in NetFinity window you will get

the System Monitor Service window. Click on Show Monitors... to get a list of
monitors.

Select Visible Monitors

CPU Utilization +

Process Count

Drive C: Space Used

Drive F: Space Used _
Drive F: Space Remaining

Drive C: 2¢ Space Used

Drive F: % Space Used

Disk 1: Workload

Locked Memory
Memory Usage -

Accept ﬂ Cancel Help

Figure 303. NetFinity/System Monitor/Select Visible Monitors

Select the monitors you want to use and click on Accept. For example, we
selected CPU Utilization and Drive C: Space Remaining. As a result of that the
following two monitors showed up on our desktop:
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- CPU Utilization [ ]

40% 60%
20% 80%

cPU Utilizatiunﬁs

24%

Figure 304. NetFinity/System Monitor/CPU Utilization

- Drive C: Space Remain.. [

700.8
560.7
420.5
280.3
140.2
0.0

Drive C: Space Remaining
66.2 MB [

Figure 305. NetFinity/System Monitor/Space Remaining

5.2.3.1 Change the Monitors Properties
From any of the NetFinity monitors you can use the right mouse button to change
its settings:
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= - CPU Utilization

; ¥ Enable title bar ~Real time settings

= View Background texture

E & Line graph |

| ¢ Bealtime Filled color

3 " Text display |Defau|t

3 rLine graph settings Empty color

3 Scale [Default H
3 60.000000 | [geconds H Fomt

—3| W Eill graph Name

3 Fill color |System |
= |Blue |ﬂ Color

3 [Black H
:ﬁ

:ﬁ

:ﬁ

:ﬁ

:ﬁ

:ﬁ

:ﬁ

Figure 306. NetFinity/System Monitor/Property of Monitor

F - CPU Utilization
; Threshold Name

3 |CPUHigh| -
- Duration Resend Delay

% |1 &l |Minutes &l |I] &l |Never &l
3 rLevels

= Values Severity Notify

E Error if above or equal to |95-|]|]|][||]|] | |2 |ﬂ 2

E Warning if above or equal to |3|]-|]ﬂ|]ﬂﬂ|] | |“1 |ﬂ ~

:r:l

3 Alert on return to normal I:E r

= Warning if below or equal to | | |“1 |ﬂ ~

% Error if below or equal to | | |2 |ﬂ ~

:ﬁ

:r:l

3 Create Delete | Change | Undo | ﬂepoJ
T E B

You can change the view type and the detail settings for each view.

5.2.3.2 Define a Threshold for a Monitor
If you double-click anywhere within the Monitor window, the Threshold
Configuration window will displayed.

Figure 307. NetFinity/System Monitor/Threshold Configuration
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Type in a Threshold Name and press Enter.
Set a Duration value for the monitor.

Set a Resend value for the monitor.

S

Select a State which, if reported by the monitored attribute, will generate a
NetFinity alert.

5. Select a Severity for the alert that will be generated if the specified state is
reported.

6. Select an Application Alert Type to be used for the generated alert.
7. Select a Type of Alert to be used for the generated alert.
8. Select Notify (optional).

If you want an alert to be sent to the NetFinity Alert Manager select the
Notify check box for this threshold.

9. Select Create to save these threshold values. If you have been editing a
previously configured threshold, select Change to save the new threshold
values.

We defined a threshold CPUHigh in Figure 307 on page 187. When the CPU
usage is higher than 95% you will get the notify window.

Alert Received E

rSelected Alert
Alert Text : Error Alert CPUHigh: Monitor "CPU Utilization' has been above or
equal to 95% for 1 minutes.
Type of Alert : Error
Severity : 2 Time of Alert : 11:51:52a
Application ID : MonitorB Date of Alert : 0472311997

Application Alert Type : 0000 System Unique ID:  E155474EO0EFD11F8
Received From :
System Name : WINNT38
rAlerts In Log
Time Date Text

11:51:52a 04{23{1997 Error Alert CPUHigh: Monitor 'CPU Utilization' has bed®

1| | »

Figure 308. NetFinity/System Monitor/Notify Window

5.3 Lotus Notes Performance

Note

Whenever the term Lotus Notes Server is mentioned in this section, it refers
to the Lotus Notes server process rather than the physical Lotus Notes
server computer itself.
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Lotus Notes Domino comes with a set of server statistics that you can tie in to
the Windows NT Performance Monitor for logging and/or alerting. All add-in
programs that report statistics to the Notes server (for example, the SMTP/MIME
MTA) can be monitored using the Performance Monitor.

5.3.1 Installing the Lotus Notes Performance Monitor

The easiest way to install the Lotus Notes Performance Monitor is to do it while
installing the Lotus Notes server. By default, this option is not checked when
you choose the customized install process so you have to make sure you check
it manually.

If you have already installed the Lotus Notes Server but didn't install the Notes
Performance Monitor, run the installation program again and select only the
Notes Performance Monitor using the customized installation.

Chck atab to dizplay additional sets of features.

f Hotes ]f Advanced Services 1

Select the features you want to install

{_:Personal Data Files. ..o : The data files and
Additional Templates. ... pragrarn files
Dacumentation Databases needed to run &
Motes Felease 4 Help............ Motes workstation.
Mates Help Lite. ... ou must select the

. Lotuz Doming
Attachment Wiewer. ... S erver and Notes

Jawa suppart files.......... “whiark staticn
Sinagle Passward Lagon...... companents ba run

Motes Performance Manitar. a Doming server.
Matez Service Install...................
|_ilUser sunchronization......................
" Domino.action Templates......

Space needed for selected features: 139K
Space available on selected drive: 308715k
chnokesh,
MNewt » ; < Prewious E it Install Help

Figure 309. Lotus Notes Performance Monitoring: Installing Performance Monitor

When the installation is done, execute notesreg.bat with a parameter pointing to
the path for your Notes directory. Assuming your Notes directory is C:\Notes,
you would type:

Notesreg.bat C:\Notes

The following modifications are done to your registry, still assuming the path to
your Notes directory is C:\Notes:
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\notestat\Performance
Library = REG_SZ C:\Notes\nnotes.d11

Open = REG_SZ OpenStatPerformanceData

Collect = REG_SZ CollectStatPerformanceData

Close = REG_SZ CloseStatPerformanceData

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Application\notestat
EventMessageFile = REG_EXPAND SZ C:\Notes\nnotes.d11
TypesSupported = REG_DWORD 0x07

Finally, the batch file (notesreg.bat) updates the Performance Monitor counters in
the registry from the file notestat.ini by issuing the lodctr notestat.ini
command.

These two registry keys get modified as a result of that:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\notestat
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib

5.3.2 Un-Installing the Lotus Notes Performance Monitor

To remove the Notes statistic counter from the Performance Monitor, issue the
unlodctr notestat command. This only disables the registry reference from the
Performance Monitor. The notestat information in the registry for Lotus Notes
will still have to be manually removed. There's no need for it to be removed but
those of you who want a clean registry, see 5.3.1, “Installing the Lotus Notes
Performance Monitor” on page 189 for information on what registry items to edit.

5.3.3 Getting the Instances Up and Running

The Windows NT Performance Monitor polls given counters in real time for
statistics. This means that you can’t monitor something that isn’t running or
started. If you start the Performance Monitor without having the Lotus Notes
Server running, the Lotus Notes object will not show up in the Add to Chart
requester.

Even when the Lotus Notes server has been started and the Lotus Notes object
shows up in the Add to Chart requester, very few instances may be visible. This
is due to the fact that Lotus Notes doesn't report statistics on modules that
haven't been initialized yet. The best way to activate the basic modules is to
issue the show stat command on the Lotus Notes console or leave the server on
for a period of time.
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Object: iLu:ulus Nates " Cancel

Calendar.To
Calendar.To
Calendar.Ta
Calendar. To

Counter:

- Counter D efinition

Statiztics for Motes Statiztics Package [zee instances).

PR

Figure 310. Lotus Notes Performance Monitoring: Add to Chart Requester

If you want to monitor a specific instance that hasn’t showed up yet in the
Performance Monitor, you need to initialize that particular module explicitly. For
example, to initialize the replicator statistics, issue the rep <servername>
command on the Lotus Notes console.

> zhow stat replica
4JREPLICA not found in stat tahle

4> vep ITSOLabl ITS0O

116797 B3:37:48 PM Databaze Replicator started
MM1-16-97 B3:37:46 PM  Databaze Replicator shutdown
4> zhow stat replica

41 Heplica.Docs.Added = B

Replica.Docs . Deleted = 8

Heplica.Docs . Updated a
Replica.Failed = 8
RHeplica.S5ucceszful = 66

Figure 311. Lotus Notes Performance Monitoring: Initializing Replica Statistics
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5.3.4 What Instances Should You Monitor

The instances to monitor depend on what you will use the information for. There
are four different types of instances, which are shown in the following table:

Table 6. Monitoring Instances

Type Example Instance
Cumulative Server.Trans.Total
Cumulative/Timeunit Server.Trans.PerMinute
Instantaneous Server.Users

Static Server.CPU.Count

Some rules of thumb on Lotus Notes Performance Monitoring:

Don't mix the various types of instances in the same performance chart or
you will have difficulties in reading the graphs.

When displaying Cumulative/Timeunit instances, adjust the update time to
reflect the units of time. For example, don't update the chart every five
minutes if you have instances that reset every minute or you will loose
information.

Consider having two or more Performance Monitors running at the same
time instead of trying to fit all instances into one chart.
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Chapter 6. SMS

This chapter documents how to install and use Microsoft SMS 1.2 and SQL 6.5 on
NT Server 4.0.

6.1 Environment Setup

SMS allows a hierarchical implementation of management servers, which
permits a scalable solution. This management hierarchy is implemented through
SMS sites and domains, and must be planned prior to installation.

After organizing and setting up the initial site plan you will be ready for the
installation of SMS server and clients. Part of that planning will require you to
take care of some system setup items that are a prerequisite to installing SMS.

6.1.1 Site Planning and Design
SMS structures the manager and managed machines in groups called sites and
SMS domains. Sites are groups of SMS domains. SMS domains are groups of
managed machines, either servers or clients, managed as a single entity. A
typical implementation uses sites to group machines geographically, and SMS
domains to group machines with similar characteristics within each site as
shown in Figure 312.

Production
Domain

'NY Office

2107210701

Figure 312. Example of Domains within a Site

Sites have specific names according to their position and capability in the SMS
hierarchy:
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A primary site is a site that has its own SQL database. It may have other
sites beneath it in the hierarchy.

A secondary site is a site without an SQL database and it is always
dependant upon the primary site. Sites without an SQL database may not
have sites below them in the hierarchy.

A central site is the top site in the site hierarchy and it is always a primary
site. There may be only one central site.

Parent site, child sites, and subsites are also used sometimes to refer to
sites according to their position in the hierarchy.

L2
Headquarters
_ Site

Mexico City
Plant Site

21071210702

Figure 313. Site Hierarchy Layout Example

Figure 313 shows an implementation of five sites. The Headquarters Site is in
this case, the central site, the top of the site hierarchy. The Mexico City Plant
Site, NY Office Site and LA Office Site are all secondary sites (no SQL database),
and the Manufacturing Site is a primary site with one subsite. Note that this is
just a sample environment. Depending on implementation considerations, all
sites could be set as primary sites, provided that each had its own SQL Server
database.

Each site has its SMS site server, responsible for executing management
functions and allowing controlled use of the network for inter-site
communications.
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Communication between sites is handled by SMS services called senders, using
connectivity provided by Windows NT services such as RAS and SNA Server.
Senders provide function much like transmission queue managers. There are
different senders for each type of connection between sites: RAS sender, ISDN
sender and SNA sender. This example used a stand-alone site, so senders will
not be necessary. The following senders exist in SMS Version 1.2:

LAN sender

Batch SNA sender
Inter SNA sender

Async RAS sender
ISDN RAS sender
X.25 RAS sender

Our environment consisted of one domain containing the following systems:

WINNT68 (Windows NT Server 4.0 Domain Controller)
WINNT69 (Windows NT Server V3.51)

WINDOW95 (Windows 95)

SMSMON (Windows NT Workstation)

SMS also supports 16-bit versions of Windows as well as OS/2, NetWare and
Macintosh machines.

Site planning and design was not at all complicated in this case, but should be
considered in large environments. When designing your site layout, keep in
mind that:

SMS assumes that network communications within a site are fast, and that
network communications between sites are slow. Therefore, take into
consideration your physical topology when defining sites.

Primary sites should be used in locations where you have a full-time
systems administrator. Sites to be administered remotely may be secondary
sites, since local queries will be rare.

6.1.2 Prerequisites Setup
You need to check hardware and software prerequisites in the SMS
documentation prior to your installation. Our SMS site server machine was
WINNT68, described in 1.1, “Hardware and Operating System Environment” on
page 1.

Before installing SMS you must:

Have an NTFS partition to install it on

Make sure the Event Viewer is set to hold enough events from applications
Install and customize SQL Server

Create an account to be used by SMS services

If you plan to work with SNMP functions in SMS, remember to install the SNMP
service before installing SMS. We recommend you install SNMP during Windows
NT installation as we had some problems with some of our systems installing
SNMP after the initial installation.
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6.1.2.1 Event Viewer Setup

SMS logs its messages in the System and Application event logs. Select the Log
Settings option under the Log pull-down menu in the Event Viewer to customize
the logs. The following window will appear:

Event Log Settings

Change Settings for IW 'I Log oK

Cancel

M awimum Log Size: I 10048 E Filobytes [B4F. Increments) Diefault
Ewent Log 'wWiapping

Pl

Help
& Ovenwite Events as Needed

 Ovenwrite Events Older than I E Days

" Do Mot Ovenwrite Events [Clear Log Manually)

Figure 314. Event Log Setup Window

Change the Maximum Log Size value to a size proportional to the number of
events you expect to have in the log. We chose 10048 KB, because we will have
SQL Server, SNA Server and SMS Server using the event log together with the
operating system. Select the Overwrite Events as Needed button so applications
will not cause errors writing to the log when the log is full, then click on OK.

Figure 314 shows the settings for the system log. Make sure you change the
settings for the application log and for the error log. Use the list box Change
Settings for to switch between the three logs. The parameters are the same for
all three logs.

The Windows NT Server Resource Kit provides a utility to dump event log
contents into a text file. This utility is called DUMPEL.EXE and it list logs for
local and remote machines. The output of DUMPEL.EXE is a text file with all of
the events. The following command would dump all entries in the application log
generated by the SMS source into the output.txt file:

dumpel -1 application -m SMS -f output.txt

Output from dumpel is as follows:
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4/17/97 7:48:06 PM 4 0 186 SMS N/A WINNT68

Information from module: SMS_INVENTORY_ DATA LOADER.

Operation: Validation Object: MIF  Object name: SMS  RAL
MANAGEMENT RAL00001 MachineName = WINNT68 SiteCode = RAL
Component = SMS_INVENTORY_DATA_LOADER

4/18/97 5:11:19 PM 1 0 323 SMS N/A WINNT68

Fatal Error in module: SMS_SCHEDULER

Operation: Target Creation Object: Job  Object name: RAL0001C
Error code: 6 MachineName = WINNT68 SiteCode = RAL
Component = SMS_SCHEDULER JobID = RAL0001C

4/21/97 2:00:41 PM 1 0 374 SMS N/A WINNT68
RALO0004 MANAGEMENT NONE MachineName = WINNT68 SiteCode = RAL
Component = SMS_DESPOOLER JobID = RAL00024 JobDestination = RAL

4/25/97 3:05:49 AM 1 0 227 SMS N/A WINNT68

Non-fatal Error in module: SMS_SITE CONFIG_MANAGER

Operation:  Confirmation Object: Server

Object name: MANAGEMENT: WINNT69  Error code: 7106

WINNT69 MANAGEMENT Windows NT 3.X 7 MachineName = WINNT68
SiteCode = RAL Component = SMS_SITE CONFIG_MANAGER

— —

In addition there is an SMS Resource Kit, but we did not use it in this residency.
Information on it can be found at http://www.microsoft.com/smsmgt/reskit.htm. It
is available from Microsoft Press by order number 1-55615-932-3.

6.1.2.2 SQL Server Setup

SQL Server may be installed using integrated security or standard security.
Integrated security allows SQL Server to use NT's user authentication system,
while the standard security uses SQL Server's own login validation process.
Both security methods may be used with SMS.

We installed SQL Server using default settings, thereby choosing standard
security and a blank password for the sa (system administrator) user.

Customize SQL Server in the following ways before installing SMS:
1. Create SQL Server login IDs for SMS:

We installed our SQL Server with standard security. Therefore, SMS
required SQL login IDs for the installation process and for SMS
administrators to use SMS. These login IDs were used by SQL Server's own
validation process, and they are not related to Windows NT user IDs.

The SQL login ID used by the installation process requires dbo (database
owner), permission so that all customization in SQL could be performed.
The dbo has full privileges over the database. Figure 315 on page 198
shows the properties for the sa user in the SQL Enterprise Manager.
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I [=] ES

Manage Logins - WINNTGS
3| @ Ay flEl6a] | w = 8
g1 Server Manager [ _ | Of x| Login Mame: Isa j
Server: IV\I‘\NNTEB | = | Drop |
, Password: Igsgsusgga
(i Microsoft SAL Servers Cloze |
E" SEL 6.5 Default Language: |<Defauft> j Hel
E-Jg WINNTES (SGL Server 6.50) 0sp
. —Database Aoccess
- Mg QL Executive
@ Distributed Transaction Coordinatar Catabase Permit |Default |User Alias Group
-] Detabase Devices rstr v
B[] Backup Devices
I:I Dstabases model W dhn pulic
B3 Logine msdi v dho public
83 proke . Wl v o public
B} repl_publisher _
F B} repl_subscriber =MS v cho public
L 5] tempck [T dho puklic
AI| 2
Reacy WNNTES = 2

Figure 315. SQL Manager Logins Window

Customization done by the install program includes creating and/or
increasing the size of devices and databases for SMS. We used the default
SQL system administrator user ID sa in our installation process.

2. Make sure the database is large enough:
Use the following table to determine what the database device minimum size
should be. The SMS data and log devices will get automatically created by
the install process.
Additional information for large implementations may be found in the
Microsoft Systems Management Server Help files and in the Microsoft
Systems Management Server books online.
Use the SQL Enterprise Manager program to increase the size of devices
and databases.

Device Minimum Size

data 10MB

log 10MB

SMS data 35KB per managed computer

SMS log 10 percent of SMS data device size

tempdb data 20 percent of SMS data device size

tempdb log 20 percent of tempdb device size

Table 7. Minimum Size Recommendations for SQL Server Devices

3.

Set SQL Server parameters for connections and open objects:

Use the SQL Enterprise Manager to set connections and open object
parameters. Click on the Configure SQL Server button to bring up the Server
Configuration/Options dialog and select the Configuration tab.
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Server Configuration/Options - WINNTES

Server Cptions | Security Options | Configuration | Attributes
Configuration tfimiitmiim lacimum Funning Currernt ;I
open databases 5 32767 20 20
open objects 100 2147453647 [1200
procedure cache 1 99 50 50
R wearker threads ] 255 3 3
recavery flags l 1 l l
recovery interval 1 32767 5 5
remote access l 1 1 1
remote conn timeout -1 32767 10 10
remote proc trans l 1 l l _I
shiowy acdvanced options |0 1 0 0 _I

-

Descrigtion:

i= restarted.

Maximum number of database objects that can be open at one time on SAL
Server. Uzes 70 bytes of memary per object. Takes effect when SQL Server

Cancel

Apply Moy

Help

Figure 316. Server Configuration/Options Dialog

4. Tune the system memory configuration for SQL Server.

Scroll down the list and set Open Objects to at least 1000 and User
Connections to at least 30, then click on OK.

6.1.2.3 Create Account for SMS Services

The account for SMS should have the following properties:

We called our account SMSServiceAccount.

Part of the administrators local group

Part of the domain admins group

Log on as a service advanced right

6.1.3 SMS Installation

To install SMS, run the _smsetup program from the directory where the SMS

files are located. If you are installing from CD and your environment is set to

auto-run, the installation program will start automatically after the CD is inserted.

The window in Figure 317 on page 200 will be displayed.
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Setup SMS1.2

Figure 317. SMS Setup Initial Window

Select Set up SMS 1.2.

Systems Management Server Setup

Welcome to Microzoft Systems

Management Server Setup.
% Each dialog contains basic instructions For E xit |
completing an installation, upgrade, or —

deinstallation. Help |

To get additional help at any time,
click HELP.

Figure 318. SMS Setup Welcome Window

Select Continue , then enter your registration information to get to the Installation
Options window (Figure 320 on page 201).
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Registration Eq
Pleaze enter your name, organization and
Microsoft product identification number [Product —

ID). 1f you need to call Microsoft for technical .
support, you will be asked for the product ID. Exit

Your product ID can be found on the inside back
cover of your Installation Guide or on your
registration card.

After Systems Management Server has been
installed, you can access the Product ID from the
About... command on the Help menu.

While you have your registration card available,
pleaze take a moment to fill it in and zend the
reply part to Microsoft.

User Name Bary Nusbaum

Organization IlTSD Raleigh

Product ID |>o<x><>o<xx

Figure 319. SMS Setup Registration Window
SMS Setup will search your system for previously installed versions of SMS. If it

finds any version installed, it will just display registration information and go on
to the next screen.

Installation Options | X]
Setup has not detected any existing SM5 Site Server. Logon Server,
@ or SM5 Adminiztrator installations. o
= Help |

Install a 5SM5 Primary Site.

» = Install SMS Administrator, Network Monitor, and the other SM5
Inztall Admin Tools | Administrator utilities.

P
e Inztall new software components from the onginal CD.
o Balhwene

[y
i s . -
Lisincl2l Deinstall SMS5 from the zerver.
(==l . . .
[ Upagrade, restart, or shutdown sites. change active service or
Opeialinn: S0OL accounts.

Figure 320. Installation Options in SMS Setup

If no previous installation of SMS was found, the first and second options will be
available; otherwise, the last three options will be available. We did not have
any previous installation of SMS in our machine, so we selected Install a SMS
primary site .
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Systems Management Server ¥1.2 supports Per
Seat licensing only:

If pyou have not purchased a Client Access
license for every computer that will access
Systems Management Server ¥1.2, you must
purchase the required licenzes prior ko using
Systems Management Server v1.2.

rLicensing

Help

For complete terms and conditions governing
the use of this product, see the license
agreements, which can be found under Help.

| have read and agree to be bound by the
license agreements for thiz product.

Figure 321. SMS Licensing Window

Check the | agree check box if you comply with the licensing instructions to
continue installation. The prerequisites window will be displayed.

Syztems Management Server Setup - Prerequisites [ x|

Before you install Systems Management Server [SM5), you should read
@ the 5M5 Installation and Configuration Guide go that you can properly
F

I d tem. |
plan and prepare your system Cancel

These are the minimum requirements for installing SMS: Help |

1. A service account that will be used by the SM5 services. This
account must be a member of the Adminiztrators local group on this
machine.

2. Microzoft 5QL Server verzion 6.0 or later to store the SM5S
database. You must have a S50L login ID with permissions to create
and maintain a databaze. If the SOQL Server iz on another machine,
you must also create devices for use by 5M5.

3. A drive on this machine with at least 500 megabytes of free disk
gpace. One gigabyte of free dizk space iz recommended.

Figure 322. SMS Prerequisites Window

These prerequisites were taken care of in 6.1.2, “Prerequisites Setup” on
page 195. You can select the Help button to get additional information on this.
Click on Continue .

Installation Directory

Setup will create the specified directory and
inztall the system files into it IF the directory
— exists, it will be deleted and recreated. The
directory must exist on an NTF5 partition. 100 Cancel
Meg of free space iz recommended.

Continue

ai

Help

Installation Directory:
C:ASMS5

Figure 323. SMS Installation Directory Selection Window
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Type in the location of the directory that you would like SMS 1.2 installed in. You

can either accept the default name or choose a new one. After deciding on that,
click on Continue .

Setup Install Dptions | X]

You may let Setup install the listed
default components by clicking
F -

‘Continue’, or you may choose different Custom... |
componentz by clicking "Custom'. —

Cancel |

Help |

Setup will install the following components:

Intel Client

Intel Hetwork Monitor
Intel Server

Intel 5M5 Administrator
Scripts

Figure 324. SMS Components Selection Window

The default components shown in Figure 324 are enough for a primary server in
the Intel environment we worked with. If you need to install additional modules
select the Custom button and the window in Figure 325 will be displayed.

Software Installation Options Eq

inztall by selecting from the ‘Available Software’
list box and then clicking the "Add’ button. You LCancel
may reinstall zoftware which is already installed.

@ Choose the zoftware components you wizh to
F

dils

Help
Software to Install Available software
Intel Chent C g Add | Alpha Client
Intel Hetwork Monitor — Alpha Server
Intel Server Macintozh Client
Intel 5M5 Administrator Remove >> | MIPS Client
Scripts MIPS Server

Figure 325. SMS List of Installable Additional Components

Add the items suitable to your environment to the Software to Install window and
click on OK.

SMS Setup will then prompt you for some SQL parameters.
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SQL Database Configuration
S0OL Server Name IM'NNTBB | Continue I
SQL Login [sa Exit |

Paszsword I Help |

Confirm Password

Database name SMS Device creation._. |
Databasze device ISMSData )
Log device ISMSLug %

Figure 326. SMS Setup SQL Database Configuration Window

The default information for this dialog is obtained from your SQL server
installation and customization.

If you chose to let SMS Setup customize SQL automatically, you will need to
enter your SQL Server name, the SQL login ID to be used by SMS Setup (as
explained in 6.1.2.2, “SQL Server Setup” on page 197) and its corresponding
password. Select the Device creation button if you wish to change any of the
default values for SMS SQL devices.

S0L Device Creation | X]

Databasze device: S5M5Data
Path  [C:\smsdata\SMS.db Size [megabytes] |45 Cancel |

Help |
Log device: SM5Log

Path  |C:‘smsdata\SMS.log Size [megabytes) |1 1} %

Figure 327. SMS SQL Device Creation Window

If you don’t want SQL to automatically customize and create the SMS databases,
you can do it manually. You can change the database information in the dialog
in Figure 326 to meet your needs.

Select Continue in the window in Figure 326 to continue the installation process.
The Primary Site Configuration Information window will be displayed. Update the
Site Code field with the three letter code you will use to identify this site. This

three letter code will prefix SMS identifiers for every computer managed by SMS.
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Primary Site Configuration Information Eq

r 5ite Information
% Site Code RAL
Site Hame Raleigh ITS0
Site Server WINNTGE

Site Server Domain IMIE‘-NAEEMENT

[~ Automatically detect all logon servers

r Service Account

Username ISMSSewiceAccnunt

Password I ””””

Confirm Pazzword

Continue

E xit

dill

Help

Figure 328. SMS Primary Site Configuration Information Window

Many SMS functions are performed using logon scripts. That makes logon

servers (domain controllers or backup domain controllers) very important to
SMS domains. The servers that SMS clients use for logon authentication are

called SMS logon servers. SMS automatically detects these logon servers if you
check the Automatically detect all logon servers check box shown in Figure 328.

Enter in the Service Account fields the information about the account created in

6.1.2.3, “Create Account for SMS Services” on page 199 that is to be used by

SMS services.

After you select Continue , the Setup Progress window is shown.

Setup Progress

File installation

File installation completed.
Database operations

SQL operations completed.

Syztem initialization

Starting zervice 5SM5_INVENTORY_PROCESS0R on
zerver WIMNNTES in domain MAMAGEMENT

Figure 329. SMS Setup Progress Window

We chose in Figure 324 on page 203 to install the Network Monitor Agent. SMS
deletes old Network Monitor template information (Figure 330 on page 206) and

instructs us to reinstall it through the Control Panel's Network setting dialog

shown in Figure 331 on page 206.
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MNetwork Monitor Installation

Deleting old template Information. ..

Figure 330. SMS Network Monitor Deletion Window

« Ingtalling Network Monitor Driver

& Setup iz now running Control Panel's Network setting dialog, allowing pou ta install the Metwork Monitor Agent diver on
wour spstent.

From the dialog, choose the Services tab, select Wetwork Monitor Agent' and click the Add button,  After the dialog bas
finished itz processing, you will be asked if ‘\Windows should be restated. Do MOT restart Windows if SMS Setup iz stil
unning.

1f yowr chooze not b install the driver at this time, zsimply press Cancel in the Metwark setting dialon. Tncthis caze, Metaor
b aibar will nat be fully zet up and you will onlp be able to visw previouzly captured Metwark Monitor files. You can go
into Contral Panel at a later time and add the Metwork Maonitor Agent driver.

Figure 331. SMS Network Monitor Installation Window

The SMS Setup process automatically starts the Control Panel's Network setting
dialog for Network Monitor Agent installation. The Network Monitor Agent is a
collector of network statistics available in Windows NT. The Network Monitor
Agent collects information to be displayed by Network Monitor Tools (another
network service in Windows NT Server). Select the Services tab and click on
Add.
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MNetwork HE
Identification Services | F'mtncnlsl Adaptersl Bindingsl

Metwiork Services:

Remate Session Manager ;l
RPC Configuration

Sepver

Simple TCP/IP Services

SHMP Service

Telnetd

ark station

Bemove Froperties... Update
r Dlezcription;
Diztributed pratocol required for running the Conputer Browser
zervice,
ak. Cahicel

Figure 332. Control Panel's Network Setting Dialog Started by SMS Setup

Select the Network Monitor Agent and click OK to install the Network Monitor

Agent. Select OK again to exit the Control Panel's Network setting dialog but do

not reboot your machine if your SMS Setup is not finished.

Select Network Service HE

Click. the Metwark Service that you want to install, then click OF. [f
wou hawve an inztallation digk for thiz component, click Hawe Disk.
=]

Metwork. Service:

Microsoft TCPAP Frinting |
MetBIOS Interface
-

Metwork, Monitor Tool: and Agent

Remote docess Service

-
[ ] = Sy . S,

Have Dizk... |

ak. | Cancel |

Figure 333. Network Service Selection Window

After you exit the Network settings dialog, you should see Figure 334 on

page 208 showing successful completion of SMS Setup.
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Systems Management Server Setup

Microgzoft Systems Management Server 1.2 haz
been successfully installed on pour spsteml
F—4

Figure 334. SMS Setup Successful Completion Window

The following program group is created by the installation process:

I Systems Management Server | _ O] x|

File Edit “iew Help

& & i

SMS MIF Form S5 Network
Generator kd amitar

L I

SMS Security  SMS Sender  SMS Service  SMS Setup
t anager Manager t anager

B & &

SMS SOL SMS'What's  5M5 Books  SMS Release
Wiew G Mewin 1.2 Orline Motes
[12 abjectis) [5.73KE P

Figure 335. SMS Program Group Created by the Setup Program

Click on the Services icon in the Control Panel to verify the creation and the
status of SMS services, as shown in Figure 336.

Services
Service Status Startup
Server Started Autornatic ;I
Simple TCPAP Services Started Automatic Start |
SMS_CLIEMT_COMFIG_MANAGER Started tanual
SMS_EECUTIVE Started b arwal Stop |
SMS_HIERARCHY_MAMAGER Started Automatic
SMS_INVENTORY_AGENT_NT Stated  Manual &l
SM5_PACKAGE_COMMAMD_MAMAGER_MNT  Started tanual J Cartinue |
SMS5_SITE_COMFIG_MANAGER Started Automatic —
SHNMP Started Automatic Stattup |
SMNMP Trap Service b anual 4| —
Hiw' Profiles. . |
Startup Parameters:
| Help |

Figure 336. SMS Services Created by the Setup Program

Note that all services are automatically set to use the account created in 6.1.2.3,
“Create Account for SMS Services” on page 199. Click on Startup after selecting
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one of the SMS services and Figure 337 on page 209 will show the account
under which the service will run.

Service [ x|

Service: SMS_EXECUTIVE

r Startup Type
oK
 Automatic l_l

= Cancel |
" Dizabled Help |
rLog On b

 System Account
[~ Allow Service to Interact with Desktop

& This Account: IM.&NAGEMENT'\SMSSerVi J

PaSSWDId: Ixxxxxxxxxxxxxx
LConfirm I
Pazzword:

Figure 337. SMS Service Startup Properties

SMS Setup creates three shares in the primary server as shown in the following

figure:
Shared Resources on WINHTGE [ x|

Sharename Uzes Fath

=1 METLOGOM 1] C:\WINNT\system32\F|epl\d

=1 5M5_SHR 1 C:A\ShSNogon. sy

=1 SMS_SHRC 1 C:hSMS

&1 SMS_SITE 1] C:MSMSASITE SRV despoal >
LConnected Uszers Time In Uze

Connected Users: 0

Cloze I Dizconnect Dizconnect Al Help

Figure 338. SMS Shares Created by the Setup Program

There were no changes in user accounts or user rights after installation.

After the above steps, install the most recent service pack available from
Microsoft. At the time of this writing, SMS service packs could be obtained from
the Internet at the address http://www.microsoft.com/kb/softlib/. We installed
SMS Server 1.2 Service Pack 1. During the final editing phases of this book,
service pack 2 became available, but we did not update the book for any new
functions or fixes from that service pack.

At this point, that completes the SMS primary server installation. To be able to
manage other machines you must install client code on each machine you want
to manage.

Chapter 6. sSMs 209



This soft copy for use by IBM employees only.

6.1.4 SMS Clients Installation

SMS 1.2 supports Windows (NT, 95 and 3.x), OS/2 and NetWare machines as
managed resources. Our environment, however, was limited to Windows 95 and
Windows NT.

Before installing clients, synchronize the client clock with the server clock with
the command:

net time \\servername /set

Change servername to the server you want the client clock synchronized with.
This assures you that jobs will be carried out at the correct time.

SMS clients may be installed manually or automatically.

6.1.4.1 Manual SMS Client Installation

To install clients manually, simply go to the target machine, map the SMS
shared directory SMS_SHR as a local drive and from it run the RUNSMS.BAT
script.

RUNSMS.BAT issues simple shell commands to verify what operating system it
is running on and starts the correct SMS client install program. The script ran

fine in our installation, and did not require any modification. The sample SMS

scripts are listed in Appendix A, “SMS Files” on page 271.

No special requirements other than the ones listed in the Appendix B of the
Microsoft SMS Getting Started manual were necessary. It is interesting to note,
however, that only Windows machines have all of the SMS functions. Any other
non-Microsoft platform (DOS, OS/2 and Macintosh) can only use the inventory
and software distribution.

We installed our SMS client on Windows NT Server V3.51 manually. Figure 339
shows the installation output.

E Command Prompt ﬂil

Fo“2runsms

Microsoft Systems Management Server (SM5)

Microsoft Systems Management Server has been successfully installed.
Re—start your machine for all newly installed components to
run and function properly.

—[SM5188:x 1-

Fzw>

Figure 339. Output from SMS Client Manual Installation
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6.1.4.2 Automatic SMS Client Installation

The process regarded by Microsoft as automatic installation is actually the
execution of the install procedure from a logon script. Logon scripts are
programs or batch files executed automatically when a user logs on to a server.
That means, for example, that if nobody ever logs on to a remote Windows NT
Server, automatic installation is impossible. This is still a handy alternative
when SMS clients must be deployed in large environments.

Therefore we had to enable logon scripts and their related services in our
environment to allow automatic SMS client installation to occur.
You need to follow three steps to enable automatic client installation:

1. Configure the Windows NT directory replicator service.

The replicator service will allow SMS files and scripts to be shared
(replicated) between domain controllers in your environment, thus making
these files and scripts available to all clients at login time.

Enable NT's directory replicator service with the following steps:

a. Create an account to be used by the directory replicator service with the
following characteristics: administrator privileges, user cannot change
password, password never expires and log on as a service advanced
right.

Set the directory replicator service to use that account through the
Services icon in the Control Panel.

b. Give read access to the domain user group to the NETLOGON share in
each logon server.

c. Enable replication using the Windows NT Server Manager program, with
the following steps:

1) Select the server you want to enable replication in.

2) Select Properties under the Computer pull-down menu. You will see
the following window:

Properties for WINNTEE Eq
Uzage Summarny

{ oK

jul

Sessions: Open Files: 3
Cancel |
File Locks: ipes: 1

Open Hamed Fipes:

ezcription;

® = @

Ueers Shares Inze

Figure 340. NT Server Properties Window

Click on the Replication button, and the Directory Replication window
will appear:
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Directory Replication on WINNTGS Eq

" Do Mot Export " Do Mot Import
—% Export Directories —* Import Directories oK |
From Path: To Path: tanage... | Cancel |
IC:\WINNT\System32\HepI IC:\WINNT\System32\HepI
Help |
ToList: Fram List:
Add.. | Remove | Add.. Remove
Logon Script Path: I|::'\\A-"INNT'\S_I,Jstem32klep|\impnlt'\scripts

Figure 341. NT Directory Replication Properties Window

Select Export Directories and Import Directories . Make sure that To
List and From List are empty, and close all open windows by clicking
on the OK button.

You may test your directory replication by copying a small sample
file to the \winnt\system32\repl\export\scripts directory (where winnt
is your windows system directory). If everything is working fine, the
directory replicator service will copy this file automatically to the
\winnt\system32\repl\import\scripts directory.

— Note

The copying is not instantaneous.

2. Set domains to use the All detected servers option.

Click on the Domains button in the Site Properties window of the SMS
Administrator program (refer to 6.2.1, “The SMS Administrator” on page 217
for information on how to start the SMS Administrator program) to set the
Use All Detected Servers option.

" Current Properties o

Cancel

Domains at Site BAL [Raleigh ITSO):

il

Help

Logon Servers
MANAGEMENT Microsoft Windows NT WINNTGES

<l |

Properties. .. Add. .. | Remove |

Figure 342. SMS Domains Window
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Choose Proposed Properties and then Properties... . Figure 343 on page 213
will be displayed.

Domain Properties [ x|

Mame: |MANAEEMENT

Tvpe: |Micmsnﬂ Windows HT or LAN Manager j| Cancel

rLogon Servers Help
{+ Uze All Detected Servers:
" Usze Specified Servers

il

Usze These Logon Servers:
Mew Logon Server: WINNTEE, C:

I Add
e _add> |
I < Hemove |

Figure 343. SMS Domain Properties Window

Clients

Note that your primary site server will be automatically added to the Use
These Logon Servers window.

Select Use All Detected Servers and select OK. Click on OK again and the
proposed properties will be saved and applied by the SMS services
according to their schedule.

This makes SMS discover other logon servers to replicate its logon scripts,
assuring that all user logins will execute the SMS client install program.

. Enable Automatically Configure Workstation Logon Scripts.

Click on the Clients button in the Site Properties window of the SMS
Administrator program (please refer to 6.2.1, “The SMS Administrator” on
page 217 for information on how to start the SMS Administrator program) to
enable the Automatically Configure Workstation Logon Scripts option.

" Current Properties {* Propozed Properties
Cancel

r Client Software
¥ Package Command Manager Help
[¥ Automatically Start thiz Component

il

¥ Program Group Control
¥ Automatically Start this Component
¥ Remote Troubleshooting

[¥ Automatically Start thiz Component
¥ MIF Entry Program
¥ Automatically Start this Component

¥ Automatically Configure Workstation Logon Scripts
¥ Insert at Top of Logon Script
{" Add to Bottom of Logon Script

Package Command Manager Polling Interval [minutesz]: |3|]

Figure 344. SMS Clients Properties Window
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Select Proposed Properties and check the Automatically Configure

Workstation Logon Scripts  option. This will cause SMS to update existing
logon scripts to include the SMSLS.BAT script. If any of the users don't have
a logon script SMS will make SMSLS.BAT the users logon script. If a user's
logon script is a binary file instead of a .BAT file, SMS will not update it. In
that case, before enabling automatic client installation, create a logon script
that calls the binary file. When you enable SMS automatic client installation,
it will successfully add SMSLS.BAT to the logon script. SMSLS.BAT is listed
in Appendix A, “SMS Files” on page 271.

Select OK to submit changes to SMS services.

These are the steps needed to make SMS automatic client installation available.
From now on, when a user logs on, SMS will check for installed client code. If
the client code has not been installed, the installation process runs automatically
on the machine.

— Note on Timing

SMS and NT's Directory Replicator service both take some time to perform
synchronization among its services. Be aware that your automatic installation
environment might even take a few hours to be 100% complete. Check the
Events window in SMS Administrator (described in 6.2.5, “Events and Alerts”
on page 245) for any errors that might occur during this process.

We created our SMS service account belonging to the administrator group
only, as described in SMS documentation. The fact that the SMS service
account was not part of the domain admin group did not allow the login
scripts for automatic installation to be copied to the shared directories,
causing a long delay.

We only found out about the problem when we checked the SMS Events
window. The entry in Figure 345 documented the error. We then added the
SMS service account to the domain admins group and the automatic client
install process worked fine.

Event Detail
Attribute Value ﬂl
SMSID RaL00001 i
M ackine ame WINNTES FPrevious |
Time 44141957 16:00 -
EwventlD 216
WarningLevel 2
Eventtadule SHS Help |
EventType “MicrozafthSMSAE mar
Companent SMS_SITE_COMNFIG_MAMAGER

Werify server PWINNTEE] has a SCRIPTS directary under

he REFL$ share and the SM5 service account has access
privileges tao thiz thare and directary. Users' lagon script _|
paths will not be modified until the logon zcrnipt files have

been successfully copied. _I

Figure 345. SMS Event Describing Insufficient Privileges
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6.1.4.3 SMS Client Modules

The client installation process starts the Package Command Manager
(Figure 346), the MIF Entry program (Figure 347 on page 216) and creates an
SMS client program group (Figure 348 on page 216 and Figure 349 on

page 217).

VWelcome to Package Command Manager

Welcome to the Package Command Manager.

Your system administrator can send you
commands that enable you to install or

run an application. When these commands

arrive at your computer. the Package

Command Manager will appear on your computer
screen. You can use the Package Command
Manager to choose the commands you want to run.

I™ Don't display this message at startup

0K Help

Figure 346. SMS Package Command Manager

The Package Command Manager (PCM) is part of the SMS software distribution
function. It is the client portion that is in charge of executing jobs sent by SMS.
PCM is loaded in the client machine, and it waits for the arrival of a job. When a
job arrives, it pops up a window. If the job is not mandatory, it will sit in PCM
until it expires or until the user executes it. If it is mandatory, PCM will show a
message (Figure 376 on page 234) and execute it after five minutes.
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mle

File Edit Help

Form: IUSEI Information |EI

Mame: |[Firstname Lastname

Email: |cmai|@itsu.ral.ihm.cum

Phone number: | [919] 919-1919

Department: |ITSO Raleigh

Building: |678

Office: [D1054

Please enter your full name | [ |

Figure 347. SMS MIF Entry Program

The MIF Entry program complements the inventory service provided by SMS by
allowing the creation of forms with new inventory fields. These forms use the
DMTF MIF standard format. We discuss inventory extensions in more detail in
6.2.6, “Performing Inventory” on page 253.

Package  Program Group  MIF Entry
Command Control
td anager

SM5 Client
Help

Figure 348. SMS Client Program Group in Windows NT 3.51
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E@ Fragrams » Accessories »
Paint Shop Pro »
Dacuments Help Desk Options
I% Settings » StartUp ¥ [EF MIF Entmy
. E wS5-005 Prompt @; Package Command Manager

g @ ind @ Windows Explorer @ Frogran Group Contral
g @ Help &2 Remote Control
g B &> 55 Client Help
; Shut Dawan....

Figure 349. SMS Client Program Group in Windows 95

In addition to the Package Command Manager and the MIF Entry program, two
other modules are installed in the client machine and included in the SMS client
program group: Program Group Control and Help Desk Options.

The Program Group Control is the client module responsible for making shared
network applications available.

Help Desk Options allows the user in the managed machine to customize how
SMS remote troubleshooting will work. This customization applies to allowing or
denying the SMS administrator from executing each remote troubleshooting
function. The remote troubleshooting option is discussed in 6.2.8, “Performing
Remote Troubleshooting” on page 262.

Windows 3.x and Windows 95 machines have an additional icon in the SMS client
program group for the remote control client (WUSER.EXE and WUSER32.EXE).
This module is started as a service in Windows NT, therefore, it only appears
within the services program in the control panel.

The above steps complete the basic SMS client installation. As clients are
installed, the inventory function is run. Check in the SMS Administrator window
(see 6.2.1, “The SMS Administrator”) if the client was registered and if its
inventory information was actually collected. If yes, communication between
SMS and the client is fine. Note that remote control (Help Desk icon) is disabled
by default. (See 6.2.8, “Performing Remote Troubleshooting” on page 262 for
how to enable it.)

6.2 Working with

SMS

SMS functions are available through the SMS Administrator GUI. This program
is installed in primary sites by default, but may also be installed in any Windows
NT machine that communicates with the primary site.

6.2.1 The SMS Administrator

After installation, the SMS program group in your administrator machine should
look like this:
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([F Accessones 4
E@ Programs ’ E;Z Crystal Reports 4.5 @
i = Mi ft Intermet 5 C
Documents p T SISO ne-rn-e érver[ ommon) B SMS Database Manager
EiZ Metwark. Adrministration [Canmimaon] 4 @ SMS Frequently sked Questiors
Seftings Y [y Sta
@ ! arp X 5M5 MIF Form Generator
) Books Onli
@ Find » G Books Driine 5% SMS Metwark Manitar
L C dP t
[ Hel ﬁ mrmmand Fremp @ SMS Release Motes
= @ asp (&) “windaws NT Explorsr @ SMS Securiy M
n ecurty Manager
g Bun.. Administrative Toolz [Common) 4 m SMS Sender Manager
E . Microgoft Intermet Server [Commaon]  # ﬁ SMS Service Manager
; Shut Dawn. .. Startup b ilie SMS Setup
ems Management Server a@ SMS SOL View Generator

Figure 350. SMS Administrator Program Group

Select the SMS Administrator item to start the SMS GUI. You will be prompted
for your SMS SQL password. This password will be the same one you used to
install SMS.

Microsoft SM5 Administrator Login

50L Server Mame:

[WINNTES Cancel |
_teb |
&

Database:
[sMs Help

Login ID:

Isa

Paszsword:

Figure 351. SMS Administrator Login Window

The open SMS window will appear allowing you to choose which window type to
start SMS with. At this time, select Sites as your window type and then click on
OK.

218 windows NT Systems Management



This soft copy for use by IBM employees only.

5T Microsoft SMS Administrator

Fil= Qptionz

Tools

Wiindow  Help

i [ 1] 2 B ) ) = e

2 e |

Open SM5 Window

Window Type:

i

% Jobs

{f# Packages
£ Queries
4B Aletts

5 Machine Groups
) Site Groups

=y Program Groups
] Events

r Description

The Sites window displays a hierarchical
@ view of sites, domains, and machines in
your SM5 installation.

¥ Show this dialog at startup

Ready

Figure 352. Open SMS Window

The administrator window is displayed. The tool bar under the pull-down menus

contains buttons for each type of window you can open:

Sites

Jobs

Packages
Queries

Alerts

Machine Groups
Site Groups
Program Groups
Events

SNMP Traps

If you position the mouse pointer over the buttons for a moment, a help box will
indicate what the button is used for. We provide a description of each of these
buttons as we explain each function of SMS. For now, you will have the sites
window displayed. This window shows how your site hierarchy is laid out. We
double-clicked on the site icon named Raleigh ITSO, and then on the domain
icon Management. You will see in the right side of the sites window the list of

clients belonging to this domain.

Chapter 6. SMS 219



This soft copy for use by IBM employees only.

¥ Microsoft SMS Administrator | _ O] x|

File Edit Tree Wiew Options Toolz Window Help

HEbE PR PlHEE £ & BIEE] BE

ShE

A Sites | _ O] x|
Qj Raleigh ITS0 Hame SHSID LogOn Hame | SystemType | SyzstemBole
f ol MAMAGEMENT 5w/ INMNTES RALO0O0T | leopires #B6-based PC | Server
E wINNTES RALO000Z | leopires #86-based PC | Server
B wINDOWS | RALOD003 | AHLEN ®BE-based PC | Warkstation
Ready | 1 item[z] selected of 3

Figure 353. SMS Sites Window

Select the Raleigh ITSO site and click on the Properties button (or choose
Properties from the file pull-down menu). The window in Figure 354 appears.

Site Properties

il

Site code Rl

Site name Raleigh TS0 Cancel
Sibe version TEE

Site sarwer WINMTES

Site server domain MaANAGEMENT Help
Inztall directary C:hSMS

Laszt report at [GT) 3/31,/97 4.50:50 PM

Last report at [Local) 3431497 17:80:50 A

Inactive domains:
Inactive servers:
Inactive components;
Inactive senders:

oo o

P ! Wi Wit D

Clients Services Account

a8
{rverion

CHEEK S i

Parent Site Domaing Servers

EFET = O

Addreszes Outboxes Senders SHMP Traps

Figure 354. SMS Site Properties Window

This window shows the site properties and allows you to change settings for
each specific service for this site. You may customize how often inventory is
carried out, which SMS services are available in client machines, where SMS
Server services will run, position in hierarchy, as well as other functions. We list
all of the parameters, but we focus on the ones that are most meaningful to our
scenarios. Refer to the bibliography for details on parameters not documented
here.

Each property window will have two property views: Current Properties and
Proposed Properties. When you enter a property window the Current Properties
option is always the default.

Current Properties shows the options SMS is using at that moment. Proposed
Properties allows you to modify Current Properties and then submit your
changes to SMS.
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The SMS Hierarchy Manager will detect modifications in the database and
execute these changes using a system job.

Inventory Eq

" Cumrent Properties

Cancel |
r Hardware Inventory Frequency Software Inventory Frequency —
¥ Every Workstation Logon ¥ Every Workstation Logon &l

" Every I days " Every I days

r Inventory Strategy When Hetwork is Slow

(¥ Take Inventory Anyway
" Prompt Workstation Users
" Don't Take Inventory

Figure 355. SMS Inventory Properties Window

The Inventory Properties window is shown after you select the Inventory button
in the Site Properties window. This window allows customization of how
frequent hardware and software inventory will run on client machines, as well as
how to handle inventory when the network is slow.

The shortest time interval to perform inventory is the time between consecutive
logons to the network by the client. For example, if the client logs on at 12:00
then logs right off and logs back on at 12:01, the time interval will be one minute.
This is an inefficent way to perform the inventory process, but it is the way SMS
is implemented. If logons are too frequent, this interval may be increased by the
number of days you find adequate.

Click on the Clients button in Figure 350 on page 218 and the following window
is displayed:

" Cumrent Properties @

Cancel

r Client Software
¥ Package Command Manager Help
¥ Automatically Start this Component

4L

¥ Program Group Control

[¥ Automatically Start thiz Component
¥ Remote Troubleshooting

¥ Automatically Start this Component Options...
[¥ MIF Entiy Program

[¥ Automatically Start thiz Component

[¥ Automatically Configure Workstation Logon Scripts
{* Insert at Top of Logon Script
" Add to Bottom of Logon Script

Package Command Manager Polling Interval [minutesz]: |3l]

Figure 356. SMS Client Properties Window

Use the Client Properties window to set:
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Which SMS component will be available at the client machines in this site.

You may select under Client Software which modules will be available in the
client machine, and if each one of them will be automatically started or not.
Remote Troubleshooting options

Also under Client Software are options for Remote Troubleshooting on
Windows NT managed machines, available by clicking on the Options button.

Remote Troubleshooting Options Eq

r Limit Remote Access to Windows NT Clients by User

User or User Group: Allow Access for These Users: Cancel
| Add > | Administradores
I — Administradores
Adminiztrateurs
ml Adminigtratoren
Administratorer
Adminiztratorer -

i

Help

r ¥ Install Accelerated Screen Transfer on Windows NT Clients

Compatible ¥ideo Driver: Accelerate with These Yideo Drivers:

r Default Aemote Access Protocol for Windows NT Clients

" NetBIOS Lana Number: I

* Windows Sockets over TCP/IP
1P

Figure 357. SMS Client Remote Troubleshooting Properties Window

Use the first section of the above window to restrict access to the remote
troubleshooting option to specific groups or users. All administrator groups
have access to this function by default.

SMS provides improved remote troubleshooting performance for the default list
of video drivers in Windows NT. Use the Install Accelerated Screen Transfer
section to disable this function or to disable acceleration with one specific video
driver.

In the last section of Figure 357, select which protocol you would like to use for
remote control of your Windows NT managed machines.
Automatic configuration of logon scripts

This option in Figure 356 on page 221 will determine whether or not to
enable automatic installation of SMS clients, as shown in 6.1.4.2, “Automatic
SMS Client Installation” on page 211.

Polling interval for the Package Command Manager

Specify in this field how many minutes the Package Command Manager
(6.2.7, “Performing Software Distribution” on page 260) should wait between
each round of polls from the server to search for new available packages.
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SMS allows you to distribute each server function among different NT servers,
called SMS Helper servers. Click the Services button in Figure 354 on page 220
to customize which server will execute which function, as shown below.

Services [ x|
" Current Properties
Cancel |
rService Locations r Responze

Server Name Drive System Load Help |
1. Scheduler: |WINNTEB |E " Very Fast  <Test Mode>
2 :_nvenh?l_l,l Data IWINNTBB IE {* Fast Heavy

oader: " Medium Moderate

ooy [ | ol
4. Deszpooler: IWINNTBB IE

Figure 358. SMS Services Properties Window

Type the server name for each service in the appropriate field, and the
corresponding drive where the SMS code is located in that server. Note that it
must be an NTFS drive.

The Sender service is not listed in this window, but may also be started on a
different machine. Click on the Senders button in Figure 354 on page 220 to
customize senders.

Use the Services Properties window to set how much system load SMS services
should use. In the Response section select the kind of response time you expect
from SMS. An example of the system load being proportional to the requested
response time is shown in the right-hand column.

Click on the Account button in Figure 354 on page 220 if you need to change
some of the SMS service account parameters. Examples of that would be the
account name or the password. This refers to the account created in 6.1.2.3,
“Create Account for SMS Services” on page 199.

¢ Current Properties @ Proposed Properties

Cancel

rService Account

4L

Lazt Valid Password Created: Help
331797 11:47-44 AM

User Hame ISHSSewice.Accnunl

Password I::::::::::::::::::::

Confirm Password I ““““““““““

Figure 359. SMS Account Properties Window

Use the Parent Site window to set the role of this server in the SMS hierarchy.
In our case, the server is a stand-alone server. However, if you are a child site
of any other site, select Attach to Parent Site and input the Site Code in the
proper field in Figure 360 on page 224.
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The site code of the parent site was chosen during the installation process as
shown in Figure 328 on page 205.

Cancel |

Help |

" Current % Propozed

" Attach to Parent Site

Site Code:

Figure 360. SMS Parent Site Properties Window

The Domains window allows you to configure which domains are located under
the selected site. Click on the Domains button in the Site Properties window
(Figure 354 on page 220) to open the Domains window.

" Cumrent Properties ¥ Proposed Properties
Cancel

Domaing at Site BAL [Raleigh IT50):

ik

Help
Logon Servers

MANAGEMENT Microsoft Windows NT <All Detected>

I 2

Add. .. | Remove |

Figure 361. SMS Domains Window for a Site

Figure 361 lists the domains currently under this site. You may add other
domains or change domain properties by clicking on the Add and Properties
buttons respectively.

In both cases you will be prompted with the window in Figure 362 on page 225.
For each domain you may manually specify which machines are logon servers or
leave it up to SMS to discover them. Select Use All Detected Servers to let SMS
discover logon servers, or Use Specified Servers to manually input logon servers
for your domain.

Note that Use All Detected Servers must be set to enable automatic client
installation for SMS (see 6.1.4.2, “Automatic SMS Client Installation” on
page 211).
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Domain Properties

Mame: |MANAEEMENT

Type: |Micmsuft Windows NT or LAN Manager j| Cancel

—Logon Servers
@ Use All Detected Servers:
" Use Specified Servers

i

Help

Usze These Logon Servers:
Hew Logon Server: WINNTES, C:

I Add WINMTES, C:
Drive: ;)l
I < Hemove |

Figure 362. SMS Domain Properties Window for Each Domain
The following window allows you to register additional package servers to your

site. Package servers are sources or intermediate repositories for packages
distributed by SMS.

Servers

[ ]
I]Kl

" Current Properties {* Propozed Properties

Cancel |
Serverz at Site HAL [Raleigh IT50]):
Help |
MName

WINNTGE Default Package Server

Figure 363. SMS Server Properties Window
The Addresses, Outboxes and Senders buttons in Figure 354 on page 220 refer
to parameters used generally in multi-site implementations:

+ Addresses parameters allow configuration of addresses to be used by
senders for communication between sites.

+ Outboxes parameters determine which outboxes are available in this site.

Outboxes are directories used by each sender as an intermediary repository
of transmission requests.

+ Senders parameters register all senders within a site.

Click on the SNMP Traps button in Figure 354 on page 220 to customize the
SMS SNMP-related settings.

"
SMMP Traps
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We cover SNMP settings in 6.2.5.1, “SNMP Functions in SMS” on page 247.

6.2.2 Packages and Jobs

All software that is to be managed by SMS must be defined in packages.
Packages contain parameters for SMS to perform software distribution,
application sharing and software inventory. A package is much like a CID install,
where you have installation parameters gathered for automation.

A job in SMS is a task that carries out actions contained in packages. Jobs may
distribute or remove software and share applications.

A job always takes actions based upon what is specified in a package, and a
package is always handled by a job. Therefore, the two are very closely related.

6.2.2.1 Packages

Use the Packages window in the SMS Administrator GUI to define new packages.

*~ Packages

it 1.00
(3 Audit 2.00
(f MT 351 Resource Kit

(f MT 4 Resource Kit
Figure 364. SMS Packages Window

Audit 2.00
Windows MT Server W3.51 Resource Kit
Windows MT Server W4 Resource Kit

RALOOO03 | ‘warkstations
RALODODS | Inventary
RALODOOD4 | Imventary

Packages may be used in three ways:

1. Defining files and commands to be distributed to client machines.

2. Defining applications to be distributed to servers and shared with client
machines.

3. Defining parameters for SMS to recognize a package during software
inventory.

To create a new package, click on the New Package button in the tool bar or
choose File then New from the pull-down menus.

Package Properties E

ID: <MNew Package>

Hame: Cancel

LComment:

[

Help

HE | OE | '3

Workstations Sharing Inventary

Figure 365. SMS Package Properties Window

Enter the name and a comment and click on Workstations to enter distribution
properties for this package.
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Setup Package for Workstations
Package: test package Close |
Source Directory: |c:\tmp\applicalinn |_| Access_ |
Worksztation Command Lines
Help |

Inztallation Command

Properties._.

_Propertis.. |
Delete |

Figure 366. SMS Setup Package for Workstations Window

The Source Directory field must contain the directory where the files you want to
distribute are. It must also be a shared directory in order to be accessed by
SMS services (local or remote). Click on New to specify the installation
command.

Command Line Properties [ x|

Command Hame: -“
Ilnstallatinn Command Cancel |

Command Line:
|setup_exe |_| Help |

¥ Automated Command Line
[~ System [Background) Task

Supported Platforms:

© Windows 3.1 N
F Windows95 —
 Windows NT [x86] -
1] [

Figure 367. SMS Command Line Properties Window

The installation command will be executed on the target machine when the
package distribution job is carried out. The executable file for the installation
command must be in the source directory together with the files to be
transferred.

Select OK to exit the screens and the following warning will be displayed to
remind you of sharing the source directory.

Microzoft 5M5 Administrator [ x|

Warning: The following are local paths that may not be accessible to Systems Management Server components running
on another machine:

c:hmphapplication

] Cancel |

Figure 368. Warning on Sharing Directories Across Systems

The Sharing button in the Package Properties window will allow you to enter
information on software sharing.
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Setup Package For Sharing |

Package: <Unnamed Package> LClose |

Source Directory: |c:'\tmp\applicaliun |_| Access... |

Share Name: IAppl Help |

Program ltems

Properties. ..

_roperties... |
Delete |

Figure 369. SMS Setup Package for Sharing Window

In the Source Directory field, enter the directory where the shared application

files are. These files will be packaged and distributed to the servers that will be

sharing this application with client machines. This application will be shared

under the share name specified in the Share Name field.

You can specify several program items for each shared application. Each
program item will be one icon in the client's program group. Click on New to

specify new program items.

Program Item Properties
Descnption: I‘l"uur Shared Application | oK I
Command Line: |appl.exe l_l Cancel |
Registiy Hame: I @
Configuration Command Line: | |_|
I¥ Digplay Icon In Program Group Change Icon... |

™ Run Minimized

¥ Run Local Copy if Present Help |
Drive Mode Supported Platforms:
* Runs with UNC Mame |_$ Windows 3.1 N
{" Bequires Drive Letter V¥ wWindows95 T
" Requires Specific Drive Letter IE Windows NT [«86] —_
. Windows NT [MIP5] -
Drive Letter: IEZ
1] [
Figure 370. SMS Program Item Properties Window
Specify the following characteristics for each icon:
Description: Icon label
Command Line: Program to be executed when the icon is clicked on
Registry Name: Registry name of the application, if the application is to be

called by its registry name instead of its program name
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Configuration Command Line: Any configuration program to be run by the
program group manager to set up the shared application in the client
machine

Whether or not to display the icon in the program group

Whether or not to run the application minimized

Run Local Copy if Present: Will make SMS look for copies of the application
on local drives and execute local copies if they exist

Drive Mode: Determines if the application will run directly from its share
name (UNC name) without being mounted to a drive, or if it will need to be
mounted to any drive or a specific drive

Supported platforms for this application

Click on OK to close the sharing screens to finish sharing parameters setup.

Click on the Inventory button in the Package Properties window to define how
SMS will discover this software during inventory. This is done by specifying a
set of characteristics that imply that the software is installed in a machine.

Characteristics must always be file-related. For example, the simple fact that
one file exists in a workstation may show that an application is installed. On the
other hand, it might be necessary to distinguish different versions of the same
software. In this case, you may specify file names and file sizes to find out what
version is installed.

Setup Package for Inventory

¥ Inventory this package

C I
LCount thiz package if system finds: ance

FILE "ctl3d32.dIl" SIZE 27136

Add AND ..
FILE "MFC42 DLL" SIZE 1011472
Add OR_..

Toggle

Delete

Copy

Group

Ungroup

I e R

Help

Figure 371. SMS Setup Package for Inventory Window

Use the Add AND and Add OR buttons to define these parameters. You may
specify date or checksum. There are other attributes to compare on as well. If
you do not know the value for one attribute, the Retrieve function will obtain the
correct value for you.

After selecting OK, SMS will warn you the changes are underway.
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Microzoft SM5 Administrator

& Suztems Management Server will update the inventory rules for this package at all sites.

Cancel |

This package will now be part of the inventory criteria for software, and will
show up with remaining inventory data (see 6.2.6, “Performing Inventory” on
page 253).

Packages may also be created with package definition files (PDFs). PDFs are
text files that contain package parameters to be input automatically when
creating a package. SMS provides many PDFs for Microsoft products in the
\SMS\PRIMSITE.SRVA\IMPORT.SRC\ENU directory. PDF files have a .PDF
extension. A sample PDF file for Microsoft Office 95 follows:
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[PDF]
Version=1.0

[Package Definition]

Product=Microsoft Office 95 Professional

Version=7.0a

Comment=Microsoft Office 95 Pro

SetupVariations=Compact, Typical, Complete, Custom, Uninstall

[Compact Setup]

CommandLine=setup.exe /Ql /B2

CommandName=Compact

UserInputRequired=FALSE
SupportedPlatforms=Windows95, Windows NT 3.1 (x86)

[Typical Setup]

CommandLine=setup.exe /Ql /Bl

CommandName=Typical

UserInputRequired=FALSE
SupportedPlatforms=Windows95, Windows NT 3.1 (x86)

[Complete Setup]

CommandLine=setup.exe /Ql /B3
CommandName=Complete

UserInputRequired=FALSE
SupportedPlatforms=Windows95, Windows NT 3.1 (x86)

[Custom Setup]

CommandLine=setup.exe

CommandName=Custom

UserInputRequired=TRUE
SupportedPlatforms=Windows95, Windows NT 3.1 (x86)

[Uninstall Setup]

CommandLine=setup.exe /Ql /U

CommandName=Uninstall

UserInputRequired=TRUE
SupportedPlatforms=Windows95, Windows NT 3.1 (x86)

[Setup Package for Sharing]
ShareName=0fp95ash
ShareAccess=UserRead, UserWrite, GuestRead, GuestWrite

[Program Item Properties 1]
CommandLine=msoffice.exe
Description=Microsoft Office95a Pro Install
ConfigurationScript=smsacm32.exe ofp95a+install setup.stf "SETUP.EXE /B4 /Q1" "SETUP.EXE /U /Ql”
RegistryName=ofp95a+install

DefaultINIFile=

RunMinimized=FALSE
RunLocalCopylfPresent=FALSE

DriveMode=UNC

SupportedPlatforms=Windows95
SetupIcon=0FP95A01.1CO
DisplayIconInProgGroup=TRUE

[Setup Package for Inventory]
InventoryThisPackage=TRUE
Detection Rule Part 1=File 1
;Detection Rule Part 2=AND
sDetection Rule Part 3=File 2

[File 1]
FILE=MSOFFICE.EXE
COLLECT=FALSE
Checksum=

DATE=1, 31, 96
SIZE=365056
TIME=00, 00

Figure 372. Sample PDF File for Microsoft Office 95

Each section in the PDF corresponds to the windows for manual creation of the
package. The Package Definition section corresponds to input in the Package
Properties window (Figure 365 on page 226). The Manual Setup and Automated
Setup sections correspond to the workstation command lines contained in the
Setup Package for Workstations window (Figure 366 on page 227). Setup
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Package for Inventory section and the File 1 section correspond to parameters in
the Setup Package for Inventory window (Figure 371 on page 229).

To create a package from a PDF, click on the Import button in the Package
Properties window (Figure 365 on page 226). The only parameter required to be
input manually will be the source directory (Figure 366 on page 227).

After defining your packages, you are ready to use jobs to distribute and execute
them in client workstations.

6.2.2.2 Jobs
Use the Jobs window in the SMS Administrator GUI to work with jobs.

Complete em job b

i = HALDDDDE Run I:Dmmand Complete [ 422097 11: 28 O0AM | Audt Software

i J= Raloom2 | Run Command Complete | 4/8/97 4:26:00PM | Once again audit zw Lo
gi RaLoom3 | Spstem Job Complete | 41097 53300 P | System job to regyne client. | Medium
PG RAL00M? | Remove Package | Pending 124497 63100 PM Lo
@A G RALOOME | Share Package | Pending 124797 B32.00 PM| test Lo
gi RaLooms | Spstem Job Complete | 417/97 74800 P | Syztem job to regyne client. | Medium
_gi RalLoomld, | Spstem Job Complete | 417/97 74800 P | Syztem job to regyne client. | Medium

Figure 373. SMS Jobs Window

Note that in Figure 373 there are different types of jobs: System jobs, Run
Command jobs, Remove Package jobs, and Share Package jobs. SMS itself
uses jobs to carry out its tasks. SMS jobs are called System Jobs. Jobs created
by the administrator may be Run Command jobs, Share Package jobs or
Remove Package jobs.

A Run Command on Workstation job distributes a package with a command to
be executed on a workstation. The package must contain a command and may
also contain software or data files.

A Share Package job distributes a package to servers for application sharing.

A Remove Package job removes packages from distribution servers. This type
of job deletes package source directory files in the specified distribution servers.

Regular job processing includes the Send, Distribute and Run phases. The Send
phase transmits the package to all target sites. The Distribute phase places the
package in the distribution servers. The Run phase executes the packages in
the target client workstations. Run Command on Workstation jobs have all three
phases. A Share Package job has only the Send and the Distribute phases,
since it does not involve client workstations directly. Remove Package jobs do
not have any phases.

A job is automatically created if you drag a package onto a target such as a
machine (in the Sites window), a domain or a group. You will be prompted to
enter job parameters as if you were creating the job manually.

Click on New to manually create a new job under the Jobs window.
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Job Properties Eq

Job ID: <HNew Job>

Comment: Cancel |

Audit Software -
Help |
Job Type:
|Flun Command on Workstation j|
LR 2
Dietails Schedule Statu

Figure 374. SMS Job Properties Window

For a Run Command on Workstation job, type a job description in the Comment
field and choose the appropriate job type. Then click on Details to input the job

details.

Job Details [ x|
Job ID:  <Mew Job>» r Distribute Phase
Package: [T Refresh Existing Distribution Servers Cancel |
| fii Audit 1.00 j| [¥ Put on Specified Distribution Servers:
rJob Target | 5 <Default Servers> j| &l

" Query Results:
| & All Perzonal Computers j|

r Run Phaze

" Machine G -
actune aroup ¥ Run Workstation Command:

| B j' |Audit Software jl

& Machine Path:
[
[~ Limit to Sites:

Offer After: MDY hom:s]
[ 47971997 11:47:50 AM

| @3 Raleigh ITS0 j| M Mandatory After:  [M/DAY hom:s)
I Include Subsites [ 471671997 11:47:50 AM
¥ Mot Mandatory over Slow Link
rS5end Phase
Send Package to Target Sites: ¥ Expires After: M/DAY h:m:s)
o Only if Not Previously Sent | q /24721997 11-47-50 AM E

{” Even if Previously Sent

Figure 375. SMS Job Details Window

Specify in the first field of the job details window what package will be handled
by this job. The Package field will contain all packages defined with workstation
attributes (the only ones that apply to the Run on Workstation job type).

Job Target, listed below the Package field, allows you to set target workstations
where the job will be executed. You may use the results of a query as targets,
as well as machine groups, machine paths, and site/subsite boundaries.

Send Phase options will determine if SMS actually sends a new copy of the

package to the distribution servers and clients or if it uses the current copy
already available in each machine. Select Even if Previously Sent to force
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package distribution. The Only if Not Previously sent option will use the package
currently available at the target sites.

Use the parameters in the Distribution Phase section to limit the scope of target
distribution servers that will receive this package. Refresh Existing Distribution
Servers will cause SMS to send the package to all servers that already have a
copy of the package, while the other option allows you to specify machines or
groups of machines (distribution servers) to receive the package.

Packages may contain different commands for different actions on package files
(for example, standard installation or minimum installation). Select which
command you want to be executed in the Run Phase section of the Job Details
window. Also specify when this job should be offered to the client workstation.
After that specific period of time, the job will show up in the Package Command
Manager in the client workstation. Note that this is different than scheduling the
job for a specified time. Scheduling is available by clicking on the Schedule
button in the Job Properties window.

It is possible to make jobs mandatory, to force the Package Command Manager
to run them after the specified date and time. Check the Mandatory After box to
select that option, and clients will be prompted with the following window when
the job is received by Package Command Manager.

Mandatory Execution [ x|

The mandatory packages below will be executed!
Time until start: II]4:35

‘ Execute Now I

Figure 376. SMS Mandatory Job Execution Warning

Jobs may have an expiration date that will prevent them from being executed
after a specified date and time (by deleting them from Package Command
Manager in the client workstation). The expiration date is enabled by checking
the Expires After check box.

Scheduling parameters, as mentioned above, may be set by clicking the
Schedule button in the Job Properties window.

Job Schedule [ x|

Job ID: RALDODDE

(M/D/Y h:m:s) Cancel_|
Start After: | 478 71997 11:28:00 AM | el
Help |

Priority: | Low j|

Bepeat: | Hever j|

Figure 377. SMS Job Schedule Window
A job may be scheduled for a specified date and time, with priority and

frequency (repeat) options. Selecting OK to close the windows will finish job
creation and trigger an update in the database.
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SMS will distribute and execute the jobs accordingly and show their status in the
Job Status window.

Job Status [ x|
Job ID:  RALDO0OT1 Dverall Status: Complete Close |
Site Sending Statuz | Working Status | Cancel Status Refresh |

RAL [Raleigh ITS0] Complete Complete

Help |

Figure 378. SMS Job Status Window

Figure 378 shows a summary of the status for this job on a per site basis. You
may select one specific site and click Details for detailed status information.

Job 5tatus Details

[ ¢

Site:  RAL (Raleigh ITS0)

Type Status Detail Time M

Aurrival Complete | Site instruction armival 04/08/1997 15:46

Completion | Complete| SM5 distribution server processing| 04/08/1997 15:46 Help |

Server Complete | WINNTGS 04/08/1997 15:46

Workstation| Complete| MAMAGEMEMTIRALOODDZ 04/08/1997 15:49

Workstation| Complete| MAMAGEMEMTIRALOOOO1 04/08/1997 15:49

Workstation| Complete| MAMAGEMEMTIRALOODD3 04/08/1997 15:58

Figure 379. SMS Job Status Details Window

Details on job status cover date, time and outcome of job arrival to the site. In
addition, you can get status details on server processing for the job
(distribution), and the status of execution on each target workstation.

If a job fails, it will generate an event documenting the error. Check the Event
window for job events. Double-click on an event to see event details.
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Event Detail
Attribute Yalue ﬂl
SMSID RaL00001 i
MachineMams WINNTES Erevious |
Time 4/18/1997 16:20
EwventlD 323
WarningLevel 3
EventModuls SMS Help |
EventType WicrosaftSMSAEmar
Component SMS_SCHEDULER
JoblD RaLO001B

rF
The job haz been failed without perfarming any actions,
becausze the generated list of target workstations waz _I
erpty.  The provided query, machine group, or machine
path, along with ary site limiting, resulted in zero machines
being targeted. Therefare, the job haz nathing ta do.

=

Figure 380. Event Details

6.2.3 Queries and Reports
A lot of the functional advantages in SMS are obtained not from new code or
solutions, but from the fact that it uses an SQL database to store its data. It is
difficult to visualize a good inventory management solution that does not build its
data on a flexible and open database. SMS does a good job in storing its
information in SQL Server, allowing other applications to make use of it, and
providing internal querying and customized output capabilities.

Queries allow the administrator to select entries in the SMS database according
to pre-specified criteria. To better understand queries in SMS, we must
understand part of the structure of the SMS database.

Objects in the SMS database are stored according to their architecture. An
architecture specifies a set of characteristics (attributes) defining object types.
The Personal Computer architecture, for example, structures characteristics of
computers supported by SMS. Architectures in the SMS database are:

Personal Computer
UserGroups
JobDetails

SMS Event

SNMP Traps
PackageLocation

Smaller sets of attributes form groups. Error and information could be examples
of groups in the SMS event architecture.

The Queries icon in the SMS Administrator window opens the Queries window.
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LF Microsoft SMS Administrator - [Queries]
ﬂ File Edt “iew Options Toolz Window Help

El 52| o] 2] 2| 2] %] @l &)«

&
&
&
&
&
&
&
&
&

i

All Pergonal Computers
All Servers

Computers by Last Usger...

Computers by Mame...

Computers by Operating Spetg Perzonal Computer
Computers by Processor...

Computers by Syztem Tepe...
Computers with Mearly Full Di
Inactive Personal Computers,

Finds all pergonal computers, Sks001
Finds perzonal computers with the Server system rale, SMs002
Finds perzonal computers with the specified logon name. Use thy SM5003
Finds perzonal computers with the specified computer name. Usg SMS5004

Personal Computer
Personal Computer
Personal Computer

Finds perzonal computers with the specified operating syztem. Sks005
Personal Computer | Findz perzonal computers with the zpecified proceszsor, SMS006
Fersonal Computer | Findz perzonal computers with the zpecified system tupe, SMWs007

Personal Computer
Personal Computer

Finds perzonal computers with disk zpace in uze exceeding the g SM5008
Finds perzonal computers that lagt scanned for hardware and gofy SM5009

Ready

| 1 itemlz) zelected of 10

Figure 381. SMS Queries Window

Select from the pull-down menus File, then New, to create a new query.

Query Properties

Query Hame: IElmr Events

Comment: [All Error Events - Cancel

.

Architecture: [SMSEvent jl

Find all 'SMSEvent’ items where:

Add OR...

Properties._.

Delete

Copy

Paste

Group

Group HOT

I

Ungroup

Help

Figure 382. SMS Query Properties Window

The Query Properties window is basically a way to graphically create queries.
That is, you create a text expression specifying your criteria without typing, just
by pointing and clicking.

Queries may be run on one architecture at a time. Use the proper fields to
name and describe your query, and select the architecture you want to run it on.
Our example selects all error events from the database, so we selected the SMS
Error architecture.

The column of buttons to the right side of the window allows you to enter your
criteria. Click on the Add AND button and the Query Expression Properties

window will show you a table with groups, classes and attributes that may be
used in your query. You may combine any of these attributes in any way with
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SQL operators to specify your selection criteria. For our example, we will select
the EventType attribute, the is operator, and the \Microsoft\SMS\Error value.

Query Expression Properties

[ %]

Group Class Attribute
Identification MICROSOFTIIDENTIF] EventModule - Cancel |
Identification MICROSOFTIDENTIFI ModuleM ame
. Identification MICROSOFT|IDENTIF]I EventType Hel
Identification MICROSOFTIDEMNTIFL String_1 il
Identification MICROSOFTIDENTIFI| String_2
Identification MICROSOFTIDENTIFI| String_3
Identification MICROSOFTIDENTIFI| String_4 —
Identification MICROSOFTIDENTIFI| String_5
Identification MICROSOFTIDENTIFL String b
IdmmbiFim nbimm MHIFrDNCNCTHINRCRMTICH Cletns 7 x
11 | »
Operator: |is jl

Yalue: |\Hicmsnll\SHS\Elmr jl

Figure 383. SMS Query Expression Properties Window

After selecting OK, your selections will be converted to text and inserted into the
Find all 'SMSEvent' items where: section of the Query Properties window.

Query Properties

Query Hame: Im

Comment: |All Error Events -

Cancel

- Add AND__.

dii

Architecture: | SMSEvent ﬂ

Find all "SMSEvent' items where:
MICROSOFTHDENTIFICATIONI.D:EventType is “\Micro

Add OR._..

FProperties...

Delete

Copy

Paszte

Group

Group NOT

T b

Ungroup

d | i |

Help

Figure 384. SMS Query Properties Window

Our sample query is ready to be run. It is possible to add other selection
criteria, using the Add AND and Add OR buttons, and to group them in
parenthesis to override the default resolution order.

SMS has a number of preset queries available. A subset of the preset queries is

listed in Figure 381 on page 237. One example of a query with more than one
selection criteria is the Inactive Personal Computers query.

238 windows NT Systems Management



This soft copy for use by IBM employees only.

Query Properties

RPN T EY T8l Inactive Personal Computers. .|

Comment: [Finds personal computers that last -
scanned for hardware and software
before the specified dates.

Cancel

dii

- Add AND__.

Architecture: | Personal Computer ﬂl Add OR. . |
Find all "‘Perzonal Computer” items where: Properties. .. |
MICROSOFTIWORKSTATION_STATUSH . D:Last Hardwa
mlgnusuFTMDHKSTATluN_STATusn.n:Last Softwai Delete |

Copy |
Paszte |
Group |
Group NOT |
Ungroup |
| I i |

Help

Figure 385. Inactive Personal Computers Query

To execute a query, select the desired item from the Query window and click on
the Execute Query button.

Execute Query [ x|

Buery:
[ | | Conco |

Query Result Format: Hel
| Identification j| il
[~ Limit to Sites:

| @yRaleigh 1750 ~|

™ Include Subsites

Figure 386. SMS Execute Query Window

Under the Execute Query window you may change the query to be executed,
choose its output format, and the database scope for this query (site wise). We
used the default query result format for this example. Click on OK to run the

query.

w DQuery Results - Error Events =l B3

% Errar Events
4 'SMSEvent items at 4/15/57 1:53:29 FM

Time M achineMame EventType

©

4397 51227 PM | WINNTES [ “MicrosafthSMSAE nor
@ /397 S2E18PM | WINNTES Microsofth5MS\Emar
@ 4/3/97 S2E23PM | WINNTES “Microsofth3MS\Emar

Figure 387. SMS Query Results Window
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Figure 387 is displayed with the results of the query.

SMS internal reporting capabilities are limited to customizing query output
format and printing query output. Because of that, an additional reporting tool
called Crystal Reports from Crystal Computer Services, Inc. is packaged together
with SMS.

Select Define Query Result Formats from the File menu to customize query
output.

Define Query Result Formats [ x|

Architecture:

-
| 3| |
r Default Format

Identification Properties. .. |
— Formats Delete

Identification

Help

i

Set az Default Format

Figure 388. SMS Define Query Result Formats Window

Each query output format must be associated with an architecture. It is possible
to have more than one output format based on each architecture. SMS provides
one default format, the Identification format, for each architecture.

The ldentification format formats query output to show basic information such as
machine name, SMSID, site, domain, system role and type, and last user logged
on. All queries you execute before specifying an output format will have results
shown in the ldentification format.

In our example, we created output for the selected error events that included all
of the text data in the message. To duplicate this choose the SMSEvent
architecture and click on New to create the new output format.
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Query Aesult Format Properties

Name: IMI Event Data

Format: Cancel

Attribute
MICROSOFTIIDENTI SMSID
MICROSOFTIDENTI MachineName
MICROSOFTIIDENTI Time Width:

Help

il
1.

Down

Identification

Identification MICROSOFTIIDENTI EventlD

|1I]I]
In:'enlificalinn MICROSOFTIHDENTI Warninal evel _ILI
1 [ I¥ Visible

Add to Format Bemove from Format |

Available Columns:

Attribute
MICROSOFTIDEMTIFICA Identification
MICROSOFTIDEMTIFICA| SMSID

Identification
Identification
Identification
Identification
Identification
Identification MICROSOFTIIDENTIFICA| WarningLevel -

S _'I_I

. I e e T e L Lat L e A L T

Figure 389. SMS Define Query Result Format Properties Window

Move the desired attributes from the Available Columns list to the Format list of
the window to compose your new output format. Click on OK to close the
windows and the new output format will be available when you run queries on
the specified architecture.

Remember that all output may be printed or copied to a file by clicking on the
Print option in the File pull-down menu.

6.2.4 SMS Groups

Two different categories of groups are listed here as examples: program groups
and site/machine groups.

6.2.4.1 Program Groups

A program group is basically a collection of program items. After applications
are shared (see 6.2.2, “Packages and Jobs” on page 226), application program
items are made available to the users. These program items can only be
accessed with the program groups.

Program groups may be customized to show only specific icons and access to
them may be restricted by user groups. Create one program group by clicking
on the New button in the Program Groups window.
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Program Group Properties Eq
ID: <Mew Program Group>

Hame: Cancel |

LComments: Help |

Program ltems:

GE | B

Packages Uzer Groups

Figure 390. SMS Program Group Properties Window

Type a name with some comments and select the Packages button to specify
which sharing packages will be used in this program group.

Program Group Packages E

Member Packages: Available Packages:

({7 Application < Add Cancel |

fi word For Windowsz 6.0

I

B >
Hemove Help

b

J 1 2 J 1

r Shared Program Items For Word for Windows 6.0c

¥ Word Dialog Editor
B Word Readme Help

b
V¥ Microsoft Word Select All |

Deselect All

Figure 391. SMS Program Group Packages Window

All available packages with sharing properties will be listed in the right portion
of the window. Select the ones you will use in the program group by moving
them to the left portion of the window.

Each member package selected will have its program items listed in the Shared
Program section of the Program Group Packages window. The default setting is
to select all program items, but you may select/deselect according to your
needs. After you click on OK, you will see in the Program Group Properties
window the icons for each program item selected to be part of this program

group.
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Program Group Properties Eq
ID: <Mew Program Group>
Hame: Cancel |
Office 95

LComments: Help |

M5 OFfice for Windows 95 sample Program Group |~

Program ltems:

Microsoft Ward  Your Shared Appli...

o

‘whord Dialog E ditar

4 4

GE | B

Packages Uzer Groups

Figure 392. SMS Program Group Properties Window

Click on User Groups to define which user groups will have access to this
program group.

Share with these Groups Don't Share with these Groups

L

B >
Hemove Help

il

1| | » 1| | »

Figure 393. SMS Program Group User Groups Window

Click on OK to finish the program group creation process. Program groups
apply only to program items and user access. Packages associated with
program groups are not distributed automatically when program groups are
distributed. SMS issues the warning below to remind you that any related
packages must be distributed by you.
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A

where pou would like thiz program group to applp.

I:ancell

Syztems M anagement Server will now update the Progran Groups database at all sites.

Thiz operation does not send the specified packages. You must create a job to share theze packages at the sites

Figure 394. SMS Program Group Warning

SMS will create an internal job to update this program group at all sites.

6.2.4.2 Site Groups and Machine Groups

Site groups and machine groups are yet another way for the administrator to

group machines.

Queries group machines with similar criteria. Groups provide

the administrator with the freedom to set up any kind of arrangement they need,
based upon their own criteria.

Open the Site Groups window and create a new group. After selecting this
group simply drag and drop into it any sites you want from the Sites window.

Perform the same procedure for machine groups, selecting managed machines
instead of sites. The figure below illustrates the Sites window together with the
Site Groups window and the Machine Groups window.

5T Microsoft SMS Administrator
File  Edit

Tiee Miew  Optionz

Toolz

Window Help

pREEBEERREERIEEEEIERIEEBE

5l

=] =] [

Gy First Site Group

Type

™M Sites =l B3
Qi Raleigh ITS0 Hame SMSID LogOn Hame | SystemType | SystemBole
] ANAG WiMHTES RALOOOOT | leopires #BE-bazed PC | Semver
g WwWINMTES R&LO000Z2 | leopires #86-based PC | Server
[ =1 w/INDOW95 | RALDOOOZ | AHLEN #86-based PC | Workstation
Bl SWMSMON RALO0004 | cifang »#86-based PC | Workstation
** Site Groups = IOLX]

&y Raleigh ITSO

Frimary Site

FAL

ok station Group|

-2 Machine Groups | _ O] x|

Name LogOn | SystemType | SystemBole | Site | Domain SMS5ID
WINDOWSSE [ AHLEM | ¥86-based PC | Workstation | Bal | MANAGEMENT| RALDDOO3
B SMSMON clfang | ®BE-based PC | Workstation | RAL | MANAGEMEMNT| RALODOD4

Ready

| 1 item[z] selected of 4

Figure 395. SMS Groups

Machine groups and site groups may be used as targets in drag-and-drop

operations or, as for example, in Figure 375 on page 233 in the Job Target

fields.
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6.2.5 Events and Alerts

Relevant occurrences within SMS are logged to the database as events. All
events may be viewed through the Event window in the SMS Administrator GUI.
Events are logged also in the Windows NT Event Viewer, under the SMS source.

Alerts also document relevant occurrences, but differ from events because they
are the result of a query in the SMS database. Events are a result of SMS
actions, while alerts flow as a result of conditions that were pre-determined by
how the administrator customized the system.

The administrator may query any condition in the SMS database, and if that
condition is met, an alert will be generated. For each alert, you may specify an
action to be automatically executed.

Note that the way alerts are structured does not allow real-time responses to
conditions. Any condition must first be detected by SMS, then written to the
database, then be detected by the alert query to trigger an action. The more
dynamic the information you want to monitor, the more difficult it is to respond to
it promptly with SMS.

Since an alert is always the result of a query you must obviously perform the
query before any alert will flow. We created a query to select all machines with
less than 400 MB of free disk space on drive C:.

Query Properties [ x|

Query Hame: IFree dizk space under 400MB

Comment: [Available disk space under 400MB |+ Cancel

Fl

- Add AND...

Architecture: | Perzonal Computer jl Add OR...

Find all ‘Personal Computer’ items where: Properties. .
DISKI1_0:Disk Index is 'C'

DISKI1.0:Free Storage [MByte] is less than "400° Delete
Copy

Paste

Group
Group HOT

Ungroup

I

. [+]

Help

Figure 396. Query Properties to Generate Alert

Use the Alerts window to create new alerts. After selecting New, Name and
Comment, the alert will be created.
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Alert Properties Eq

ID:  <New Alert>

Hame: Cancel |

Out of disk space

LComment: Help |

Disk space under 400MB -
S
Luem Actionz

Figure 397. SMS Alert Properties Window

The Query button allows you to specify which query will be associated with this
alert. Select the one we just created.

Alert Query

Query: | # Free disk space under 4I]I]MBj|

Cancel |

| Efy <First Site Group> j| Help |

[~ Limit to Sites:

™ Include Subsites

Repeat Query Every |3|] Minutes

Generate Alert when Hit Count from Query

Is Greater Than j| Iﬂ

Figure 398. SMS Alert Query Window

The query will be executed by SMS based upon the time interval you specify in
Figure 398. Every time the query is executed, an alert will be generated if the
number of hits match the condition and value in the Generate Alert fields.
However, if the number of hits is the same as the previous query executed by
the alerter service, an alert will not be generated.

Alert Actions [ x|

¥ Log an Event
[¥ Execute Command Line Cancel

Command Line: |diruse /s /m /q:20 c:\ > analysis.txt Hel
Help

Pl

¥ Motify Computer or Username

Send Alerts To:

Mew Computer or Username: Add > | cl[ar_u_:l
I leopires

< Remove

i

Figure 399. SMS Alert Actions Window
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Use the Actions button in the Alert Properties window to specify actions to be
performed when an alert is generated. You may log an event, run a command
line program or notify a computer or user.

The specified command will run in the same machine where the SMS alerter

service is running, under the SMS service account. This command may not be a
windows application, but you may redirect command output to a specified file as
we did in the above example. The diruse command in the above syntax lists all
directories with more than 20 MB and redirects its output to the file analysys.txt.

The following event was generated from our alert:

Ewvent Detail
Attribute Yalue
SMSID RaL00001 i
MachineMams WINNTES Erevious |
Time 4171997 11:14
Hext
EwventlD 3a0 il
WarningLevel 1
EventModuls 5MS Help |
EventType WhicrosafthSMS \nformation
Component SMS_ALERTER
Operation; Moty -
Object:  Alert
Object name: RALO0DD! _|
An 5SS alert hagz been triggered. Aler: Out of disk zpace
RALO000T] - Disk space under 400ME. The hit count for
he alert waz 2. hd

Figure 400. SMS Event Resulting from Alert

Users selected to be notified receive a messenger service window.

» Meszenger Service E

teszzage from WINNTES to LEOPIRES on 4/17/97 11:744M
S5 Out of disk zpace - Digk space under 400ME

Figure 401. SMS Alert Message

6.2.5.1 SNMP Functions in SMS
SMS is able to interact with SNMP in two ways, by listening to SNMP traps or
generating SNMP traps from Windows NT events.

Listening to SNMP Traps: To set up SMS to listen to SNMP traps, go to the
Sites window in the SMS Administrator and after selecting the desired site, click
on the Properties button. The Site Properties window will be displayed

(Figure 354 on page 220). Click on the SNMP Traps button for the SNMP Traps
Properties window.
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SNMP Traps Eq
1] 4 |

" Cumrent Properties ¥ Proposed Properties

Cancel |
Trap Filters at Site BAL [Raleigh IT50]:

Help
Aclive | Description | IP Address | Enterprige | Generic 1 —l

1 | i
Properties... |

Figure 402. SMS SNMP Traps Properties Window

Delete | Up | Down |

This window allows the administration to set up how traps will be handled by
SMS. Traps may be either filtered (ignored) or logged to the database. You may
create handling options for each trap or group of traps, using the SNMP Trap
Filter Properties window. Click on the Create button to create a trap filter.

SHMP Trap Filter Properties [ x|

Description:|All Traps

Cancel |
—When a trap meets the [ollowing conditions; ——
Help |

IP Address: |

Enterprize:
= 0ID [
{" NT Event Source I

Generic Trap Type:

¥ Cold Start ¥ Authentication Failure
[¥ Warm Start [¥ EGF Meighbor Loss
¥ Link Down ¥ Enterprize Specific 1D:

¥ Link Up I:

r Perform thiz action:
¥ Wiite to Database " Discard

Figure 403. SMS SNMP Trap Filter Properties Window

We created a filter to log all traps to the database. The window in Figure 403
allows you to restrict actions on traps based on:

IP address

Trap enterprise ID

NT event source (for traps that correspond to NT events)
Trap type

Select the desired options and click on the OK button to close the windows,
clicking on Yes when SMS prompts you for confirmation on site update. You will
now see traps in the SMS SNMP Traps window.
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LT Microsoft SMS Administrator - [SNMP Traps]
fmd Fil= Edit “iew Opfions Took ‘window Help == x|
Bl (=]]el~] (518 & EEE] ($13]
) 23'SNMP T-aps'items at 4/29/97 10:05:53 AM
| IP Address Enterprize NT Ev| Specific Trap ID| Variable 1 Data Time and Date Re{ G:
feb 009024105111 [136141.31111 i 1 4/29/97 31600 AR ;l
feh 009024105111 | 13AR14131111 i 2 429797 31600 AW
b 009024104063 | 1.261.4.1.311.1.4,| SNMP | 1999 SMMP service debug trace: MamtdPl Procq 4/29/97 9:19.00 AM
fal 0090211040688 | 1.2E1.4.1.211.1,4.| SMMP | 1999 SMMP zarvice debug trace:  MamtAPI Thred 1/29/97 9:19.00 AM
foh 009024104 089 | 1.261.4.1.211.1.4,| SNMP | 1999 SMMP service debug trace: MamtdPl Procd 4/29/97 9:19.00 AM
fel 009.024.104069 [ 1.3A1.21.11 ] 4/29/97 59:21:00 Ak
fh 009024104063 | 1.361.21.11.07.1 1] 1 429797 9:21.00 &M
b 009024104083 | 1.361.21.11.07.1 ] 2 4729797 9:21:00 &M
fah 009024104080 | 1.261.41.311.0.1. 0 4729797 9.40:00 M
b 009024104080 | 1.361.41.311.0.1. 0 1 4729797 9.40:00 A
ol 009024104080 | 136714131111 a 2 429737 3:40:00 &M
fah 009024104000 | 1.361.4.1.33.72 N 4729797 9:41:00 &M
ol 009.024.104080 | 1.26.7.47.324.72 12 4729797 9:42:00 &M
ol 009.024.104080 | 13671413472 1 4729797 3:43.00 AW
ol 009024104080 | 1361413472 12 42997 3E0O0AM [
i d|
Rzady | 1 itemlg] selected of 23

Figure 404. SMS SNMP Traps Window

Double-click on a trap to see trap details.

SHMP Trap Detail

IP Address: |nus.uz4.1 05.111

|1.3.5.1.4.1.311.1.4.1.4.83.?3.??.30

Enterprise:

NT Event Source: ISNMP

Generic Trap Type: ISpecific Trap
|m?3?42325
|352305239
[4/29/97 9:15:00 AM

Specific Trap I1D:

Time Ticks:

Time Received:

Data WYariable ID
The SHMP Service has started successiully. 1.3.6.1.4.1.
Unknown 1.3.6.1.41.
SMSMON 1.3.6.1.4.1.
4 1.3.6.1.4.1.
0 1.3.6.1.4.1.
1 | 3

Figure 405. Traps Details

Traps listed in the SMS SNMP Traps window are part of the SMS database.
Therefore, you may base new queries on trap parameters, and also create new
alerts or automated actions for SMS to perform when a specific trap or group of
traps occur. Queries are described in 6.2.3, “Queries and Reports” on page 236.
Refer to 6.2.5, “Events and Alerts” on page 245 for information on alerts and
automated actions.

Keep in mind, however, that because SMS has query-based alerts you will not
be able to respond to traps in real time. Responding to traps in real time is
better performed by dedicated SNMP managers such as TME 10 NetView or
OpenView.
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Generating SNMP Traps from Windows NT Events: All events logged to the
Windows NT Event Viewer may be translated to SNMP traps. This allows events
to be integrated into SNMP management platforms such as TME 10 NetView,
TME Event Console or OpenView.

Use the Event to Trap Translator function in SMS to generate traps from NT
events. Find the computer you want to work on in the Sites window and
double-click on it. This will bring you to the Personal Computer Properties
window. Select the Windows NT Diagnostics icon in the left column, and you will
see the Event to Trap Translator icon available in the same window.

#H Pergonal Computer Properties - [WINNTE9] | _ O] x|

—\_Ir
A F ez

Windows%agnostics (((0)))

ﬁ Event Yiewer |Jzer Manager Event to Trap Translator

S i3]

Server Manager Performance Monitor

Properties

Metwark Monitor

Figure 406. Win NT Administrative Tools, Event to Trap Translator

Click on the Event to Trap Translator button and a progress indicator window is
shown. Since you are getting remote parameters over the network, it may take
a few seconds to load.

Loading Trap Configuration [ x|

Figure 407. Loading Trap Configuration Window

The Event to Trap Translator window is displayed. Click on the Edit button to
expand the window and add events to be translated into traps.
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Event to Trap Translator - WIMNTES - [Custom Settings]

I ] 3

" Default

Configuration Type
’7 {* Custom

Cancel

Description
Help |
0
Syztem Succesz 1 i] SHMP zervice STOPPIMG|  Properties... |
Settings.___ |
Export... |
<< View |
1 | 3
Add. | Bemove |
Event Sources: Events:
1 Application «| Event... | Severity | Trapp... | Description - Find |
(7 Autochk 1000 Errar no Access to performance
(] Diwatson 1001 Error no The buffer size returnec
] hpmon 1002 Error no & Guard Page was moc
] LicenseService 1003 Error no The object length of an
() Network Control P 1004 Error no The inztance length of .
1005 Error no Unable to locate the op
(3 ntbackup 1008 Error no Unable to locate the co
(3 Perfctis 1007 Error no Unable to locate the co
3 w 1008 Error no The Open Pracedure fc_|
(1 Perfmon 1003 Error no The Open Procedure fic
1 Replicator 1010 Error no The Collect Procedure |
[ I T T, hall RIUNRI Error no The libram file "% 215" 2 T
1 | 3 1| | »

Figure 408. Eventto Trap Translator Window

The lower part of the window lists the available event sources from the Event
Viewer grouped by the event log type. We chose a couple of events from the

SNMP source under the system log. Double-click on the selected event and the

event properties window is displayed.
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Properties E

Source: SHMP

Enterprise 0ID:  [1.3.6.1.4.1.311.1.4.1.4.83.78.77.80 | Cancel |
Log: System Help |
Event: 1002

Trap Specific 1D: |1|]|]2 |

r Generate Trap

IF Event Count Reaches Dj
[~ within Time Interval Dj Seconds

Description:

SHMP service STOPPING... ;I

Figure 409. Event Properties

The Properties window allows you to create a trap throttle (threshold) to
generate traps only when events reach a pre-specified count within a specific
time interval. For example, you may want to only generate a trap for
unsuccessful logon events if you detect more then three unsuccessful logon
attempts in 60 seconds. This way the If Event Count Reaches field must be set
to 3 and the Within Time Interval check box must be checked with its
corresponding seconds field set to 60.

Clicking on OK will add this event to the list in the top half of the window. Every
time this type of event is generated, SMS will check it against the event
properties (see Figure 409) and issue a corresponding SNMP trap if appropriate.

The Settings button in the Event to Trap Translator window allows you to change
trap translation parameters.
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6.2.6 Performing

Settings Eq

r Trap Length Limit

™ Limit Trap Length Cancel |
Trap Length: (4096 _I? Bytes Help |

" Trim Insertion Strings First

& Trim Formatted Message First

r Trap Throttle

If traps are zent in seconds

stop translation

& Apply Throttle Reset |
" Dy

ont Apply Throttle

Figure 410. Event to Trap Translator Settings

The field Trap Length Limit allows you to restrict how large translated traps will
be. Trap size may be limited by your networking software, so adjust this
parameter accordingly. If the trap is bigger than the length you specify, you may
choose to trim insertion strings or the message text first.

Using the field Trap Throttle gives you control of the number of generated traps
in a period of time. You may instruct SMS to stop translation if you have too
many traps in a specific period of time.

Selecting OK saves all settings and traps will now be generated when the events
you specified occur.

Inventory

SMS aids in LAN administration by detecting hardware and software that is
installed in managed machines. Both hardware and software inventories are
kept in the SQL database and accessed through the same GUI.

6.2.6.1 Hardware Inventory

Computer hardware is inventoried for the first time when a user logs on to an
SMS logon server. The logon script will trigger automatic installation of the SMS
client and execution of the inventory scan program. After the first inventory
scan, future inventory scans will be executed in the client computer based on the
frequency set in the Inventory window under the Site Properties window

(Figure 355 on page 221).

Every time that hardware inventory is run, old inventory records in the database
are kept, but moved to inventory history for that machine. SMS compares new
inventory values to inventory history values and any values that do not match
the new settings will show up in red in the administrator GUI.

Chapter 6. SMS 253



This soft copy for use by IBM employees only.

Use the Sites window to view hardware inventory for each client. Select the site
where you want to view inventory, then the domain, and double-click on the
machine you want details on.

Attribute
RaL0oo003
Site Ral
‘wiorkstation Status Demain MANAGEMENT
| MSLocation RaALMAMAGEMEMTha/IMD OS5
% SyztemB ole Wiorkstation
SyztemT ype #B8E-bazed PC
FI
oeessal LogOn Name AHLEN
g MetCardD 020054, 94 35:61
Operating System
Mebwark,
Metcard
Disk ~1

Figure 411. SMS Personal Computer Properties Window

The above window graphically shows the inventory data stored in the SMS
database. For each icon selected in the left column you will see a series of
parameters listed as tables in the right portion of the window. If you have run
inventory more than once, you will see the history records buttons available,
allowing you to navigate from current inventory data to previous inventory data.

6.2.6.2 Software Inventory

The most common software inventory method is based on a software description
database. This is where software characteristics are kept. A scanning program
compares file entries in the scanned machine to the software database entries.

SMS is no different from other inventory software, but it allows two different
approaches to software inventory: package inventory and software audit.
Package inventory works similar to hardware inventory. Both scans are
performed by the same program at the same time. Software audit, on the other
hand, is less tied to SMS processes, having a separate scanning program and
software database. We describe both methods in this section.

The inventory function in NetFinity is similar to the one in SMS. Both NetFinity
and SMS have software dictionaries to help define software to be discovered,
and both may write to SQL databases. However, NetFinity's inventory may be
triggered or scheduled any time the administrator requires it. SMS is not as
flexible as that. The NetFinity software inventory window is shown below.
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i NetFinity Software Inventory

Inventary  Dictionary  Help

Product Mame Yendor Name ¥ersion | Revision | Location

Microsoft Write Microsoft C:\WINNT'-,systerl;I
Net Watcher Microsoft CANTRESKIT
NetFinity Manager for Wini| IBM 5.0 C:WNETFIN
NetFinity Services for Wini| 1BM 5.0 C:AWNETFIN
Netscape MNavigator Netscape Communications Corp. FANetscapeiNavi
Notepad Microsoft C:WINNT

Notepad Microsoft C:\WINNT\systen
Paint Microsoft CAWINNT\systen__
Phone Dialer Microsoft C:\Program Files\
CidaKicl Malenlatar , 'I:inr,anl Intarnational r*-mwlumnmmjll

|Invenluryr completed: 57 products found, 12765 files scanned in 603 directories. |

Figure 412. NetFinity Software Inventory

Package Inventory: Package inventory is run together with hardware inventory.
Every time the inventory process is run (as set in Figure 355 on page 221), it will
also detect software packages. The detection of software packages is based on
inventory data entered into each SMS package. As mentioned in 6.2.2,
“Packages and Jobs” on page 226, it is possible to add inventory attributes to
SMS packages. These attributes are used by the inventory scanning program to
find software in scanned machines.

For example, if the administrator knows that Lotus 1-2-3 Version 5 is started in
the client machine by an executable file called 123.EXE, that is 324.886 bytes with
a creation date of 12/15/95, they may input this information into the Lotus 1-2-3
V5 package so that this software will be discovered by the scanning program
during the inventory process.

Inventoried packages are shown when the Packages icon is selected in the left
column of the Personal Computer Properties window.

[ Cihntreskit
T4T2TH
3411996 00:00

Audited Software

S

Services

Figure 413. Inventoried Package
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Software Audit:  Software Audit differs from package inventory in two ways:

It bases its scan on information stored in a rules file.
It is run as a Run Command on Workstation job.

Perform the following steps to set up and run software auditing:
1. Prepare a rules file.

A rules file contains rules for SMS to find software in scanned machines.
The rules in a rules file are the same as inventory information we specify in
a package. This means file name, size, date, CRC, or other relevant
attributes. You will find a sample rules file in the directory
\SMS\PRIMSITE.SRV\AUDIT. The sample rules file name is AUDIT.RUL. We
created our own rules file for testing, listed below.

package 0 "1-2-3 5.0 English (International) Winl6, Lotus Development”
file "L14CLS.DLL" size 312368 crc 62473 187422 64595
file "CIWUIMGR.DLL" size 179888 crc 35977 107934 33668
file "LGALLERY.BMP" size 151670 crc 30334 91003 60360

package 1 "1-2-3 4.01 English (International) Winl6, Lotus Development”
file "L14CLS.DLL" size 180736 crc 36147 108442 31769
file "CIWUIMGR.DLL" size 180692 crc 36138 108416 59953
file "LGALLERY.BMP" size 151670 crc 30334 91003 60360

"

package 2 "WinZip 6.2 English Win32, Nico Mak Computing, Inc
file "WINZIP32.EXE"

package 3 "Paint Shop Pro V4.12 Shareware, JASC Inc”
file "Psp.exe”
file "Psp.hlp”

package 4 "Netscape Navigator V3.0, Netscape Comm Corp”
file "netscape.exe" size 2988544

package 5 "Netscape Communicator Preview R3, Netscape Comm Corp”
file "netscape.exe” size 3553792

The basic rules file has syntax such that each defined package has on its
first line the keyword package, package number and a description (in
quotes). The lines following that identify the software. Each line with a file
description must have the keyword file, and additional parameters such as
size, CRC and date. Please refer to the SMS online documentation for
additional rules on file syntax.

The only application we had installed that was in the default rules file in our
testing was SQL Server and it was properly detected. We found that the less
restrictive your rules are, the easier it is to detect packages.

2. Compile your rules file using RULCFG.BAT.

The text rules file must be compiled into a .CFG file that will be used by the
auditing program. Simply run the RUL2CFG program passing as a
parameter the rules file you want to compile:

rul2cfg myrules.rul

The RUL2CFG script will compile the rules and copy them to the appropriate
directories referenced by the auditing program. You will see that when the
auditing package is defined these directories are shared with the machine
being audited.

3. Create a package for auditing.

In order to run a command on a workstation, you must set up a package,
then a job to execute it. SMS provides a PDF to aid with package creation
for auditing. The file AUDIT.PDF is located in the
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\SMS\PRIMSITE.SRVAIMPORT.SRC\ENU directory. In the Package Properties
window for the new package (Figure 365 on page 226), click on Import and
specify the AUDIT.PDF file. Specify the
\SMS\PRIMSITE.SRV\AUDIT\PACKAGE directory as the package source
directory. The AUDIT.BAT file, contained in this directory, will detect which
environment it is running on and then call the proper executable under the
respective subdirectories (alpha, mips or x86).

The PDF sets all required parameters for the audit package. Note that there
are no sharing or inventory parameters in the package. Itis only a
workstation package that will be executed using a run command on the
workstation job.

4. Prepare and run the auditing job.

Create a run command on workstation job for auditing (see 6.2.2, “Packages
and Jobs” on page 226) targeted to the workstations you desire to audit.
The job will show up in the package command manager for each selected
workstation.

= Package Command Manager -]«

File Command Help

)
Execute Dietails Aqchive
Pending Commandz

7 Archived Commands
7 Executed Commands

1 B BN »

Ready

Figure 414. Software Auditing Job in Package Command Manager in Win NT 3.51

The audit program runs in a command line session.
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E CAMSASMSABINYpcmwin32.exe HE

Microsoft Systems Management Server (SHE)
Boftware Auditor

Audit Status: 27 complete.

Figure 415. Software Auditing Running on Windows NT 3.51

2 audit - AUDIT16 _ O] %]

Microsoft Systems Management Server (SM5)
Software Auditor

Progress (pass 1 of 13>: [Donel
Progress (pass 2 of 13>: [Donel
Progress (pass 3 of 13>: [Donel
Progress (pass 4 of 13>: [Donel
Progress (pass 5 of 13>: [Donel
Progress (pass 6 of 13>: [Donel
Progress (pass 7 of 13>: [Donel
Progress (pass 8 of 13>: [Donel
Progress (pass ? of 13): [Donel
Progress (pass 18 of 13)>: [Donel
Progress (pass 11 of 13>: [Donel
Progress (pass 12 of 13)>: [Donel
Progress (pass 13 of 13>: IIINEGEGEGE

Figure 416. Software Auditing Running on Windows 95

5. Check auditing results.

Auditing results are shown with the rest of inventory in the Personal
Computer Properties window. When a computer has been audited it will
have an additional icon in the properties column called Audited Software.
Select it to see the audit results.
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SOL Server 6.50 English [USA] [NT 2wing5), Mic
2 | WinZip 6.2 Englizh Win32, Mico Mak Computing, Ihe.

2 | wWinZip 6.2 Englizh Win32, Mico Mak Camputing, Ihe C:A\PROGF
4 | Paint Shop Pra %412 Shareware, JASC Inc C:A\PROGF
5 | Metzcape Mavigator V3.0, Metzcape Comm Carp C:A\PROGF
B | Metzcape Communicator Previews B3, Metscape Comn Corp C:A\PROGF

Windows MT Diagnostics

hd Kl I 2

Figure 417. Audited Software Shown in Computer Inventory

)

6.2.6.3 MIF Extensions

SMS stores its inventory data using DMTF's MIF format. It is possible to extend
SMS inventory with MIF forms that may be filled in by the user with additional
data required by your implementation. These forms are incorporated into the
personal computer inventory and may be viewed in the Personal Computer
Properties window. Since this information is also part of the database you may
create queries based on the fields you create.

To build MIF forms, SMS provides a utility called the MIF Form Generator, found
in the SMS program group in the administrator machine.

. * empldata.xnf - MIF Form Generator | _ O] x|
File Edit “iew Help
D|={E| &|@|cdsE 2]
Form Mame INE“‘ Form
Description ITest form
Company IITSD Raleigh
ESE
Job Title
Geography
Ready MLIK Y

Figure 418. SMS MIF Form Generator

The MIF Form Generator allows creation of numeric, character and list fields.
After creating and saving your new MIF form, distribute it to the target machines
using a Run Command on Workstation job. The job should simply have a copy
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command to copy the .XNF file to the C:\MS\SMS\BIN directory (or the
drive/directory SMS is installed on at the client machine).

SMS provides a sample MIF form called UINFO.XNF. You may also customize
UINFO.XNF instead of creating a new form.

After package distribution, the client may input the additional inventory data
using the MIF Entry program (see Figure 346 on page 215).

Check the inventoried information in the administrator interface in the Personal
Computer Properties window.

#8 Personal Computer Properties - [wINNTGE]

| Properties /I| I @I%I-ﬁl

Attribute
[ E
Email
Fhone number
Department
Building

Office

o

Metwiork, konitor Leonardo P Frallini
leoi@ynet.ibm, com
A5-11-8865475
Tivoli Systems
T?

433

Figure 419. Customized Inventory Data

Software Distribution

Two mechanisms are provided by SMS to make software available at client
workstations: software distribution and application sharing. We show software
distribution in this section.

Our examples install the Lotus Notes client using both methods.

6.2.7.1 Software D istribution

Software Distribution consists of installing software on client machines in an
automated and unattended fashion. This process may become difficult
depending on how flexible the software's installation program is.

If the installation program allows you to provide input using a companion file or
other automated method, it will not be very difficult. If not, there are many
details pertinent to each software application that you will need to know to
perform the automated installation.

We use for our example the Lotus Notes client, which has a flexible installation
program and comes with pre-defined PDFs to be used by SMS for software
distribution.

Two steps are required to perform the Lotus Notes Client distribution:
1. Create a package for the software.

A package for distribution may be created manually (as shown in 6.2.2,
“Packages and Jobs” on page 226) or automatically using a package
definition file (PDF). Lotus provides PDFs for the Notes clients on Windows
95 and Windows NT (32NOT45.PDF, listed in Appendix A, “SMS Files” on
page 271). The PDFs are available on the Internet at www.lotus.com.
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The PDF defines parameters for software installation and inventory. The only
parameter you must input manually is the package source directory, that is,
the share name where the installation files reside (see Figure 366 on

page 227). Remember that the SMS service account must have access to
that directory.

[PDF]
Version=1.0

[Manual Setup]

CommandName=Manual Lotus Notes client installation.
CommandLine=INSTALL.EXE

UserInputRequired=TRUE
SupportedPlatforms=Windows95, Windows NT 3.1 (x86)

[Automated Setup]

CommandName=Automated Lotus Notes client installation.
CommandLine= CLIENT32.BAT

UserInputRequired=FALSE

SupportedPlatforms=Windows95, Windows NT 3.1 (x86)

[Package Definition]

Product=Notes (Win 95, NT)

Version=4.5 Client

Comment=Lotus Notes 4.5 for Windows NT and Windows 95.
SetupVariations= Manual, Automated

; [Setup Package for Inventory]
;InventoryThisPackage=TRUE
;Detection Rule Part 1=File 1
;Detection Rule Part 2=AND
;Detection Rule Part 3=File 2

;[File 1]

s FILE=NOTES.EXE
s COLLECT=FALSE
;Checksum=
;DATE=

sSIZE=

s TIME=

Figure 420. Package Definition File for Lotus Notes Client

Each section in the PDF corresponds to the windows for manual creation of
the package. The inventory parameters in the PDF are commented out. (A
semicolon in the first position of the line indicates a comment.) Remove the
semicolons for the inventory parameters you want to be valid.

Installation parameters in the PDF file contain two install methods: manual
and automatic. Manual installation will simply run the install.exe file in the
client machine from the share you specify in the package source directory
field. Automatic installation will run the batch file CLIENT32.BAT.

echo off

cls

START /wait INSTALL.EXE /A %0\..\CLIENT32.RSP
exit

Figure 421. Unattended Installation Script CLIENT32.BAT

CLIENT32.BAT starts the installation program redirecting its input from the
CLIENT32.RSP file (also listed in Appendix A, “SMS Files” on page 271).
Note that CLIENT32.BAT and CLIENT32.RSP must both be in the package
source directory.
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Observe that automated installation is only possible because the
INSTALL.EXE program from Notes allows a /A parameter to get installation
parameters from CLIENT32.RSP.

[User Registration]
UserName =
CompanyName =

[General Information]

InstallType = 1

ProgramGroup = Lotus Applications
StartmenuFolder = Lotus Applications

[NOT]

; The [NOT] section provides information about
; Notes directories.

3 Do not modify the BASEDIR symbol.

Use the "NOTDIR" field to select the drive
and directory where you want to install
Notes program files.

Use the "NOTWORKDIR" field to select the drive
and directory you where you want to store Notes data files

BASEDIR = c:\lotus
NOTDIR = c:\Notes\
NOTWORKDIR = c:\Notes\Data\
SizeOfInstall = 2

[CustomizeNOT]
NOTESPROGRAM = 1
NOTESPDATA =1
NOTESTEMPLATE = 1
NOTESDOCUMENT =
NOTESHELP = 1
NOTESHELPLITE = 1
NOTESVIEWER = 1

Figure 422. Unattended Installation Response File CLIENT32.RSP

The response file for the Lotus Notes client contains parameters such as
user name, what modules to install and which target directories to use.

2. Install the package with a job.

You may manually create a job or simply drag and drop the newly created
Notes package onto the client machine in the sites window. Both ways will
take you to the Job Details window (Figure 375 on page 233) to input
additional data for the job and then submit it.

After the job is submitted, it will go through SMS regular job processing until
it reaches the client machines. Our job took over 10 minutes to go through
the send and distribute phases. SMS compacts the entire source directory
during these phases. All source directory contents are loaded to the
database and then made available to all sites. The run phase in the client
was executed by the Package Command Manager without errors.

6.2.8 Performing Remote Troubleshooting

Remote Troubleshooting, Remote Control, and Help Desk are all terms used to
describe the same function: remote take over and control of an SMS client
workstation. Taking over control in this case means being able to see from your
administrator machine exactly what is displayed on the clients desktop, as well
as remotely controlling the client machine's keyboard and mouse. SMS actually
shares keyboard and mouse control, that is, when performing the remote
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troubleshooting function, both the administrator and the client have control of the
keyboard and mouse.

This function is available for DOS and Windows machines, and is started from
the Personal Computer Properties window by selecting the Help Desk icon. The
client portion of the help desk function is disabled by default after installation for
security purposes. It must be enabled manually.

Make sure your user ID has permission to use Remote Troubleshooting functions
on the client machines (see Figure 357 on page 222).

USERTSR, USERIPX, WUSER.EXE and WUSER32.EXE are the help desk client
modules, and must be running for remote troubleshooting to work. USERTSR
and USERIPX are TSR (terminate and stay resident) modules used in DOS-based
computers (running DOS and Windows 3.x). WUSER.EXE is the 16-bit executable
that runs on Windows 95 and Windows 3.x computers. WUSER32.EXE runs as a
service on Windows NT machines. The following table illustrates platforms and
required modules for remote troubleshooting to work.

Table 8. Remote Troubleshooting Modules

Operating System Required Client Task

DOS USERTSR (for NetBIOS and TCP/IP) or USERIPX (for
IPX)

Windows 3.x USERTSR (for NetBIOS and TCP/IP) or USERIPX (for
IPX), and WUSER

Windows 95 WUSER

Windows NT WUSER32 (SMS Remote Control Agent service)

Although the non-Windows NT platforms do support TCP/IP, remote
troubleshooting is implemented in these architectures with NetBIOS over TCP/IP.
Therefore, the LANA number for NetBIOS must be set to the same value both in
the server and client machines for remote troubleshooting to work. Check the
LANA number in the network properties window as shown in the following figure:
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Figure 423. Network Properties Window, NetBIOS Interface Parameters on Windows NT
V4

On Windows 95, select the Set this protocol to be the default protocol check box
to set the protocol to LANA 0. In our lab, we set NetBEUI to LANA O in the
server and client machines. Not setting this parameter correctly will make SMS
fail to locate the client machine.

Select the Help Desk Options icon in the SMS client program group in each
client machine to set remote troubleshooting options.

264  windows NT Systems Management



This soft copy for use by IBM employees only.

Lzer Infarmation

Status: Current

X isllow Remote Control;

¥ Allow Remote Reboot

B Allow Chat

B Allow Remote File Transfer
¥ Allow Remote Execute

{%: Allow DOS Diagnostics

% Allow Windows Diagnostics
¥ Allow Ping Test

Remote Viewer Optiong-—rrrrrrorrreereeeer

Help Desk Options m

E Read Default 2

E Save As Default g

Lt ]

Local Options

{¥: Visible Signal When Viewed
¥ Audible Signal When Viewed

I} Permission Required

i Exit 1

Figure 424. SMS Help Desk Options Window

It is possible to restrict the actions executed by the remote troubleshooting
service with the above panel. Specify which function will be available, whether
or not permission from the client is required, and whether or not there will be a
visible signal for the client when remote troubleshooting is being performed. This
means that the user will be made aware when someone else is accessing their

desktop.

If your setup is correct, when you click on the Help Desk icon in the Personal
Computer Properties window you will see the functions in the right portion of the
window enabled.

e (L [l

Remote
Control

ca

Remote
Reboot

!

Remote
Chat

(= %}
=
File Remote
Transfer Execute

Figure 425. SMS Personal Computer Properties - Help Desk

Available Help Desk functions are:

Remote Control
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Takes over (shares) screen, keyboard and mouse control. The following
window is displayed.

Quick Windows Wiewer [ =/ = Jit7] M) | - I -

My
Computer

=)

Metwork
Meighborh._.

Y

Recycle Bin

] ;'j

Figure 426. SMS Help Desk Window (Quick Windows Viewer)

Note the five extra buttons on the top right corner of the window. They allow
the administrator to send Control key combinations that do not normally go
through remote control sessions (such as Ctrl+Esc, Alt+Tab and
Ctrl+Alt+Del).

= LT

Each icon respectively:
1. Sends a Ctrl+Esc signal.
2. Sends an Alt+Tab signal.

3. Sends a Ctrl+Alt+Del signal. (Itis recommended to use the remote
reboot function instead to reboot machines.)

4. Allows Alt combination keys to be directed to the client machine (for
example, Alt+F1).

5. Brings up the AREA box to help navigate on displays with same or
higher resolution than the current resolution used by the administrator's
display.

To quit remote troubleshooting, simply close the Quick Viewer window by
double-clicking on the upper left window button. The connection may also
terminated by the user through the Being Accessed window.
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g Accessed - |0 %

Remote Control ¥1.10
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WINMTES

Terminate viewer

Figure 427. Being Accessed Warning

Remote Reboot

Performs a coordinated reboot (shutdown and restart) of the client machine.
Remote Chat

Allows chat with the client machine though a text window.

File Transfer

Allows file transfer between the server and client machine via a GUI.
Remote Execute

Executes a command in the client.

6.2.9 Performing Network Monitoring

As with other administration and diagnostic functions, SMS integrates the
Windows Network Monitor Agent and Tools into its administrator interface. The
Network Monitor is a Windows tool that is used to capture network packets and
analyze them based on protocols, packet source and destination.

The Network Monitoring functions are invoked from the Personal Computer
Properties window. Select a computer within a site in the Site window and
double-click on the selected computer to get to the Personal Computer
Properties window. Then, select the Network Monitoring icon in the left column
and the following window will be displayed:
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Figure 428. Personal Computer Properties Window, Network Monitoring

The Find Remote Agents button requests SMS to look for agents in remote

networks. SMS allows you to use the remote agents to capture network data in
their local networks and have it sent to your administrator GUl. Remote agents
found by SMS will be reported in the list below the Start Network Monitor button.

Click on Start Network Monitor
monitoring window will appear.

to start the monitoring process. The network
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Figure 429. Network Monitor Window

Refer to 4.2, “Network Monitor” on page 154 for details on Network Monitor

functions.
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Appendix A. SMS Files

This appendix contains the listings for files used by Microsoft's Systems
Management Server (SMS) referenced in Chapter 6, “SMS” on page 193.

A.1 RUNSMS.BAT

@echo OFF

REM Copyright (C) 1994-1995 Microsoft Corporation

REM

REM This batch file is the Systems Management Server (SMS) script

REM for workstations attaching to a Windows NT or LAN Manager server.
REM It installs the SMS client components and collects hardware and
REM software inventory data.

REM This batch file is run directly from a Windows NT, LAN

REM Manager, or NetWare SMS Togon server for DOS, Windows, and Windows
REM NT workstations. To run directly from an SMS logon server, the user
REM must make a network connection (drive mapping) using an available
REM drive letter and then change the current drive to this network

REM drive. This connection must be to SMS_SHR for a Windows NT or LAN
REM Manager server, or to the SMS-volume:SMS-directory\LOGON.SRV

REM directory for a NetWare server. This batch file can also be run
REM from the Windows95 Explorer, or with a UNC such as

REM \\SMS-server\SMS_SHR\RUNSMS.

echo.
echo Microsoft Systems Management Server (SMS)
echo.

REM If the SMSLS environment variable is set on the workstation (e.g.,
REM set SMSLS=1), verbose output will be enabled for SETLS16, CLI_DOS,
REM and INVDOS or SETLS32, CLI_NT and INVWIN32.

if "USMSLS%" == "" goto START
set SMS_VERBOSE=/v

echo Executing SMS_SHR script.
goto START

REM Determine the binary files directory on the SMS Togon server by

REM checking environment variables for operating system and processor

REM architecture. Set environment variables for this directory and

REM for the 0S type. The directory this file exists in and the platform
REM specific directory beneath it are added to the path so that the proper
REM version of SETLS and NLSMSG can be called.

:START

REM Check to see if we can save path and reserve the neccessary environment
REM space before continuing.

set SMS_P=%PATH%

set SMS_TEMP=123456789012345678901234567890123456789012345

if "%SMS_TEMP%"=="123456789012345678901234567890123456789012345" goto FIND_0S
goto LOW_ENV

:FIND_OS
set SMS_TEMP=

if "0S%" == "Windows_NT" goto NT_BIN
REM Determine the DOS version and exit if 0S/2 1.3 or greater.

if not exist %0\..\dosver.com goto NOARGO
%0\..\dosver

if errorlevel 13 goto 0S2

goto DOS_BIN

:NOARGO

REM this should only occur on Netware machines running pure netx
dosver

if errorlevel 13 goto 0S2

:DOS_BIN
set SMS_0S=16
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set SMS_BIN=x86.bin
goto RUN_FROM

:NT_BIN

if "%PROCESSOR_ARCHITECTURE%" == "ALPHA" goto NT_ALPHA
if "%PROCESSOR_ARCHITECTURE%" == "MIPS" goto NT_MIPS
if "%PROCESSOR_ARCHITECTURES" == "x86"  goto NT_X86
if "PROCESSOR_ARCHITECTURE%" == "PPC" goto NT_PPC
echo.

echo Unable to determine operating system or processor architecture.
echo.

echo Consult your network administrator.

echo.

pause

goto END

:NT_ALPHA

set SMS_BIN=alpha.bin
set SMS_0S=32
goto RUN_FROM

:NT_MIPS

set SMS_BIN=mips.bin
set SMS_0S=32

goto RUN_FROM

:NT_X86

set SMS_BIN=x86.bin
set SMS_0S=32

goto RUN_FROM

:NT_PPC

REM The PowerPC is not supported in this release.

goto END

:RUN_FROM

if "0S%" == "Windows_NT" set PATH=%PATH%;%0\..\%SMS_BIN%

if not "%0S%" == "Windows_NT" set PATH=%0\..;%0\..\%SMS_BIN%;%PATH%

REM The SETLS program will spawn the executable files for CLI_DOS and
REM INVDOS or CLI_NT and INVWIN32 located on this server.

:RUN_SETLS
if "%0S%" == "Windows_NT" goto RUN_NT

:RUN_DOS
if not exist %0\..\%SMS_BIN%\set1s%SMS_0S%.exe goto NOPATHARGO

set1s%SMS_0S% -m:E -i -p:%SMS_BIN%\CLI_DOS.EXE -pa:/p:%%SMS_UNC%%\ -pa:%SMS_VERBOSE% %SMS_VERBOSE%
set1s%SMS_0S% -m:E -i -p:%SMS_BIN%\INVDOS.EXE -pa:/1:%%SMS_UNC%%\ -pa:/i -pa:%SMS_VERBOSE% %SMS_VERBOSE%
goto RESTORE

:NOPATHARGO

REM this should only occur on Netware machines running pure netx

%SMS_BIN%\set1s%SMS_0S% -m:E -i -p:%SMS_BIN%\CLI_DOS.EXE -pa:/p:%%SMS_UNC%%\
-pa:%SMS_VERBOSE% %SMS_VERBOSE%

%SMS_BIN%\set1s%SMS_0S% -m:E -i -p:%SMS_BIN%\INVDOS.EXE -pa:/1:%%SMS_UNC%%\
-pa:/i -pa:%SMS_VERBOSE% %SMS_VERBOSE%

goto RESTORE

RUN_NT

set1s%SMS_0S% -m:E -i -p:%SMS_BINS\CLI_NT.EXE  -pa:/p:%%SMS_UNC%%\
-pa:%SMS_VERBOSE% %SMS_VERBOSE%

set1s%SMS_0S% -m:E -1 -p:%SMS_BINS\INVWIN32.EXE -pa:/1:%%SMS_UNC5%%\
-pa:/e -pa:/t0 -pa:/i -pa:%SMS_VERBOSE% %SMS_VERBOSE%

goto RESTORE

:0S2

echo.

NLSMSG%SMS_0S% 10 /M "Please run RUNSMS.CMD from an 0S/2 window"
echo.

pause

goto END
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REM RUNSMS was unable to reserve the neccessary amount of environment space
REM and was unable to complete successfully. Increase the available environment
REM space and retry this batch file.

:LOW_ENV
set SMS_TEMP=

REM Try to start a new command shell to procure more env space

REM but only once to avoid extra recursion. The second call to the
REM batch file will have a command line parameter.

if "%1" == "" goto newshell

echo.

%0\..\x86.bin\NLSMSG16 7 /M "Not enough environment space”

%0\..\x86.bin\NLSMSG16 8 /M "Use the /E parameter on the shell= command in config.sys"
%0\..\x86.bin\NLSMSG16 9 /M "to increase the amount of environment space available.”
pause

goto END

:newshell
command /e:2048 /c %0 retry
goto END

:RESTORE

REM Restore the previous path setting.
PATH=%SMS_P%

goto END

REM Clean up the environment variables.
:END

set SMS_P=

set SMS_0S=

set SMS_BIN=
set SMS_VERBOSE=

Appendix A. SMS Files 273



This soft copy for use by IBM employees only.

274  windows NT Systems Management



This soft copy for use by IBM employees only.

Appendix B. Windows NT Diagnostic Summary

The output of the winmsd \\barryn /s /f follows:

Microsoft Diagnostics Report For \\barryn

0S Version Report

Microsoft (R) Windows NT (TM) Server

Version 4.0 (Build 1381: Service Pack 2) x86 Uniprocessor Free
Registered Owner: Barry D. Nusbaum, IBM-ITSO

Product Number: XXXXX=XXX=XXXXXXX=XXXXX

System Report

System: AT/AT COMPATIBLE

Hardware Abstraction Layer: PC Compatible Eisa/Isa HAL
BIOS Date: 12/20/95

BIOS Version: BIOS Version 0.02.04.CCOM

Processor list:
0: x86 Family 5 Model 2 Stepping 11 GenuineIntel 132 Mhz

Video Display Report
BIOS Date: 10/26/95
BIOS Version: Phoenix S3 TRIO64 Enhanced VGA BIOS. Version 1.3-08-21-57Mhz

Adapter:
Setting: 640 x 480 x 256
60 Hz
Type: s3 compatible display adapter
String: Phoenix
Memory: 1 MB
Chip Type: S3 764
DAC Type: S3
Driver:
Vendor: Microsoft Corporation
File(s): s3.sys, s3.d11
Version: 4.00, 4.0.0

Drives Report

C:\ (Local - NTFS) Total: OKB, Free: OKB
D:\ (Local - NTFS) Total: OKB, Free: OKB
F:\ (Local - NTFS) Total: OKB, Free: OKB

Memory Report
Handles: 2,649
Threads: 200
Processes: 32

Physical Memory (K)
Total: 130,484
Available: 71,656
File Cache: 19,456

Services Report

Alerter Running  (Automatic)
Computer Browser Running  (Automatic)
EventLog (Event log) Running  (Automatic)
Server Running  (Automatic)
Workstation (NetworkProvider) Running  (Automatic)
License Logging Service Running  (Automatic)
TCP/IP NetBIOS Helper Running  (Automatic)
Messenger Running  (Automatic)
FTP Publishing Service Running  (Automatic)
Net Logon (RemoteValidation) Running  (Automatic)
NT LM Security Support Provider Running  (Manual)

Tivoli Object Dispatcher Running  (Automatic)
Plug and Play (PlugPlay) Running  (Automatic)
Remote Session Manager Running  (Automatic)
Remote Procedure Call (RPC) Locator Running  (Automatic)
Remote Procedure Call (RPC) Service Running  (Automatic)
Simple TCP/IP Services Running  (Automatic)
SNMP Running  (Automatic)
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Spooler (SpoolerGroup) Running  (Automatic)
Sybase SQLServer _ BARRYN Running  (Automatic)
Tivoli Remote Execution Service Running  (Automatic)
World Wide Web Publishing Service Running  (Automatic)
Drivers Report

AFD Networking Support Environment (TDI) Running  (Automatic)
atapi (SCSI miniport) Running  (Boot)

Beep (Base) Running  (System)
Cdfs (File system) Running  (Disabled)
Cdrom (SCSI CDROM Class) Running  (System)
Disk (SCSI Class) Running  (Boot)
Diskperf (Filter) Running  (Boot)

DLC Protocol Running  (System)
Floppy (Primary disk) Running  (System)
18042 Keyboard and PS/2 Mouse Port Driver (Keyboard Port) Running  (System)
IAvBoot4 (Extended base) Running  (Boot)
IAvFsys4 (Extended base) Running  (System)
IBM Auto 16/4 Token-Ring ISA Adapter Driver (NDIS) Running  (Automatic)
Keyboard Class Driver (Keyboard Class) Running  (System)
KSecDD (Base) Running  (System)
Mouse Class Driver (Pointer Class) Running  (System)
Msfs (File system) Running  (System)
Mup (Network) Running  (Manual)
NetBEUI Protocol (PNP_TDI) Running  (Automatic)
Microsoft NDIS System Driver (NDIS) Running  (System)
NetBIOS Interface (NetBIOSGroup) Running  (Manual)
WINS Client(TCP/IP) (PNP_TDI) Running  (Automatic)
Npfs (File system) Running  (System)
Ntfs (File system) Running  (Disabled)
Null (Base) Running  (System)
Parallel (Extended base) Running  (Automatic)
Parport (Parallel arbitrator) Running  (Automatic)
ParVdm (Extended base) Running  (Automatic)
Rdr (Network) Running  (Manual)

s3 (Video) Running  (System)
Serial (Extended base) Running  (Automatic)
Srv (Network) Running  (Manual)
TCP/IP Service (PNP_TDI) Running  (Automatic)
VgaSave (Video Save) Running  (System)
IRQ and Port Report

Devices Vector Level Affinity

18042prt 1 1 Oxffffffff

18042prt 12 12 Oxffffffff

Serial 4 4 0x00000000

Serial 3 3 0x00000000

Floppy 6 6 0x00000000

IbmTok4 2 2 0x00000000

atapi 0 14 0x00000000

atapi 0 15 0x00000000

Devices Physical Address Length

18042prt 0x00000060 0x0000000001

i8042prt 0x00000064 0x0000000001

Parport 0x000003bc  0x0000000003

Serial 0x000003f8 0x0000000007

Serial 0x000002f8 0x0000000007

Floppy 0x000003f0  0x0000000006

Floppy 0x000003f7 0x0000000001

IbmTok4 0x00000a20 0x0000000004

atapi 0x000001f0 0x0000000008

atapi 0x000003f6  0x0000000001

atapi 0x00000170 0x0000000008

atapi 0x00000376 0x0000000001

s3 0x000003c0 0x0000000010

s3 0x000003d4  0x0000000008

s3 0x000042e8 0x0000000002

s3 0x00004ae8 0x0000000002

s3 0x000082e8 0x0000000004

s3 0x000086e8 0x0000000004

s3 0x00008ae8 0x0000000004

s3 0x00008ee8 0x0000000004

s3 0x000092e8 0x0000000004

s3 0x000096e8 0x0000000004
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s3 0x00009ae8 0x0000000004
s3 0x00009ee8 0x0000000004
s3 0x0000a2e8 0x0000000004
s3 0x0000a6e8 0x0000000004
s3 0x0000aae8 0x0000000004
s3 0x0000aee8 0x0000000004
s3 0x0000b6e8 0x0000000004
s3 0x0000bae8 0x0000000004
s3 0x0000bee8 0x0000000004
s3 0x0000e2e8 0x0000000004
s3 0x0000c2e8 0x0000000004
s3 0x0000c6e8 0x0000000004
s3 0x0000cae8 0x0000000004
s3 0x0000cee8 0x0000000004
s3 0x0000d2e8 0x0000000004
s3 0x0000d6e8 0x0000000004
s3 0x0000dae8 0x0000000004
s3 0x0000dee8 0x0000000004
s3 0x0000e6e8 0x0000000004
s3 0x0000eae8 0x0000000004
s3 0x0000eee8 0x0000000004
s3 0x0000f6e8 0x0000000004
s3 0x0000fae8 0x0000000004
s3 0x0000fee8 0x0000000004
VgaSave 0x000003b0  0x000000000c
VgaSave 0x000003c0  0x0000000020
VgaSave 0x000001ce 0x0000000002
Devices Channel Port

Floppy 2 0

Devices Physical Address Length
IbmToké4 0x000da000 0x00002000
IbmTok4 0x000dc000 0x00004000
s3 0x000a0000 0x00010000
s3 0xf8000000 0x04000000
s3 0x000c0000 0x00008000
VgaSave 0x000a0000 0x00020000

DMA and Memory Report
Environment Report
System Environment Variables

BINDIR=f:\tivoli\bin\w32-ix86

ComSpec=C:\WINNT\system32\cmd.exe

DBDIR=F:\tivoli\db\barryn.db

DSLISTEN=TEC

DSQUERY=TEC

IBMAV=C:\IBMAVNT

IBMAV_EXE=C:\IBMAVNT

Include=F:\SYBASE\INCLUDE

INTERP=w32-1x86

LANG=default

Lib=F:\SYBASE\LIB

NLSPATH=f:\tivoli\msg_cat\%%L\%%N.cat

NTRESKIT=C:\NTRESKIT

NUMBER_OF_PROCESSORS=1

o_dispatch=94

0S=Windows_NT

0s2LibPath=C:\WINNT\system32\os2\d11
Path=c:\winnt;c:\winnt\system32;F:\SYBASE\d11;F:\SYBASE\bin;f:\tivoli\bin\w32-ix86\bin;
F:\tivoli\bin\w32-ix86\tools;
F:\tivoli\bin\w32-ix86\ADE;f:\tivoli\bin\w32-ix86\AEF;c:\winnt;
C:\winnt\system32;F:\SYBASE\d11;F:\SYBASE\bin;f:\tivoli\bin\w32-ix86\bin;
F:\tivoli\bin\w32-ix86\tools;f:\tivoli\bin\w32-ix86\ADE;
F:\tivoli\bin\w32-ix86\AEF;c:\winnt;c:\winnt\system32;
F:\SYBASE\d11;F:\SYBASE\bin;%TivPath%;C:\WINNT\System32;C:\hjwin
PERLLIB=f:\tivoli\bin\w32-ix86\tools\1ib\perl
PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 5 Model 2 Stepping 11, Genuinelntel
PROCESSOR_LEVEL=5

PROCESSOR_REVISION=020b

SMV2_BASEPATH=C: \SMV2\

SYBASE=F:\SYBASE

TEMP=F:\tivoli\db\barryn.db\tmp
TivPath=f:\tivoli\bin\w32-ix86\bin;f:\tivoli\bin\w32-ix86\tools;f:\tivoli\bin\w32-ix86\ADE;
f:-tivoli-bin-w32-ix86-AEF;TMP=F:\tivoli\db\barryn.db\tmp
windir=C:\WINNT

Environment Variables for Current User

TEMP=C:\TEMP
TMP=C:\TEMP
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CLASSPATH=.;C:\Program Files\Netscape\Communicator\Program\Java\Classes\fireworks.zip

Network Report
Your Access Level: Admin & Local
Workgroup or Domain: ITSODOM
Network Version: 4.0
LanRoot: ITSODOM
Logged On Users: 1
Current User (1): Administrator
Logon Domain: ITSODOM
Logon Server: BARRYN

Transport: NetBT_IbmTok41l, 40-00-98-94-11-89, VC's: 0, Wan: Wan
Transport: Nbf_IbmTok41l, 40-00-98-94-11-89, VC's: 2, Wan: Wan

Character Wait: 3,600
Collection Time: 250

Maximum Collection Count: 16
Keep Connection: 600

Maximum Commands: 5

Session Time Out: 45
Character Buffer Size: 512
Maximum Threads: 50

Lock Quota: 6,144

Lock Increment: 10

Maximum Locks: 500

Pipe Increment: 10

Maximum Pipes: 500

Cache Time OQut: 40

Dormant File Limit: 45

Read Ahead Throughput: 4,294,967,295
Mailslot Buffers: 3

Server Announce Buffers: 20
I11egal Datagrams: 5
Datagram Reset Frequency: 60
Bytes Received: 246,713
SMB" s Received: 1,259
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Appendix C. Special Notices

This publication is intended to help technical support personnel implement
systems management on the NT platform. The information in this publication is
not intended as the specification of any programming interfaces that are
provided by the products mentioned. See the PUBLICATIONS section of the IBM
Programming Announcements for more information about what publications are
considered to be product documentation.

References in this publication to IBM products, programs or services do not
imply that IBM intends to make these available in all countries in which IBM
operates. Any reference to an IBM product, program, or service is not intended
to state or imply that only IBM's product, program, or service may be used. Any
functionally equivalent program that does not infringe any of IBM's intellectual
property rights may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software
products and levels.

IBM may have patents or pending patent applications covering subject matter in
this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to the IBM Director of
Licensing, IBM Corporation, 500 Columbus Avenue, Thornwood, NY 10594 USA.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact IBM Corporation, Dept.
600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The information contained in this document has not been submitted to any
formal IBM test and is distributed AS IS. The information about non-IBM
("vendor") products in this manual has been supplied by the vendor and IBM
assumes no responsibility for its accuracy or completeness. The use of this
information or the implementation of any of these techniques is a customer
responsibility and depends on the customer's ability to evaluate and integrate
them into the customer's operational environment. While each item may have
been reviewed by IBM for accuracy in a specific situation, there is no guarantee
that the same or similar results will be obtained elsewhere. Customers
attempting to adapt these techniques to their own environments do so at their
own risk.

Reference to PTF numbers that have not been released through the normal
distribution process does not imply general availability. The purpose of
including these reference numbers is to alert IBM customers to specific
information relative to the implementation of the PTF when it becomes available
to each customer according to the normal IBM PTF distribution process.

The following terms are trademarks of the International Business Machines
Corporation in the United States and/or other countries:
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AFP AlIX

AnyNet AS/400

AT Client Access
Current DB2

IBM MVS

NetFinity NetView
OpenEdition 0S/2

0S/390 PowerPC

PS/2 RISC System/6000
RMONitor RS/6000
S/390 SystemView
System/390 Trouble Ticket
VTAM 400

IBM

The following terms are trademarks of other companies:

C-bus is a trademark of Corollary, Inc.

PC Direct is a trademark of zZiff Communications Company and is
used by IBM Corporation under license.

Pentium, MMX, ProShare, LANDesk and ActionMedia are
trademarks or registered trademarks of Intel Corporation in the U.S.
and other countries.

Tivoli, TME, TME 10, Tivoli Management Environment, Tivoli/Enterprise
Console, Tivoli/Courier, Tivoli Management Platform, Tivoli/AEF,
Tivoli/ADE, Tivoli Management Framework and TME Desktop for Windows
are trademarks of Tivoli Systems Inc., an IBM company.

UNIX is a registered trademark in the United States and other
countries licensed exclusively through X/Open Company Limited.

Microsoft, Windows, Windows NT and the Windows 95 logo
are trademarks or registered trademarks of Microsoft Corporation.

Java and HotJava are trademarks of Sun Microsystems, Inc.

Domino Lotus Development Corporation
Lotus Notes Lotus Development Corporation
Lotus Lotus Development Corporation
Notes Lotus Development Corporation
NotesView Lotus Development Corporation
Replication Lotus Development Corporation

Other company, product, and service names may be trademarks or service
marks of others.
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Appendix D. Rel ated Publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

D.1 International Technical Support Organization Publications

For information on ordering these ITSO publications see “How to Get ITSO
Redbooks” on page 283.

Systems Management from an NT Server Point of View, SG24-4723

LAN Management Process (Alerts/Monitoring) Using NetFinity, SG24-4517

Setting Up a TME 3.0 NT Environment, SG24-4819
NetFinity V5.0 Database Support, SG24-4808
NetFinity V5.0 Command Line and LMU Support, SG24-4925

D.2 Redbooks on CD-ROMs

Redbooks are also available on CD-ROMs. Order a subscription
updates 2-4 times a year at significant savings.
CD-ROM Title Subscription
Number
System/390 Redbooks Collection SBOF-7201
Networking and Systems Management Redbooks Collection SBOF-7370
Transaction Processing and Data Management Redbook SBOF-7240
AS/400 Redbooks Collection SBOF-7270
RS/6000 Redbooks Collection (HTML, BkMgr) SBOF-7230
RS/6000 Redbooks Collection (PostScript) SBOF-7205
Application Development Redbooks Collection SBOF-7290
Personal Systems Redbooks Collection SBOF-7250

and receive

Collection Kit
Number
SK2T-2177
SK2T-6022
SK2T-8038
SK2T-2849
SK2T-8040
SK2T-8041
SK2T-8037
SK2T-8042

D.3 Other Publications

These publications are also relevant as further information sources:

[0 Copyright IBM Corp. 1997

Windows NT Server Survival Guide, SR23-7364
Windows NT Server Professional Reference, SR23-7365

Special Edition Using Microsoft Systems Management 1.2, SR23-7830
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How to Get ITSO Redbooks

This section explains how both customers and IBM employees can find out about ITSO redbooks, CD-ROMs,
workshops, and residencies. A form for ordering books and CD-ROMs is also provided.

This information was current at the time of publication, but is continually subject to change. The latest
information may be found at URL http://www.redbooks.ibm.com.

How IBM Employees Can Get ITSO Redbooks

Employees may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs) and information about
redbooks, workshops, and residencies in the following ways:

PUBORDER — to order hardcopies in United States

GOPHER link to the Internet - type GOPHER.WTSCPOK.ITSO.IBM.COM
Tools disks

To get LIST3820s of redbooks, type one of the following commands:

TOOLS SENDTO EHONE4 TOOLS2 REDPRINT GET SG24xxxx PACKAGE
TOOLS SENDTO CANVM2 TOOLS REDPRINT GET SG24xxxx PACKAGE (Canadian users only)

To get BookManager BOOKs of redbooks, type the following command:
TOOLCAT REDBOOKS
To get lists of redbooks, type one of the following commands:

TOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET ITSOCAT TXT
TOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET LISTSERV PACKAGE

To register for information on workshops, residencies, and redbooks, type the following command:
TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ITSOREGI 1996

For a list of product area specialists in the ITSO: type the following command:
TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ORGCARD PACKAGE

Redbooks Home Page on the World Wide Web

http://w3.itso.ibm.com/redbooks

IBM Direct Publications Catalog on the World Wide Web

http://www.elink.ibmlink.ibm.com/pb1/pbl

IBM employees may obtain LIST3820s of redbooks from this page.

REDBOOKS category on INEWS

Online — send orders to: USIB6FPL at IBMMAIL or DKIBMBSH at IBMMAIL

Internet Listserver

With an Internet e-mail address, anyone can subscribe to an IBM Announcement Listserver. To initiate the
service, send an e-mail note to announce@webster.ibmlink.ibm.com with the keyword subscribe in the body of
the note (leave the subject line blank). A category form and detailed instructions will be sent to you.

— Redpieces

For information so current it is still in the process of being written, look at "Redpieces” on the Redbooks Home
Page (http://www.redbooks.ibm.com/redpieces.htm). Redpieces are redbooks in progress; not all redbooks
become redpieces, and sometimes just a few chapters will be published this way. The intent is to get the
information out much quicker than the formal publishing process allows.
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How Customers Can Get ITSO Redbooks

Customers may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs) and information about
redbooks, workshops, and residencies in the following ways:

Online Orders — send orders to:

In United States:
In Canada:
Outside North America:

Telephone orders

United States (toll free)
Canada (toll free)

Outside North America
(+45) 4810-1320 - Danish
(+45) 4810-1420 - Dutch
(+45) 4810-1540 - English
(+45) 4810-1670 - Finnish
(+45) 4810-1220 - French

Mail Orders — send orders to:

IBM Publications

Publications Customer Support
P.O. Box 29570

Raleigh, NC 27626-0570

USA

Fax — send orders to:
United States (toll free)
Canada

Outside North America

1-800-IBM-4FAX (United States)

IBMMAIL

usib6fpl at ibmmail
caibmbkz at ibmmail
dkibmbsh at ibmmail

Internet
usib6fpl@ibmmail.com
Imannix@vnet.ibm.com
bookshop@dk.ibm.com

1-800-879-2755
1-800-1BM-4YOU

(long distance charges apply)
(+45) 4810-1020 - German
(+45) 4810-1620 - Italian
(+45) 4810-1270 - Norwegian
(+45) 4810-1120 - Spanish
(+45) 4810-1170 - Swedish

IBM Direct Services
Sortemosevej 21
DK-3450 Allergd
Denmark

IBM Publications

144-4th Avenue, S.W.
Calgary, Alberta T2P 3N5
Canada

1-800-445-9269
1-403-267-4455
(+45) 48 14 2207 (long distance charge)

or (+1)001-408-256-5422 (Outside USA) — ask for:

Index # 4421 Abstracts of new redbooks

Index # 4422 IBM redbooks

Index # 4420 Redbooks for last six months

Direct Services - send note to softwareshop@vnet.ibm.com

On the World Wide Web

Redbooks Home Page
IBM Direct Publications Catalog

Internet Listserver

http://www.redbooks.ibm.com
http://www.elink.ibmlink.ibm.com/pbl/pbl

With an Internet e-mail address, anyone can subscribe to an IBM Announcement Listserver. To initiate the
service, send an e-mail note to announce@webster.ibmlink.ibm.com with the keyword subscribe in the body of

the note (leave the subject line blank).

— Redpieces

For information so current it is still in the process of being written, look at "Redpieces” on the Redbooks Home
Page (http://www.redbooks.ibm.com/redpieces.htm). Redpieces are redbooks in progress; not all redbooks
become redpieces, and sometimes just a few chapters will be published this way. The intent is to get the
information out much quicker than the formal publishing process allows.
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IBM Redbook Order Form

Please send me the following:

Title

Order Number

Quantity

First name Last name

Company

Address

City Postal code

Country

Telephone number Telefax number

¢ Invoice to customer number

VAT number

¢« Credit card number

Credit card expiration date Card issued to

Signature

We accept American Express, Diners, Eurocard, Master Card, and Visa. Payment by credit card not
available in all countries. Signature mandatory for credit card payment.

How to Get ITSO Redbooks
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Index

Numerics
802.2 interface 96

A

Access Control Lists 49, 86

account management 24

ADDUSERS.EXE command 29, 32, 33, 35

Administration Requests database 90

alert 173, 174, 183, 245

Alert View 173

automatic client installation 211

Automatically Configure Workstation Logon Scripts
option 213

B

basic authentication 27
bibliography 281
broadcast message 53

C

cacls.exe command 52

central site 194

Challenge/Response 27

child sites 194

Clear Text 25

Client Service for NetWare 134
Communications Server for Windows 106
community name 19

CP name 101, 108, 111

D

directory replicator service 211
domain controllers 7

Domino 189

DUMPEL.EXE 165, 196

E

Event Viewer 165, 196, 251
Explorer 23, 47, 49, 50

G

Gateway Service for NetWare 134, 140

Help Desk 262
http://www.lotus.com 14
http://www.lotus.com/dir_mktg/SNMP45.htm 14
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http://www.microsoft.com/articles/q130/5/64.htm
http://www.microsoft.com/kb/softlib/. 209

IBM LLC2 Protocol 96, 98

IEEE 802.2 LAN interface 107

Internet Information Server 24
Internet Information Server MIB 5, 10
Inventory Properties window 221

J

Job Target 233
jobs 226, 234
Jobs window 232

L

LLC2 Driver 96
LLC2 protocol 105
Lotus Notes 74
Lotus Notes server 5

M

Machine Groups window 244
MIB Compiler 18

Microsoft Internet Explorer 25
Microsoft SNA Server 119

N

NET CONFIG command 71
NET GROUP command 40
Net ID 101, 125
NET SEND command 54
NET SESSION command 67
NET SHARE command 45, 49
NetFinity 182
NetWare
Client for Windows NT 141, 144
connections 147
Gateway Service 140
password 146
NetWare. 139
Network Monitor Agent 206, 267
Network Neighborhood 146
Networks Coordinated Logon 148, 150
Notes user ID 74
NOTES.INI file 15, 75
NT Resource Kit 5
NT service 5
NT Web Administration 23, 27
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ntserver/webadmin/webadmindl.htm. 23 SNMP (continued)

Monitor 18

traps 225, 247, 250
O software inventory 254
ODBC interface 21 SQL Enterprise Manager 198

subsites 194

P
Package Command Manager 215 T
package definition files (PDFs) 230, 231, 257 Task Manager 178
package definiton files (PDFs) 261 TELNET 28
package inventory 255 Tivoli Event Console 168
packages 226, 234, 260 Tivoli Management Platform 168
Packages button 242 TME 10 NetView 6
Packages icon 255 TN3270E Server 110, 113, 118
parent site 194 traps 19, 248
Parent Site window 223 Type of Access 48

Performance Management 182
Performance Monitor 18, 168, 174, 176, 183, 189,
190, 192 U
permissions 34 user synchronization 74, 75, 80
polling interval 20
primary site 194, 201, 204

printer management 24 W
Windows NT Diagnostics Program 70

Windows NT Resource Kit 21, 37

R Windows NT Resources Kit 165
rclient 55 WUSER.EXE 217, 263
registry key 5 WUSER32.EXE 217, 263

Remote Console 56

Remote Console Server 55
Remote Control 262

Remote Troubleshooting 262
RMTSHARE command 48
RUNSMS.BAT script 210

S

secondary site 194
Sender service 223
senders 195, 225
server management 24
session management 24
share management 24
Share Package job 232
Shared Directories 43
Shutdown.exe command 58
Single Logon service 76
Site Code field 204
Site Groups window 244
Site Properties window 221
sites 218
SMS Resource Kit 197
SMSLS.BAT 214
SNMP 183, 247
Browser 18
Control Rights 16
functions 5
MON.EXE 20
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ITSO Redbook Evaluation

Windows NT Systems Management
SG24-2107-00

Your feedback is very important to help us maintain the quality of ITSO redbooks. Please complete this
questionnaire and return it using one of the following methods:

Use the online evaluation form found at http://www.redbooks.com
Fax this form to: USA International Access Code + 1 914 432 8264
Send your comments in an Internet note to redbook@vnet.ibm.com

Please rate your overall satisfaction  with this book using the scale:
(1 = very good, 2 = good, 3 = average, 4 = poor, 5 = very poor)

Overall Sat isfaction
Please answer the following questions:

Was this redbook published in time for your needs? Yes No

If no, please explain:

What other redbooks would you like to see published?

Comments/Suggestions: ( THANK YOU FOR YOUR FEEDBACK! )

[0 Copyright IBM Corp. 1997 289



This soft copy for use by IBM employees only.

Printed in U.S.A.

6G24-2107-

S 07-00




