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Preface

AS/400 Operations Navigator is a new graphical interface that allows many
AS/400 systems management functions to be performed from a Windows 95
or Windows NT desktop. This redbook contains detailed information about
the functions provided by AS/400 Operations Navigator, including advice on
how to use them.

A general understanding of AS/400 administration and security tasks is
assumed, as other publications are available that contain this information.

This redbook was written for customers, IBM business partners, and IBM
personnel who need a good understanding of AS/400 Operations Navigator.
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Center.
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Chapter 1. Overview

This book is intended to help you with the AS/400 Operations Navigator
interface. It is not intended to teach general AS/400 administration tasks
and security features. There are other publications available that help you if
you have any questions about AS/400 administration. See Appendix C,
“Related Publications” on page 189 for a list of related publications.

AS/400 Operations Navigator is a graphical interface for Windows 95 and
Windows NT clients. It is part of Client Access for Windows 95/NT and
covers many AS/400 functions administrators or users need to accomplish
their daily work. A first version of AS/400 Operations Navigator was
available with V3R1M1 of Client Access for Windows 95. This first version
was based on System Object Access (a graphical user interface that is
available with Client Access for Windows 3.1). It covered functions such as:

• Job manipulation
• Printer management
• Printed output handling
• Message handling

See Chapter 2, “AS/400 Operations Navigator V3R1M1 Functions (Formerly
Known as System Object Access)” on page 17 for more information about
these functions.

With Client Access for Windows 95/NT V3R1M2 and OS/400 V3R7AF
(Advanced Functions −  available through PTF), AS/400 Operations
Navigator has been enhanced and now offers the following additional
functions:

• User and Group Administration
• Database Administration
• File System Access
• Security Functions
• Authorization Lists
• Security and Auditing policies
• Backup Support
• Hardware and Software Inventory

These functions are explained in detail in the appropriate chapters.

AS/400 Operations Navigator is fully integrated into the Windows 95 and
Windows NT desktops. This means that you can handle AS/400 tasks the
same way as Windows 95/NT tasks. For example, you can drag-and-drop  a
user onto a group to add the user to the group. You can use Context

  Copyright IBM Corp. 1997 1
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menus , the File  option on the menu bar, and Property pages  to display or
change information (for example, to change access authority to a database
object), and you have an Explorer view  of your AS/400 resources.

Context Menu

You can display the context menu of an object (for example, a user
profile in the User and Group Administration) or AS/400 Operations
Navigator function with a single right mouse button click on that
object/function. Within AS/400 Operations Navigator, you can access the
same menu by highlighting a function or object and then selecting File
from the Menu Bar.

Note: If you are new to Windows 95 or Windows NT and are not familiar
with these handling options (such as context menus, properties,
drag-and-drop), you might find it useful to refer to the Windows online help
topics such as Introducing Windows 95/NT, How to..., and Tips and Tricks.
You can access the Windows online help by clicking on the Start  button
followed by Help .

There is no need to start an emulation session and use OS/400 commands
to accomplish your work.

You can access the AS/400 Operations Navigator functions through:

• The AS/400 Network  icon on your desktop

• The AS/400 Operations Navigator  icon in the Client Access folder  shown
in Figure 1 on page 3 

2 AS/400 Operations Navigator - A User Guide 
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Figure 1. Client Access for Windows 95/NT Folder

• The AS/400 Network  icon from the Windows 95/NT Explorer

Chapter 1. Overview 3
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Figure 2. Windows 95/NT Explorer

• The Context Menu Item ″AS/400 Operations Navigator″ of a defined
AS/400 connection. This option is available both from the AS/400
system ′s icon on the Desktop  shown in Figure 3 or within the AS/400
Connections  panel shown in Figure 4 on page 5 (you can also define
AS/400 Operations Navigator as the default view for a connection).

Figure 3. AS/400 Icon on Desktop

4 AS/400 Operations Navigator - A User Guide 
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Figure 4. AS/400 Connections Panel

Regardless of which option you take, an icon for each of the AS/400 systems
configured on your workstation is displayed. If you start AS/400 Operations
Navigator from the AS/400 Network icon on the desktop, you are presented
with one of four different views, depending on what option you have
configured behind View  on the menu bar of the AS/400 Network panel. In
the example shown in Figure 5 on page 6, the Large Icons  option is shown
(the other three views are Small Icons, List, and Details).

Chapter 1. Overview 5
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Figure 5. AS/400 Operations Navigator − Configured Systems

The Context menu of these system icons allow you to open a PC5250
Emulator  or a Graphical Access  session for that system. This context menu
is shown in Figure 6. The default option on the context menu is Open  which
means that double-clicking on an AS/400 system opens the AS/400
Operations Navigator panel.

Figure 6. AS/400 Operations Navigator − Context Menu

1.1 Introduction to AS/400 Operations Navigator

Figure 7 on page 7 shows the AS/400 Operations Navigator main panel. On
the left-hand side of the panel, you see the AS/400 Network  icon.
Underneath this icon, you see an icon for each AS/400 system  you have

6 AS/400 Operations Navigator - A User Guide 



This soft copy for use by IBM employees only.

configured on your workstation. Single-clicking  on an icon or clicking on the
″ + ″  sign  next to an AS/400 system displays the available functions for this
system on the right of the panel. The available functions depend on the
version and release of the operating system on the AS/400 system. Full
functionality is available with OS/400 V3R7AF. See Section 1.4, “Software
Requirements on the AS/400 System” on page 13 for more information.

Figure 7. AS/400 Operations Navigator Main Panel

Click on any function icon (use single-clicks in the left pane and
double-clicks in the right pane of the panel) and the options for this function
are displayed on the right of the panel. The View  option on the Menu Bar
allows you to turn the Toolbar  and the Status Bar  on or off. If you use the
Toolbar, note that there are some Smart Icons  on it that change with the
different functions. For example, you see New User and New Group icons
when you open Users and Groups; you see New Library and New ODBC
Data source icons when you work with database administration. To find out
what function a smart icon has, simply move the mouse pointer onto the
smart icon and it′s function is displayed at the bottom of the panel as well
as in a small rectangle underneath the icon (bubble help).

If you double-click on another AS/400 system in the Windows 95/NT Explorer
or on the AS/400 Network panel, a new AS/400 Operations Navigator panel
is opened. Instead, you can simply click on another AS/400 system in the

Chapter 1. Overview 7
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already opened AS/400 Operations Navigator panel. This provides the
information about this system in the same panel.

These four icons influence the appearance of the right hand side part of the

panel:  You can either display Large Icons, Small Icons , a
List , or Details . Figure 8 shows an example of the large icon option.

Figure 8. Large Icons View

Figure 9 on page 9 shows an example of a detailed view.

8 AS/400 Operations Navigator - A User Guide 
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Figure 9. Details View

You can change the width of the columns on the right by clicking on the
column separator . An arrow  appears that lets you change the column
width.

At any time, you can refresh your view either by clicking on View  on the

menu bar followed by Refresh , by clicking on the Refresh  smart icon, or
by simply pressing the F5 key.

1.2 Help

Online Help is available for all AS/400 Operations Navigator functions. You
can access it through Help  on the menu bar of all AS/400 Operations
Navigator panels. This displays a general help panel from which you can
either select a function from the Contents  page or access the Help Index .
Examples of help panels are shown in Figure 10 on page 10.
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Figure 10. Online Help Index

Direct help for specific AS/400 Operations Navigator functions is available
through the Help button  on many AS/400 Operations Navigator panels. An
example of this help support is shown in Figure 11 on page 11.
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Figure 11. Online Help for Database Function

On some panels, you also find a ? on the top right corner. You can click on

this ? and your mouse pointer changes to a help cursor  . Clicking this
help cursor on the selection you need help for displays specific help for that

topic as shown in Figure 12 on page 12. Sometimes you see a
button that allows you to display more help information.
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Figure 12. Online Help using the Help Cursor

1.3 Hardware and Software Requirements on the Workstation

The following hardware and software is required to use AS/400 Operations
Navigator:

1.3.1 Hardware
• Using Windows 95:

− Processor: 80486 minimum, Pentium recommended
− Memory: 12MB minimum, 16MB recommended

• Using Windows NT:

− Processor: Pentium 100MHz or faster
− Memory: 24MB minimum, 32MB recommended

• Disk Space: 10MB minimum

1.3.2 Software
• Microsoft Windows NT 4.0 or Microsoft Windows 95
• Client Access for Windows 95/NT V3R1M2
• Service Pack SF37523 or later for Client Access for Windows 95/NT
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Microsoft Windows NT 4.0

Client Access for Windows 95/NT is only supported on Windows 95 and
Windows NT 4.0 or later compatible releases. Therefore, whenever we
use Windows NT in this book, we refer to Version 4.0, and not to Version
3.51.

For information about installation, configuration, and functions of Client
Access for Windows 95/NT, refer to Inside AS/400 Client Access for Windows
95/NT, SG24-4748-01.

1.4 Software Requirements on the AS/400 System

PTFs are used to enhance OS/400 V3R7 with new functions, including
support for AS/400 Operations Navigator. The level of OS/400 required to
support all AS/400 Operations Navigator functions is known as V3R7AF, and
is available for V3R7AF with Cumulative PTF package C7029370 or later. If
you connect to an AS/400 system prior to OS/400 V3R7AF, you are only able
to use the AS/400 Operations Navigator functions provided with Client
Access for Windows 95 V3R1M1 (available since November 1996). See
Chapter 2, “AS/400 Operations Navigator V3R1M1 Functions (Formerly
Known as System Object Access)” on page 17 for details of these functions.
For full AS/400 Operations Navigator functionality, you need the following on
your AS/400 system:

• OS/400 V3R7
• For TCP/IP connections, the OS/400 Host Servers must be installed.
• Client Access for Windows 95/NT V3R1M2
• Cumulative PTF package C7029370 or later (provides OS/400 V3R7AF)

Regardless of which connection type you are using, Host Servers  need to be
started on the AS/400 system. To avoid problems, we recommend starting
all  host servers. This is done with the STRHOSTSVR SERVER(*ALL)
command.

1.5 Security Considerations

Be aware that AS/400 Operations Navigator uses Client Access connections
to access AS/400 systems, including performing updates to data on the
AS/400 system. Limit capabilities  (the LMTCPB parameter on the user
profile) does not apply  when accessing an AS/400 system through Client
Access. You need to use resource security  to restrict system access.

Chapter 1. Overview 13



This soft copy for use by IBM employees only.

1.6 Documentation

In addition to the normal product publications and the online help, you can
find more information about AS/400 Operations Navigator in the following
documentation:

• Info APAR II10194
This Info APAR provides information about:

− Required PTFs
− Restrictions
− Known problems
− Frequently-asked questions

You can order this Info APAR by using the SNDPTFORD PTFID(II10194)
command, or read and print it from the AS/400 Services home page on
the Web at http://www.as400service.ibm.com.

• AS/400 Operations Navigator home page on the Web:
http://www.as400.ibm.com/products/unity/homepg.htm

1.7 License Information

Starting with V3R7AF, the following Client Access for Windows 95/NT
functions are being shipped free of charge with OS/400:

• Direct TCP/IP connectivity
• Direct IPX connectivity
• AS/400 Operations Navigator (including AFP Viewer)
• Graphical Access for AS/400 system (5250 Emulation)
• All Client Access application enablers (including ODBC driver and OLE

OCXs for each Client Access enabler)
• Access to all information in the Integrated File System
• Network print
• PC console capability
• Online user′s manual

Therefore, if you are only using these functions, you do not need a Client
Access/400 license.

These are the functions that are not  included with your OS/400 license and,
therefore, need one license of 5763-XA1 per workstation that concurrently
uses Client Access for Windows 95/NT:

• All SNA connectivities (NetSoft Router)

− Including AnyNet support

• Data Transfer
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• PC5250 Display and Printer Emulation
• Lotus cc:Mail for the Internet
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Chapter 2. AS/400 Operations Navigator V3R1M1 Functions (Formerly
Known as System Object Access)

This part of AS/400 Operations Navigator is based on System Object Access
(SOA) , a graphical user interface which is also available with Client Access
for Windows 3.1. SOA in its original version was also included in the first
version of Client Access for Windows 95 (V3R1M0). As a first step towards
AS/400 Operations Navigator, its panels were enhanced in Client Access for
Windows 95 V3R1M1. The following functions are covered:

• Jobs
• Messages
• Output
• Printers

These functions are available for all Version 3 systems  (you do not need
OS/400 V3R7AF for them). Therefore, whenever you see an AS/400 system
in an AS/400 Operations Navigator panel that offers only these four
functions, you know that this system is not at OS/400 V3R7AF. For example,
we know that Systemb shown in Figure 13 is not running OS/400 at V3R7AF,
whereas Systemc is at V3R7AF.

Figure 13. AS/400 Operations Navigator − System Object Access Functions

2.1 Adjusting the View to your Needs

The AS/400 Operations Navigator panels displayed for each of the four
functions are similar. Regardless of which function you are using, the
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right-hand side of the panel displays a list view with information about the
respective function. Of course, the fields in the list vary from function to
function. In the example shown in Figure 14 on page 18, the Jobs  option
has been selected from the left side of the panel, and details about the jobs
on the AS/400 system are displayed on the right of the panel.

Figure 14. SOA List View

You can manipulate these lists by selecting Options  from the menu bar.
Depending on the function you are using, these three options are available:

• Sort (only for jobs and output)
• Include
• Columns

Do not forget to refresh  the list from time to time. Use the F5 key, the
Refresh smart icon, or select View followed by Refresh from the menu bar.

2.1.1 Sorting the View
Sort  can be used in two different ways:

• By clicking on a column heading. The column heading is the “sort by”
criteria.

• By selecting Options  followed by Sort  from the menu bar. In this case,
you can select to sort by multiple columns as shown in Figure 15 on
page 19.
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Figure 15. AS/400 Operations Navigator − Sorting the Printer Output List

2.1.2 Selecting the Displayed Data
The Include  option allows you to select which data should be displayed in
your view. The example shown in Figure 16 on page 20 shows the Include
options available for the printed output function.
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Figure 16. Selecting Data

As you can see, there are two differently styled boxes. When you click on a

box with an arrow on it  , a list drops down and you can select an option

from that list. When you click on a box with dots on it  , a new panel is
displayed that allows you to make your selection. See Figure 17 on
page 21 for an example.
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Figure 17. Selecting Printer

2.1.3 Selecting Columns for the View
The Columns  function allows you to add, remove , and rearrange  the
displayed fields. In addition, the width of the fields can be set by clicking on
the column separator. Your sort and include criteria and your column
selections are saved when you exit the function or AS/400 Operations
Navigator. Therefore, the next time you are using that function, you do not
have to remake the adjustments. The example shown in Figure 18 on
page 22 is for the message function, but the principal is the same for other
AS/400 Operations Navigator functions.
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Figure 18. Column Selection

2.2 Jobs

This facility allows you to manipulate the properties of jobs on AS/400 job
queues. The Jobs function of AS/400 Operations Navigator provides a
combination of the functions available with the Work with Active Jobs
(WRKACTJOB) command and Work with User Jobs (WRKUSRJOB)
command. Selecting the Jobs  icon  displays a panel similar to the one
shown in Figure 19 on page 23 that lists jobs on the selected AS/400
system. By default, the jobs (active or on the job queue) of the current user
are displayed. As explained earlier, you can now use Option followed by
Include from the menu bar to change the list. These are your choices:

• Job name, User (All, Current, Name), and Job number
• Job types (All, Autostart, Batch, Interactive, and so on)
• Job status (Active, On job queue, Completed)
• Job queue (All or Name)

The following example is for All users .
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Figure 19. AS/400 Operations Navigator − Job List

No Jobs Displayed?

When you first open the Jobs function, the default settings apply. The
default for the Jobs function is that the active jobs and jobs on the job
queue of the current user (you) are displayed. If you have no batch jobs
or interactive jobs running under your user profile, you see an empty
panel. This is because the Client Access jobs (including the AS/400
Operations Navigator jobs) are not started using your user profile, but
use QUSER. As changes to the Include option are saved when you exit
AS/400 Operations Navigator, you have a different result the next time
you use the Jobs function.

You can now highlight one or more jobs and use the Context menu , the File
menu , or the appropriate smart icons  from the toolbar to perform the
following actions against jobs:

Display the printer output
See Section 2.4, “Printer Output” on page 30 for more
information.

Display the joblog
A separate panel opens that displays the messages in the job log
as shown in Figure 20 on page 24. Details of each entry can be
displayed by double-clicking on the appropriate entry.
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Figure 20. Display Job Log

Reply to messages
See Section 2.3, “Messages” on page 27 for more information.

Hold the job
The corresponding AS/400 command is Hold Job (HLDJOB).
When you hold jobs, you have the option to also hold the printer
output for these jobs.

Release the job
This is equal to the AS/400 Release Job (RLSJOB) command.

Delete the job
Deleting a job is the same as using the End job (ENDJOB)
command on a ″green screen″. A Confirm Delete/End  panel is
displayed, that allows you to specify further parameters for the
ENDJOB command. For example, you can end it Controlled or
Immediately. An example of this panel is shown in Figure 21 on
page 25.
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Figure 21. Delete (End) Job

Move the job
This function moves a job into another job queue. The same can
be done with the AS/400 Change Job (CHGJOB) command and
using the parameter JOBQ .

Display and change properties
This function corresponds to the Display Job (DSPJOB) command
and the Change Job (CHGJOB) command. The AS/400
Operations Navigator interface allows you to display and change
job attributes at the same time. This is an example of the way in
which AS/400 Operations Navigator provides enhanced ease of
use for the operator by combining the functions from different
″green screen″ commands. The panel shown in Figure 22 on
page 26 shows an example of the Job Properties notebook that
is used to display and change the attributes of jobs in the
system.
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Figure 22. Job Properties

The pages of the notebook displayed contain all of the job properties for the
highlighted entry, and include the following properties that can be changed:

• Priority on output queue
• Printer
• Output queue
• Print text
• Print key format
• Run priority
• Time slice
• Time-slice end pool
• Eligible for purge
• Default wait time
• Switch settings
• Break message handling
• Status message handling
• Inquiry message reply
• Log commands in CL programs
• Message logging level
• Message logging severity
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• Message information logged
• Job date
• Date format
• Date separator
• Time separator
• Language identifier
• Country identifier
• Sort sequence table
• CCSID
• Device recovery action
• Keep DDM sessions active
• Accounting code

Note: These values cannot be changed for system jobs and subsystem
monitor jobs.

Additional information about the job, such as the Job name, Type , and
Status, Date and Time  the job entered the system, the Job description , the
Current user  and many more attributes are also displayed on the various
properties pages. These settings cannot be changed. For details of the
options available for all these properties, refer to the AS/400 Operations
Navigator online help text.

2.2.1 Jobs −  Security
*JOBCTL  special authority is needed to display and change job attributes. If
a user does not have authority to a job, most of the attributes are not
displayed on the list or properties views. If an unauthorized user tries to
display the properties of a job, the user sees the message shown in
Figure 23 for each  attribute that user is not allowed to display:

Figure 23. User Not Authorized to Display/Change Job Attributes

2.3 Messages

The AS/400 Operations Navigator Messages function  allows you to
manipulate message queues on the AS/400 system. This includes:

• Displaying messages
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• Replying to inquiry messages
• Deleting messages
• Displaying message properties

This function is similar to the Display Messages (DSPMSG) command on a
5250 screen. Selecting the Messages icon  displays a panel similar to the
one shown in Figure 24.

Figure 24. AS/400 Operations Navigator − Messages

Messages are displayed in the following order:

 1. Unanswered inquiry messages
 2. Sender′s copy of messages needing a reply
 3. Messages not needing a reply

The newest messages are at the top of the list. Again, any changes to the
layout of the panel such as changing the user or the displayed columns are
saved when you exit the Message function.

Message details  (as shown in Figure 25 on page 29) can be shown for each
of the entries on the Message List panel by any of the following methods:

• Highlight one or more list entries and click on the Open Message smart

icon  .

• Highlight one or more list entries and select Details from the context
menu.

• Double-click on a message in the list.
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Figure 25. Display Message Details

Use the Reply to message  smart icon  or the context menu option Reply...
to reply to an unanswered inquiry message . The message details along
with the available reply options are shown. Enter the appropriate reply and
click on the OK button.

To Delete  a message, use the Delete smart icon  or the context menu.

The Properties  of messages provide information such as:

• From user
• Message ID and a short message text
• Date and time sent
• Severity
• Message type and message queue
• From job and from program

To access the properties, click on the Properties smart icon  or use the
appropriate context menu option.
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2.3.1 Messages −  Security
By default, the messages of the current user  are shown. Include from the
Options menu allows you to display messages for the System operator  or for
other users , as shown in Figure 26. To display messages and their
attributes (properties), you need at least *USE authority to the message
queue. To delete messages from a message queue or to reply to inquiry
messages, *CHANGE authority to the message queue is needed. See
Section 5.2, “Granting and Revoking Permissions to Objects” on page 87
and Section 5.2.2, “Security Requirements” on page 96 for more information
about object authority. If a user does not have proper authorization to a
message queue, a message is issued.

Besides selecting the message queue, the Include option also allows you to
filter on the severity of messages.

Figure 26. AS/400 Operations Navigator − Display System Operator ′s Messages

2.4 Printer Output

This function allows you to view and manipulate the properties of output
waiting to print on AS/400 output queues. In a native AS/400 environment,
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you use the Work with Spooled Files (WRKSPLF) command and Change
Spooled File Attributes (CHGSPLFA) command. Selecting the Printer Output
icon  displays a panel similar to the one shown in Figure 27 on page 31
that lists spooled files on the AS/400 system.

Figure 27. Printer Output List

By default, all spooled files of the current user are displayed. You can use
the Include option to filter on a number of criteria, including the:

• User ID
• Printer
• Output queue
• Form type
• User data
• Status
• Job name

See Section 2.4.3, “Printed Output −  Security” on page 36 for security
prerequisites.

A large number of Columns can be selected for the list view shown in
Figure 28 on page 32.
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Figure 28. Printer Output − Column selection

The smart icons allow you to perform the following actions on spooled files:

Display (Open) Invokes the AFP Viewer. See Section 2.4.2,
“Displaying Printer Output Contents” on page 35
for more information.

Hold Holds the spooled file immediately or at the end
of the page. This complies to the Hold Spooled
File (HLDSPLF) command.

Release This option is greyed out when the output is not
held. This option provides the same function as
does the Release Spooled File (RLSSPLF)
command.

Send You can send the spooled file to one or more
users on the same or another system, including
VM and MVS systems. This is the equivalent
function to the Send Network Spooled File
(SNDNETSPLF) command.

Delete Delete the output from the AS/400 system. This
is the same as using the Delete Spooled File
(DLTSPLF) command on a ″green screen″.
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Reply to a message This option is only available if the output is in
″Message waiting″ status.

Display the Properties Displays all spooled file attributes and allows
changes. This is a combination of the Work with
Spooled File Attributes (WRKSPLFA) command
and the Change Spooled File Attributes
(CHGSPLFA) command. See Section 2.4.1,
“Changing Printer Output Properties” for more
information.

The Context and File menus allow you to perform all of the preceding
actions plus the two following actions:

Move Moves the output to another printer or output queue. Browse
buttons are available that allow you to search for available
printers and output queues. The list of printers also shows the
status of the printers. On an emulation screen, you use the
Output queue (OUTQ) and Device (DEV) parameters of the
CHGSPLFA command.

Print next Prints the spooled file immediately after the current spooled file
has printed. If multiple items are selected, the last one selected
prints first. This is the same as entering the value *NEXT for the
Print sequence (PRTSEQ) parameter on the CHGSPLFA
command.

2.4.1 Changing Printer Output Properties
A large number of printer output properties can be changed using AS/400
Operations Navigator. To change these properties, highlight one or more
entries from the list of spooled files and click on the Properties icon. The
notebook shown in Figure 29 on page 34 is displayed. The options on this
notebook correspond to the parameters on the Change Spooled File
Attributes (CHGSPLFA) command.
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Figure 29. AS/400 Operations Navigator − Printer Output Properties

The same notebook is displayed if you right mouse click on an entry on the
Printer Output List panel and select Properties from the context menu.
Information is displayed for a large number of properties, including the
following properties that can be changed on this notebook:

• User-specified data
• Save after printing
• Printer
• Output queue
• Priority on output queue
• Total copies to print
• Starting page to print
• Ending page to print
• Restart printing
• Form type
• Align page
• Number of separator pages
• Form feed
• Print on both sides
• Pages per side
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• Front side overlay
• Front side overlay offsets
• Back side overlay
• Back side overlay offsets
• Print fidelity
• Print quality
• When output becomes available

Additional information about the output such as the Output name and
number , the Status , the Page size , the User who created the output , Time
and Date  it was created, and many more attributes are also available as
display only  attributes on the various properties pages. For details of the
options available for all these properties, refer to the AS/400 Operations
Navigator online help text.

2.4.2 Displaying Printer Output Contents
You can display the contents of any entry on the Printer Output List panel in
any of the following ways:

• Highlight one or more entries in the list and click on the Open icon on
the toolbar.

• Double-click on an entry in the list.
• Select Open from the context menu.

The AFP Viewer  is used to display spooled files. A subset of the IBM AFP
Workbench for Windows product called the Limited AFP Workbench Viewer
or the AFP Viewer Lite has been integrated with AS/400 Operations
Navigator. It is a separate installation option from the AS/400 Operations
Navigator during Client Access installation. If you try to display (open) a file
while the AFP Viewer is not installed on your workstation, a message is
issued. You can use the Selective Setup  function of Client Access for
Windows 95/NT to install the AFP Viewer.

Normally, the Open option is the default option on the context menu. That
means a double-click on a spooled file entry displays the file using the AFP
Viewer. If the AFP Viewer is not  installed on the PC, the Properties option
becomes the default option and a double-click on the spooled file displays
the properties notebook. See Section 2.4.4, “AFP Viewer” on page 36 for
detailed information about the AFP Viewer.
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Text Not Aligned Correctly?

If you display a spooled file that uses fixed spaced fonts with the AFP
Viewer (for example, a job log from the AS/400 system), the alignment of
columns may not be correct. You can change the default setting for Text
Fidelity  to ensure proper alignment. To do this, select Options from the
menu bar followed by Text Fidelity. The default setting is Line. Change
this setting to Word  or Character  to ensure correct alignment. This
option does involve extra processing overhead on the PC.

2.4.3 Printed Output −  Security
*SPLCTL  special authority is needed to manipulate all  printed output on the
system. If a user changes the list of spooled files using the Include function,
all spooled files that comply to this selection are displayed in the list view.
If the user tries to manipulate a spooled file without proper authorization, a
message is issued. For example, when the user tries to display it, the
message shown in Figure 30 is displayed:

Figure 30. Error Message within AFP Viewer

2.4.4 AFP Vi ewer
R/DARS note

If you want to use the AFP Viewer to display Report/Data Archive and
Retrieval System (R/DARS) spooled files, the system name in your Client
Access for Windows 95/NT configuration has to be identical to the local
control point name (LCLCPNAME)  of your AS/400 system. You can use
the Display Network Attributes (DSPNETA) command to display the local
control point name.

A subset of the IBM AFP Workbench for Windows product called the Limited
AFP Workbench Viewer or the AFP Viewer Lite has been integrated with
AS/400 Operations Navigator.
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A “try-before-buy” stand-alone version of the viewer is also available when
you select the AFP Workbench Viewer icon in the Client Access Accessories
folder.

This version allows you to use many of the functions of the viewer 25 times.
After 25 uses, the viewer code is only usable from within AS/400 Operations
Navigator to view AS/400 SCS, AFPDS, and ASCII spooled data (the AFP
Workbench Viewer icon is still there, but most of the menu options are
disabled).

An example panel from the viewer is shown in Figure 31.

This section gives an overview of the AFP Viewer included with Client
Access for Windows 95/NT.

Figure 31. AS/400 Operations Navigator - AFP Viewer

The “full” AFP Workbench for Windows feature for Client Access allows you
to view and manipulate both PC based and AS/400 documents including:

• Previewing documents before printing them and selecting part or all to
print.

• Viewing documents instead of printing them.
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The ability to view documents results in reduced paper usage and cost and
increased productivity.

In OS/400 environments, AFP Workbench supports a variety of application
data streams:

• SCS (3812/3816) data
• AFP documents (MO:DCA-P format) including electronic forms and

images
• ASCII data without graphics controls
• TIFF (Tag image file format) data
• PCX (Picture exchange) files
• DCX - multiple page PCX files
• DIB (Device Independent Bitmap)
• GIF

Once you are viewing a file, AFP Workbench offers a variety of usability and
productivity tools to help you perform your task efficiently.

Some functions in the Viewer are supplied on a “try-and-buy” basis and are
available for the first 25 uses, but much of the function is available at no
extra charge to Client Access for Windows 95/NT users. When you use the
viewer function for the first time, the panel shown in Figure 32 is displayed
explaining the “try-and-buy” feature.

Figure 32. AS/400 Operations Navigator − Viewer Try-and-Buy
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You can upgrade from the viewer to the full AFP Workbench for Windows
feature for Client Access for Windows 95/NT for an extra charge.
Information about the upgrade option can be displayed by selecting Upgrade
from the viewer menu bar as shown in Figure 33 on page 39.

Figure 33. AS/400 Operations Navigator − Viewer Upgrade

Table 1 contains details of which capabilities are included free with Client
Access for Windows 95/NT.

Table 1 (Page 1 of 2). AFP Viewer Features

Function Free with Client Access
for Windows 95/NT

Chargeable AFP for
Windows Feature for
Client Access for
Windows 95/NT

Viewing AFP/SCS/ASCII Yes Yes

Viewing
TIFF/PCX/DCX/DIB

No Yes

True Type Font Support Yes Yes

ATM and IBM Core Font
Support

No Yes

ATM Included No No

OS/400 Spooled files Yes Yes
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You also need the full AFP Workbench for Windows product to display
incoming Facsimile Support/400 faxes.

For detailed information about AFP Workbench for Windows, refer to the
product documentation.

Table 1 (Page 2 of 2). AFP Viewer Features

Function Free with Client Access
for Windows 95/NT

Chargeable AFP for
Windows Feature for
Client Access for
Windows 95/NT

Shared folder files/PC
files

No1 Yes

File Open No1 Yes

Drag-Drop Open File No1 Yes

Notes (Annotation) No Yes

Create Overlay No Yes

Create Page Segment No Yes

Copy Pages to File No1 Yes

Print No1 Yes

Copy Data to Clipboard No1 Yes

Find Group No1 Yes

Find Yes Yes

Form Definition Yes Yes

Page Rotation Yes Yes

Zoom Yes Yes

Get/Save/Reset View Yes Yes

Go To Yes Yes

First/Last/Prev./Next
Page

Yes Yes

Toolbar/Status Line Yes Yes

Note:

 1. These functions are available during your first 25 viewings only (try-and-buy
period). The AFP Workbench for Windows Feature for Client Access/400
must be purchased to continue using these functions beyond the
“try-and-buy” period.
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2.4.4.1 Viewing AFP Resources
AFP Workbench also supports the viewing of AFPDS spooled files that
reference external resources such as Overlays  and Page segments . If you
want to display a spooled file, the AFP viewer searches for these resources
first in the path that is specified in the CWBSPORT.INI  file. This file is
located in the AFP Viewer subdirectory of the Client Access for Windows
95/NT install directory. You find the resource search path under the
(Preferences) key. The appropriate statement is ResourceDataPath.

This resource search path defaults to look in the RESOURCE subdirectory of
the AFP Viewer subdirectory. To modify the search path, open the AFP
Viewer on any AS/400 spooled file. Choose Options  followed by Preferences
from the menu bar. Click on the More...  button. This brings up the dialog
shown in Figure 34. This dialog allows you to change the Search path for
external resources. Type in the search path directories separated by
semicolons.

Figure 34. AFP Viewer − More Preferences

Note: A different search path is used when using the AFP Viewer in
stand-alone mode. This path is stored in the FLDPORT2.INI file. To modify
it, open the AFP Viewer by using the AFP Workbench Viewer icon from the
Client Access for Windows 95/NT Accessories folder and follow the same
steps as when opening the AFP Viewer from within AS/400 Operations
Navigator.
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If the resource cannot be found in the search path, by default, the AFP
Viewer attempts to search the AS/400 system for the resource and
automatically downloads it. The AS/400 system must be at V3R7 or later for
this. If your AS/400 system is not at V3R7 or later, a message is issued.

If the AS/400 system is at V3R7 and the resource is found on the system, it
is downloaded and, by default, saved to the first directory in the resource
search path.

The Download AFP resources not found on the PC  check box on the More
Preferences panel (see Figure 34 on page 41) allows you to turn the
automatic download of resources off. On the same dialog, you can also
specify another save path  or define not to save downloaded resources  on
your PC. The reason for not storing downloaded resources on your PC
might be that once a resource has been downloaded and saved in the
search path, future references to any resource with that name and type are
found locally and no downloading is done. If you have changed the
resource on the AS/400 system in the meantime, the original resource is
displayed instead of the changed one.

If a resource has been saved in your workstation and you change the
resource on the AS/400 system, you can delete the original resource from
the search path. This initiates the automatic download again the next time it
is needed.

If your AS/400 system is not at V3R7 or later, of if you want to manually
download  AFP resources, you can find instructions on how to do that in the
Client Access for Windows 95/NT Online User′s Guide. You can access the
User′s Guide from the appropriate icon in the Client Access for Windows
95/NT folder. On the Contents  notebook page, double-click on How To...
followed by AFP Viewer . Display the Convert and transfer page segments
and overlays  help topic.

2.5 Printers

The Printer function of AS/400 Operations Navigator offers you a variety of
tasks that you can perform against your AS/400 printers. It is the same as
the Work with all Printers (WRKWTR) command on a ″green screen″.

Selecting the Printer  icon  from the AS/400 Operations Navigator main
panel displays a list of configured printers on that AS/400 system. The
panel looks similar to the one shown in Figure 35 on page 43.
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Figure 35. AS/400 Operations Navigator − Printer List

The default is to display all printers. You can use the Include option to filter
the list based on printer name as shown in Figure 36.

Figure 36. AS/400 Operations Navigator − Selecting Printers to Include

Use the smart icons, the File menu, and the Context menu to manipulate
your printers. If an option is not available, it is greyed out, for example, the
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Release option is greyed out when a printer is not in Hold status. These are
the available tasks:

Explore Displays the spooled files that are on the output queue for that
printer. If the printer is not started to an output queue, the
spooled files on the default output queue for that printer are
displayed. The list of spooled files is displayed in the right of the
AS/400 Operations Navigator panel. This is actually the same as
using the AS/400 Operations Navigator Output function and
filtering (Include) for All users and the relevant printer name.

Printer Output
This option displays the same spooled files as does the Explore
option, but a separate panel with the Printer Output List comes
up. See Section 2.5.2, “Display Printer Output Panel” on page 46
for detailed information.

Reply to message
Replies to inquiry messages and displays informational
messages.

Hold Holds the printer Immediately, After the current copy , or At page
end . Radio buttons are available to select these options. The
corresponding AS/400 command is Hold Writer (HLDWTR).

Release
Releases the printer if it is in Hold status. This corresponds to
the Release Writer (RLSWTR) command on the AS/400 system.

Start This is the same as the Start Printer Writer (STRPRTWTR)
command on a 5250 screen. See Section 2.5.3, “Start Printer” on
page 47 for the available start options.

Stop This ends the printer. Radio buttons allow you to stop printing
After the current copy, Immediately , or At the end of the page .
This corresponds to the End Writer (ENDWTR) command and its
parameters.

Restart This option allows you to restart the print job at the Starting
page, Ending page, Next page , or at Page number x . This
corresponds to the available values of the RESTART parameter
on the CHGSPLFA command.

Make available
Varies the printer on. It is the same as using the Vary
Configuration (VRYCFG) command and setting the parameter
STATUS  to *ON.
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Make unavailable
Varies the printer off. This corresponds to VRYCFG
STATUS(*OFF).

Display and change Properties
This option offers a combination of information about the writer,
the output queue, and device attributes and status. See Section
2.5.4, “Displaying and Changing Properties” on page 49 for more
information.

 Refresh 

Do not forget to refresh the view! For example, if you stop a printer, the
Start option may remain greyed out until you refresh the panel.

2.5.1 Introduction to Printing on an AS/400 System
This is a short introduction into the printing process on an AS/400 system.
For more detailed information, please refer to AS/400 System Operation
V3R6, SC41-4203-00.

To print on the AS/400 system, you basically use four different system
objects:

• Spooled file
• Output queue
• Printer Writer
• Printer

This is because programs do not usually send data directly to printers.
Programs create printer output, also called spooled files , which are placed
on output queues  until a printer is available to print them.

An output queue is a list of spooled files waiting to print. A single output
queue may have spooled files from many different jobs and many different
users. A single job may also place spooled files on more than one output
queue.

The spooled files on an output queue remain there until a printer writer  is
started. The printer writer is a system program that sends spooled files
from an output queue to a physical printer . Normally, you have an output
queue for each printer on your system, and the printer and output queue
have the same name. However, you can use the printer writer to assign any
output queue to any printer on the system.

Chapter 2. AS/400 Operations Navigator V3R1M1 Functions (Formerly Known as System Object Access) 45



This soft copy for use by IBM employees only.

For example, you may have an output queue set aside for all printer output
requiring special forms such as invoices, statements, or cheques. Or, you
may have a separate output queue for job logs.

By default, when you start a printer from within AS/400 Operations
Navigator, the printer is assigned to the output queue with the same name
(the default output queue). You can use the Output queue parameter on the
Start Printer dialog to assign it to a different output queue. Figure 39 on
page 48 shows the appropriate panel.

2.5.2 Display Printer Output Panel
The Printer Output  option on the printer context menu opens a separate
panel similar to the one shown in Figure 37.

Figure 37. Printer Function − Printer Output panel

Interact with this panel through the menu bar, the context menu, or the
toolbar. The Context menu  and the File menu  of a spooled file offer the
same options as the Context menu within the Output function of AS/400
Operations Navigator (see Section 2.4, “Printer Output” on page 30 for more
details). In addition to these options, you also find a Close  option. This
closes the entire panel.

Also, the Options menu is identical to the one found in the Output function
and allows you to sort and filter the list as well as select columns.

There are two possible ways to change spooled files attributes  in this dialog:
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• Use the Properties  option from the File menu or the Context menu.

• Select the field from the list that you want to change. Type the new
values directly into the field. Some fields also have list boxes or dotted
boxes. For example, you can click on the dotted box next to the printer
name. A new panel is displayed (as shown in Figure 38) that allows you
to select another printer.

Figure 38. Printer Output Panel − Select Printer

You recognize changeable fields by their color. The color depends on
your personal settings for the display in the Windows 95/NT Control
Panel. The color is the one that you have chosen for Selected Items.

2.5.3 Start Printer
The Start Printer  option on a printer′s context menu allows you to start the
printer with a large number of individual settings. The available options
correspond to the parameters of the STRPRTWTR command. See Figure 39
on page 48 and Figure 40 on page 49 for all available options.
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Figure 39. Start Printer Options
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Figure 40. Advanced Start Printer Options

2.5.4 Displaying and Changing Properties
Selecting Properties  displays a notebook with printer data such as name
and type. The displayed data depends on the status of a printer such that
only a started printer offers all notebook pages. Changing the printer
properties is the same as using option 2 (Change) on the Work with All
Printers (WRKWTR) menu.

The General page  displays the:

• Printer name, type, description, and status
• Which user started the printer
• Message queue and library

This settings page allows you to change the field. Changes take effect
either after all files print  or after the current file prints .

The following values can be changed on the other notebook pages:

• Next form type
• Next form-type notification
• Next number of separator pages
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• Next separator drawer
• Next output queue

You can change the printer description  if the printer is in the unavailable
status.

In addition to the changeable properties, you find more information
displayed on the various properties pages. This includes the current form
type, the output queue, the writer status, and many more.

2.5.5 Printer Function −  Security
Some restrictions apply when a user tries to manipulate printers. For
example, to start a printer, proper authority to the output queue is needed.
A user is authorized to an output queue if one or more of the following
statements are true:

• The user has *SPLCTL special authority.
• The user has *JOBCTL and the output queue is operator controllable

(OPRCTL(*YES)).
• The user has *ADD, *DLT, and *READ rights to the output queue and the

queue is defined as AUTCHK(*DTAAUT).
• The user is the owner of the output queue and the queue is defined as

AUTCHK(*OWNER).

For more information about object security, please refer to OS/400 Security -
Basic V3R7, SC41-4301-00, and OS/400 Security Reference V3R7,
SC41-4302-01.
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Chapter 3. Database Administration

The AS/400 Operations Navigator Database Administration  function is
primarily an SQL based graphical interface to the DB2/400 Database. The
AS/400 Operations Navigator Database Administration allows you to:

• Explore and view the contents of AS/400 database libraries, tables, and
views

• Create and delete libraries or SQL collections

• Create and delete tables and views

• Create, change, and delete ODBC data sources

• Change permissions (authorization) for database objects

• Reorganize tables

• Run SQL statements

• Display properties of libraries, tables, and views

Proper authorization to libraries, tables, and views is needed to work with
them through the AS/400 Operations Navigator interface. A complete list of
prerequisites for performing the different actions in SQL is found in the
appropriate chapters of the DB2 for OS/400 SQL Reference V3R6,
SC41-4612-00.

If you use AS/400 Operations Navigator database function for the first time,
a check is done to determine if there is an ODBC data source available for
the AS/400 system you try to connect to. If the data source does not exist, it
is automatically created under the name QDSN_systemname. This is the
data source that is used by AS/400 Operations Navigator. The
QDSN_systemname data source always uses the following parameters:

• Commit mode = *NONE
• Naming = SQL
• Connection type = Read/Write

For more information about ODBC Data Sources, please refer to Chapter 4,
“ODBC Data Sources” on page 79.

Figure 41 on page 52 shows the available options on the context menu for a
library object. The File menu offers the same options as the context menu.
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Figure 41. AS/400 Operations Navigator − Database Administration Panel

The following PTFs are needed when using the Database Administration:

• SF36055
• SF37232
• SF38421
• Client Access for Windows 95/NT Service Pack SF37523 or later

Explore  is the default context menu option for Database, Libraries, and
system managed ODBC Data Sources. This means, that a single-click in the
left pane or a double-click in the right pane of the panel displays the
contents of the folder.

For example, a single or double mouse click on Libraries  shows a
list of libraries. The libraries that are displayed are determined by the
default AS/400 Operations Navigator ODBC Data Source (QDSN_system
name) and includes the user portion of the library list for your user profile.
The library list is obtained from an ODBC SQLTables call. This call does not
return the system libraries that are listed when a Display Library List
(DSPLIBL) command is executed on the AS/400 system.

If a library that you want to access is not displayed in that list, you can add
the library using the Show Additional Libraries  from the Libraries context
menu. A dialog is displayed that allows you to enter library names.
Separate the library names with commas or spaces if you are adding more
than one library.
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Another mouse click on one of the displayed libraries shows all  tables and
views in that library. This list can contain tables and views you are not
authorized to. You discover this when you attempt to work with these tables
and views. A ″not authorized″ message is issued.

If a table consists of more than one member, only the first member is
accessible from the AS/400 Operations Navigator interface. The same is
true for accessing tables using SQL on a 5250 screen.

Exploring ODBC data sources means that all system managed ODBC data
sources that you have at least *USE authority to are displayed in the right
pane of the dialog. For more details about ODBC data sources, please refer
to Chapter 4, “ODBC Data Sources” on page 79.

3.1 Display Tables and Views (Quickview)

Quickview  shows the contents of a table or view as shown in Figure 42.
You cannot update data in the file using this interface. If a table has
multiple members, the first member is displayed.

Figure 42. Database Administration − Quickview
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Quickview is the default context menu option for tables and views.
Therefore, a double-click on a table or view invokes the viewer.

In an AS/400 SQL session, you use the SELECT * FROM
library-name/file-name  SQL statement or use the Display Physical File
Member (DSPPFM) command.

Note: If more than one table or view is selected from the list of tables and
views, the Quickview option is greyed out on the Context menu/File menu.

3.2 Run SQL Statement

The Context menu/File menu of Libraries  offers the Run SQL
Statement  option. This option allows you to enter any  SQL statement and
submit it to the AS/400 system. This also includes INSERT SQL statements
that can be used to update an AS/400 table.

When you enter a SELECT statement into this dialog, the result is displayed
in the Quickview browser. The same is true if you are using stored
procedures that return result sets.

Who Should Use Run SQL Statement

The Run SQL Statement interface is intended to be used by people who
are familiar with SQL syntax. There is no syntax checker provided by
the AS/400 Operations Navigator. All SQL statements are sent to the
AS/400 system for syntax checking and execution.

3.3 Reorganize Tables

Another option on the context menu/File menu of a table is to reorganize  the
table. This option corresponds to the AS/400 Reorganize Physical File
Member (RGZPFM) command.

Reorganizing a table restores it to its ideal physical organization. It also
removes deleted records and, therefore, saves AS/400 disk space.

The panel shown in Figure 43 on page 55 allows you to select the
reorganization options. The default setting on this dialog is By compressing
out deleted records , which means that the table is compressed by removing
deleted records but the remaining records maintain their sequence in the
table. This is equivalent to entering a value of *NONE for the KEYFILE
parameter on the RGZPFM command.
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Figure 43. Database Administration − Reorganize Table

The By table key  option specifies that the index used to reorganize the table
is the key that was specified when the table was created. Using this option
is the same as entering the value *FILE  for the KEYFILE parameter on the
RGZPFM command.

If you select the By a selected index (from library)  radio button, the fields

next to that selection become active. You can click on the list box  next
to these fields to display the available selections. You can only select an
existing index. The list of indexes is determined by the selected library.
The table is reorganized according to the index you have selected.
Selecting this option is the same as entering a Logical file name and library
for the KEYFILE parameter on the RGZPFM command.

Note: If more than one table is selected (highlighted) from the list of tables,
the Reorganize option is not available on the context menu/File menu.

3.4 Creating a New Library

Use the context menu item New Library  from Libraries or the New Library

smart icon  from the toolbar to create  a new library. These options
display the panel shown in Figure 44 on page 56.
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Figure 44. Database Administration − Create New Library

Enter a name  and a description  in the appropriate fields. The name can be
up to 10 characters, the description up to 254 characters long. Selection of
the ASP is supported by the spin button Create in auxiliary storage pool  that
shows ASPs 1 to 16.

The Create as a collection  check box allows you to create your library as an
SQL collection. The library contains a journal and journal receiver, and
optionally, a data dictionary, if the Create a data dictionary  check box has
been selected. It also contains catalog views that contain descriptions and
information for all tables, views, indexes, files, packages, and constraints
created in the library. The journal and journal receiver record changes on
all tables created in the collection, and enable use of commitment control.
The collection name  is the name that you enter in the Library field.

The AS/400 Operations Navigator panel is refreshed automatically to display
the new library (or collection) in the Library list.

This AS/400 Operations Navigator function combines the AS/400 Create
Library (CRTLIB) command and the SQL CREATE COLLECTION  statement
on one panel. On a 5250 panel, you use the CRTLIB command to create a
library and the CREATE COLLECTION SQL statement to create an SQL
collection respectively.

3.5 Creating a New Table

To create tables, choose New  from the context menu/File menu of a library.
The cascading menu offers the choice to create a table or a view. You can

also use the New Table  smart icon  on the toolbar. This icon becomes
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available if a library is selected (highlighted) in the list of libraries. The new
table is created in that library.

This AS/400 Operations Navigator function corresponds with the CREATE
TABLE  SQL statement.

A panel is shown that allows you to enter a name  and description  for the
new table. After you have clicked on the OK button, the dialog shown in
Figure 45 is displayed.

 Note 

For this dialog to be displayed correctly, the PC display must be
configured for at least 800 by 600 resolution. If the resolution is less
than this, not all of the panel is visible.

Figure 45. Database Administration − Create Table
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Clicking on the Browse  button on the New Table dialog shows the Browse
Tables  panel. An example of that panel is shown in Figure 46 on page 58.
On this panel, all libraries that have been selected for display in the AS/400
Operations Navigator dialog are shown. You can expand a library by
clicking on the ″ + ″  sign next to the library name or by double-clicking on it.
All tables and views from that library are displayed. Select a table or a
view by clicking on the table or view, or by dragging it to the right pane.
The Columns  of that table or view along with their type, length, and
description are displayed in the right pane of the dialog.

Figure 46. Database Administration − Browse Tables Dialog

Select one or more columns. A >  next to the column name indicates the
selection. You can click on the OK  button, which closes the Browse Tables
dialog and brings you back to the New Table dialog. Instead of using the OK
button, you can use the Apply  button. This copies the selected columns to
the New Table dialog but leaves the Browse Table panel open and,
therefore, allows you to select another table and more columns to add to
your new table.

Back on the New Table panel, the selected columns are displayed in the box
at the top of the dialog (see Figure 47 on page 59). This box is called the
Column definition grid .

The small arrow  next to a column is the selection indicator. This means
that the information that is displayed on the Column notebook page  in the
lower part of the dialog refers to the selected column. Also, when you insert
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a new column or if you want to delete  a column, the arrow indicates where
the column is inserted or which column is deleted.

Besides copying columns from existing tables, you are able to add
additional columns to the new table by clicking on the Insert  button. The
new column is inserted before  the currently selected column (indicated by
the arrow).

Figure 47. Database Administration − Insert Column

A New_Column  is created in the column list. You can now enter information
such as the column name, type, length,  and description  directly into the
column definition grid. The Type field offers a list box that allows you to
select from the list of available data types. The AS/400 Operations
Navigator Online help contains a detailed description of the data types and
their valid field lengths. The length of the fields can only be changed for
certain data types.
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You can use drag-and-drop  to change the order of the columns in the
column definition grid. To begin dragging, hold the mouse button down on
the column name of the item to be moved.

3.5.1 Columns Notebook Page
Additional information about each column (new and copied columns) can be
entered on each column′s notebook page in the lower part of the panel.
The information on the Column notebook page is optional. It consists of:

Short column name
The default is a System-generated name but you can specify your
own short column name. The system-generated name is the
same as the column name if the name consists of less than 10
valid contiguous characters. If the column name is longer than
10 characters, the system-generated name consists of the first
five characters followed by a five-digit number.

Heading Here you can specify the text that is shown as the column
heading when you are displaying or printing query results.

Must contain a value (not null) check box
Check this box if null values are not allowed for that column.

Default value
Specify a default value or select Column data type default  from
the list box. Leaving this entry blank results in the system
default being used.

CCSID Here you can enter a CCSID for the column. The default value is
0 which means that the default CCSID for the system is used.
The CCSID field is only available for CHAR, VARCHAR, GRAPHIC,
and VARGRAPHIC data types.

Length to allocate
Defines the fixed-length space to be allocated for each row of the
column for VARCHAR and VARGRAPHIC data types. The default
setting is 0.

After you have filled in these optional column values, you can define the
following on the appropriate notebook pages:

• Key constraints
• Indexes
• Referential constraints
• Trigger program names
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3.5.2 Key Constraints
On the key constraints  page you can add, modify, or delete primary and
unique keys for the table.

Figure 48. Database Administration − Add Key Constraint Dialog

The dialog shown in Figure 48 allows you to define which columns of the
table make up the key and the constraint type . Select the columns for the
key from the key constraint grid in the middle section of the dialog. The
constraint type can be:

Primary A table can have only one primary key. None of the columns that
make up the primary key can allow NULL values.

Unique A table can have more than one unique key. The unique key is a
column or a combination of columns with unique values for each
row of the table.

The Add Key Constraint dialog is identical to the Modify Key Constraint
dialog.

To delete  a key constraint, simply highlight it on the Key constraint notebook
and press the Delete button.

3.5.3 Indexes Notebook Page
The Indexes  notebook page allows you to add, modify, or delete an index.
An SQL index is a keyed logical file on the AS/400 system. The index is an
access path used by the system for faster data retrieval. Adding or
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modifying an index opens a dialog similar to the one in Figure 49 on
page 62.

Figure 49. Database Administration − Modify Index on Table Dialog

On this dialog, you can specify an index name  and the library it resides in.
A list box allows you to select the library name from the list of libraries
selected for display in AS/400 Operations Navigator. You can also enter the
name of a library that is not included in the list, but the library must exist on
the AS/400 system.

Select the columns that make up the key from the Key grid. Choose the
index type  from one in the following list:

Not unique
The table can contain multiple rows with the same value of the
index key.

Unique The same value of the index key is not allowed in more than one
row.

Unique where not null
Multiple values with NULL values are allowed, but the same
non-NULL value is not allowed in more than one row of the table.

An index is deleted by highlighting it and pressing the Delete  button on the
Index notebook.
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Note: At this time, the AS/400 Operations Navigator interface does not
allow you to create an index with a descending key.

3.5.4 Referential Constraints
Referential constraints  are used to maintain data integrity on your system.
They specify a relationship between two tables; the parent table and the
dependent table. A row cannot be added to the dependent table unless its
key value already exists in the parent table. For example, a referential
constraint may be used to make sure that an invoice cannot be sent to a
customer without a record in the customer file. The Referential Constraints
notebook page allows you to add, modify, and delete referential constraints.
To delete  a referential constraint, highlight it and press the Delete button.

Again, the Modify Referential Constraint  panel is identical to the Add
Referential Constraint  panel. An example is shown in Figure 50.

Figure 50. Database Administration − Add Referential Constraint Dialog

On this dialog, you can enter a constraint name . The name must be unique
within the library. Next, you can select up to 120 columns from the Foreign

Chapter 3. Database Administration 63



This soft copy for use by IBM employees only.

key grid  in the upper part of the dialog. The Foreign key specifies the
relationship (based on matching values between the columns) between the
parent table and the dependent table. You can use the Parent table library
list box to choose the library, or enter a library name. Once a library is
selected, all tables in that library are shown in the Parent table  box.

Selecting a parent table displays the available columns in the Select parent
key columns  list. Select one or more columns from that list. The columns
selected must be part of a primary or unique key that exists over the parent
table. If the parent table has a primary key that matches the types and
sizes of the foreign key columns, you do not need to select parent key
columns.

Finally, you can choose the Delete action  and the Update action  from the
appropriate list boxes.

The Delete action specifies the action performed on the dependent table (or
tables) when a row of the parent table is deleted. You can choose between:

NO ACTION
A row can be deleted from the parent table if no other row
depends on it. If a dependent row exists, the DELETE fails.
Checking for dependent rows is performed at the end of the
statement.

RESTRICT
Same as NO ACTION, but checking for dependent rows is
performed immediately.

CASCADE
First the designated rows in the parent table are deleted and
then the dependent rows are deleted.

SET NULL
Dependent rows are set to NULL. This option is only valid if at
least one column of the foreign key allows null values.

SET DEFAULT
Each column of the foreign key is set to its default value.

The selectable values for the Update action are:

NO ACTION
The row in the parent table can be updated if no other row
depends on it. If a dependent row exists in the relationship, the
UPDATE fails. Checking for dependent rows is performed at the
end of the statement.
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RESTRICT
Same as NO ACTION, but checking for dependent rows is
performed immediately.

3.5.5 Triggers
A Trigger  is a set of actions that are run automatically when a specified
change operation is performed on a specified table. For DB2/400, you can
define the trigger program in any supported high level language. Once the
trigger program is created, you use the Add Physical File Trigger
(ADDPFTRG) command on a 5250 screen to add it to a table. Instead of the
ADDPFTRG command, you can use the Trigger notebook page while
creating a new table.

A trigger program can be called before or after an INSERT, UPDATE, or
DELETE operation is performed. Therefore, you can enter up to six triggers
for each table. The trigger program can be the same or a different one for
each of the six triggers.

Figure 51. Database Administration − Add Triggers
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As you can see in Figure 51, all you have to do on this notebook page is to
add the names and libraries of the trigger programs. If the program (or
programs) do not exist, the trigger is not created successfully.

3.6 Creating a New View

A SQL View  is a special form of a non-keyed logical file. This means that it
is created over one or more tables and can contain all of the columns and
rows of those tables or a subset of them. The columns can be arranged
differently in the view from the order in the tables from which they are
taken. The AS/400 Operations Navigator interface for creating a view allows
you to perform all of the actions needed to successfully create a new view
including:

• Select columns from tables.
• Join columns and specify the join conditions.
• Create result columns.
• Group data.

This AS/400 Operations Navigator function corresponds with the CREATE
VIEW SQL statement.

To create a view, choose New  from the context menu/File menu of a library,
followed by New View  from the cascading menu. Another option is to use

the New View  smart icon  on the toolbar. This icon becomes available if
a library is selected (highlighted) in the list of libraries. The new view is
created in that library.

The New View in...  dialog is displayed as shown in Figure 52 on page 67.
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Figure 52. Create a New View

Here you can enter a name, description , and the check option  for the view.
The check option limits the values that can be inserted or updated through
that view. The available check options are:

None All inserts and updates are allowed.

Local Every row that is inserted or updated through the view must
conform to the definition of that view. You can update or insert a
row that might no longer be retrieved through the view. This can
only happen when the view is directly or indirectly dependent on
a view that was defined without the check option (None).

Cascaded Every row that is inserted or updated through the view must
conform to the definition of that view. The inserted or updated
row can still be retrieved using the view.

After clicking on the OK  button, the New View  dialog is displayed. Figure 55
on page 72 is an example of this dialog.

 Note 

For this panel to be displayed correctly, the PC display must be
configured for at least 800 by 600 resolution. If the resolution is less
than this, not all of the panel is visible.

The New View dialog consists of the Work area  in the upper part of the
panel, and the Selection grid  in the lower part. The Work area is the space
where you choose tables and define join conditions for the new view. The
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Selection grid is the space where you define the columns for the view. All
fields in the Selection grid are editable except the Group field. The AS/400
Operations Navigator Online help contains a complete description of valid
values for these fields.

The buttons on the right side of the panel open various dialogs that help you
define the new view. Please refer to the appropriate paragraphs in this
chapter for more details.

After you have defined everything needed for your view, you can click on the
OK  button at the bottom of the panel. This submits  the SQL statement to
the AS/400 system and creates the view. Back on the AS/400 Operations
Navigator main panel, you can now double-click on the new view to display
the selected data with the Quickview browser. Refresh the Explorer view
(use F5 or the Refresh icon on the toolbar) to see the new view if you
created it using the Submit button on the Edit SQL dialog. The following
sections give an example of how to build a new view.

3.6.1 Select Tables for the View
The first step in creating a new view is to Select Tables  for the view.
Clicking the Browse button on the right side of the panel displays the
Browse Tables  dialog. Here you see all libraries selected for display in
AS/400 Operations Navigator. Expand the libraries by double-clicking on
them or by clicking on the ″ + ″  sign next to a library name. All of the tables
and views from that library are listed. You can now select the desired
tables either by highlighting one at a time and pressing the Add  button or by
dragging  a table and dropping  it into the Work area. After all libraries have
been selected, click on the OK button. The selected tables are now
displayed in the Work area as shown in Figure 53 on page 69.
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Figure 53. New View - Table Selection

To delete  a table from the work area, simply select it by right-clicking on the
title bar and press the Delete key on your keyboard. All of the tables in the
work area are used to construct the SQL FROM clause.

3.6.2 Establish the Join Conditions
The second task is to define the conditions to join tables for the new view.
You need a join if you want to display data from more than one table. The
join defines the relationship between the tables. The result table consists of
only the rows that satisfy the join condition based on the type of join
specified. The AS/400 Operations Navigator interface allows you to
complete this join definition with a simple drag-and-drop operation; you just
need to drag fields from one table onto the related fields in the other table.
The join condition is represented by a line linking the two fields, as shown in
Figure 55 on page 72. When you join two tables, you are prompted to
select from one of four join types as shown in Figure 54 on page 70.
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Inner Join
An inner join returns only the rows from each table that have
matching values in the join columns. Any rows that do not have
a match between the tables do not appear in the result table.

Left Outer Join
A left outer join returns values for all of the rows from the first
table (the table on the left) and the values from the second table
for the rows that match. Any rows that do not have a match in
the second table return the null value for all columns from the
second table.

Exception Join
An exception join returns only the rows from the left table that do
not have a match in the right table. Columns in the result table
that come from the right table have the null value.

Cross Join
A cross join (or Cartesian Product Join) returns a row in the
result table for each combination of rows from the tables being
joined.

The default join type is a cross join. Tables without join lines drawn to them
have this relationship and are cross joined in the order in which they were
added to the work area.

Figure 54. Database Administration − Join Properties
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After selecting a join type, you can define the join condition . A dialog
similar to the Select Rows panel is displayed. See Figure 55 on page 72 for
an example. Defining the join condition uses the same techniques as you
use when selecting rows or defining summary rows and formulas.

To delete  a join, left-click on the line between the two columns to highlight it
and press the Delete key on your keyboard. You can also delete a join by
right-clicking on the line and selecting Delete from the Context menu. The
Join Properties can also be accessed through the Context menu. This
allows you to change the Join Type as well as the Join Condition.

3.6.3 Select Columns for View
The next step is to select columns  from the various tables. To do so, drag
the appropriate column from the table in the Work area and drop it into the
Selection grid. If you want to use all or most of the columns from a table,
you can also drag the table from the Browse Tables dialog and drop it
directly into the Selection grid. This adds all columns to the Selection grid
and adds the table to the Work area. You can highlight columns that are not
needed and click on the Delete button on the right side of the panel.
Selecting columns is the same as entering the SELECT clause in an SQL
statement.

3.6.4 Selecting Rows for View
After you have selected the tables and columns for the view, you can now
select  the rows  that should be included in the view. The Select Rows dialog
constructs a WHERE clause in your SQL statement. In the WHERE clause,
the search condition that identifies the rows you want to retrieve, update, or
delete is specified. In our example, we select those rows that have a date
column value greater than June 1, 1995.

Figure 55 on page 72 shows the new view panel at that point.
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Figure 55. Database Administration − New View

To select a row for the view, double-click on it; it is displayed in the Clause
area. The Clause area can be edited; therefore, you can enter values or
change the SQL statement here. Choose the Operator from the list and
enter the appropriate value into the Clause area.

3.6.5 Construct Formulas
The dialog shown in Figure 56 on page 73 enables you to define operations
to perform on selected columns. In our case, we need to calculate the total
of the invoice amount field. You can either enter the formula manually, or
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you can select the column names and operations from the panel shown in
Figure 56 on page 73.

Figure 56. Creating a Formula

3.6.6 GROUP BY Clause
The GROUP BY clause lets you group the result set by selected columns (in
our case, by customer number and customer name). To activate the
GROUP BY clause, double-click below the Group By heading and Xs appear
for all of the selected columns. By default, the AS/400 Operations Navigator
interface groups by all columns in the result set or by none. In our case, we
do not want to group by the totalled invoice amount, so we select Edit SQL
to remove this column from the GROUP BY clause. The panel in Figure 57
on page 74 shows this example and also provides the option of having the
SQL syntax checked.
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Figure 57. Defining a GROUP BY Clause

3.6.7 HAVING Clause
The Summary Rows  option on the New View panel provides a way to specify
the HAVING clause in the SQL query. Double-click on Rows, Operators, and
Functions to construct your HAVING clause.

Summary rows are used in conjunction with the GROUP BY clause.

Figure 58 on page 75 shows the resulting view that is created using the
steps in the preceding sections. After pressing the Submit  button on the
panel shown in Figure 57, the view is created on the AS/400 system and can
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be displayed by double-clicking on the new view in the AS/400 Operations
Navigator panel as described in Section 3.1, “Display Tables and Views
(Quickview)” on page 53.

Figure 58. Displaying the New View

3.7 Delete Database Objects

Selecting Delete  from the context menu of one or more database objects or

using the Delete smart icon  from the toolbar displays the Delete
Database Object  dialog as shown in Figure 59 on page 76.
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Figure 59. Database Administration − Delete Database Object Dialog

This dialog lists all database objects chosen to be deleted and the
Dependent object option . The default is not to delete  objects that have
dependent tables, views, indexes, or constraints. This option performs a
DROP COLLECTION RESTRICT on the AS/400 system, which means that the
SQL object (collection, table, view) cannot be deleted if any tables, views,
indexes, or constraints are dependent on the object. If the object being
deleted is a collection, this includes all dependencies on the tables and
views in the collection.

The other option, Delete all dependent objects , also performs a DROP
COLLECTION CASCADE on the AS/400 system. This means that any tables,
views, indexes, or referential constraints that are dependent on the object
being deleted are also deleted.

The Dependent object option radio buttons are greyed out when deleting an
ODBC data source. For more information about the ODBC function of
AS/400 Operations Navigator, please refer to Chapter 4, “ODBC Data
Sources” on page 79.

3.8 Permissions

The Permissions  option is available on the Context menus of the following
database objects:

• Libraries
• Tables
• Views
• ODBC data sources
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This function allows you to grant, revoke, or change the individual user′s
authorization to these database objects as well as changing:

• Owner
• Primary group
• Authorization list

The Permissions option is also available from the AS/400 Operations
Navigator File Systems  function and is explained in detail in the appropriate
chapter. Please refer to Section 5.2, “Granting and Revoking Permissions to
Objects” on page 87 for more information.

3.9 Properties of Database Objects

There is a Properties  option available on the Context menu and File menu of

libraries, tables, and views, and a corresponding smart icon  on the
toolbar.

The Properties panel of a library  is similar to the General properties page of
Windows 95/NT directories. The type, location, size,  and amount of folders
and files  is displayed (where folders equals tables and views and files
equals file members). An example is shown in Figure 60.

Figure 60. Database Administration − Library Properties

Chapter 3. Database Administration 77



This soft copy for use by IBM employees only.

The Properties dialog of a table.  displays the columns  for the table along
with their type, length, , and description,  as shown in Figure 61 on page 78
You can click on each column name to display additional details about the
appropriate column on the lower part of the panel. Please note that this is
display only. You cannot change the table properties on this dialog.

Figure 61. Database Administration − Table Properties

The Properties panel of a View  displays the SQL statement used to create
the view.

Note: If more than one table or view is selected from the list of tables and
views, the Properties option is greyed out on the Context menu/File menu.

For more information about SQL collections, tables, and views, please refer
to DB2 for OS/400 SQL Programming V3R7, SC41-4611-01, and DB2 for
OS/400 SQL Reference V3R6, SC41-4612-00. For information about
referential integrity and database triggers, see the ITSO redbook Database
2/400 Advanced Database Functions, GG24-4249-00.
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Chapter 4. ODBC Data Sources

ODBC provides a common interface for any PC application to be coded to,
and allows the application developer to write the application independently
of the database. The database-specific ODBC driver is added to provide
support for a specific database, in our case DB2/400.

AS/400 Operations Navigator allows you to setup and maintain ODBC
configurations for other PCs in the network.

Expanding the list of data sources displays all system managed ODBC data
sources to which you have at least *USE authority.

The Context menu of an ODBC data source  allows you to change the
Permissions  (access rights), to change the Properties  (ODBC Setup), to
delete  it, or to register  it.

The Client Access for Windows 95/NT 32-bit ODBC Setup dialog is displayed
when New Data Source  is chosen from the data sources Context menu, or
when an existing data source is to be changed (Properties). You can also

use the new ODBC data source  icon on the toolbar to create a new data
source.
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Figure 62. Database Administration − ODBC Setup

On the General  notebook page shown in Figure 62, you can enter a name
and description for the new data source and select a system name. By
default, the name of the system from which you have selected the creation
of the data source is displayed.

On the Server  notebook page, a check box that allows you to mark this data
source as an AS/400 managed data source  is available. This option is only
available if you access the ODBC data source setup from within AS/400
Operations Navigator, and is not available if you access the setup from the
Client Access for Windows 95/NT ODBC administration function.

An AS/400 managed data source is stored on the AS/400 system. This
allows you to maintain only one data source for an application instead of
maintaining separate data sources on each user′s PC. You define the use
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of this data source in the application and each time users use this
application, they depend on the same data source. This avoids the need to
perform the ODBC setup on each PC. For more information about this,
please see Section 4.1, “Register ODBC Data Sources.”

By default, the QGPL library is displayed in the Default libraries  field. You
can add additional libraries from which you want to access data. QIWS is
automatically added by ODBC setup to include the ODBC server code in the
library path.

Use the other tabs in the Client Access ODBC setup (32-bit) dialog to define
any other data source properties that you want to change. Use the online
help for a description of the fields.

When you have finished defining the data source, click on the OK  button to
create it.

You can change an existing AS/400 managed data source to a non-managed
data source by unmarking the Manage data source from the AS/400 check
box. This is not possible the other way round. When you deselect the
check box, this ODBC data source is not accessible from within the AS/400
Operations Navigator interface. You have to use Client Access for Windows
95/NT ODBC administration to handle it.

For more details about ODBC and how it is implemented into Client Access
for Windows 95/NT, please refer to the ITSO redbook Inside AS/400 Client
Access for Windows 95/NT, SG24-4748-01, and the AS/400 Client Access for
Windows 95 ODBC Users Guide V3, SC41-3535-00.

4.1 Register ODBC Data Sources

In order to use an ODBC data source, it has to be stored on the user′s
workstation. If you want to use system-managed ODBC data sources, you
need to register  these data sources into the Windows Registry of each PC.
After registering the data source, the workstation recognizes the data
source and is able to work with it.

The following is a list of tasks an administrator needs to accomplish to
create a new data source and to make it useable on other workstations:

 1. Create a new system managed ODBC data source.

The new data source is accessible only from the workstation it was
created on.

 2. Grant Permissions for each user that is supposed to work with the data
source.
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At least *USE authority to the data source is needed. Use the Context
menu option Permissions to do this. All users that have authority to the
data source can now display the data source in AS/400 Operations
Navigator.

 3. Register the new data source on each workstation .

This can be done by the user. The user simply explores the ODBC data
sources from within AS/400 Operations Navigator. The user chooses
Register  from the Context menu of the appropriate data source. This
registers the data source into the Windows Registry of that workstation.

The Register All  Context menu option from ODBC data sources registers all
displayed ODBC data sources at once.

Once a data source has been registered to various workstations, the
administrator can change the system managed ODBC data source. All
changes are propagated to registered workstations.

Note: You can change everything but the name of the data source. Once
you change the name, it has to be re-registered with the new name.
Changing the name of a data source is actually a copy  function.
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Chapter 5. File Systems

These are the File System functions  of AS/400 Operations Navigator:

• Browsing the file systems and displaying files

• Granting and revoking permissions (authority) to objects

• Displaying the properties

Double-clicking on the File Systems  icon or clicking on the ″ + ″  sign next to
File Systems displays all  of the file systems on the AS/400 system. This
corresponds to the Work with Object Links (WRKLNK) command, but not all
functions of the WRKLNK are available in AS/400 Operations Navigator. For
example, you cannot create, move, rename, or delete files using the AS/400
Operations Navigator File Systems interface. Figure 63 shows an example
of the AS/400 Operations Navigator File System interface.

Figure 63. AS/400 Operations Navigator File Systems

 Requirements 

This function requires the remote command server and the file server to
be started on the host. Use the STRHOSTSVR SERVER(*ALL) command
to start them.
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5.1 Displaying Files in File Systems

One additional function  is provided in AS/400 Operations Navigator which is
not available using the WRKLNK command; you are able to display the
members of a file. For example, if you double-click on a member of a file
that resides in the QSYS.LIB file system, the Client Access for Windows
95/NT data transfer  function is invoked and the data is displayed (see
Figure 64).

Figure 64. QSYS.LIB File System - Display Member of File

Instead of double-clicking, you can also use the Context menu option Open.
You need at least *USE authority to a file and its library to display it.

You can also display PC Files that are stored in a folder of the QDLS file
system or within any other file system. Provided that a program is
registered for the appropriate file extension, that program is used to display
the file. In Figure 65 on page 85, the file extension INI has the Windows
Notepad registered, so opening the SETUP.INI file results in a Notepad
session being started.
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Figure 65. QDLS File System - Display File

If no program is registered, a panel is displayed that allows you to choose a
program to display the file as shown in Figure 66 on page 86. Notice that
the Context menu option Open changes to Open With... if no program is
registered.
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Figure 66. Select Program to Display File

Again, you need at least *USE authority to a file and its directory to display
it.

5.1.1 Filter the List of Objects
Use the Filter  option from the Context menu of a file system, library, or
folder to display a subset of its contents. The default filter is *.*. The first
part of the filter represents the name of the object, the second part its
extension (for example, a library has the extension .″LIB″, a file ″.FILE″, and
a member ″.MBR″). This means that you can use a filter for a (generic)
name as well as for an extension or for a combination of both. You can
individually define a filter for each ″directory″. A directory in the File
Systems could be a folder, a library, a file, and so on. Each time you see
one of these icons,  or  , you are able to use a filter. For example, if
you use a filter on a folder, a list of subfolders and documents is displayed
that complies to your filter. If you use a filter on a library, the objects in that
library are filtered. If you use a filter on a file, a subset of members is
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displayed. In the example shown in Figure 67 on page 87, a filter is being
specified for the whole of the QDLS file system such that only folders
starting with the letter b are included in the list.

Figure 67. File Systems − Filtering

If you are using the filter in the left pane of the AS/400 Operations Navigator
panel, for an already opened object (file system, library, folder, directory),
the list of objects is automatically refreshed and all objects that comply to
your filter are displayed in the right pane of the panel.

5.2 Granting and Revoking Permissions to Objects

Resource Security  can be changed using the Context menu option
Permissions  shown in Figure 68 on page 88. The Permissions option is
available on the Context menu of all objects in the various file systems.

Chapter 5. File Systems 87



This soft copy for use by IBM employees only.

Figure 68. Context Menu − Permissions

Permissions is also available for libraries, tables, and views within the
Database function .
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Figure 69. Permissions in Database

If multiple objects are selected, a separate panel is displayed for each
object that allows permissions to be changed.

The Permissions dialog allows you to change the following options:

• The Authority  for an object
• The Authorization List  that secures an object
• The Owner  of an object
• The Primary Group  of an object
• The Sensitivity Level  of an object (QDLS File System only)

Which of the preceding values are available for an object depends on the
file system that object is stored in. Table 2 contains details of which file
systems support which functions.

Table 2 (Page 1 of 2). Supported Permissions Functions

File System Change
Authority

Change
authorization
list

Change
Owner

Change
Primary
Group

QDLS Yes Yes Yes Yes

QFileSvr.400 Yes No No No

QLANSrv Yes No No No

QNetWare1 Yes No Yes No

QOPT No Yes2 No No

QOpenSys Yes Yes Yes Yes

QSYS.LIB Yes3 Yes3 Yes4 Yes4
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You can maintain Authorization Lists using the AS/400 Operations Navigator
interface. For information about how to manage authorization lists, please
refer to Chapter 6, “Authorization Lists” on page 103.

Table 2 (Page 2 of 2). Supported Permissions Functions

File System Change
Authority

Change
authorization
list

Change
Owner

Change
Primary
Group

Root Yes Yes Yes Yes

Note:

 1. QNetWare can be dynamically mounted on a directory. Therefore, we do not
know based on the path name that we are in the QNetWare file system. In
this case, the options available are the same as the options available to the
file system that the mounted on directory is in.

 2. Can change the authorization list only for the volume (first level directory
after /QOPT).

 3. Valid for all external object types except *EXITRG.
 4. Valid for all external object types except *EXITRG and *JOBSCD.

5.2.1 Changing Permissions
Figure 70 on page 91 shows an example of the Permissions panel. It is the
same for all objects, except that if a function is not supported for an object,
you do not see the appropriate button for that function. See Table 2 on
page 89 for the list of supported functions. The Permissions panel shows
the name and path  of the object, the object type , the current owner , the
current primary group , and the name of the Authorization List . The middle
section of the dialog consists of the list of users and groups  (including the
public authority) and their authorities to the object.
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Figure 70. Permissions Dialog

The Apply  button saves changes that you have made without closing the
panel.

Adding new users and groups is easy. Click on the Add  button and expand
the list of users or groups . Select one or more users/groups (by holding
down the Ctrl key while selecting them) as shown in Figure 71 on page 92
and click on the OK  button.
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Figure 71. Add Users

To remove users or groups, highlight one or more users/groups in the list
and press the Remove  button. To change  the owner  or primary group , press
the appropriate button. For each of the two functions, the list of users and
groups is displayed and you can select the new owner and primary group
respectively. Figure 72 on page 93 shows an example of these panels.
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Figure 72. Change Primary Group/Change Owner

Change the Authorization List  by pressing the Authorization List button.

and the panel shown in Figure 73 on page 94 is displayed. You can use the
list box to select an existing authorization list. View...  allows you to display
the users and groups in that authorization list. It also allows you to display
a list of secured objects, but you are not able to change the authorization
list from here. See Chapter 6, “Authorization Lists” on page 103 for
information about changing authorization lists.
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Figure 73. Changing the Authorization List of an Object

5.2.1.1 Permissions for QSYS.LIB File System
In addition to the preceding options, you can define the default public
authority for new objects in a library . To do so, use the New Objects  button.

This option is only displayed when changing the permissions for a library
and on the Permissions panel for QSYS.LIB itself. As shown in Figure 74 on
page 95, you can either define a specific public authority for all newly
created objects in that library (Use, Change, All, Exclude), or you can refer
to System value QCRTAUT. See Section 7.3, “Security Policies” on
page 127 for information about how to change and display this system
value. The third option is to attach an Authorization List.
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Figure 74. New Objects Permissions

5.2.1.2 Permissions for QDLS File System
The QDLS File System is the only file system that allows you to change the
Sensitivity Level  of an object. The panel shown in Figure 75 allows you to
specify the sensitivity level as defined by the X.400 standard. See the online
help of AS/400 Operations Navigator for a detailed explanation of the four
Sensitivity Levels.

Figure 75. Sensitivity Level for QDLS File System

In the QDLS file system, you can set permissions for the QDLS Root Folder ,
for folders  and subfolders , as well as for documents .

For the QDLS Root Folder, you can only define the public authority
(*PUBLIC) . It can be either Use or Change  as shown in Figure 76 on
page 96. Use means that only users with All object (*ALLOBJ) or Security
Administrator (*SECADM) special authorities are allowed to create first-level
folders. Change means that all users can create first-level folders.
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Figure 76. QDLS Root Folder Permissions

5.2.2 Security Requirements
To change permissions for an object, several prerequisites have to be
fulfilled. For example, you might need special authorities such as *ALLOBJ
or *SECADM. Or it may be a prerequisite to be the object′s owner or to
have object management rights. These prerequisites are the same whether
you change resource security on an emulation panel or within AS/400
Operations Navigator. Here are some examples of prerequisites you need:

• To retrieve security information about an object, *OBJMGT authority to
the object is needed.

• To change the list of authorized users, *OBJMGT plus any authorities
being given or taken away is needed. In addition, you need *OBJOPR if
it is a file (.FILE).

• To give *OBJMGT authority to another user, you need to be the owner of
the object or have special authority *ALLOBJ.

• To change the owner of a QSYS.LIB object, you need *OBJEXIST plus
*OBJOPR if it is a file (.FILE), library (.LIB), or subsystem description
(.SBSD).

• To change the owner of a program, service program, or SQL package
that adopts its owner′s authority, *ALLOBJ and *SECADM special
authorities are needed.
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• To change the owner of a QDLS object, you need to be the owner or
have *ALLOBJ.

• To change the primary group, you need *OBJEXIST if it is a QSYS.LIB
object plus *OBJOPR if it is a .FILE, .LIB, or .SBSD object. For the QDLS
file system, either *ALLOBJ or ownership is needed. In addition, you
need Delete (*DLT) authority to the current primary group and Add
(*ADD) authority to the new primary group.

In case you are not familiar with the preceding values, the following list
contains an explanation of some of them. Basically, there are two different
kinds of permissions: Object permissions  and Data permissions .

*OBJEXIST −  Object Existence
The authority to control the existence and ownership of an object. You
can delete it, save and restore it, and change the owner.

*OBJOPR −  Object Operational
The authority to look at the description of an object and use the object
as determined by the user′s data permission. This means if users have
at least USE authority to an object, they also have object operational
rights.

*OBJMGT −  Object Management
The authority to specify the security for the object, move or rename it,
and add members to database files.

*ADD −  Add Data
The authority to add entries to an object (for example, adding records to
a file).

*DLT −  Delete Data
The authority to remove entries from an object such as deleting
messages from a message queue.

Click on the Details button  on any permissions dialog to see which of these
values are set for a user as shown in Figure 77.

Figure 77. Detailed Authorities

Refer to Chapter 10, “User and Group Administration” on page 147 for
more information about Special authorities.
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5.2.3 Authority Checks and Requirements
The system makes some authority checks before a permissions dialog is
displayed. This makes sure that no unauthorized user can change or
display object authority values. These are the checks that the system
makes:

 1. Check whether the user is the Owner of the object. If yes, a user can
change:

• The list of authorized users
• The owner, primary group, and authorization list
• The settings for new objects and sensitivity for libraries and QDLS

objects respectively

If a user is not the owner:

 2. Check if the user has *ALLOBJ special authority. If yes, the user can
make any authority changes (the same as the owner). If not:

 3. Determine what authorities the user has to the object . *OBJMGT is the
minimum authority required. Any authorities the user does not have to
the object are shaded and cannot be granted.

Some additional restrictions may apply:

• If a user does not have the required authorizations to change the owner,
the primary group, or the authorization list, these buttons are shaded.

• If a user does not have *READ authority to a library, the New Objects
button is greyed out.

• If a user does not have at least *USE authority to an authorization list,
they cannot attach that authorization list to the object.

• In order to change the owner or the primary group, you need at least
*ADD authority to the other user/group profile. When you expand the list
of users and groups, only those users and groups you have at least
*USE authority to are displayed. In addition, to change the owner, you
need at least *DLT authority to the user profile of the current owner.

• You can remove a user from the list of authorized users even if you do
not have authority to that user profile. But you cannot add that user
again.

The preceding list is not a complete list of all restrictions and security
considerations. These are only examples of the various factors that can
influence a user′s ability to grant and revoke permissions. For more
information about resource security, please refer to OS/400 Security - Basic
V3R7, SC41-4301-00, and OS/400 Security Reference V3R7, SC41-4302-01.
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5.2.4 Resource Security on a ″Green Screen ″
The AS/400 Operations Navigator interface enables you to change all
relevant resource security values on one panel. To do the same on an
emulation panel, you have to use several commands. The following list
contains AS/400 commands used by AS/400 Operations Navigator to change
permissions:

• QSYS File System

− GRTOBJAUT (Grant Object Authority)
− RVKOBJAUT (Revoke Object Authority)

• QDLS File System

− CHGDLOAUT (Change DLO Authority)
− ADDDLOAUT (Add DLO Authority)
− RMVDLOAUT (Remove DLO Authority)

• All other File Systems

− CHGAUT (Change Authority)

All file systems also use the Change Owner (CHGOWN) command and
Change Primary Group (CHGPGP) command.

5.3 Properties

Another option on the Context menu of all file systems and on the Context
menu of objects in the various file systems is to display the Properties
pages. That option displays properties pages that look similar to the
properties of a Windows 95/NT folder. Example panels are shown in
Figure 78 on page 100.
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Figure 78. QSYS.LIB and Root Properties

The Universal Naming Convention (UNC) name (\\systemname\xxxx) is
displayed as the location. The size of the file system/object and the number
of files and folders in it are also displayed. It may take a while until the final
result is displayed if there are many files and folders in that file system,
library, folder, or directory. The total size count progression is displayed.
You are able to cancel this at any time.

Different Results

When you are using the AS/400 Operations Navigator function to display
the size of a file system, library, folder, or directory, the result may be
different from the information that you obtain from a ″green screen″
interface. There is a difference in the way that the size of an object is
determined between using ″green screen″ commands and the AS/400
Operations Navigator interface.
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5.4 Known Problems and Restrictions

At the time this redbook has been written, the following known problems
and restrictions existed:

• If special characters, national characters or quoted names are used for
the object name, you cannot open the file or get permissions. This is
being investigated.

• It is not possible at all to get permissions in some NLVs (for example,
German and DBCS). This is because of back slashes in the data. A fix
will be available which turns all back slashes into front slashes. This fix
is included in Service Pack 1 (SF37523) of Client Access for Windows
95/NT.

• On the AS/400 system, you can name objects with quotes. Microsoft
does not allow file names or directories to have quotes. You get an
error if you try to expand a quoted name on the AS/400 Operations
Navigator interface. Microsoft has no plans to fix this.

• In the filter dialog, quoted name searching is not supported. This is also
a Microsoft restriction.

• If you try to display the permissions of any object that is quoted, you
receive error message CPFA0A9, ″Object not found″ from the AS/400
system. This is a problem in a host API and is fixed with PTF SF38421
for 5716SS1.

• Permanent restriction in Windows 95:
The QOpenSys file system in IFS is case sensitive. Windows 95 does
not support case sensitive file systems. Therefore, when you try to
display ″UserData″ or ″ProdData″ in QOpenSys, a message is issued,
″An error occurred while retrieving files and directories″.

As Windows NT supports case sensitive file systems, this is only a
restriction in Windows 95.
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Chapter 6. Authorization Lists

You can create, maintain, delete, and display Authorization Lists  from within
AS/400 Operations Navigator. To access the Authorization List function,
double-click on System  followed by Authorization Lists , and a panel similar
to the one shown in Figure 79 is displayed.

Figure 79. AS/400 Operations Navigator − Authorization Lists

Problems When Displaying the List?

The list function uses the File System to get the authorization lists from
QSYS. Therefore, the file server needs to be started. Use the
STRHOSTSVR SERVER (*ALL) command to start all host servers.

Use the Context menu  to delete  an authorization list, use its context menu,
or double-click to display  (open) it. Displaying the properties of an
authorization list does not allow you to change the authorization list, instead
the properties of a file are displayed as shown in Figure 80 on page 104.
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Figure 80. Authorization List Properties

To change or delete an authorization list, you need authorization list
management rights  as well as the granted or revoked authorities . If you are
not authorized to an authorization list, you can still display it but all fields
are greyed out. Provided that you have proper authority, you can perform
the following actions on authorization lists. The equivalent AS/400
commands are shown in parentheses.

• Create Authorization List (CRTAUTL)

• Delete Authorization List (DLTAUTL)

• Add users (ADDAUTLE)

• Remove users (RMVAUTLE)

• Change users permissions (CHGAUTLE)

• Change owner (CHGOBJOWN)

• Change primary group (CHGOBJPGP)

• Display secured objects (DSPAUTLDLO and/or DSPAUTLOBJ)

Except for the creation and deletion of authorization lists, you can do all of
the above from within the same dialog. This dialog is comparable to the
Work with Authorization Lists (WRKAUTL) command on an emulation panel.
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In addition, you can change the owner and the primary group on the same
panel. On a ″green screen″ interface, you must use separate commands.
You can display a basic  or a detailed view  of users permissions on an
authorization list (this is the same as pressing the F11 key when displaying
an authorization list on a ″green screen″). Examples of basic and detailed
views are shown in Figure 82 on page 106 and Figure 83 on page 107.

6.1 Create Authorization List

To create a new authorization list, use the Context menu option New
Authorization List . Enter a name and description and define the Public
Authority  on the panel shown in Figure 81.

Figure 81. Create Authorization List

Note: The description is not displayed in the AS/400 Operations Navigator
list of authorization lists (see Figure 79 on page 103). This is a current
restriction, but plans are to change this in a future release.
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Figure 82. Authorization List − Basic View

6.2 Changing User ′s Permissions on an Authorization List

Adding users and groups to an authorization list is done in the same way as
adding users/groups in the Permissions  panel. See Section 5.2.1,
“Changing Permissions” on page 90 for a detailed description. By default,
users and groups are added with *USE authority. You can now use the
radio buttons on the basic view or the check boxes on the detailed view to
grant/revoke individual permissions.
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Figure 83. Authorization List − Details View

If you want to assign customized permissions, you can also select a user
and use the Customize  button. This provides a list of check boxes with all of
the individual rights a user can have. An example of the panel that is
displayed is shown in Figure 84 on page 108.
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Figure 84. Customize Permissions

Again, removing users, changing the owner, and changing the primary
group is the same as in the Permissions panel.

6.3 Objects Secured by Authorization List

In addition to changing the authorization list itself, you can display all
objects that the authorization list secures by selecting Secured Objects  from
the panel shown in Figure 82 on page 106 or Figure 83 on page 107. In
either case, the panel shown in Figure 85 on page 109 is displayed.
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Figure 85. Secured Objects
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Chapter 7. System Policies

To access the system policies, double-click on System  followed by System
Policies , and the panel shown in Figure 86 is displayed. The system
policies  consist of the following functions:

• Backup

• Security

− Audit Policy
− Security Policy

Figure 86. System Policies

To display or change any of the System Policies, either use the Properties
button  on the menu bar, use the File menu  or the Context menu , or simply
double-click on the function′s icon.

7.1 Backup Support

The AS/400 Operations Navigator backup support  offers a graphical
interface to the Operational Assistant (OA)  backup function. You can display
or change the settings for the three IBM-supplied system backup sets:

• Daily
• Weekly
• Monthly

There is no  option to back up the entire system  within AS/400 Operations
Navigator This is because the Save system (SAVSYS) operation requires a
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restricted system (all subsystems have to be ended), which also brings
down the PC that tries to initiate the backup.

Target User

As the backup function is based on Operational Assistant, the target
users of the AS/400 Operations Navigator backup function are customers
that typically today are using either OA backup, the SAVE menu and
RESTORE menu, or the OS/400 save command and restore command. It
is not intended for customers that have Backup Recovery Media
Services (BRMS/400) or a similar product installed. It is also not
intended for customers that use other complex save strategies.

For information about backup and recovery of your system, please refer to
OS/400 Backup and Recovery - Basic V3R7, SC41-4304-01.

On the initial AS/400 Operations Navigator backup panel shown in
Figure 87, information about the three backup sets is displayed. This
includes the date and time  the backup is scheduled  for, the tape set  that
should be used, the date and time  the last backup ran  and the last tape set
being used.

Figure 87. Activated Backup Function

To display or change the backup information, open the properties of any
backup set. The properties consist of four pages:

• General
• What
• When
• Where
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7.1.1 General Backup Settings
The settings on the General  settings page shown in Figure 88 affect all three
backup sets . Here you can:

• Activate or deactivate the backup function.
• Determine if and when the operator should be notified prior to backups

(for example, this option can be used to remind the system operator to
insert a tape before leaving).

Figure 88. Backup Properties − General Settings

7.1.2 What to Backup Settings
On this settings page shown in Figure 89 on page 115, you can define what
data should be backed up:

• All, none, or selected user libraries
• All, none, or selected folders
• All or no user directories in the Integrated File System (new OA backup

function in V3R7)
• OV/400 mail and calendars
• Security data
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• Configuration data
• All selected data or changed data only

Note: The save operation defined here always saves the access paths even
though the native save commands do not have this option enabled. Saving
the access paths makes the subsequent restore operation faster. You
cannot disable the function under AS/400 Operations Navigator or through
OA.

Saving User Directories

The PC program code for Client Access for Windows 95/NT is stored in
User Directories in the Integrated File System. This includes the PC
code for the Operations Navigator function. As this code also includes
applied PTFs, we recommend that you save user directories on a regular
basis even if you do not use them to store user data. In an emergency
case when restoring the code, you do not have to re-apply PTFs for
Client Access for Windows 95/NT.

We strongly recommended that you vary off your Integrated PC Server
(IPCS, formerly known as FSIOP) prior to starting the save of user
directories if an IPCS is installed. See LAN Server/400 Administration V3R6,
V3R2, SC41-3423-02, for additional information.

Check the Print detailed reports after backup  check box if you want a
summary printout of your backup.
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Figure 89. Backup Properties − What Settings

Settings on the panel shown in Figure 89 can be set for each of the three
backup sets individually. For example, if you do not want to back up the
User Directories during the daily backup, check the None radio button on the
daily backup set but check the All radio button on the weekly and monthly
backup set panels to make sure that these directories are backed up every
week.

Libraries and folders can be selected from a list by clicking on the Browse
button and making the appropriate selections on the panel shown in
Figure 90 on page 116.
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Figure 90. Select Libraries or Folders

The following selections can be made with a mouse click in the appropriate
fields:

Daily + Weekly + Monthly
Clicking on the Daily field automatically activates the weekly and
monthly backup also.

Weekly + Monthly
Clicking on the Weekly field activates the monthly backup as well.

Monthly Click on the Monthly backup field.

No backup
Clicking on an activated Monthly field deactivates the entire
backup. Clicking on an activated Weekly field deactivates the
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daily and the weekly backup. Clicking on an activated Daily field
deactivates only the daily backup.

As you are able to check the preceding combinations of when to backup the
folders and libraries, you only have to enter this information once. You can
use the What notebook page of any of the three backup sets to do this.

To display the list of folders, you need to have a system distribution
directory entry . If you are not registered in the system distribution directory,
the message shown in Figure 91 is displayed instead of the folder list. Use
the AS/400 Operations Navigator User and Group Administration (please
refer to Section 10.1.3, “Personal Panel −  System Distribution Directory
Enrollment” on page 154 for information how to do this), or the AS/400 Add
Directory Entry (ADDDIRE) command to register your user profile in the
system distribution directory.

Figure 91. Error Message ″SDD Entry Required″

The Advanced Option  button shown on the panel in Figure 89 on page 115
allows you to define a user exit program  that is called before the backup
begins and again after the backup is complete. You can use this, for
example, to notify users about the start and end of the backup, or to end
subsystems before the backup begins and restart them after the backup
completes. See Figure 92 for an example. This option does not exist in the
OA backup function.

Figure 92. Advanced Backup Option (User Exit Program)
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7.1.3 When to Backup Settings
The settings page shown in Figure 93 on page 119 provides check boxes to
specify the backup schedule . This schedule affects all three backup sets;
therefore, only one backup set has to be changed. Reasonable default
settings for the backup schedule are provided, and in many cases, you
might be able to use the default settings. The Operational Assistant rules of
when the three backup sets can be run apply. For example, daily backups
are automatically de-selected on any day of the week that is selected for
weekly and monthly backup.

For the Monthly backup , you can specify:

• Day of week
• Time of day
• First, second, third, fourth, or last day of month (this means, that if you

have selected Saturday, the backup runs on the first, second, third,
fourth, or last Saturday of the month).

For the Weekly  and Daily backup :

• Day (or days) of the week
• Time of day
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Figure 93. Backup Properties − When Settings

7.1.4 Where to Backup Settings
The properties page shown in Figure 94 on page 120 has to be changed for
each of the three backup sets. Here you can define where your data is
backed up. Tape drives are the only supported devices for the backup
function. All available tape drives in your AS/400 system are automatically
displayed and you can choose which drives should be used from this list. If
you are using different tape sets  for the daily, weekly, and monthly backup
and you want them to be used rather than the mounted tape, you can define
them here. Up to seven tape sets can be used in rotation (they are used in
the specified order). The Target tape information  radio button determines
whether the mounted tape or one of the tape sets is used (corresponds to
option *ANY in the OA backup). Check the Erase tape before backup  option
if you want the tape to be cleared before you use it.
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Figure 94. Backup Properties − Where Settings

7.1.5 Comparison Between AS/400 Operations Navigator and OA Backup
The following list contains the steps you have to perform to set up the three
backup sets on a ″green screen″ (starting from the Main menu). This
illustrates the relative ease of use of the AS/400 Operations Navigator
backup support. Sample ″green screens″ are shown in Figure 95 on
page 121.

 1. GO ASSIST
 2. Option 11 −  Customize your system, users, and devices
 3. Option 5 −  Backup tasks
 4. Option 10 −  Set up Backup

(If you are one of the few people who know that the name of the ″Set Up
Backup″ menu is SETUPBCKUP, you can also enter GO SETUPBCKUP
instead of using the preceding menu selections).

 5. Options 1, 2, and 3 to change the daily, weekly, and monthly backup
options respectively.
You have to scroll forward to see additional parameters for each of the
backup sets.
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 6. Options 10 and 11 to change Library and Folder backup lists
respectively.

 7. Option 20 to change the Backup schedule.

Figure 95. Operational Assistant Backup Function

Within AS/400 Operations Navigator, do the following steps to accomplish
the same:

 1. Double-click on System.
 2. Double-click on System Policies.
 3. Double-click on Backup.
 4. Display properties of Daily, Weekly, or Monthly backup respectively to

change the backup settings.

Library and folder backup lists, the backup schedule, and the tape
information are additional properties pages that you can access from here.
The schedule is easy to set up because all you have to do is check a
particular day′s check box. You do not have to go through all settings
pages for each backup set because you are able to enter information for all
three backup sets at once for the General and When pages. Settings on the
What pages can be used for all backup sets or can be entered individually,
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depending on your needs. Only the tape information on the Where page has
to be set up for each backup set individually.

7.2 Auditing Policies

Setting Auditing Policies  is the same as if you set values for the Auditing
System Values  on a ″green screen″. Provided that you have *AUDIT  special
authority, you can turn auditing on or off for the following options:

• Action auditing (System page)

• Auditing for newly created objects (New Objects page)

Activate Auditing

To activate system auditing, the journal QAUDJRN must exist in library
QSYS. Each time an event that has been selected for auditing occurs,
the system writes a journal entry in the current receiver for this journal.
The journal receiver can grow significantly in size so do not activate
system auditing if you do not need it. Refer to OS/400 Security
Reference V3R7, SC41-4302-01, for detailed information about system
auditing.

7.2.1 Audit Policy −  System
On the System page  shown in Figure 96 on page 124, you can Activate
action auditing  for the following actions:

APPN filter violation
Violations detected by the APPN firewall are audited.

Authorization failure
Unsuccessful attempts to sign on to the system and to access
objects are audited.

Job tasks Actions that affect a job such as starting or stopping, holding or
releasing, or canceling are audited.

Object creation
Creation or replacement of objects is audited.

Object deletion
Audits the deletion of objects.

Object restore
Restore of objects is audited.

Office tasks
Audits changes of the system distribution directory and opening
of a mail log.
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Optical tasks
Audits optical functions such as adding or removing optical
cartridges, changing the authorization list used to secure an
optical volume, copying, moving, or renaming an optical file, and
so on.

Printing functions
Audits the printing of spooled files, printing directly from a
program, or sending spooled files to a remote printer.

Program adoption
Audits the use of adopted authority.

Security tasks
Changing a user profile or changing system values is audited.

Service tasks
Audits the use of service tools.

Spool management
All actions that can be performed on spooled files such as
creating, copying, and sending are audited.

System integrity violation
Audits program domain violations when a program causes an
integrity error.

System management
System management activities such as changing a reply list or
changing the power on/off schedule are audited.

Chapter 7. System Policies 123



This soft copy for use by IBM employees only.

Figure 96. Audit Policy Properties − System

You can also activate object auditing  on the same properties page.

Object Auditing

Object auditing means that objects are audited based on object and user
audit values. To define object auditing for a specific object you use the
Change Object Auditing (CHGOBJAUD) command on a ″green screen″.
User audit values can be set with the Change User Auditing
(CHGUSRAUD) command or in the User and Group Administration
function of AS/400 Operations Navigator.

If you activate object auditing, you can decide whether or not objects in
QTEMP are audited. We recommended that you do not audit objects in
QTEMP. If you choose not to audit these objects, creating, deleting,
changing, reading objects, and changing the authority, owner, or primary
group of objects in QTEMP are not audited.

To do the same on a ″green screen″, you have to change two different
system values:

• QAUDCTL
• QAUDLVL
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QAUDCTL  can be either set to *NONE or to a combination of:

• *AUDLVL
• *OBJAUD
• *NOQTEMP

Setting system value QAUDCTL to *AUDLVL  is the same as marking the
Activate action auditing  check box. Setting this system value to *OBJAUD  is
the same as activating the Activate object auditing  check box. Setting it to
*NOQTEMP reflects the Do not audit objects in QTEMP  check box. On a
″green screen″, after changing system value QAUDCTL to *QAUDLVL, you
must also change system value QAUDLVL  to any combination of the
available auditing functions. The difference is that in AS/400 Operations
Navigator, you only have to check the appropriate check box on the System
page, whereas when you change the system value, you have to enter up to
16 different values manually. An example of the ″green screen″ interface is
shown in Figure 97.

Figure 97. System Value QAUDLVL

For more information about system values , please refer to OS/400 Security -
Basic V3R7, SC41-4301-00, OS/400 Security Reference V3R7, SC41-4302-01,
and OS/400 Work Management V3R7, SC41-4306-01.
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7.2.2 Audit Policy −  New Objects
On the New Objects  properties page shown in Figure 98, you can set the
default object auditing value of newly created objects. It is only used if
object auditing is activated at system level (which is done by checking the
Activate Object Auditing check box on the System properties page).

Figure 98. Audit Policy Properties − New Objects

The New Objects properties page reflects the QCRTOBJAUD  system value
on the AS/400 system. The available values are (corresponding
QCRTOBJAUD in parentheses):

• None (*NONE)
• User settings (*USRPRF)
• Changes to objects (*CHANGE)
• All access of objects (*ALL)

These values are only used if the Create Object Auditing (CRTOBJAUD)
parameter of a library is set to *SYSVAL.

7.2.3 Not Supported Audit Policy Functions
The following auditing related functions are not supported using the AS/400
Operations Navigator interface:

• Setting audit values for objects:
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Use the Change Object Auditing (CHGOBJAUD) command on a ″green
screen:.

• Setting audit values for users:
Use the Change User Auditing (CHGUSRAUD) command or use the User
and Group Administration of AS/400 Operations Navigator (refer to
Section 10.1.4.3, “Auditing Settings” on page 159 for information on how
to do this).

• View the Audit Log or generate reports from the Audit log:
Use the Display Journal (DSPJRN FILE(QSYS/QAUDJRN)) or Display
Audit Journal Entries (DSPAUDJRNE) commands to analyze the
information (you need *ALLOBJ and *AUDIT special authorities for
DSPAUDJRNE).

• Copying audit controls between AS/400 systems.

7.3 Security Policies

The Security Policies  function of AS/400 Operations Navigator allows you to
administer the security related system values  for an AS/400 system.
*ALLOBJ and *SECADM special authorities are required to change all
settings except for the Device Error Action (you do not need any special
authority to change this system value). If you do not have proper authority,
you can only display the current settings. These settings are shaded and
you are not able to change them as shown in Figure 99 on page 128.
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Figure 99. Security Policies Without Authority to Change

All of the security related system values are grouped into logical groups
within the Security Policies notebook. All of the system values that belong
to a certain action can be found on one settings page. So, instead of having
to change up to eight system values for the password rules as you do on a
″green screen″ interface, you can use check boxes and list boxes to set the
values on the pages in this notebook.

7.3.1 Security Controls
The Security Controls  function allow you to set the system values that
control the level of security on the AS/400 system. The corresponding
system values are:

• QSECURITY
The values listed correspond to security levels 10 − 50.

• QALWOBJRST
The values listed correspond to option *ALWSYSSTT (Allow restore of
system code) and option *ALWPGMADP (Allow restore of programs that
adopt their owner).

• QRMTSRVATR
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Allow remote service of system.

• QRETSVRSEC
Allow server security information to be retained.

• QCRTAUT
Default authority for newly created objects in libraries (all objects in the
QSYS.LIB file system).

Figure 100. Security Controls Settings

Note: The settings in Figure 100 do not show recommended values. For
example, if you are new to the AS/400 system, you should not start with a
Security level of 50. You should start with level 30 first before going to 40 or
50. Information about planning system security can be found in OS/400
Security - Basic V3R7, SC41-4301-00.

7.3.2 System Sign On
System Sign-On  and automatic configuration  related system values are set
on the page shown in Figure 101 on page 130. These include:

• QMAXSIGN
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This value can either be set to *NOMAX (′No maximum ′ check box) or to
a number between 1 and 25. Use the up arrow and down arrow to
change the maximum number.

• QMAXSGNACN
This selection is greyed out if no maximum is defined for the incorrect
sign-on attempts. Choose from the available options in the list box.

• QDSPSGNINF
Display Sign-On information YES/NO.

• QLMTSECOFR
A privileged user is a user with *ALLOBJ and *SERVICE authority.

• QLMTDEVSSN
Determines if a user can sign on to more than one workstation.

• QAUTOCFG
Turns the automatic configuration of devices on or off.

• QAUTOVRT
Specifies the number of virtual devices to automatically configure.

Figure 101. System Sign-On Settings
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7.3.3 Password Expiration
The page shown in Figure 102 represents only one system value −
QPWDEXPITV, which determines the number of days a password can be
used.

Figure 102. Password Expiration Setting

7.3.4 Password Rules
All system values that concern the length, characters and reuse of
passwords can be found on the Password Rules  settings page. An example
is shown in Figure 103 on page 132. The system values are:

• QPWDMINLEN
Specifies the minimum length of passwords.

• QPWDMAXLEN
Specifies the maximum length of passwords.

• QPWDRQDDGT
At least one digit is required in passwords YES/NO.

• QPWDLMTAJC
Consecutive digits are allowed in passwords YES/NO.
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• QPWDLMTCHR
Enter the forbidden characters into the box.

• QPWDLMTREP
Use the list box to display available restrictions.

• QPWDRQDDIF
Use the list box to display available password reuse cycles.

• QPWDPOSDIF
Controls the position of characters in a new password. This prevents
the user from specifying the same character in a password
corresponding to the same position in the previous password.

Figure 103. Password Settings

7.3.5 Time-Out
On the Time-Out  page shown in Figure 104 on page 133, you can define
how inactive and disconnected jobs are handled. The following system
values are represented on this page:

• QINACTITV
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This value specifies when the system takes action on inactive interactive
jobs. The value can either be *NONE (equals ″Inactive jobs do not
time-out″) or the number of minutes.

• QINACTMSGQ
Use the radio buttons to define which action should be taken by the
system if a job has timed-out.

• QDSCJOBITV
This setting determines whether or not a disconnected job is ended by
the system.

Figure 104. Time-Out Settings

7.3.6 Device Error Recovery
This corresponds to the QDEVRCYACN  system value. Use the radio buttons
shown in Figure 105 on page 134 to choose the desired Error Recovery
Action .
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Figure 105. Device Error Action Setting

7.3.7 Remote Sign On
The Remote Sign-On  page shown in Figure 106 on page 135 corresponds to
the QRMTSIGN (Remote sign-on control) system value. Again, you can use
the radio buttons to choose from the available options.
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Figure 106. Remote Sign-On Setting

7.3.8 Objects Not Auditable
Objects that are not auditable (user domain objects) are always allowed in
library QTEMP. You can also allow either all libraries  or up to 49 selected
libraries and QTEMP. This settings page corresponds to system value
QALWUSRDMN . An example is shown in Figure 107 on page 136. To
select specific libraries, select the radio button called QTEMP library and in
the following , and check Selected libraries. A list of all libraries on the
system is displayed. You can click on a library and the Add button to add
one library. To add several libraries at the same time, press and hold the
Ctrl key before clicking on the library names.
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Figure 107. Objects Not Auditable Settings

You can also allow user domain objects in Directories in the same panel.
Any combination is valid, including:

• All libraries and directories
• QTEMP and all directories
• QTEMP, all directories, and selected libraries

7.3.9 Not Supported Security Policy Functions
The following security policy related functions are not supported by the
AS/400 Operations Navigator Security Policy function:

• Setting security policies for application access such as Client
Access/400, DDM, FTP, and so on.

• Copying security values to another AS/400 system.
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Chapter 8. Software Inventory

The Software Inventory  function provided by AS/400 Operations Navigator,
corresponds to the Display Software Resource (DSPSFWRSC) command on
a ″green screen″. You find the Software Inventory under System .
Double-clicking on the Software Inventory icon displays the following options
shown in Figure 108.

• All products
• Installed products
• Supported products

Figure 108. Software Inventory

8.1 All Products

The All Products  panel shown in Figure 109 on page 138 is a list of software
that your AS/400 system can support  for the other systems that it manages
in the network.
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Figure 109. All Products

Additional information about the installed software is displayed in the
Properties  page shown in Figure 110. You can access the properties page
by either double-clicking on it, by using the right mouse button, or by
highlighting an entry and clicking on the Properties smart icon.

Figure 110. All Software Products Properties
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8.2 Installed Products

The Installed Products  function displays a list of all software products that
are currently installed on your system. In addition to the information that is
displayed on the All Software properties pages, information about the
Software Library and the Primary Language Identification is also included as
shown in Figure 111.

Figure 111. Installed Software Products Properties

8.3 Supported Products

In a multi-site environment, the Supported Products  folder contains a list of
products that are currently supported  on other systems. This list is used by
SystemView System Manager/400 to know if the central site manages PTFs
for these products on other machines.

SystemView System Manager/400 allows a central AS/400 system to act as
the point of control for other AS/400 systems in the network. The central
site AS/400 system has the capability to perform problem management for
distributed AS/400 systems. SystemView System Manager/400 also
provides the capability to perform change and operations management
together with SystemView Managed System Services/400. For more
information about SystemView System Manager/400, please refer to System
Manager/400 Use V3R2, SC41-3321-02, Managed System Services/400 Use
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V3R2, SC41-3323-01, and the ITSO redbook AS/400 V3R1: Managing AS/400
Networks with Operations Control Center/400, SG24-4372-01.

This AS/400 Operations Navigator function is equivalent to the Work with
Supported Products (WRKSPTPRD) command that comes with SystemView
System Manager/400. The WRKSPTPRD command also supports changing
this list; in AS/400 Operations Navigator you can only display it.

If SystemView System Manager/400 is not installed on your AS/400 system,
the Supported Products option displays a list of Informational APARS on the
system as shown in Figure 112.

Figure 112. Supported Software Products Properties

As shown in this example, you are able to display the properties for several
software products at the same time by simply highlighting several products
(press and hold the Ctrl key) before displaying the properties pages.
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Chapter 9. Hardware Inventory

The Hardware Inventory  function displays the same information as when you
use the AS/400 Display Hardware Resource (DSPHDWRSC) command (a
new API for retrieving this information has been written). The same as
when using the DSPHDWRSC command, you can select which type of
hardware you want to be displayed:

• All hardware
• Communications
• LAN resources
• Processor information
• Storage devices
• System adapters
• Workstation resources

Information about the resource name, status  (Operative, Inoperative,
Resource not detected, Does not apply) and a description  is displayed in the
initial dialog. Again, you can display the properties of each hardware
resource to get more information about it. Currently you are not able to
print out this information, but printing support is planned for a later version
of AS/400 Operations Navigator. The properties view of Hardware
Resources corresponds to Option 7 (Display resource detail)  on the Display
Communications Resources menu.

9.1 All Hardware

With the exception of the LAN Adapters, which are not displayed using All
Hardware, the information you get is the same whether you select All
Hardware or any of the single choices. It is just more complex if you display
all hardware at a time. An example is shown in Figure 113 on page 142.
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Figure 113. All Hardware Inventory

9.2 Communications Resources

The Communications Resources  option displays a list of all local
communications resources along with the associated configuration objects.
Figure 114 on page 143 shows an example of the properties for an
Integrated PC Server  (formerly known as FSIOP).
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Figure 114. File Server IOP Properties

9.3 LAN Resources

Before AS/400 Operations Navigator can display a list of LAN Adapters on
an AS/400 system, the Work with LAN Adapters (WRKLANADPT) command
must be run from an AS/400 display (you cannot run it from within AS/400
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Operations Navigator). The WRKLANADPT command creates a list of active
LAN adapters. Once the command has been run on the AS/400 system, the
resource name, line type  and a description  can be displayed by AS/400
Operations Navigator. In addition, the Adapter Address  can be found on the
properties pages.

9.4 Processor Information

Here all Processor  and Main Storage Cards  installed on the system are
displayed. You also find an entry for the processing unit itself and the main
card enclosure or system unit housing these cards.

9.5 Storage Devices

A list of all Storage devices, Controllers and IOPs  along with their status and
description is displayed.

9.6 System Adapters

System Adapters  displays a list of Coupled System Adapters −  if any are
installed. If you do not see adapters in this section, your system is not
connected to other AS/400 systems through Opticonnect . Here you also find
the name of the system to which your AS/400 system is connected.

9.7 Workstation Resources

Here you find information about all Work Station Processors (IOPs),
Controllers  and Devices  on your system. An example is shown in
Figure 115 on page 145. The ability to display the workstation devices and
information about them such as port number  and switch setting  (called
″Device″ on the properties page) is new in AS/400 Operations Navigator.
You cannot find this information on the DSPHDWRSC *LWS command.
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Figure 115. Workstation Properties
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Chapter 10. User and Group Administration

Important Notice

Before using the User and Group administration  function in AS/400
Operations Navigator, you must install Client Access for Windows 95/NT
Service Pack SF39220 or later.

AS/400 Operations Navigator allows you to easily create, change, or delete
AS/400 user profiles and group profiles. To make the user and group
administration easier, users and groups are broken down into three logical
groups:

• All users

• Groups

• Users not in a group

When a user clicks on one of the user or group icons, a security check is
done on the AS/400 system. Only those user profiles and groups for which
the user has at least READ access are displayed. See Section 10.2.4, “User
and Group Administration −  Security Requirements” on page 184 for more
information about security prerequisites.

You can use the smart icons on the Toolbar  and the Context menu  options
to manage the User and Group Administration. Also, some tasks can be
completed using the drag-and-drop  functionality of Windows 95/NT.

Some network environments support user and group names that are
identical. As this is not true for the AS/400 system, you cannot create a
user and a group with the same name. Also, groups cannot be members of
groups.

10.1 User Profile Administration

The All Users  option of AS/400 Operations Navigator corresponds to the
Work with User Profile (WRKUSRPRF USRPRF(*ALL)) command on a ″green
screen″ interface. It gives you the ability to create, change, delete, and
display AS/400 user profiles.

Two additional functions  have been included in the user profile
administration of AS/400 Operations Navigator:
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• Automatic creation of system distribution directory entries

• Enrollment of users in Lotus Notes on an Integrated PC Server (IPCS -
formerly known as FSIOP)

On a ″green screen″ you have to use separate commands to enroll the user
in the system distribution directory and in Lotus Notes. In AS/400
Operations Navigator, this is handled on separate panels on the New
User/Change User dialog. Please refer to Section 10.1.3, “Personal Panel
−  System Distribution Directory Enrollment” on page 154 and Section
10.1.6, “Networks Panel −  Lotus Notes User Enrollment” on page 166 for
more information.

The AS/400 Operations Navigator support for the following network
environments  is the same as on an emulation panel:

• NetWare on IPCS and on non-AS/400 systems
The user profile is automatically propagated into these environments
and automatically kept in sync whenever the user profile is administered
through a ″green screen″ or from within AS/400 Operations Navigator.

• OS/2 LAN Server
If a group is selected for a server, all user profiles that are members of
this group are propagated to the server.

10.1.1 Creating and Changing User Profiles
Creating  a user profile from within AS/400 Operations Navigator has the
same capability as the Create User Profile (CRTUSRPRF) command.
Changing  a user profile from within AS/400 Operations Navigator is the
same as using the Change User Profile (CHGUSRPRF) command. All of the
parameters that are available with F10 on these commands can be set in
AS/400 Operations Navigator also, except for the following parameters:

Special environment (Parameter SPCENV)
This value defaults to *SYSVAL. The system value QSPCENV
determines the special environment.

Authority (Parameter AUT)
By default, authority to new user profiles or groups is set to
Public cannot use (*EXCLUDE). If other users need authority to
use or change user profiles or groups, it has to be granted
explicitly using the Security Administration panels of AS/400
Operations Navigator or AS/400 commands.
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Granting Authority to User Profiles

User profiles are ″.USRPRF″ objects in QSYS.LIB library. Use
a filter to display them! Refer to Section 5.2, “Granting and
Revoking Permissions to Objects” on page 87 for information
about granting and revoking authority to AS/400 objects.

Owner (Parameter OWNER)
This value defaults to *USRPRF, which means that the user
profile that is used to create the new user profile is made the
owner of the object.

Figure 116. Users and Groups

There are several ways to create a new user profile:

• Use the New User  smart icon  on the toolbar.

• Use the Context menu item New User  from any of the following icons as
shown in Figure 116:

− Users and groups
− All users
− Users not in a group
− Any existing group under the Group icon

• Use the Context menu item New based on  on any existing user profile to
copy a user profile within the same AS/400 system
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• Use Copy  from the context menu of any existing user. You can Paste
either on Users and Groups, All Users, or Users not in a Group. Instead

of using the Context menu, you can also use the Copy  and Paste
smart icons on the toolbar. Please refer to Section 10.1.7, “Copy User
Profiles” on page 172 for additional information.

• Drag  a user and drop  it onto Users and Groups, All Users or Users not in
a Group on either the same or another AS/400 system. This is actually
the same as using New based on . The mouse pointer changes to

indicate where you can drop a user. If you have a  mouse pointer,

you can drop the user here. If you have a  mouse pointer, the user
cannot be dropped in that position. Refer to Section 10.1.7, “Copy User
Profiles” on page 172 for additional information when copying user
profiles.

 Drag-and-drop 

Holding down the left mouse button while dragging an object in Windows
95 and Windows NT normally is a move operation. In AS/400 Operations
Navigator, this is treated as a copy operation as it is assumed that in
most cases the administrator is not trying to move a user but to create a
new user. The word Copy is used to be consistent with Windows 95/NT
terminology, but the function behind it is New based on. A move
operation is not available.

You can also use the right mouse button for the drag-and-drop
operation. A context menu is displayed that allows you to either
complete the drop operation or to cancel it.

Any of the preceding create options displays a dialog similar to the one in
Figure 117 on page 151.

This dialog is identical to the Properties  panel of an existing user profile.
The Properties can be displayed by double-clicking on the user profile or by
selecting the appropriate Context menu/File menu option. After you have
displayed the Properties, you can change all settings except for the User
name. This is the same as the CHGUSRPRF command in a native
environment.

As the Properties panels are identical to the New User panels, the following
description applies to creating a user profile and to changing a user profile.
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Figure 117. User and Group Administration − New User

In the panel shown in Figure 117, you can enter a user name  and
description . The user name is the only mandatory  field on the New User
dialog. All other fields have default settings.

Length of User ID

User profile names up to 10 characters are supported. Nevertheless we
recommended that you use eight characters or less, as some functions
(for example, the system distribution directory) require a user ID with a
maximum of eight characters.

The Password  field defaults to Use user name. You can use the list box to
change this to No password (logon not allowed), which is the same as
entering *NONE for the PASSWORD parameter on the CRTUSRPRF
command. To assign a password that is different from the user name,
simply type in the desired password into the Password field. As soon as
you enter a value in this field, the User must change password at next logon
check box becomes active. By default, it is checked so new users are
prompted for a new password the first time they try to logon to the system.

Note: We recommend that you do not use the default setting, but have
different values for the user name and the password in order to avoid a
security exposure for your AS/400 system. There is a tool available on the
AS/400 system, the Analyze Default Passwords (ANZDFTPWD) command,
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that helps you avoid having user IDs with matching passwords. On this
command, you can specify which action should be taken against user
profiles that have a default password. The choices are *NONE (no action
taken), *DISABLE (the user profile STATUS field is set to *DISABLED and the
user is not able to sign-on to the system), or *PWDEXP (the PWDEXP field on
the user profile is set to *YES, the user has to change the password during
the next sign-on). You may want to run this command every night
automatically to highlight any exposures.

The Enable user for processing  check box is activated by default. This
corresponds to a value of *ENABLED for the STATUS parameter on the
CRTUSRPRF command.

All other parameters that are available on the CRTUSRPRF/CHGUSRPRF
commands have been organized into functional groups. These optional
additional attributes can be accessed by clicking on the corresponding
button.

For example, the Groups  button allows you to add a user to one or more
groups. See Section 10.1.2, “Groups Panel” on page 153 for a description
of this function.

The Personal  button allows you to add a system distribution directory entry
on the AS/400 system. Refer to Section 10.1.3, “Personal Panel −  System
Distribution Directory Enrollment” on page 154 for more information.

The Security  button covers parameters such as Special authorities,
Password expiration, User auditing, and many more. Please see Section
10.1.4, “Security Panel” on page 156 for additional information.

The Jobs  button allows you to set the Current library, Job description, Print
device, and many more. Refer to Section 10.1.5, “Jobs Panel” on page 160
for detailed information.

Finally, with the Networks  button you can enroll users in Lotus Notes. This
button is only available if Lotus Notes is installed on an IPCS . Please refer
to Section 10.1.6, “Networks Panel −  Lotus Notes User Enrollment” on
page 166.

As mentioned earlier, all these parameters have default values, so if there
is no need to change any of these settings, you can now click on the Add
button to create this new user profile. The Add button is replaced with an
OK  button when you change an existing user profile.
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10.1.2 Groups Panel
A single click on the Groups  button displays the dialog in Figure 118.

Figure 118. User Administration − Groups Panel

A list of groups on your system is shown in the All groups box on the left of
this panel. These are the groups to which you have at least *USE authority.
To add the user profile to a group, select a group from this list and click on
the Add Before  or Add After  button. The Add before and Add After buttons
refer to the highlighted group in the Selected groups box. This means that
the new group is inserted before or after the highlighted group. Only one
group can be selected at one time. After groups have been selected, they
are displayed in the Selected groups box on the right side of the panel. You
can now use drag-and-drop  to reorder the groups in this box.

Adding a user to one group is the same as entering a value for the GRPPRF
parameter on the CRTUSRPRF/CHGUSRPRF commands. Entering values for
the SUPGRPPRF parameter corresponds to adding a user profile to more
than one group.

Double-clicking on a group or clicking on the ″ + ″  sign next to a group in the
All groups box displays the members  of that group.

Note: There is no command available on the AS/400 system to display the
users of a group.
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The Options for first ″Selected group ″ refer to the first group in the Selected
group box. The Access rights to objects created by user  list box allows you
to define the default authority that is given to a user′s first group for objects
that are created by this user. See Figure 118 for the available options.

Furthermore, the Source of access rights  radio buttons allow you to define
whether the first group has Private  or Primary Group  authority to objects
created by the user. See the AS/400 Operations Navigator online help for
an explanation of these access rights. These two options correspond to the
GRPAUT parameter and GRPAUTTYP parameter on the
CRTUSRPRF/CHGUSRPRF commands.

Highlight one or more groups in the Selected groups box and click on the
Remove  button to remove the user from these groups.

For more information about Group Profiles, please refer to Section 10.2,
“Group Administration” on page 177.

10.1.3 Personal Panel −  System Distribution Directory Enrollment
AS/400 Operations Navigator allows you to create a basic system
distribution directory  entry while creating or changing a user profile.

To add or change information on the Personal  dialog shown in Figure 119
on page 155, *SECADM special authority is needed. The system distribution
directory entry is automatically created if any of the following statements
are true:

• Data is entered into one or more fields on the Personal dialog.
• Lotus Notes data is entered on the Networks dialog (because this

requires entries in the Personal dialog as well).

In a native environment, the Add Directory Entry (ADDDIRE) command is
used for adding directory entries.
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Figure 119. User Administration − Personal Dialog

Figure 119 shows the available fields on the Personal panel. If you need to
specify further details for the directory entry, use the appropriate AS/400
commands (ADDDIRE or CHGDIRE). For example:

• Administration domain
• Organization
• Mail service level
• User-defined fields
• Preferred address
• SMTP user ID

Note: The preceding list is not a complete list of parameters on the
ADDDIRE/CHGDIRE commands.

Lotus Notes requires a system distribution directory entry. At least the Last
name field needs to be filled in. If you do not enter data on the Personal
page, you are prompted to do so after entering data on the Networks panels.
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All system distribution directory entries default to the local system. It is not
possible to explicitly create a ″remote″ user, for example, registering users
for SNA Distribution. To do this, you have to use the ADDDIRE command.

There is no support in AS/400 Operations Navigator to explicitly remove a
system distribution directory entry but these entries are automatically
removed  when user profiles are deleted using AS/400 Operations Navigator
functions.

10.1.4 Security Panel
The Security  dialog unites all security related parameters of the
CRTUSRPRF/CHGUSRPRF commands. The Security notebook allows you to
change the following settings:

• Privileges
• Password
• Auditing
• Other

Figure 120. User Administration − Security Panel

10.1.4.1 Privileges Settings
On the Privileges panel, you can define the Privilege class  of a user. This
maps directly to the USRCLS parameter. Possible values are:

• User (*USER)
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• Programmer (*PGMR)
• System operator (*SYSOPR)
• Security administrator (*SECADM)
• Security officer (*SECOFR)

Granting these privilege classes implies certain System privileges . System
privileges are called special authorities  in a native environment. Based on
the selected Privilege class and the Security Level  (system value
QSECURITY, possible values are 10, 20, 30, 40, and 50) of your AS/400
system, these values are automatically checked from the System privileges
check boxes. Please refer to Table 3 for the list of system privileges that
are checked according to your security level.

Table 3. Privilege Classes and Associated System Privileges

User Class
Privilege

User System
Operator

Programmer Security
Administrator

Security
Officer

All object access 10/20 10/20 10/20 10/20 All

Audit ing control Al l

Job control Al l 10/20 10/20 All

Save/restore 10/20 All 10/20 10/20 All

Security
administrat ion

All Al l

Spool control Al l

System
configuration

All

System service
access

All

Additional System privileges  can be granted simply by checking the
appropriate check box. To revoke  System privileges, uncheck the check box.
You can only grant and revoke privileges that are assigned to your own user
profile; all check boxes of privileges that you do not own are greyed out.
Also, if you do not have *ALLOBJ special authority, the Auditing control and
Security administration check boxes are shaded.

The System Privileges settings correspond to the SPCAUT parameter of the
CRTUSRPRF/CHGUSRPRF commands. The AS/400 Operations Navigator
online help contains a detailed description of the functional rights that are
included with these system privileges.
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System Privileges for System Operators

There is a known problem in the User and Group Administration function
when a user profile is created and its Privilege class is System Operator.
By default, the user profile gets Spooled control  special authority instead
of Save/restore  authority. This will be fixed in the next release of AS/400
Operations Navigator. In the meantime, you can use the System
Privilege check boxes to assign different authorities.

10.1.4.2 Password Settings
In the panels shown in Figure 121, you can specify when a user′s password
expires . Radio buttons allow you to check one of the following values:

• As specified by system value
• Number of days after last change (1 − 366)
• Never

As specified by system value refers to the QPWDEXPITV system value.

Figure 121. Display System Value − Password Expiration Interval

Display Current Setting of System Value

You can use the help cursor  to display current settings of system
values where available throughout the AS/400 Operations Navigator User
and Group Administration function. To do this, click on the ? in the
upper right corner of the panel and click with the mouse pointer on the
line of text indicating that a system value is used. A context menu is
displayed that allows you to choose between the actual help text and the
setting for the system value.
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10.1.4.3 Auditing Settings
The Audit  settings page shown in Figure 122 corresponds to the Change
User Auditing (CHGUSRAUD) command. *AUDIT special authority is needed
to enter information on this dialog. Object and action auditing have to be
turned on to use these functions (see Section 7.2, “Auditing Policies” on
page 122).

Figure 122. User Profi le Administration − Audit ing

Object auditing  is a combination of settings for the object itself and for those
users whose access to that object should be audited (logged). On the
Auditing settings page, you define which actions that this user performs
against an object should be logged. Radio buttons allow you to define
None, Change,  or All . You can use the Change Object Auditing
(CHGOBJAUD) command on a ″green screen″ to activate auditing for a
certain object. Defining a value of *USRPRF for the OBJAUD parameter on
this command ensures that the settings from the Auditing properties page
apply whenever this user touches the object. The AS/400 Operations
Navigator online help contains a table that shows you how the values for the
object and the user work together.

The Audit these actions  check boxes specify the level of activity that is
audited for this user profile. These settings are used in conjunction with the
QAUDLVL system value. For example, if *DELETE is activated on the
QAUDLVL system value and Object restore is checked on this panel, all
delete and restore actions of this user are logged. You can use the Audit
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Policy  function of AS/400 Operations Navigator to define system wide
auditing (including the QAUDLVL system value). Please refer to Section 7.2,
“Auditing Policies” on page 122 for more information. Click on the ? in the
upper right corner of this dialog and click with your mouse pointer anywhere
in the Audit these actions box to get a detailed description of which actions
are audited when you check the appropriate check box.

10.1.4.4 Other Settings
On the Other  dialog, the user ID (UID) number assigned to that user profile
is displayed. Every user on the system must have a unique UID number, so
we recommended that you use the default setting of System generated value
for a new user. If you want, you can assign a UID number to a new user or
change the UID number of an existing user to a value from 1 to 4294967294.

10.1.5 Jobs Panel
The Jobs  panel shown in Figure 123 on page 161 allows you to enter job
related information for a user profile. This includes the Current library, Job
description, Initial program and menu, Attention program, and many more.
List boxes and check boxes allow you to select certain values or you can
enter values directly.
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Figure 123. Create User − Jobs Panel

10.1.5.1 General Settings
The General  dialog allows you to define:

Current library
The default setting is QGPL. This corresponds to the CURLIB
parameter on the CRTUSRPRF/CHGUSRPRF commands.

Maximum allowed storage
The default is No maximum (MAXSTG parameter).

Highest schedule priority
The default is 3. You can choose a value between 0 and 9,
where 0 is the highest priority (PTYLMT parameter).

Accounting code
The default is blank (*BLANK). You can enter an accounting
code with up to 15 characters. If nothing is entered, the system
assigns an accounting code (ACGCDE parameter).
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Job description
This defaults to Use default job description (value
QGPL/QDFTJOBD). It allows you to enter a Job description name
and library . At least *USE authority to that job description is
needed (JOBD parameter).

Home directory
This defaults to Use /home/<New User name> if a name has
been entered on the initial Create User panel. You can specify a
path to the user′s initial working directory. If the specified home
directory does not exist at sign-on, the user is assigned to Root
for the home directory (HOMEDIR parameter).

10.1.5.2 Display Session Settings
Here you can define settings that are specific to interactive jobs. These
settings include:

Initial program
This defaults to No initial program. You can enter a program and
library name. At least *USE authority to that program is needed
(INLPGM parameter).

Initial menu
The default is the Main menu. Use the list box to select Sign off
(the user is automatically signed off after the initial program has
completed) or enter a menu name and library. Again, at least
*USE authority to that menu is needed (INLMNU parameter).

Attention program
The default is Use system value (the system value used is

QATNPGM, use the help cursor  to display the current
setting). A list box allows you to select No attention program or
Use attention program QEZMAIN. In addition, you can specify a
program name and library provided that you have at least *USE
authority to it (ATNPGM parameter).

Limit initial program/menu capabilities
This option controls whether a user can change the initial
program, menu, current library, and attention program and
whether a user can interactively enter commands that are
restricted from limited users. This corresponds to the LMTCPB
parameter. The default is Do not limit, which means that the
user can change these values on the sign-on display,
interactively or on the user profile for the user (this is the same
as entering *NO for the LMTCPB parameter).

You can change this to Limit some capabilities (*PARTIAL), which
means that the user cannot change the program and current
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library on the sign-on display, but the menu can be changed and
commands can be run from a command line. Users are also
able to change the initial menu value on their user profile.

The third option, Limit capabilities (*YES), specifies that the user
is not able to change any of the previously mentioned settings
and commands cannot be run from a command line (*YES).

These settings are ignored if your AS/400 system is at security
level 10. You are not able to specify values that grant greater
capabilities to other users than your own user profile has.

Assistance level
This is the ASTLVL parameter. The default is Use system value,
and the list box allows you to select any of the following values:

• Basic user (*BASIC)
• Intermediate user (*INTERMED)
• Advanced user (*ADVANCED)

You can use the help cursor  to display the current setting of
QASTLVL system value.

Display sign-on information
The default is Use system value, and you can change this to
Display sign-on information or to Do not display sign-on

information. Again, you can use the help cursor  to display
the current setting of the QDSPSGNINF system value. The
parameter is DSPSGNINF.

Limit device sessions
The default is Use system value, which you can change to Limit
to one session or Do not limit sessions (LMTDEVSSN parameter).
You can display the current setting of QLMTDEVSSN system

value with the help cursor  .

Keyboard buffering
The default is Use system value. The available choices are:

• Do not allow keyboard buffering.
• Allow keyboard buffering.
• Allow, except for attention key.

This is the KBDBUF parameter and the corresponding system

value is QKBDBUF. Use the help cursor  to display the
current setting.

User options
Here the level of detail a user sees when performing actions on
the AS/400 system can be defined. For example, parameter
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keywords can be displayed instead of the possible values when a
command is displayed, or help information can be displayed on a
full panel rather than in a window. All available options are
represented in check boxes. The AS/400 Operations Navigator
online help explains the available options. By default, none of
the check boxes are activated. This option corresponds to the
USROPT parameter on the CRTUSRPRF/CHGUSRPRF command.

10.1.5.3 Output Settings
On this settings dialog, you can specify all output related options  (printing
and messages) for a user. This includes:

Print device
The default is to Use printer assigned to workstation. You can
change this to either a Print device name  or to Use system value.

The help cursor  allows you to display the current setting of
the QPRTDEV system value. The corresponding parameter on
the CRTUSRPRF/CHGUSRPRF command is PRTDEV.

Output queue
The default setting is Use queue assigned to workstation but you
can change it to Use queue assigned to printer or you can
implicitly specify an output queue name and library  (to which you
need at least *USE authority). The Library box becomes
available for input as soon as you start typing in an output queue
name. This represents the OUTQ parameter.

Message queue
The message queue defaults to Use user name. Instead, you can
enter the name and library of another message queue. Again,
you need at least *USE authority to that message queue (MSGQ
parameter).

Message delivery
The default setting for the message delivery is to Notify the user
(*NOTIFY). This is the DLVRY parameter. The other options are:

• Hold messages until requested (*HOLD).
• Interrupt user (*BREAK).
• Use default reply on messages (*DFT).

The AS/400 Operations Navigator online help explains these
options.

Message severity level
The default setting is 0. Values from 0 to 99 are available. This
represents the lowest value that a message can have to be
shown. If the message′s severity code is lower than the
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specified value, the message is not shown. This corresponds to
the SEV parameter.

10.1.5.4 International Settings
On the properties page shown in Figure 124, you can define all international
values for the user′s job. This includes the Language, Country, Sort
sequence, and more.

Figure 124. Jobs Panel − International Settings

The default for all these options is to Use system value. You can display the

current setting for each system value with the help cursor  .

Sort sequence
You can use the list box to select one of the following values:

• Use system value (QSRTSEQ).
• Use hexadecimal values (uses the standard hexadecimal sort

sequence).
• Use unique-weight table (the sort sequence table that is

associated with the user′s language ID is used, and the table
must contain a unique weight for each character).
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• Use shared-weight table (the sort sequence table associated
with the user′s language can contain the same weight for
multiple characters).

Instead of choosing one of the preceding selections, you can also
enter a sort sequence table name and library . This represents
the SRTSEQ parameter.

Language This allows you to select the QLANGID system value or any of
the available languages in the list box (LANGID parameter).

Country Select the QCNTRYID system value or one of the countries in the
list box (CNTRYID parameter).

Coded character set ID (CCSID)
You can select the QCCSID system value or a value from the list
box (CCSID parameter).

Locale The locale value determines how data is processed, printed, and
displayed (LOCALE parameter). You can choose between:

• Use system value (QLOCALE)
• No locale
• C locale
• POSIX locale
• Locale path name

This is a new function in OS/400 V3R7. The Job attributes to set
from locale  box allows you to define which job attributes are
taken from the locale specified in the LOCALE parameter when
the job is initiated. There are radio buttons to select either:

• Use system value (QSETJOBATR)
• Do not set any job attributes (this disables the use of locale

support).
• Any combination of the following values:

− Coded character set ID (*CCSID)
− Date format (*DATFMT)
− Date separator (*DATSEP)
− Sort sequence table (*SRTSEQ)
− Time separator (*TIMSEP)

This is the SETJOBATR parameter on the CRTUSRPRF/
CHGUSRPRF command.

10.1.6 Networks Panel −  Lotus Notes User Enrollment
The Networks  button is only available if Lotus Notes is installed on an
Integrated PC Server on your AS/400 system. This button allows you to
enroll a new user in Lotus Notes or to change an existing registration. In a
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native environment, you are not able to register a user in Lotus Notes at the
same time as you create its user profile. Instead, you have to use the Add
Notes User (ADDNTSUSR) command. Figure 125 on page 167 shows an
example of the Networks dialog.

Figure 125. Create User − Networks Dialog

All fields on this dialog are mandatory  fields.

Registration server
Here you enter the name of your network server description  for
the Integrated PC Server that contains the Notes server. The
user becomes a member of the same Notes domain as this Notes
server. Up to eight characters are allowed. This field
corresponds to the NWS parameter on the ADDNTSUSR
command.

Notes user password
Enter up to 31 characters. The password is case sensitive. It is
not displayed when you type it (NTSPWD parameter).

Notes certifier ID
This option specifies where the Notes certifier ID is stored. Here
you enter the file and path name (NTSCERTID parameter).

Notes certifier password
Specifies the password for the specified Notes certifier ID. Up to
31 characters can be entered. This password field is also case
sensitive and the value is not displayed when you type it.
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Last Name on Personal Page

To be registered as a Notes user, the user′s Last name  is a required
field in the directory. Therefore, when you click on the OK button to add
a user for which you have entered Lotus Notes registration information
and there is no entry in the Last Name field of the Personal  page, a
dialog is displayed. This dialog is telling you that the Last Name is
required. You can click on the Yes  button. This brings up the Personal
page and you can enter the Last name. A No  button allows you to
create/change the user profile without the Lotus Notes registration.

After filling in these mandatory fields, you can now continue with the
optional Lotus Notes settings. For example, you can enroll a user profile
also as a Notes Mail  user. To do this, single-click on the Mail  button. A
panel similar to the one in Figure 126 is shown.

Figure 126. Networks Dialog − Mail button

Here you can enter:

Notes mail server
This field defaults to Registration server. If you have a separate
mail server within your Lotus Notes installation, you can specify
the mail server name  here. This is the NTSHOMESVR parameter
on the ADDNTSUSR command.

Mail type The default for this value is Lotus Notes. This corresponds to the
*NOTES value on the NTSMAILTYP parameter. The list box
allows you to select one of the following:

• Lotus Notes (*NOTES)
• cc:Mail (*CCMAIL)
• VIM (*VIMMAIL)
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• No mail will be used (*NONE)

If you select a value different from Lotus Notes, the Notes
forwarding address  field becomes available and you can enter a
forwarding address. Enter No mail will be used if a user uses
OfficeVision/400 as the mail application.

Create mail file check box
This check box is automatically checked when Lotus Notes is
selected for the Mail type It is greyed out if any other selection
is made for the Mail type. The specified Notes mail server must
be active if you check this check box. On the ADDNTSUSR
command, enter *YES for the CRTMAILF parameter.

Notes mail file name
This box is only active when Lotus Notes is selected for the Mail
type. Here the name of the mail file on the Notes user′s mail
server is specified. If you use the default value of Generate, the
system generates the name for you. The generated value has
the form ″MAIL\FirstInitialLastName.NSF″ and it is stored in the
Lotus data file directory. The last name is taken from the
Personal page. If the last name has not yet been specified, fill in
Generate. Instead of a generated name, you can specify a path
and file name with up to 512 characters. This corresponds to the
NTSMAILF parameter.

Notes forwarding address
This field is only active if a Mail type other than Lotus Notes has
been selected. Here you can specify the user′s forwarding
address used by the Notes application to route mail through a
mail gateway (NTSFWDADR parameter).

The Advanced  information is optional also. Default values are provided for
all fields. Figure 127 on page 170 shows the dialog.
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Figure 127. Networks Dialog − Advanced Button

Security type
This value specifies the security type for the Notes user. Use
North American for Notes users in the United States or Canada;
use International for all other locations. The difference between
the two versions is that the North American version includes DES
(Data Encryption Standard). It is not available outside of North
America (NTSSECTYPE parameter).

License type
Every Notes user requires a license and here you can specify
which type of license has been purchased for this user. The
default is Lotus Notes license but you can also select Lotus Notes
express license or Lotus Notes desktop license. These options
correspond to the available values on the NTSLICTYPE
parameter.

Minimum Notes password length
The default value for the password length is eight. You can use
the up and down arrows to select a value between zero and 31
(NTSPWDLEN parameter).

Update existing Notes user check box
Checking this check box means that if a person document exists
in the Notes Name and Address Book  with the same name as the
new Notes user, the person document is updated and the user is
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added. If the check box is not checked, the person document is
not updated and the user is not added (UPDNTSUSR parameter).

Location of where user ID is stored
The default setting is In Notes Address Book. Optionally you can
specify a path and file name (NTSUSRID parameter).

Replace existing Notes ID check box
If you activate this check box, an existing user ID is replaced and
the user is added, even if the user already exists. This is the
RPLNTSID parameter on the ADDNTSUSR command.

Notes comment
Here you can enter up to 50 characters as a description. The
description is used in the Notes person document in the Notes
Name and Address Book (NTSCOMMENT parameter).

Notes user location
Specify up to 40 characters. The location is used as the Location
field in the Name and Address Book (NTSUSRLOC parameter).

When you now click on the OK  button to create/change the user profile, the
ADDNTSUSR command is executed on the AS/400 system. In addition, the
following information is added to the system distribution directory entry as
User defined fields :

• Registration server (QYNMSVR)
• Notes home server (QYNMHOME)
• Notes forwarding address (QYNMFADDR)
• Short name (QYNMSHORT)

This field is not on the ADDNTSUSR command. It is generated by Notes.

10.1.6.1 Changing a Lotus Notes User Registration
Only the fields:

• Registration server
• Notes home server
• Notes forwarding address
• Short name

are supported on the Change User panel. Changing existing Notes
registration information is the same as using the Change Notes User
(CHGNTSUSR) command.

Also on this panel, you can use the Remove Notes User  button to deregister
a user from a Lotus Notes server with the option to retain the user′s mail
file.
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10.1.7 Copy User Profiles
Using the Copy  function from the Context menu, the File menu, or the
toolbar, or using drag-and-drop is the same as the New based on  function in
AS/400 Operations Navigator. After copying a user profile, you can Paste  it
on either the same AS/400 system or to another AS/400 system . When you
copy a user profile within the same AS/400 system, the User name field on
the New User Based on panel is empty and you can fill in a new user profile
name. When you copy to another AS/400 system, the User name field
contains the name of the copied user profile. You can overwrite it if you
want to.

Figure 128. ″New User Based On″ Panel

You can now change all user information before you actually create the user
profile by clicking on the Add  button. For detailed information about user
profile options, please refer to Section 10.1.1, “Creating and Changing User
Profiles” on page 148.

Some fields of the user profile dialogs cannot be copied when a New based
on operation is performed. Some examples are the password and the UID
number. User specific fields from the Personal dialog, such as the Last
name, Full name, and Telephone numbers, are only copied when the New
based on operation is used to create a user on another AS/400 system.
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Group Profiles

If a user belongs to a group and you copy that user to another AS/400
system, the group information is copied as well. If the user belongs to a
group that does not exist on the second system, you receive an error
message indicating this. You can cancel the creation of the user or
return to the New User based on panel to change the group information.

10.1.8 Change User Profiles
The following section lists some restrictions when changing user profiles. It
is not possible  to:

• Change the name of a user profile (renaming function).
Renaming a user can be accomplished by copying the user profile to a
new name and deleting the original user profile.

• Change the password of the QSECOFR user profile to No password
(logon not allowed).

• Change the following settings for QSECOFR:

− System privileges
− Maximum allowed storage
− Limit initial program/menu capabilit ies
− Highest schedule priority
− UID number

• Change these user profiles:

− QSYS
− QDBSHR
− QDOC
− QSNADS
− QFNC
− QSPL
− QSPLJOB
− QGATE
− QTSTRQS
− QDSNX
− QLPAUTO
− QLPINSTALL
− QTCP
− QMSF
− QDFTOWN
− QBRMS
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10.1.9 Delete User Profiles
Using the Delete User Profile (DLTUSRPRF)  command is the same as
deleting a user profile in AS/400 Operations Navigator. To delete  a user
profile, do one of the following steps:

• Select Delete  from the Context menu.

• Select Delete  from the File menu.

• Highlight the user profile and click on the Delete.  smart icon on the
Toolbar

All of the preceding options are also valid if more than one user profile is
selected.

A panel similar to the one in Figure 129 is displayed.

Figure 129. Delete User Panel

This dialog allows you to choose the delete options. These options
correspond to the values that are available on the DLTUSRPRF command
(OWNOBJOPT parameter, available values *NODLT, *DLT, or *CHGOWN).
By default, the Do not delete if user owns objects radio button is activated.

Check the Delete objects that user owns radio button if you are sure that the
user does not own any important objects.

If you select the Transfer objects to another user, the box on the right side of
the panel becomes active. All user profiles to which you have at least *USE
authority are displayed. You can now select one of them to be the new
owner  of the objects.

174 AS/400 Operations Navigator - A User Guide 



This soft copy for use by IBM employees only.

If a user is enrolled in Lotus Notes, a Delete Notes mail file  option is
available on the Delete User panel. The command used to remove a user
from Lotus Notes is Remove Notes User (RMVNTSUSR).

Deleting a user profile also removes  its system distribution directory entry.

Message CPF2265

Receiving Message CPF2265 −  User profile xxxx not deleted  means that
the user is enrolled in OfficeVision/400 and, therefore, cannot be deleted.
You have to remove the OV/400 registration first. Use the Context menu
of your system′s icon in the left pane of the AS/400 Operations Navigator
panel to start an emulation session.

The following user profiles cannot be deleted:

• QSYS
• QDBSHR
• QAUTPROF
• QDOC
• QSNADS
• QFNC
• QSPL
• QSPLJOB
• QGATE
• QTSTRQS
• QDSNX
• QLPAUTO
• QLPINSTALL
• QTCP
• QMSF
• QDFTOWN
• QBRMS
• QSECOFR
• QSRV
• QSRVBAS
• QNETWARE

10.1.10 User Objects
The User Objects  option on the Context menu  or the File menu  allows you to
display:

• Output
• Jobs
• Messages
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for that user. Separate dialogs for each one of these options are opened.
Figure 130 on page 176 shows these three panels.

Figure 130. User Objects Panels

You can interact with these panels through the

File menu Depending on the function you have selected (jobs, messages, or
printer output), the File menu offers appropriate actions that you
can perform for that function. For example, on the Jobs panel,
you can display the printer output or the job log, reply to
messages, hold and release the job, move it, delete it, or display
the properties of the highlighted job. The available options are
identical to the options that you find when working with the
appropriate AS/400 Operations Navigator function. The difference
is that you get a separate panel and that the view is already
filtered to display only the jobs, messages, or the printer output
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for one user profile. Please refer to Section 2.2, “Jobs” on
page 22, Section 2.3, “Messages” on page 27, and Section 2.4,
“Printer Output” on page 30 for a detailed explanation of these
functions.

View menu
The View menu allows you to change the Font , turn the Toolbar
and Status Bar  on or off, and to Refresh  the view. You can also
use the F5 key to refresh your view.

Options menu
The Options menu allows you to Sort  the displayed data and to
select the displayed Columns . In addition, the Include  option
shows the criteria that are used to filter your view and you can
change it. Please refer to Chapter 2, “AS/400 Operations
Navigator V3R1M1 Functions (Formerly Known as System Object
Access)” on page 17 for information about how to change these
options.

Toolbar Depending on the function that you are using, the Toolbar
displays smart icons that allow you to perform some of the
actions that are also available on the File menu. Move the
mouse pointer onto these icons to display their function.

Main body of the panel itself
In the main body of the panel, you see the messages, jobs, and
printed output respectively. On the Messages panel, you can
double-click on a message to display the message details. On
the Jobs panel, a double-click shows the Job Properties. A
double-click on an entry in the Printer Output panel starts the
AFP Viewer to display the printed output. In addition, you can
change the value of columns directly in the list. Please refer to
Section 2.5.2, “Display Printer Output Panel” on page 46 for more
information about this.

10.2 Group Administration

The Group Administration  function in AS/400 Operations Navigator is
different from the group administration in a native environment. In the
native environment, group profiles are treated the same way as user
profiles. A user profile becomes a group profile when its name is entered
into the GRPPRF parameter on the CRTUSRPRF/CHGUSRPRF command of
another user. In AS/400 Operations Navigator, you cannot change an
existing user to be a group and the other way round. A group has to be
created as a group profile.
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Only a few attributes (for example, security related attributes such as
special authorities and private authorities to objects that apply to all
members of the group) are supported on the group administration panels.

10.2.1 Creating or Changing a Group Profile
As the Create Group panels are identical to the Properties panels of existing
groups, the following applies to both functions. Use the File menu/Context
menu item Properties  to display and change the settings of an existing
group profile.

The File menu/context menu item Explore  displays the members of the
group. Explore is the default option on the context menu. This means, that
a single or double-click on a group profile displays the members of that
group.

Figure 131. User and Group Administration − Display Members of Group

Note: Use singe-clicks in the left pane of the AS/400 Operations Navigator
panel and double-clicks in the right pane of the panel.

There are several ways to create a new group profile:

• Use the New Group  smart icon  on the toolbar.

• Use the Context menu item New Group  from one of the following icons:

− Users and groups
− Groups

• Use the Context menu item New based on  for any existing group profile
to copy a group profile within the same AS/400 system.
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• Use Copy  from the Context menu of any existing group. You can Paste
either on Users and Groups or on Groups. Instead of using the Context

menu, you can also use the Copy  and Paste  smart icons on the
toolbar. Please refer to Section 10.2.2, “Copying Group Profiles” on
page 180 for additional information.

• Drag  a group and drop  it onto Users and Groups or Groups on either the
same or another AS/400 system. This is actually the same as using
New based on . The mouse pointer changes to indicate where you can
drop a group. Again, please refer to Section 10.2.2, “Copying Group
Profiles” on page 180 for additional information when copying group
profiles.

The first panel (Figure 132) prompts for the Group name , an optional
Description , and offers the ability to add users to the new group profile.
Additional parameters can be accessed through the Security  and Networks
buttons.

Figure 132. User and Group Administration − New Group Panel

The All users  box on the left side of this panel contains all user profiles to
which you have at least *USE authority. You can now highlight one or more
user profiles and click on the Add  button to add these users to the group.
The Selected users  box on the right side of the panel contains a list of all
users that are members of that group.
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To remove users from a group, highlight them in the Selected users box and
click on the Remove  button.

Group profiles can exist without having any user as a member.

You can now either click on the Add  button to create the group profile or
you can change the Security and Networks settings by selecting the
appropriate buttons. The Add button is replaced by an OK  button when
displaying/changing an existing group profile.

10.2.1.1 Group Profiles −  Security Panel
The group profile Security  dialog allows you to specify the Privilege class
and System Privileges  (special authorities) for the group members . This
dialog is the same as the Privileges notebook page from a user profile.
Please refer to Section 10.1.4.1, “Privileges Settings” on page 156 for more
details about Privilege classes and System Privileges and see Figure 120 on
page 156 for an example of this notebook page.

The default setting on the Security dialog for a new group is the Users
Privilege class. The System privileges of the new group depend on the
Security Level  of your AS/400 system. If you have a Security Level of 10 or
20, the All object access and Save/restore special authorities are granted to
Users. Users have no System privileges on all other security levels.

When you create a new group profile based on another one, the Privilege
class is not copied but the System privileges are.

10.2.1.2 Group Profiles −  Networks Panel
Here you can specify the Group ID Number  for the group profile. The
default is Generate a GID Number. You can change the GID number of an
existing group profile or you can enter your own GID number while creating
a new group profile. If you choose to do so, it has to be a unique number
within the system ranging from 1 to 4294967294.

10.2.2 Copying Group Profiles
It is possible to create a group profile based on another group by using any
of the following methods:

• New based on Context menu/File menu option
• Copy and Paste menu items and smart icons
• Drag-and-drop

The New based on menu options create the new group on the same system.
When you use Copy-and-Paste or Drag-and-Drop, you can create the new
group either on the same or on another AS/400 system.
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When you create a new group based on another group on the same system ,
all user profiles that belong to that group are copied as well. You can add
additional users or remove users from that group. If you create the new
group on another system , the user profiles are not copied and you can
select your group members from the user profiles on the second system.

When creating a new group profile based on another one, the Security
settings are copied only partially. By default, the new group profile has the
Users  Privilege class assigned. This information is not  copied from the
original group profile, but the System privileges (special authorities) are
copied from the original group profile.

As the GID Number has to be unique, it is not copied when a new group
profile is created based on another group. This value from the Networks
dialog defaults to Generate a GID Number.

10.2.2.1 How to Add Users to Group Profiles
To add  a user to a group, use one of the following methods:

While creating/changing a group profile
Select users from the All Users box on the right side of the
Create Group/Properties dialogs and click on the Add button.

While creating/changing a user profile
Click on the Groups button on the Create User/Properties dialogs.
Select one or more group profiles for the user and click on the
Add Before or Add After button.

Drag-and-Drop
Drag a user from All Users or Users not in a Group and drop it on
a group profile.

While creating a new user profile from the Groups icon
The Context menu of any existing group profile includes the New
User option. This creates a new user profile. This new user
profile is automatically assigned to the group from which New
User has been selected.

10.2.2.2 How to Remove Users from Group Profiles
You can remove a user either from one group at a time or from all groups it
belongs to at the same time using the following methods:

When changing a group profile
Open the Properties of the group profile. Highlight the users that
are to be removed in the Selected users box and click on the
Remove button. Using this option, you can remove one or more
users from one group  at the same time.
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When changing a user profile
Open the Properties of the user profile. Single-click on the
Groups button. Highlight one or more groups in the Selected
groups box and click on the Remove button. Using this option,
you can remove one user from one or more groups  at the same
time.

When displaying the members of a group
When you Explore a group, the members of the group are
displayed in the right pane of the AS/400 Operations Navigator
panel. You can now select the context menu item Remove from
group to remove the user from the selected group .

Drag-and-drop
Drag a user profile either from the All Users list or from the list of
users that belong to a group (see Figure 131 on page 178) and
drop it onto Users not in a Group. This removes the user from all
groups at one time .

10.2.2.3 How to M ove a User Profile into another Group Profile
When changing a user profile

Open the Properties of the user profile. Click on the Groups
button, remove the user from one group, and add it to the other
group before clicking on the OK button.

10.2.3 Deleting Group Profiles
To delete a group, select Delete  from the File menu or Context menu, or

highlight the group profile and click on the Delete  smart icon on the
toolbar. This function corresponds to the Delete User Profile (DLTUSRPRF)
command on the AS/400 system.

The Delete Group  panel is displayed. Figure 133 on page 183 shows an
example of this dialog.
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Figure 133. User and Group Administration − Delete Group Panel

The Delete Group panel allows you to specify the Primary group option
(PGPOPT parameter) :

Do not delete group
The group profile is not deleted if it is the primary group of any
object. This is the default setting. It corresponds to the *NOCHG
value for the PGPOPT parameter.

Remove primary group from objects
All objects for which the group profile is the primary group no
longer have a primary group assigned. This corresponds to
PGPOPT(*CHGPGP *NONE).

Change primary group of objects to group
After selecting this radio button, the box on the right side of the
dialog becomes active and displays all group profiles to which
you have at least *USE authority. You can now select another
group. The primary group for all objects for which the group
profile is the primary group is changed to the selected group
profile and the group is deleted. This corresponds to
PGPOPT(*CHGPGP name-of-group). The authority to the objects
of the new primary group is the same as the previous group had.

Deleting a Group with Members

It is not possible to delete a group that has members. First, you have to
remove the users from the group and then you can delete it. A message
is displayed that indicates that the group still has members.
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The DLTUSRPRF command includes the Owned object option (OWNOBJOPT)
parameter . This parameter allows you to transfer ownership for all objects
that the group profile owns or to delete all of these objects. If you choose to
transfer ownership, you can specify the new owner on the same parameter.
This parameter is not supported  on the Delete Group panel. You can only
delete group profiles that are the owner of objects using the DLTUSRPRF
command from an emulation panel. Another option is to use the AS/400
Operations Navigator Permissions  functions to change the owner of objects
before you delete the group. Consider using the AS/400 command if you do
not know which objects belong to that group or if there are many objects.

10.2.4 User and Group Administration −  Security Requirements
Only those user and group profiles for which the user has at least *READ
authority are displayed. To create, change, or delete AS/400 user and group
profiles, a user needs additional authorities. All OS/400 special authorities
and other authorities that are also needed when working with a user profile
on a ″green screen″ are honored. For example, *SECADM special authority
is needed to create, change, or delete user profiles. You can only grant or
revoke special authorities that your own user profile possesses. To change
or create auditing information, *AUDIT special authority is needed. If you do
not have proper authority, the fields and buttons on the Create User/Create
Group panels are greyed out.

The following list contains additional prerequisites a user needs to change
or delete a user/group profile if any of these options are specified:

• *USE and *OBJMGT authorities
• *USE authority to:

− Initial program and initial menu
− Job description
− Message queue and output queue
− Attention-key-handling program

• *CHANGE and object management authorities to the primary and
supplemental group profiles

184 AS/400 Operations Navigator - A User Guide 



This soft copy for use by IBM employees only.

Appendix A. Command Syntax

This section describes the syntax of the command line programs that are
available for use with AS/400 Operations Navigator.

The following commands are available:

• A.1, “Start AS/400 Operations Navigator (CWBUNNAV)”

• A.2, “Work with Spooled File (WRKSPLF)”

• A.3, “Work with Printers (WRKPRT)” on page 186

• A.4, “Work with Messages (WRKMSG)” on page 186

• A.5, “Work with User Job (WRKUSRJ)” on page 186

When you are writing batch files, please be aware that you cannot use
Windows 95/ Windows NT long file and path names. Instead, you have to
use the alias in 8.3 format that is provided by the Windows 95/Windows NT
file system. For example: the path to find the executable for PC5250 is:

C:Program FilesIBMClient AccessEmulator

In a batch file or an MS-DOS command window, you use instead:

C:PROGRA∼ 1IBMCLIENT∼ 1EMULATOR

Do not rely on the fact that your file and path name aliases are the same as
ours. Depending on what you have installed, the numbers in the aliases
may be different.

A.1 Start AS/400 Operations Navigator (CWBUNNAV)

Use this command from a DOS prompt or as an entry in a batch file to start
AS/400 Operations Navigator.

Syntax

CWBUNNAV

Parameters

None

A.2 Work with Spooled File (WRKSPLF)

Use this command from a DOS prompt or as an entry in a batch file to start
work with spooled files using AS/400 Operations Navigator.
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Syntax

WRKSPLF System

Parameters

System The name of the AS/400 system to work with. It is a mandatory
parameter.

A.3 Work with Printers (WRKPRT)

Use this command from a DOS prompt or as an entry in a batch file to start
work with printers using AS/400 Operations Navigator

Syntax

WRKPRT System

Parameters

System The name of the AS/400 system to work with. It is a mandatory
parameter.

A.4 Work with Messages (WRKMSG)

Use this command from a DOS prompt or as an entry in a batch file to start
work with messages files using AS/400 Operations Navigator.

Syntax

WRKMSG System

Parameters

System The name of the AS/400 system to work with. It is a mandatory
parameter.

A.5 Work with User Job (WRKUSRJ)

Use this command from a DOS prompt or as an entry in a batch file to start
work with jobs files using AS/400 Operations Navigator.

Syntax

WRKUSRJ System

Parameters

System The name of the AS/400 system to work with. It is a mandatory
parameter.
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Appendix B. Special Notices

This publication is intended to help customers, IBM business partners, and
IBM personnel to perform AS/400 system administration tasks using the
graphical interface of AS/400 Operations Navigator. The information in this
publication is not intended as the specification of any programming
interfaces that are provided by Client Access for Windows 95/NT. See the
PUBLICATIONS section of the IBM Programming Announcement for Client
Access for Windows 95/NT for more information about what publications are
considered to be product documentation.

References in this publication to IBM products, programs or services do not
imply that IBM intends to make these available in all countries in which IBM
operates. Any reference to an IBM product, program, or service is not
intended to state or imply that only IBM′s product, program, or service may
be used. Any functionally equivalent program that does not infringe any of
IBM ′s intellectual property rights may be used instead of the IBM product,
program or service.

Information in this book was developed in conjunction with use of the
equipment specified, and is limited in application to those specific hardware
and software products and levels.

IBM may have patents or pending patent applications covering subject
matter in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to
the IBM Director of Licensing, IBM Corporation, 500 Columbus Avenue,
Thornwood, NY 10594 USA.

Licensees of this program who wish to have information about it for the
purpose of enabling: (i) the exchange of information between independently
created programs and other programs (including this one) and (ii) the
mutual use of the information which has been exchanged, should contact
IBM Corporation, Dept. 600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and
conditions, including in some cases, payment of a fee.

The information contained in this document has not been submitted to any
formal IBM test and is distributed AS IS. The use of this information or the
implementation of any of these techniques is a customer responsibility and
depends on the customer′s ability to evaluate and integrate them into the
customer ′s operational environment. While each item may have been
reviewed by IBM for accuracy in a specific situation, there is no guarantee
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that the same or similar results will be obtained elsewhere. Customers
attempting to adapt these techniques to their own environments do so at
their own risk.

Reference to PTF numbers that have not been released through the normal
distribution process does not imply general availability. The purpose of
including these reference numbers is to alert IBM customers to specific
information relative to the implementation of the PTF when it becomes
available to each customer according to the normal IBM PTF distribution
process.

The following terms are trademarks of the International Business Machines
Corporation in the United States and/or other countries:

The following terms are trademarks of other companies:

C-bus is a trademark of Corollary, Inc.

Java and HotJava are trademarks of Sun Microsystems, Incorporated.

Microsoft, Windows, Windows NT, and the Windows 95 logo are trademarks
or registered trademarks of Microsoft Corporation.

PC Direct is a trademark of Ziff Communications Company and is used
by IBM Corporation under license.

Pentium, MMX, ProShare, LANDesk, and ActionMedia are trademarks or
registered trademarks of Intel Corporation in the U.S. and other
countries.

UNIX is a registered trademark in the United States and other
countries licensed exclusively through X/Open Company Limited.

Other company, product, and service names may be trademarks or
service marks of others.

Advanced Function Printing AFP
AnyNet AS/400
Client Access Client Access/400
IBM
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Appendix C. Related Publications

The publications listed in this section are considered particularly suitable for
a more detailed discussion of the topics covered in this redbook.

C.1 International Technical Support Organization Publications

For information on ordering these ITSO publications see “How to Get ITSO
Redbooks” on page 191.

• Inside AS/400 Client Access for Windows 95/NT, SG24-4748-01

• Database 2/400 Advanced Database Functions, GG24-4249-00

• AS/400 V3R1: Managing AS/400 Networks with Operations Control
Center/400, SG24-4372-01

C.2 Redbooks on CD-ROMs

Redbooks are also available on CD-ROMs. Order a subscription  and
receive updates 2-4 times a year at significant savings.

CD-ROM Title Subscription
Number

Collection Kit
Number

System/390 Redbooks Collection SBOF-7201 SK2T-2177
Networking and Systems Management Redbooks Collection SBOF-7370 SK2T-6022
Transaction Processing and Data Management Redbook SBOF-7240 SK2T-8038
AS/400 Redbooks Collection SBOF-7270 SK2T-2849
RS/6000 Redbooks Collection (HTML, BkMgr) SBOF-7230 SK2T-8040
RS/6000 Redbooks Collection (PostScript) SBOF-7205 SK2T-8041
Application Development Redbooks Collection SBOF-7290 SK2T-8037
Personal Systems Redbooks Collection SBOF-7250 SK2T-8042

C.3 Other Publications

These publications are also relevant as further information sources:

• OS/400 Work Management V3R7, SC41-4306-01

• OS/400 Security - Basic V3R7, SC41-4301-00

• OS/400 Security Reference V3R7, SC41-4302-01

• OS/400 Backup and Recovery - Basic V3R7, SC41-4304-01

• System Manager/400 Use V3R2, SC41-3321-02

• Managed System Services/400 Use V3R2, SC41-3323-01
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• AS/400 System Operation V3R6, SC41-4203-00

• DB2 for OS/400 SQL Programming V3R7, SC41-4611-01

• DB2 for OS/400 SQL Reference V3R6, SC41-4612-00

• LAN Server/400 Administration V3R6, V3R2, SC41-3423-02

• AS/400 Client Access for Windows 95 ODBC Users Guide V3,
SC41-3535-00
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How to Get ITSO Redbooks

This section explains how both customers and IBM employees can find out about ITSO redbooks,
CD-ROMs, workshops, and residencies. A form for ordering books and CD-ROMs is also provided.

This information was current at the time of publication, but is continually subject to change. The
latest information may be found at URL http://www.redbooks.ibm.com.

How IBM Employees Can Get ITSO Redbooks

Employees may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs) and
information about redbooks, workshops, and residencies in the following ways:

• PUBORDER  — to order hardcopies in United States

• GOPHER link to the Internet  - type GOPHER.WTSCPOK.ITSO.IBM.COM

• Tools disks

To get LIST3820s of redbooks, type one of the following commands:

TOOLS SENDTO EHONE4 TOOLS2 REDPRINT GET SG24xxxx PACKAGE
TOOLS SENDTO CANVM2 TOOLS REDPRINT GET SG24xxxx PACKAGE (Canadian users only)

To get BookManager BOOKs of redbooks, type the following command:

TOOLCAT REDBOOKS

To get lists of redbooks:

TOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET ITSOCAT TXT
TOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET LISTSERV PACKAGE

To register for information on workshops, residencies, and redbooks:

TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ITSOREGI 1996

For a list of product area specialists in the ITSO:

TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ORGCARD PACKAGE

• Redbooks Home Page on the World Wide Web

http://w3.itso.ibm.com/redbooks

• IBM Direct Publications Catalog on the World Wide Web

http://www.elink.ibmlink.ibm.com/pbl/pbl

IBM employees may obtain LIST3820s of redbooks from this page.

• REDBOOKS category on INEWS

• Online  — send orders to: USIB6FPL at IBMMAIL or DKIBMBSH at IBMMAIL

• Internet Listserver

With an Internet e-mail address, anyone can subscribe to an IBM Announcement Listserver. To
initiate the service, send an e-mail note to announce@webster.ibmlink.ibm.com with the keyword
subscribe in the body of the note (leave the subject line blank). A category form and detailed
instructions will be sent to you.
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How Customers Can Get ITSO Redbooks

Customers may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs) and
information about redbooks, workshops, and residencies in the following ways:

• Online Orders  (Do not send credit card information over the Internet) — send orders to:

• Telephone orders

• Mail Orders  — send orders to:

• Fax  — send orders to:

• 1-800-IBM-4FAX (United States) or  (+1)001-408-256-5422 (Outside USA)  — ask for:

Index # 4421 Abstracts of new redbooks
Index # 4422 IBM redbooks
Index # 4420 Redbooks for last six months

• Direct Services  - send note to softwareshop@vnet.ibm.com

• On the World Wide Web

Redbooks Home Page http://www.redbooks.ibm.com
IBM Direct Publications Catalog http://www.elink.ibmlink.ibm.com/pbl/pbl

• Internet Listserver

With an Internet e-mail address, anyone can subscribe to an IBM Announcement Listserver. To
initiate the service, send an e-mail note to announce@webster.ibmlink.ibm.com with the keyword
subscribe in the body of the note (leave the subject line blank).

IBMMAIL Internet
In United States: usib6fpl at ibmmail usib6fpl@ibmmail.com
In Canada: caibmbkz at ibmmail lmannix@vnet.ibm.com
Outside North America: dkibmbsh at ibmmail bookshop@dk.ibm.com

United States (toll free) 1-800-879-2755
Canada (toll free) 1-800-IBM-4YOU

Outside North America (long distance charges apply)
(+45) 4810-1320 - Danish
(+45) 4810-1420 - Dutch
(+45) 4810-1540 - English
(+45) 4810-1670 - Finnish
(+45) 4810-1220 - French

(+45) 4810-1020 - German
(+45) 4810-1620 - Italian
(+45) 4810-1270 - Norwegian
(+45) 4810-1120 - Spanish
(+45) 4810-1170 - Swedish

IBM Publications
Publications Customer Support
P.O. Box 29570
Raleigh, NC 27626-0570
USA

IBM Publications
144-4th Avenue, S.W.
Calgary, Alberta T2P 3N5
Canada

IBM Direct Services
Sortemosevej 21
DK-3450 Allerød
Denmark

United States (toll free) 1-800-445-9269
Canada 1-403-267-4455
(+45) 48 14 2207 (long distance charge)Outside North America
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IBM Redbook Order Form

Please send me the following:

Title Order Number Quantity

First name Last name

Company

Address

City Postal code Country

Telephone number Telefax number VAT number

•  Invoice to customer number 

•  Credit card number 

Credit card expiration date Card issued to Signature

We accept American Express, Diners, Eurocard, Master Card, and Visa. Payment by credit card not
available in all countries. Signature mandatory for credit card payment.

DO NOT SEND CREDIT CARD INFORMATION OVER THE INTERNET.
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Change Owner (CHGOWN) 99
Change Primary Group (CHGPGP) 99
Change Spooled File Attributes

(CHGSPLFA) 30, 32, 44
Change User Auditing (CHGUSRAUD) 124,

159
Change User Profile (CHGUSRPRF) 148, 150,

153, 154, 156, 161, 166, 177
CHGAUT (Change Authority) 99
CHGAUTLE (Change Authorization List

Entry) 104
CHGDIRE (Change Directory Entry) 155
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command, CL (continued)
CHGDLOAUT (Change Document Library

Object Authority) 99
CHGJOB (Change Job) 25
CHGOBJAUD (Change Object Auditing) 124,

159
CHGOBJOWN (Change Object Owner) 104
CHGOBJPGP (Change Object Primary

Group) 104
CHGOWN (Change Owner) 99
CHGPGP (Change Primary Group) 99
CHGSPLFA (Change Spooled File

Attr ibutes) 30, 32, 44
CHGUSRAUD (Change User Auditing) 124,

159
CHGUSRPRF (Change User Profile) 148, 150,

153, 154, 156, 161, 166, 177
Create Authorization List (CRTAUTL) 104
Create Library (CRTLIB) 56
Create User Profile (CRTUSRPRF) 148, 153,

154, 156, 161, 166, 177
CRTAUTL (Create Authorization List) 104
CRTLIB (Create Library) 56
CRTUSRPRF (Create User Profile) 148, 153,

154, 156, 161, 166, 177
Delete Authorization List (DLTAUTL) 104
Delete Spooled File (DLTSPLF) 32
Delete User Profile (DLTUSRPRF) 173, 182,

184
Display Authorization List Document Library

Objects (DSPAUTLDLO) 104
Display Authorization List Objects

(DSPAUTLOBJ) 104
Display Hardware Resources

(DSPHDWRSC) 141, 145
Display Job (DSPJOB) 25
Display Library List (DSPLIBL) 52
Display Messages (DSPMSG) 27
Display Network Attributes (DSPNETA) 36
Display Physical File Member (DSPPFM) 53
Display Software Resources

(DSPSFWRSC) 137
DLTAUTL (Delete Authorization List) 104
DLTSPLF (Delete Spooled File) 32
DLTUSRPRF (Delete User Profile) 173, 182,

184
DSPAUTLDLO (Display Authorization List

Document Library Objects) 104

command, CL (continued)
DSPAUTLOBJ (Display Authorization List

Objects) 104
DSPHDWRSC (Display Hardware

Resources) 141, 145
DSPJOB (Display Job) 25
DSPLIBL (Display Library List) 52
DSPMSG (Display Messages) 27
DSPNETA (Display Network Attributes) 36
DSPPFM (Display Physical File Member) 53
DSPSFWRSC (Display Software

Resources) 137
End Job (ENDJOB) 24
End Writer (ENDWTR) 44
ENDJOB (End Job) 24
ENDWTR (End Writer) 44
GRTOBJAUT (Grant Object Authority) 99
HLDJOB (Hold Job) 24
HLDSPLF (Hold Spooled File) 32
HLDWTR (Hold Writer) 44
Hold Job (HLDJOB) 24
Hold Spooled File (HLDSPLF) 32
Hold Writer (HLDWTR) 44
Release Job (RLSJOB) 24
Release Spooled File (RLSSPLF) 32
Release Writer (RLSWTR) 44
Remove Authorization List Entry

(RMVAUTLE) 104
Remove Document Library Object Authority

(RMVDLOAUT) 99
Reorganize Physical File Member

(RGZPFM) 54
Revoke Object Authority (RVKOBJAUT) 99
RGZPFM (Reorganize Physical File

Member) 54
RLSJOB (Release Job) 24
RLSSPLF (Release Spooled File) 32
RLSWTR (Release Writer) 44
RMVAUTLE (Remove Authorization List

Entry) 104
RMVDLOAUT (Remove Document Library

Object Authority) 99
RVKOBJAUT (Revoke Object Authority) 99
Send Network Spooled File

(SNDNETSPLF) 32
Send Program Temporary Fix Order

(SNDPTFORD) 14
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command, CL (continued)
SNDNETSPLF (Send Network Spooled

File) 32
SNDPTFORD (Send Program Temporary Fix

Order) 14
Start Printer Writer (STRPRTWTR) 44, 47
STRPRTWTR (Start Printer Writer) 44, 47
Vary Configuration (VRYCFG) 44
VRYCFG (Vary Configuration) 44
Work with (WRKLNK) 83
Work with Active Jobs (WRKACTJOB) 22
Work with Authorization Lists

(WRKAUTL) 104
Work with Local Area Network Adapters

(WRKLANADPT) 143
Work with Messages (WRKMSG) 186
Work with Spooled Files (WRKSPLF) 30, 32
Work with Supported Products

(WRKSPTPRD) 140
Work with User Jobs (WRKUSRJOB) 22
Work with User Profiles (WRKUSRPRF) 147
Work with Writers (WRKWTR) 42
WRKACTJOB (Work with Active Jobs) 22
WRKAUTL (Work with Authorization

Lists) 104
WRKLANADPT (Work with Local Area Network

Adapters) 143
WRKLNK (Work with) 83
WRKMSG (Work with Messages) 186
WRKSPLF (Work with Spooled Files) 30, 32
WRKSPTPRD (Work with Supported

Products) 140
WRKUSRJOB (Work with User Jobs) 22
WRKUSRPRF (Work with User Profiles) 147
WRKWTR (Work with Writers) 42

communications 141
communications resource 142
configuration

varying 44
construct formula 72
contents page 9
context menu 6
copy user profile 171
copying group profiles 180
country 165, 166

Country identif ier 27
CPF2265 message 175
create Authorization List 105
Create Authorization List (CRTAUTL)

command 104
create collection SQL statement 56
Create Library (CRTLIB) command 56
create mail fi le 169
create new data source 79
create result columns 66
create table 57
CREATE table SQL statement 57
Create User Profile (CRTUSRPRF)

command 148, 153, 154, 156, 161, 166, 177
create view SQL statement 66
creating

authorization list 104
l ibrary 56
user profile 148, 153, 154, 156, 161, 166, 177

creating and changing user profiles 148
creating new library 55
creating new table 56
creating new view 66
creating or changing group profile 178
cross join 70
CRTAUTL (Create Authorization List)

command 104
CRTLIB (Create Library) command 56
CRTMAILF parameter 169
CRTUSRPRF (Create User Profile)

command 148, 153, 154, 156, 161, 166, 177
current form type 50
current l ibrary 161
current user 27
CWBNP1012 message 36
CWBSPORT.INI 41
CWBUNNAV (start system object access) 185

D
data dictionary 56
data integrity 63
data streams

AFP 38
ASCII 38
DCX 38
DIB 38
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data streams (continued)
GIF 38
PCX 38
SCS 38
TIFF 38

data transfer 14
database administration 51
database objects

properties of 77
date and time 27
Date format 27, 166
Date separator 27, 166
DB2/400 51
default l ibrary 81
default view 4
Default wait time 27
Delete Authorization List (DLTAUTL)

command 104
delete database object 75
delete index 61
delete notes mail fi le 174
delete referential constraint 63
Delete Spooled File (DLTSPLF) command 32
delete the job 24
delete user profile 173
Delete User Profile (DLTUSRPRF)

command 173, 182, 184
deleting

authorization list 104
spooled file 32
user profile 173, 182, 184

deleting a group with members 183
deleting group profiles 182
deleting message 28
dependent table 63
detailed authorit ies 97
details 8
details view 8
device error recovery 133
Device recovery action 27
directory entry

adding 117, 154, 155
changing 155

disk space 12
Display Authorization List Document Library

Objects (DSPAUTLDLO) command 104

Display Authorization List Objects
(DSPAUTLOBJ) command 104

Display Hardware Resources (DSPHDWRSC)
command 141, 145

Display Job (DSPJOB) command 25
display job log 24
Display Library List (DSPLIBL) command 52
display member of fi le 84
display members of group 178
display message details 29
Display Messages (DSPMSG) command 27
Display Network Attributes (DSPNETA)

command 36
Display Physical File Member (DSPPFM)

command 53
display session settings 162
display sign-on information 163
Display Software Resources (DSPSFWRSC)

command 137
display tables and views 53
displaying

authorization l ist document l ibrary
objects 104

authorization list objects 104
hardware resources 141, 145
job 25
library l ist 52
messages 27
network attr ibutes 36
physical f i le member 53
software resources 137

displaying files in file systems 84
displaying message 27
displaying message properties 28
displaying printer output contents 35
DLTAUTL (Delete Authorization List)

command 104
DLTSPLF (Delete Spooled File) command 32
DLTUSRPRF (Delete User Profile)

command 173, 182, 184
DLVRY parameter 164
document l ibrary object authority

adding 99
changing 99
removing 99
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documentation 14
drag-and-drop 1, 147, 150, 153, 179, 180, 181,

182
DSPAUTLDLO (Display Authorization List

Document Library Objects) command 104
DSPAUTLOBJ (Display Authorization List

Objects) command 104
DSPHDWRSC (Display Hardware Resources)

command 141, 145
DSPJOB (Display Job) command 25
DSPLIBL (Display Library List) command 52
DSPMSG (Display Messages) command 27
DSPNETA (Display Network Attributes)

command 36
DSPPFM (Display Physical File Member)

command 53
DSPSFWRSC (Display Software Resources)

command 137
DSPSGNINF parameter 163

E
Eligible for purge 27
End Job (ENDJOB) command 24
End Writer (ENDWTR) command 44
ending

job 24
wri ter 44

ending page to print 35
ENDJOB (End Job) command 24
ENDWTR (End Writer) command 44
error recovery action 133
exception join 70
explorer 4
explorer view 2

F
Facsimile Support/400 faxes 40
FILE 86
file system 83
filter the list 86
fi l tering 87
form feed 35
form type 31, 35, 50
form-type notif ication 50

front side overlay 35
front side overlay offsets 35
FSIOP (see integrated PC server) 114, 142, 148

G
general backup settings 113
Grant Object Authority (GRTOBJAUT)

command 99
granting

object authority 99
granting permissions to objects 87
graphical access 6
Graphical Access for AS/400 system 14
group administration 177
GROUP BY clause 73
group data 66
group members 180
group profi le 147

how to add users to 181
group profiles 172, 177
group profiles security 180
groups 153
GRPAUT parameter 154
GRPAUTTYP parameter 154
GRPPRF parameter 177
GRTOBJAUT (Grant Object Authority)

command 99

H
hardware inventory 141
hardware requirements 12
hardware resources

displaying 141, 145
HAVING clause 74
help 9
help button 10
help cursor 11
help index 9
highest schedule priority 161
HLDJOB (Hold Job) command 24
HLDSPLF (Hold Spooled File) command 32
HLDWTR (Hold Writer) command 44
Hold Job (HLDJOB) command 24
Hold Spooled File (HLDSPLF) command 32
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hold the job 24
Hold Writer (HLDWTR) command 44
holding

job 24
spooled file 32
wri ter 44

home directory 162
HOMEDIR parameter 162

I
IBM AFP workbench for windows 36
Include 19
index 60
indexes 61
informational APAR 140
initial menu 162
init ial program 162
INLMNU parameter 162
INLPGM parameter 162
inner join 70
inquiry message 29
Inquiry message reply 27
installation 13
installed products 139
Integrated File System 14
integrated PC server 142, 148, 166, 167
integrated PC server (IPCS) 114
international settings 165
introduction to printing 45
IPCS (integrated PC server) 114
IPX connectivity 14

J
job

changing 25
displaying 25
ending 24
holding 24
list 23
name 22
number 22
propert ies 26
queue 22
releasing 24
status 22

job (continued)
type 22

Job date 27
job description 27, 161
job name 27, 31
job task 122
JOBD parameter 162
JOBQ 25
jobs 22
jobs - security 27
join columns 66
join properties 71
join type 71
journal 56
journal receiver 56

K
KBDBUF parameter 163
Keep DDM sessions active 27
key constraint 60
keyboard buffering 163
keyed logical file 61

L
LAN adapter 141, 143
LAN resources 141, 143
LANGID parameter 166
language 165, 166
Language identif ier 27
large icon 8
large icons view 8
left outer join 70
length of user ID 151
LIB 86
libraries 51
l ibrary

creating 56
library l ist

displaying 52
library properties 77
license information 14
license type 170
limit capabilit ies 13, 163
limit device sessions 163
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l imit init ial program/menu capabil i t ies 162
list 8
LMTCPB parameter 13, 162
LMTDEVSSN parameter 163
local area network adapters

working with 143
local control point name (LCLCPNAME) 36
locale 166
LOCALE parameter 166
Log commands in CL programs 27
Lotus Notes 148, 155, 169
Lotus Notes desktop license 170
Lotus Notes express license 170
Lotus Notes license 170
Lotus notes user enrollment 166

M
mail service level 155
mail type 168
main panel 7
maximum allowed storage 161
MAXSTG parameter 161
MBR 86
member 53
memory 12
message

CPF2265 175
message CPFA0A9 101
message delivery 164
message details 28
Message information logged 27
Message logging level 27
Message logging severity 27
message queue 164
message severity level 164
messages 27

displaying 27
working with 186

messages −  security 30
microsoft Windows NT 4.0 12
minimum Notes password length 170
modify index 61
modify key constraint 61
modify referential constraint 63
move the job 25

MSGQ parameter 164

N
national characters 101
netsoft router 14
NetWare 148
network attr ibutes

displaying 36
network print 14
network server description 167
network spooled file

sending 32
network, AS/400 6
new group 179
new library 55
new user 149
non-keyed logical file 66
Notes certifier ID 167
Notes certifier password 167
Notes comment 171
Notes domain 167
notes forwarding address 169, 171
Notes home server 171
Notes mail 168
Notes mail file 169
notes mail server 168
Notes name and address book 171
Notes server 167
Notes user location 171
Notes user password 167
NTSCERTID parameter 167
NTSCOMMENT parameter 171
NTSFWDADR parameter 169
NTSHOMESVR parameter 168
NTSLICTYPE parameter 170
NTSMAILF parameter 169
NTSMAILTYP parameter 168
NTSPWD parameter 167
NTSPWDLEN parameter 170
NTSSECTYPE parameter 170
NTSUSRID parameter 171
NTSUSRLOC parameter 171
number of separator pages 35, 50
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O
object auditing 124, 159

changing 124, 159
object authori ty

granting 99
revoking 99

object creation 122
object deletion 122
object owner

changing 104
object primary group

changing 104
object restore 122
objects not auditable 135
ODBC data source 79
ODBC data sources 51
ODBC driver 14, 79
ODBC setup 79
office task 122
OfficeVision/400 175
OLE OCX 14
online help 9
online help index 10
operational assistant 112, 121
OPRCTL 50
optical task 122
organization 155
OS/2 LAN server 148
OS/400 host server 13
OS/400 V3R7 13
OS/400 V3R7AF 1, 7, 13
output name and number 35
Output queue 27, 31, 35, 45, 50, 164
output settings 164
OUTQ parameter 164
overlays 41
overview 1
owned object option 184
owner 77, 89, 149

changing 99
OWNOBJOPT parameter 174, 184

P
page segments 41

page size 35
pages per side 35
parameter

ACGCDE 161
ASTLVL 163
ATNPGM 162
CCSID 166
CNTRYID 166
CRTMAILF 169
DLVRY 164
DSPSGNINF 163
GRPPRF 177
HOMEDIR 162
INLMNU 162
INLPGM 162
JOBD 162
KBDBUF 163
LANGID 166
LMTCPB 162
LMTDEVSSN 163
LOCALE 166
MAXSTG 161
MSGQ 164
NTSCERTID 167
NTSCOMMENT 171
NTSFWDADR 169
NTSHOMESVR 168
NTSLICTYPE 170
NTSMAILF 169
NTSMAILTYP 168
NTSPWD 167
NTSPWDLEN 170
NTSSECTYPE 170
NTSUSRID 171
NTSUSRLOC 171
OUTQ 164
OWNOBJOPT 174, 184
PGPOPT 183
PRTDEV 164
PTYLMT 161
RPLNTSID 171
SETJOBATR 166
SEV 165
SRTSEQ 166
UPDNTSUSR 171
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parent table 63
Password 156
password expiration 131, 158
password rule 131
password settings 132, 158
PC console 14
PC display 57
PC5250 6
permissions 76
PGPOPT parameter 183
physical f i le member

displaying 53
reorganizing 54

physical fi le trigger
adding 65

port number 145
POSIX locale 166
preferred address 155
primary group 77, 89

changing 99
primary group authority 154
primary group option 183
primary key 61
primary language identif ication 139
print device 164
print f idelity 35
Print key format 27
print on both sides 35
print quality 35
print sequence parameter 33
Print text 27
printed output - security 36
Printer 27, 31, 35, 42, 45
printer function - security 50
printer l ist 43
printer output 30
printer output l ist 31
printer output panel 46
printer output properties 34
printer writer 45

start ing 44, 47
printing function 122
Priority on output queue 27, 35
private authority 154
privilege class 156, 180

Privileges 156
privi leges settings 156
processor 12
processor information 141, 144
program adoption 122
program temporary f ix order

sending 14
programmer 157
propert ies

database objects 77
PRTDEV parameter 164
PRTSEQ 33
PTF 13, 14, 52
PTF package C7029370 13
PTF SF38421 101
PTYLMT parameter 161

Q
QALWOBJRST 128
QALWUSRDMN 135
QAUDCTL 124
QAUDJRN 122
QAUDLVL 124
QAUDLVL system value 159
QAUTOCFG 130
QAUTOVRT 130
QAUTPROF 175
QBRMS 173, 175
QCCSID system value 166
QCNTRYID system value 166
QCRTAUT 129
QCRTOBJAUD system value 126
QDBSHR 173, 175
QDEVRCYACN 133
QDFTOWN 173, 175
QDLS 89, 95
QDOC 173, 175
QDSCJOBITV 133
QDSNX 173, 175
QDSPSGNINF 130
QDSPSGNINF system value 163
QFileSvr.400 89
QFNC 173, 175
QGATE 173, 175
QINACTITV 132
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QINACTMSGQ 133
QKBDBUF system value 163
QLANGID system value 166
QLANSrv 89
QLMTDEVSSN 130
QLMTDEVSSN system value 163
QLMTSECOFR 130
QLOCALE system value 166
QLPAUTO 173, 175
QLPINSTALL 173, 175
QMAXSGNACN 130
QMAXSIGN 129
QMSF 173, 175
QNetWare 89, 175
QOpenSys 89, 101
QOPT 89
QPRTDEV system value 164
QPWDEXPITV 131
QPWDEXPITV system value 158
QPWDLMTAJC 131
QPWDLMTCHR 132
QPWDLMTREP 132
QPWDMAXLEN 131
QPWDMINLEN 131
QPWDPOSDIF 132
QPWDRQDDGT 131
QPWDRQDDIF 132
QRETSVRSEC 129
QRMTSIGN 134
QRMTSRVATR 128
QSECOFR 175
QSECURITY 128, 157
QSETJOBATR system value 166
QSNADS 173, 175
QSPL 173, 175
QSPLJOB 173, 175
QSRTSEQ system value 165
QSRV 175
QSRVBAS 175
QSYS 173, 175
QSYS.LIB 89, 94
QTCP 173, 175
QTEMP 124
QTSTRQS 173, 175
quickview 53

quoted names 101
QUSER 23
QYNMFADDR 171
QYNMHOME 171
QYNMSHORT 171
QYNMSVR 171

R
R/DARS 36
referential constraint 60, 63
refresh 9
register ODBC data source 81
registration server 167, 171
Release Job (RLSJOB) command 24
Release Spooled File (RLSSPLF) command 32
release the job 24
Release Writer (RLSWTR) command 44
releasing

job 24
spooled file 32
wri ter 44

remote sign on 134
remote sign-on setting 135
Remove Authorization List Entry (RMVAUTLE)

command 104
Remove Document Library Object Authority

(RMVDLOAUT) command 99
remove Notes user 171
remove notes user (RMVNTSUSR)

command 175
remove users from group profi les 181
removing

authorization l ist entry 104
document l ibrary object authority 99
Grant Object Authority (GRTOBJAUT) 99

renaming user 173
reorganize 51
Reorganize Physical File Member (RGZPFM)

command 54
reorganize table 54
reorganizing

physical f i le member 54
reply to message 44
reply to message icon 29
reply to messages 24
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replying to inquiry message 28
report/data archive and retrieval system 36
resolution 57
resource security 13, 87, 99
RESTART parameter 44
restart printing 35
RESTORE menu 112
Revoke Object Authority (RVKOBJAUT)

command 99
revoking

object authority 99
revoking permissions to objects 87
RGZPFM (Reorganize Physical File Member)

command 54
RLSJOB (Release Job) command 24
RLSSPLF (Release Spooled File) command 32
RLSWTR (Release Writer) command 44
RMVAUTLE (Remove Authorization List Entry)

command 104
RMVDLOAUT (Remove Document Library Object

Authority) command 99
RMVNTSUSR (remove notes user)

command 175
Root 89
RPLNTSID parameter 171
Run priority 27
run SQL 54
RVKOBJAUT (Revoke Object Authority)

command 99

S
save after printing 35
SAVE menu 112
save system (SAVSYS) 111
save/restore authority 158
saving user directories 114
SAVSYS 111
SCS data 38
SCS spooled data 37
secured object 108
security 13
security administrator 157
security control 128
security level 157, 180
Security officer 157

security policy 111, 127
security requirement 96
security requirements

user and group administration 184
security task 122
security type 170
select columns 66
select columns for view 71
select printer 47
select rows for view 71
select table 68
selecting column 21
selecting data 20
selecting printer 21
selecting printers to include 43
selective setup 35
Send Network Spooled File (SNDNETSPLF)

command 32
Send Program Temporary Fix Order

(SNDPTFORD) command 14
sending

network spooled file 32
program temporary f ix order 14

sensit ivity level 89, 95
separator drawer 50
service pack 52, 101, 147
service pack SF37523 12
service task 123
SETJOBATR parameter 166
SETUPBCKUP 120
SEV parameter 165
shared-weight table 165
Short name 171
size 100
small icon 8
smart icon 7
SMTP user ID 155
SNA distribution 156
SNDNETSPLF (Send Network Spooled File)

command 32
SNDPTFORD (Send Program Temporary Fix

Order) command 14
SOA list view 18
software inventory 137
software l ibrary 139
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software requirements 12
software resources

displaying 137
sort sequence 165
Sort sequence table 27, 166
sorting printer output l ist 19
sorting the view 18
SPCAUT parameter 157
SPCENV parameter 148
special authorities 157
special characters 101
special environment 148
spool management 123
spooled control 158
spooled file 45

deleting 32
holding 32
releasing 32

spooled file attributes
changing 30, 32, 44

spooled files
working with 30, 32

SQL 51
SQL collection 56
SQL collections 51
SQL index 61
SQL syntax 54
SQL vies 66
SRTSEQ parameter 166
start AS/400 Operations Navigator

(CWBUNNAV) 185
start printer 47
start printer options 49
Start Printer Writer (STRPRTWTR)

command 44, 47
start ing

printer writer 44, 47
starting page to print 35
status 27, 31, 35
status bar 7
Status message handling 27
storage device 144
storage devices 141
STRHOSTSVR SERVER (*ALL) command 103
STRHOSTSVR SERVER(*ALL) command 83

STRHOSTSVR SERVER(*ALL) command. 13
STRPRTWTR (Start Printer Writer)

command 44, 47
subsystem monitor job 27
SUPGRPPRF parameter 153
supported products 139

working with 140
switch setting 145
Switch settings 27
syntax checker 54
system adapter 144
system adapters 141
system distribution directory 117, 148
system distribution directory enrollment 154
system integrity violation 123
system job 27
system management 123
system object access 1, 13, 17, 177
system operator 157
system policy 111
system privi leges 157, 180
system sign on 129
system sign-on setting 130
system value 125
SystemView System Manager/400 139

T
tables 51
tape sets 119
TCP/IP connectivity 14
text fidelity 36
time and date 35
Time separator 27, 166
Time slice 27
time-out 132
Time-slice end pool 27
toolbar 7
total copies to print 35
transfer objects to another user 174
trigger program name 60
triggers 65
try-and-buy 39
try-before-buy 36
type 27
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U
UNC (universal naming convention) 100
unique key 61
unique-weight table 165
universal naming convention (UNC) 100
update existing Notes user 170
UPDNTSUSR parameter 171
upgrade 39
user 157
user and group administration 147, 184
user auditing

changing 124, 159
user data 31
user exit program 117
user ID 31
user jobs

working with 22
user objects 175
user profile 147

changing 148, 150, 153, 154, 156, 161, 166,
177

creating 148, 153, 154, 156, 161, 166, 177
deleting 173, 182, 184

user profi le administration 147
user profiles

working with 147
user who created output 35
user-defined fields 155
user-specified data 35

V
V3R1M0 17
V3R1M1 1, 13, 17, 177
V3R1M2 1
V3R7AF 13, 14, 17
Vary Configuration (VRYCFG) command 44
varying

configuration 44
view 17
viewing AFP resources 41
views 51
VIM 169
VRYCFG (Vary Configuration) command 44

W
what to backup

folders 113
integrated fi le system 113
libraries 113
OV/400 mail and calendars 113
security data 113

When output becomes available 35
when to backup 118
where to backup 119
Windows registry 81
Work with (WRKLNK) command 83
Work with Active Jobs (WRKACTJOB)

command 22
work with all printers (WRKWTR) menu 49
Work with Authorization Lists (WRKAUTL)

command 104
Work with Local Area Network Adapters

(WRKLANADPT) command 143
Work with Messages (WRKMSG) command 186
work with printer (WRKPRT) 186
work with spooled file (WRKSPLF) 185
Work with Spooled Files (WRKSPLF)

command 30, 32
Work with Supported Products (WRKSPTPRD)

command 140
work with user job (WRKUSRJ) 186
Work with User Jobs (WRKUSRJOB)

command 22
Work with User Profiles (WRKUSRPRF)

command 147
Work with Writers (WRKWTR) command 42
working with

active jobs 22
authorization lists 104
local area network adapters 143
messages 186
spooled files 30, 32
supported products 140
user jobs 22
user profiles 147
writers 42

workstation resources 141, 144
wri ter

ending 44
holding 44
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wr i ter (continued)
releasing 44

wri ter status 50
writers

working with 42
WRKACTJOB (Work with Active Jobs)

command 22
WRKAUTL (Work with Authorization Lists)

command 104
WRKLANADPT (Work with Local Area Network

Adapters) command 143
WRKLNK (Work with) command 83
WRKMSG (Work with Messages) command 186
WRKPRT (work with printer) 186
WRKSPLF (work with spooled file) 185
WRKSPLF (Work with Spooled Files)

command 30, 32
WRKSPTPRD (Work with Supported Products)

command 140
WRKUSRJ (work with user job) 186
WRKUSRJOB (Work with User Jobs)

command 22
WRKUSRPRF (Work with User Profiles)

command 147
WRKWTR (Work with Writers) command 42
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