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Preface

Discover the finer details of AS/400 remote journal support. This redbook
provides suggestions, guidelines, and practical examples about when and how to
efficiently use remote journal function provided by OS/400. It contains information
that you may not find anywhere else, including detailed coverage of the following
topics:

« Synchronously and Asynchronously maintained remote journals

* Remote journal setup, removal, and day-to-day operation

* Remote journal performance over a wide range of communications gear

« Building AS/400 switchover solutions

« Guidelines for Independent Software Vendors (ISVs) that want to implement
AS/400 high availability solutions

In particular, the remote journal performance chapter covers a wide range of test
scenarios used to evaluate the following aspects of remote journal support:

* The efficiency of different communications hardware (OptiConnect, ATM,
100Mbps Ethernet, Token-Ring, and Frame Relay)

e The overall impact of running remote journal in both synchronous and
asynchronous modes in an interactive transaction processing environment

This redbook is intended for system administrators, high availability specialists,
and ISVs. It specifically focuses on their needs to implement a high availability
solution for the AS/400 system. However, prior to reading this book, you should
be familiar with journal function concepts.

By reading this redbook you gain a broad understanding of OS/400 commands
and APIs that you can use for remote journal setup and operation. This redbook
offers you the information you need to create or implement well-performing
AS/400 high availability solutions.

The Team That Wrote This Redbook
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Chapter 1. Introduction to Remote Journal Function

The addition of the remote journal function on the OS/400 in V4R2 offers a
reliable and fast method to transfer journal receiver data to a remote AS/400
system. It is ideal for use in data replication or high availability environments.

Remote journal allows you to establish journals and journal receivers on the
target system that are associated with specific journals and journal receivers on
the source system. Once the remote journal function is activated, the source
system continuously replicates journal entries to the target system.

The remote journal function is a part of the base OS/400 system and is not a
separate product or feature. It is implemented at the Licensed Internal Code
layer. The benefits of the remote journal function include:

« It lowers the CPU consumption on the source machine by shifting the
processing required to receive the journal entries from the source system to
the target system.

« It eliminates the need to buffer journal entries to a temporary area before
transmitting them from the source machine to the target machine. This
translates into less disk writes and greater DASD efficiency on the source
system.

 Since it is implemented in microcode, it significantly improves the replication
performance of journal entries and allows database images to be sent to the
target system in realtime. This realtime operation is called the synchronous
delivery mode. If the synchronous delivery mode is used, the journal entries
are guaranteed to be in main storage on the target system prior to control
being returned to the application on the source machine.

« It allows the journal receiver save and restore operations to be moved to the
target system. This way, the resource utilization on the source machine can be
reduced.

1.1 The Traditional Approach

Before describing the remote journal function, this section looks at the traditional
approach for the high availability solution and its drawbacks.

The high availability solutions, available prior to V4R2, used local journaling and
the Receive Journal Entry (RCVJRNE) command. In a traditional environment, a
user’s applications that run on a source (production) system generate database
changes. In turn, these changes create journal entries written to a local journal
receiver. Still on the source side, the entries are received from the journal and
buffered in a communications staging area. The data is transmitted
asynchronously to the target system using existing communications gear. A high
availability application running on the target system receives the journal entries
into a temporary storage location, usually a user space. Another job, or many
jobs, replays the changes into a copy of the source database. At this point, you
have an exact copy of the production database on the target machine.

This hot-backup scenario has two major drawbacks:

© Copyright IBM Corp. 1999 1



« The asynchronous mode of operation means data latency. Your source system
may fail while there are some journal entries waiting for transmission to the
target machine. When this occurs, a few final database transactions are
trapped on the source system. The database replica on the target system lags
behind the production database on the source system.

* Increased CPU utilization. The data passes through many layers of the system
software. It crosses the Machine Interface (MI) boundary several times. This
costs extra CPU cycles.

Figure 1 illustrates the traditional solution. The shaded boxes indicate parts of the
high availability solution that you have to purchase or develop in your IT
environment.

Production (Source) System Backup (Target) System
APPS RC_\/JRNE | ol EXit Tqrget A.pply
job program job A job

M

\J

- Y communications Log
DB Journal transport i
- space Replicated
files i DB files
- Journal
Receiver

Figure 1. Example of a Traditional High Availability Solution

1.2 A Remote Journal Solution

2

The remote journal function provides a much more efficient transport of journal
entries than the traditional approach. In this scenario, when a user application
makes changes to a database file, there is no need to buffer the resulting journal
entries to a staging area on the production (source) system. Efficient low-level
system code is used instead to capture and transmit journal entries directly from
the source system to associated journals and journal receivers on a target
system. Much of the processing is done below the Machine Interface (Ml).
Therefore, more CPU cycles are available on the production machine for other
important tasks. Because the remote journal function, if activated in synchronous
mode, replicates journal entries to the backup machine’s main storage before
updating the production’s system database, the data latency is driven to zero.

The high availability solutions available on the AS/400 system can fully take
advantage of this more efficient transport mechanism. In fact, a high availability
solution is still necessary in most customer environments to apply the

AS/400 Remote Journal Function for High Availability and Data Replication




application-dependent data to a replica database for hot-backup scenarios. It is
also necessary for providing the required management facilities for these
hot-backup environments. In addition, the existing high availability products
support replication of objects other than database files. Please refer to 5.6,
“Other Considerations for Switchover” on page 91 for details.

Figure 2 illustrates a hot-backup solution based on the Remote Journal function.
The shaded boxes indicate the parts of the high availability solution that you have
to purchase or develop in your work area.

Production System Backup System
RCVJRNE Apply
APPS iob o

M

v

Communications Remote
DB — JRN transport JRN R
flos Replicated
DB files
JRN JRN
Receiver Receiver

Figure 2. Example of a Hot-Backup Solution with Remote Journaling

1.3 Remote Journal Basics

When the remote journal function is activated on the source machine, the system
replicates existing journal entries first as quickly as possible. This is referred to as
catch-up mode. Once the specified journal receivers are transmitted to the target
machine, the source starts continuously sending new entries either
synchronously or asynchronously. The mode of operation depends on what was
specified when the remote journal function was activated. The different delivery
modes are discussed in the following sections.

You can consider the journal receivers on the target machine as a replica of the
production machine’s journal receivers. It is as if you saved the production
machine’s journal receivers and restored them on the target machine. The time
stamps, system name, and qualified journal receiver names in the associated
remote journal’s journal entries are exactly the same as in the local journal’s
journal entries on the source system. In addition, the attach and detach times of
the journal receivers are the same. However, while using remote journal support,
you may see a minimal discrepancy in size between the local receiver and the
associated remote receiver. Please note that you are using two different
machines, which pre-allocate space for the journal receivers in different operating
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system environments. This may result in slightly different sizes, but the data in
the associated receivers is always the same.

1.3.1 Synchronously Maintained Remote Journals

4

In synchronous mode, journal entries are replicated to the main memory on the
remote machine first. After an arrival confirmation is returned to the source
machine, the journal entry is deposited to the local receiver. Next, the actual
database update is made, if appropriate. The target system is updated in realtime
with all of the journal entries as they are generated by a user application on the
source system. Synchronous journaling allows for recovery that loses no journal
entries on the target system if an outage is experienced on the source system.
Sending journal entries synchronously to a target system modestly impacts the
journaling throughput on the source system.

The main advantages of the synchronous delivery mode include:

« There will be no trapped transactions on the production system. The
synchronous mode should definitely be your choice if it is intolerable to
switchover to the target machine with a few of the final database transactions
trapped on the source machine because these transactions were not sent to
the target in realtime.

* The journal image reaches the target machine before reaching the disk of the
source system. Therefore, there is no delayed arrival of journal entries.

» The efficient utilization of high speed communications hardware (such as
OptiConnect and ATM). Refer to 4.4, “Remote Journal Performance
Benchmarks” on page 73 for more details.

Figure 3 shows you a simple diagram of the tasks involved in synchronous mode.
The shaded boxes show the parts of the high availability solution that you have to
purchase or develop in your shop.

Production (Source) System Backup (Target) System

Synchronous
Delivery Mode

e
Job3 )
! job

Application
+
Appl
Application p p y
Jobl job

Ml

Replica
DB

Journal -
Entries Main

Memory

-{H

Confirmation sent by - -------------1
the Backup system -1

Remote Journal :HA Solution :

Figure 3. Synchronous Delivery Mode Tasks
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1.3.2 Asynchronously Maintained Remote Journals

Sending journal entries asynchronously means that the journal entry is sent to the
target system at some time after control is returned to the end user application
that deposited the journal entry on the source system. From a recovery
standpoint, asynchronous mode is less desirable. The reason is that the source
system may have journal entries ahead of those journal entries that are known to
the target system. Using this method allows for recovery that may lose a number
of journal entries given a failure on the source system. It should have minimal
impact to the local system when compared to the synchronous delivery mode.

The main advantage of the asynchronous delivery mode is the minimal impact on
the production machine.

The disadvantages of the asynchronous delivery mode includes:

< Arisk that some of the final database transactions may be trapped on the
source system.

« In case of production machine’s failure, the process of re-sychronizing the
primary and replica databases is much more difficult when compared to the
synchronous delivery mode.

However, asynchronous mode still remains a valid choice for those who intend to
implement the remote journal function. You should consider asynchronous mode
when:

« Your shop can tolerate the delayed arrival of journal entries, such as in data
warehousing environments

« Your system is heavily utilized and you do not have resources to compensate
for even very moderate overhead of synchronous mode

* You have slower communication gear that cannot keep up with the volume of
journal traffic generated on your production machine

Refer to Chapter 4, “Remote Journal Performance” on page 69, for a detailed
discussion on remote journal performance tested in different scenarios.

Figure 4 on page 6 shows a simplified diagram of tasks involved in asynchronous
mode. The shaded boxes show the parts of the high availability solution that you
have to purchase or develop for your environment.
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Production (Source) System Backup (Target) System

Asynchronous
Delivery Mode

Application RCVJRNE
Job3 ' 3 3 : jOb
Application i Async ; ! Receiving
Job2 ' . H '
. Sending ! . Task Appl
' ! | ppy
Application ; Task ‘ ]Ob
Jobl i .
M
P . >
B T i ‘ LA # | Main :
| ‘ 1 | Memory Replica
DB
Remote
JRN
Receiver
A
Receiver
>
Local Journaling ! Remote Journaling :HA Solution :

Figure 4. Asynchronous Delivery Mode Tasks

1.3.3 Remote Journal Configurations

6

There are two basic remote journal configurations, each of which are discussed in
the following sections.

1.3.3.1 Broadcast Configuration

In a broadcast configuration, one AS/400 system replicates the local journal
entries to one or many remote journals simultaneously. A broadcast configuration
can run both in synchronous and asynchronous modes. The maximum broadcast
configuration is limited to 255 remote systems. We recommend also that only one
journal be activated in synchronous mode. Figure 5 on page 7 illustrates a
broadcast configuration.

AS/400 Remote Journal Function for High Availability and Data Replication




C
sy
pey©
AS/400
AS/400 '
AS/400
Max 255 Remote Systems
AS/400

Figure 5. Broadcast Configuration

1.3.3.2 Cascade Configuration

In the cascade configuration, one AS/400 system replicates the journal entries to
a remote journal on another AS/400 system. That remote journal can replicate the
journal entries to yet another remote journal, and so on with no limit. The local
journals on the source machine can be attached to the remote journals on the
first target machine either in asynchronous or synchronous mode. All remote
journals cascading to other remote journals must run in asynchronous mode.

A remote journal can receive entries from the source, and at the same time, send
entries to another target. Figure 6 shows a cascade configuration.

Async/Sync
Async

AS/400

AS/400

AS/400

Async

AS/400

Figure 6. Cascade Configuration
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A combination of broadcast and cascade configurations can be useful. If you
want to reduce the amount of processing that is done on the production machine,
you can replicate the journal entries to one remote journal on a target machine.
That single journal can broadcast and cascade the journal entries to many other
remote journals.

A local journal entry is deposited by an application. A remote journal always
receives the journal entries from its associated local journal or another remote
journal. You cannot directly deposit journal entries to a remote journal. They have
to go through an associated journal on a source machine.

1.3.4 Remote Journal Types

8

There are two remote journal types: *TYPEL and *TYPE2. Your decision on which
one to choose depends on your save and restore strategy. Using *TYPEL gives

you greater flexibility for your save and restore scenarios, but limits your naming
conventions. In comparison, using *TYPE2 gives you greater flexibility in naming
your remote journals and receivers, but can limit your save and restore strategy.

The following list summarizes the naming conventions available for the *TYPE1
remote journal:

« The journal name for the remote journal must be the same as the source
journal.

< The journal library name can be redirected to a single different library. All
remote journals of *TYPEL, which are associated with the given local journal,
must reside in the same named library.

« The receiver library name can be redirected to a single different library. All
receivers attached to remote journals of *TYPE1 must reside in the same
named library.

Figure 7 on page 9 illustrates the naming convention for a *TYPE1 remote
journal, which cascades to another *TYPE1 remote journal.
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Remote Journal *TYPEL - Cascade Configuration with Library Redirection

SOURCE SYSTEM TARGET SYSTEM 1 TARGET SYSTEM 2

Journal name must be the $ame Journal name must be the Jame
XMPJRN » XMPJRN XMPJRN
in library B inlibrary inlibrary

Redirected journal library ngme Must reside in the same library
XMPLIB XMPLIBBKP XMPLIBBKP

A &
attached receiver ¢ attached receiver ¢ attached receiver
' .
RCVRO002in | | RCVR0oOL in RCVRO002 in gg\vﬁgoé’ésn RCVRO002in Egﬁgé;”
RCWLIB RCVLIB RCVLIBBKP RCVLIBBKP

A

)

Redirected receiver library name

Must reside in the same library

Figure 7. Naming Convention for the Remote Journal *TYPE1

The following list summarizes the naming conventions that are available for a
remote journal *TYPE2:

* The journal name can be different from the source journal.
* There are no restrictions for journal library redirection.
* There are no restrictions for journal receiver library redirection.

Figure 8 on page 10 illustrates the naming convention for a *TYPE2 remote
journal, which cascades to another *TYPE2 remote journal.

Introduction to Remote Journal Function
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Remote Journal *TYPEZ - Cascade Configuration with Library Redirection
SOURCE SYSTEM TARGET SYSTEM 1 TARGET SYSTEM 2
Journal name may be different Journal name may be different
XMPJRN » XMPJRNBK1 XMPJRNBK2
in library B in library in library
Redirected journal libraryname May reside in different libfary
XMPLIB ! $ XMPLIBBK1 XMPLIBBK2
& &
attached receiver ¢ attached receiver 4 attached receiver
Y
ReVRoo02in | | REVR00OL in RCVRO002 in Egﬁ%‘g@” RCVRO002 in Egﬁ%oé)ézm
RCVLIB RCVLIB RCVLIBBK1 RCVLIBBK2
A A
Redirected receiver library name May reside in a different library

Figure 8. Naming Convention for the Remote Journal *TYPEZ2

The receivers associated with a *TYPEL1 journal can be saved and restored to the
source system or to any system where an associated *TYPE1 remote journal
resides. The receivers associated with a *TYPE2 journal can be saved and
restored to the source system where the local journal resides, or the same
system where this particular *TYPE2 remote journal resides. If these restores are
successful, the receivers are linked into the correct receiver chain of the journal.
You can restore the receiver to another system, but it will not be associated with a
remote journal on that system. It will only be associated with a local journal on
that system.

Note

Remote journals of *TYPEL and *TYPE2 can be mixed and matched. The
library redirection scenarios shown in this section do not use mixed journal
types for the sake of simplicity.

Refer to 3.8, “Save and Restore Considerations” on page 64 for a more detailed
discussion on save and restore considerations for the remote journal function and
the relationship to the remote journal types.
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Chapter 2. Remote Journal Setup and Removal

This chapter describes how to set up the environment for the remote journal
function, and how to handle the creation and removal of remote journals. The
following topics are discussed:

» Remote journal function prerequisites
» Adding remote journals

* Removing remote journals

» Version considerations

— Note

In this Redbook we use CL commands to manipulate remote journals. If your
shop has not moved to V4R3 yet, please refer to the following URL for sample
code on how to call the V4AR2 remote journal APIs:
http://www.as400.ibm.com/db2/db2code.htm

Before the remote journal can be created and activated for replication, the
following steps need to be performed:

1. Setup the communications path(s) that will be used to replicate journal entries
between the source and target systems.

2. Create a Relational Database (RDB) Directory Entry that identifies the target
system and communications link which will be used

3. Create local journals and receivers

4. Create and start the local journaling of physical files so that changes are
recorded into the source journal.

5. Add the remote journal(s).

Figure 9 illustrates the processes of setting up the remote journal environment:

Set up communications

\

Add RDB directory entry

\

Start local journal

Y

Add remote journal

Figure 9. Steps to Setup a Remote Journal Environment
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2.1 Remote Journal Function Prerequisites

Before the remote journal function can be established, certain features must be
set up. There are also some considerations that will affect the performance of
remote journal function.

2.1.1 Setting Up the Communications Environment and Security

The remote journal function requires a communication channel to be set up
between the source and target system. Figure 10 shows the communications
protocols that are supported by the remote journal function for replicating the
journal entries to the remote systems.

SNA
TCP/IP
OptiConnect

AS/400 AS/400

Figure 10. Different Communication Protocols Supported by Remote Journal Functions

« OptiConnect for 0S/400

If the OptiConnect for OS/400 bus transport method is used, the OptiConnect
for OS/400 subsystem (QSOC) must be active on both the source system and
the target system. The appropriate controllers and devices must be varied on.

To view OptiConnect activity information and verify if OptiConnect is
functional, you can use the Work with OptiConnect Activity (WRKOPCACT)
command. The activity information shown represents cumulative activity from
the collection start to the collection end times. In addition, you can also use
the Verify OptiConnect Connections (VFYOPCCNN) command to verify
connections to systems in the fiber optic network.

Refer to OptiConnect for 0S/400, SC41-5414, for more information.
« Systems Network Architecture (SNA)

If SNA communications transport is to be used, you need to vary on the
appropriate line, controller, and devices, and ensure that the subsystem
QCMN is active on both systems.

To verify if SNA is functional, you can use the Work with Configuration Status
(WRKCFGSTS) command on controllers. This shows you whether the
controllers are varied on and ready to use.

Refer to SNA Distribution Services, SC41-5410, for more information.
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« Transmission Control Protocol/Internet Protocol (TCP/IP)

If TCP/IP is used, you must start it with the Start TCP/IP (STRTCP) command,
including the distributed data management (DDM) servers.

To verify if TCP/IP is functional, you can use Work with TCP/IP Network Status
(NETSTAT) command option 3. This option can display the TCP/IP
connections between a local system and a remote system.

Refer to TCP/IP Configuration and Reference, SC41-5420, for more
information.

To verify if the communications subsystems are active, you can use the Work with
Subsystem (WRKSBS) command to show information for each subsystem in the
system. Pressing F11 displays the status of each subsystem. Figure 11 shows the
Work with Subsystem command display.

Work with Subsystems

System: SRCSYS
Type options, press Enter.
4=FEnd subsystem 5=Display subsystem description
8=Work with subsystem jobs

Total Subsystem Active
Opt Subsystem Storage (K) Number Jobs Status

QBATCH 0 024311 0 ACTIVE
QCMN 0 024315 7 ACTIVE

QCTL 0 024264 1 ACTIVE
QINTER 0 024307 2 ACTIVE
QSERVER 0 024299 12 ACTIVE
QsoC 0 024408 1 ACTIVE

QSPL 0 024297 0 ACTIVE
QSYSWRK 0 024265 97 ACTIVE

Bottom
Parameters or command
]
F3=Exit F5=Refresh F11=Display podls F12=Cancel
F14=Work with system status

Figure 11. WRKSYS Prompt Display

To vary on (activate) communication descriptions, you can use the Vary
Configuration (VRYCFG) command or option 1 in the Work with Configuration
Status (WRKCFGSTS) command. If the non-switched line descriptions are varied
on, the appropriate controllers and devices attached to that line are also varied
on. The WRKCFGSTS command also gives the status of each connection. For
more information about working with the communication configuration status,
refer to Chapter 6, "Distributed Relational Database Administration and
Operation Tasks" in OS/400 Distributed Database Programming, SC41-5702.
Figure 12 on page 14 shows the WRKCFGSTS command with the controller
status display.
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Work with Configuration Status SRCSYS
10/06/98 10:06:32
Posiionto ..... Starting characters

Type options, press Enter.
1=Varyon 2=Varyoff 5=Workwithjob 8=\Work with description
9=Display mode status  13=Work with APPN status...

Opt Descripion ~ Status —Job——
OPTICOMM  ACTIVE

OPTICOMM  ACTIVE

TCPIPCOMM  ACTIVE

TCPIPCOMM  ACTIVE QTCPP QTCP (24363
SNACOMM  ACTIVE

SNACOMM  ACTIVE

Bottom
Parameters or command
_>
F3=Exit F4=Prompt F12=Cancel F23=More options F24=More keys

Figure 12. WRKCFGSTS CFGTYPE(*CTL) Display with Controller Status

Here are the types of network interfaces that are supported by the AS/400
system:

« Token-Ring networks

» Ethernet networks

< Asynchronous Transfer Mode (ATM) emulated local and wide area networks
e Frame relay networks

* Wireless networks

Distributed Data Interface (DDI) networks

Refer to 0OS/400 LAN, Frame Relay and ATM Support, SC41-5404, and OS/400
Communications Configuration, SC41-5401, to learn how to configure and
improve the performance of your local area network.

Different network interface options affect the performance of the remote journal
function differently. Remote journal performance for different types of network
interfaces is discussed in Chapter 4, “Remote Journal Performance” on page 69.

2.1.2 Setting Up a Relational Database Directory Entry

Whenever you try to add, change, or remove a remote journal, a relational
database (RDB) directory entry needs to be specified. All the systems in the
network must have their RDB directory set up with connection information. The
RDB directory contains database names and values that are translated into
communications network parameters. Specifying an RDB directory entry
identifies the communications protocol and corresponding communications path
information over which the remote journal function will work.

Each RDB entry also identifies the method of accessing the RDB. One entry for
each remote RDB must be added. Each RDB name must be unique within the
RDB directory and within the distributed network.
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To add an RDB directory entry, you can use the Work with RDB Directory Entries
(WRKRDBDIRE) command, then option 1 for add. Or, you can use the Add RDB
Directory Entry (ADDRDBDIRE) command instead.

Itis a good idea to make the RDB name the same as the system name or location
name specified for this system in your network configuration. This can help you to
identify a database name and correlate it to a particular system in your distributed
RDB network, especially if your network is complex.

The relational database directory is not an AS/400 object so it cannot be saved
and restored with Save Object (SAVOBJ) command. However, the files that make
up the relational database directory are saved with Save System (SAVSYS)
command. Therefore, the physical file that contains the relational database
directory can be restored from the save media to your library. You can use the
information from this file to re-create the relational database directory. Another
approach is to save the relational database directory by creating an output file
with Display Relational Database Directory Entry (DSPRDBDIRE) command with
the OUTFILE parameter specified. This output file can then be used to add
entries to the directory in case it has been corrupted. Refer to the OS/400
Distributed Database Programming, SC41-5702, for a sample CL program that
reads the content of the output file created with DSPRDBDIRE command. This
sample program also re-creates the entries with the Add Relational Database
Directory Entry (ADDRDBDIRE) command.

For remote journal usage, the RDB entry cannot refer to a *LOCAL database, nor
can an Application Requester program (*ARDPGM) be used. Refer to the
following sections for more information.

Security of the remote journal function depends on the communications protocol
security. The remote journal function does not alter the security characteristics
that are available.

The communications function that is identified by the RDB can be shared by other
activities. However, you may consider isolating the remote journal function
activity to have the best performance.

Note: While setting up the remote journal environment on multiple systems, make
sure that the user profile, used to connect to remote systems, exists in all the
systems in the network.

2.1.2.1 Setting Up an RDB Directory Entry for SNA

Setting up an RDB directory entry for SNA is straightforward. If you are running
over OptiConnect, the steps for setting up an RDB directory are similar to the
SNA setup process described in this section. Refer to OptiConnect for 0S/400,
SC41-5414, for more information on this communications method. Once you are
sure that the appropriate controllers and devices are created and varied on, use
either the WRKRDBDIRE or ADDRDBDIRE commands to add the relevant entry.
In Figure 13 on page 16, an RDB directory entry named TGTSYS is added to
allow access to the remote system TGTSYS using SNA.

Remote Journal Setup and Removal

15



16

Add RDB Directory Entry (ADDRDBDIRE)
Type choices, press Enter.

Relational database ...... RDB  >TGTSYS
Remote location: RMTLOCNAME
Nameoraddress ....... >TGTSYS

TYPE.oviiiin *SNA
Texdt...ooooovennns TEXT RDB Dir Entryto TGTSYS system

Device: DEV

APPC device description ... *OC
Locallocation......... LCLLOCNAME *.OC
Remote networkidentfier ... RMTNETID  *LOC
Mode.............. MODE *NETATR
Transactionprogram ....... TNSPGM  *DRDA

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=Howto use this display
F24=More keys
N J/

Figure 13. ADDRDBDIRE Prompt Display

The required parameters include:
» Relational Database (RDB)

Specify the name of the RDB being added. Each name entered into the
directory must be unique. Because RDBs communicate with each other over a
distributed network, each name must also be unique among other RDBs on the
network. The system can determine whether an RDB name is unique in the
directory, but you must determine whether it is unique among RDBs on the
network.

* Remote Location (RMTLOCNAME)

Specify the name or address of the system on which the RDB is located. For
the SNA implementation, you need to configure the controller that governs the
communication between the local and the remote system.

Then, you need to refer to this controller in the device description parameter.
The first element of this parameter can take several forms. For the SNA
protocol, the relevant values are:

* SNA remote location name (LU name). Specify a maximum of eight
characters for the remote location name. If this form is used, the second
element of this parameter must be *SNA (the default).

* SNA remote network identifier and remote location name separated by a
period. Specify a maximum of eight characters for the remote location
name, and a maximum of eight characters for the remote network identifier.
If this form of the parameter is used, the second element of this parameter
must be *SNA (the default).
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The optional parameters include:

L]

Text (TEXT)

Specify text that briefly describes the RDB directory entry. You can specify no
more than 50 characters of text, enclosed in apostrophes.

Device (DEV)

Specify the name of the advanced program-to-program communications
(APPC) device description on the local system that is used to access this
RDB. The device description does not need to exist when the RDB directory
entry is added.

Local Location Name (LCLLOCNAME)

Specify the local location name by which the local system is identified to the
system on which the RDB is located. The local location name cannot be the
same as the remote location name.

Remote Network Identifier (RMTNETID)

Specify the remote network identifier of the system on which the RDB is
located. If this parameter is specified, the RMTLOCNAME parameter must be
consistent with this RMTNETID parameter. If the RMTLOCNAME parameter
specifies a network 1D, these two parameters must match (or an error
message are issued). If the RMTLOCNAME parameter does not specify any
network ID, there is no possibility for conflict between these parameters.

Mode (MODE)

Specify the mode name that is used with the remote location name to
communicate with the system on which the RDB is located. More information
on mode names is in the APPC Programming book.

Transaction Program (TNSPGM)
Specify the name of the transaction program to use with the RDB entry.
Application Requester Driver (ARDPGM)

This parameter is not applicable for remote journal.

The Display RDB Directory Entry (DSPRDBDIRE) command, or option 5 on the
WRKRDBDIRE display, can be used to view an existing RDB directory entry. The
Change RDB Directory Entry (CHGRDBDIRE) command, or option 2 on the
WRKRDBDIRE display can be used to change an existing RDB directory entry.

In Figure 14 on page 18, the RDB directory entry created in this section is
reviewed using DSPRDBDIRE command.
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Display Relational Database Detall
Relational database ......: TGTSYS
Remote location:

Remotelocation ........: TGTSYS
Device description.......: 1.OC
Locallocation.........: TGTSYS
Remote network identifier ..: *LOC
Mode.............. *NETATR
Transactionprogram .....: *DRDA
Text..............: RDBDirEnryto TGTSYS systemvia
SNA

Bottom
Press Enter to continue.

F3=Exit F12=Cancel

Figure 14. DSPRDBDIRE Display with an SNA RDB Directory Entry Definition

2.1.2.2 Setting Up an RDB Directory Entry for TCP/IP

Setting up an RDB directory entry for the TCP/IP protocol involves a couple of
additional steps when compared to SNA or OptiConnect. Before we outline the
process we need to describe briefly the major concepts of Distributed Relational
Database Architecture (DRDA). Refer to Section 6.10 in the DB2/400 Advanced
Database Functions, SG24-4249, for details.

In the distributed relational database environment, the system running the
application and sending the SQL requests across the network is called
Application Requester (AR). Any remote system that executes SQL requests
coming from the Application Requester is known as Application Server (AS).

The TCP/IP implementation of the Distributed Relational Database Architecture
(DRDA) Application Server (AS) is based on multiple connection-oriented server
jobs running in the QSYSWRK subsystem. The DRDA server jobs are defined by
prestart job entries. Once the Application Requester (AR) connects to the listener
at the AS, the listener issues a request to wake up a prestarted server job. The
listener then passes the socket descriptor to the server job and any further
communication occurs directly between the client application and server job. By
observing this socket descriptor, you can determine if TCP/IP is functional.

Figure 15 on page 19 shows a simple form of a distributed relational database
environment. The SRCSYS system acts as an AR to run the application and send
requests across the network. The TGTSYS system acts as an AS to execute
requests coming from the AR.
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SRCSYS (AR) TGTSYS (AS)

Data

Application

Figure 15. A Distributed Relational Database

To match our naming convention in the later chapters, the remote system
TGTSYS takes the role of the AS and the source system SRCSYS, acting as an
AR, and accesses the database located on system TGTSYS.

The configuration process for this simple scenario consists of two phases:

1. Setting up the Application Server (TGTSYS in our case). This phase involves
the following configuration activities:
a. Configure TCP/IP.
b. Set the attributes for the DDM server job.

Before you start the server job on the AS system, you can change the job's
attributes with the Change DDM TCP/IP Attributes (CHGDDMTCPA)
command. There are two attributes that can be changed with this
command:

* AUTOSTART —Specify whether to automatically start the DDM server
when TCP/IP is started. The parameter takes effect the next time the
Start TCP/IP (STRTCP) command is run.

« PWDRQD—Specify whether client systems are required to have a
password in addition to a user ID on incoming connection requests to
this system as a server. This parameter takes effect on the next DRDA
or DDM connect request over TCP/IP.

The recommended values for the DDM server job are shown in Figure
16.

Change DDM TCP/IP Attributes (CHGDDMTCPA)
Type choices, press Enter.

Autostartsenver .......... *YES  *NO,*YES,*SAME
Password required ........ *YES  *NO,*YES,*SAME

Figure 16. DDM Server Job Attributes

c. Start the DDM Server Job. Use the Start TCP/IP Server command to start
the DDM server job:
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STRTCPSVR SERVER(*DDM) J

Figure 17. Starting the DDM Server Job

2. Setting up the Application Requester (SRCSYS). This phase involves the
following configuration activities:
a. Configure TCP/IP.
b. Addthe TGTSYS machine to the RDB directory. Use either WRKRDBDIRE
or ADDRDBDIRE command.

Add RDB Directory Entry (ADDRDBDIRE)

Type choices, press Enter.

TYPE v >HP *SNAMP
Text......oonn.... RDB Dir Entry for TGTSYS over TCPIP

Port number or service program  *DRDA

Figure 18. RDB Directory Entry over TCP/IP

The description of the parameters for TCP/IP are the following:
* Relational Database (RDB)
Same as for SNA.
* Remote Location (RMTLOCNAME)
The first element of this parameter can take several forms:

— IP address in dotted decimal form. Specify an Internet protocol address
in the form nnn.nnn.nnn.nnn, where each nnn is a number in the range
0 through 255. If this form is used, the second element of this parameter
must be specified as *IP.

— IP host domain name. Specify an Internet host domain name of up to
254 characters in length. If this form is used, the second element of this
parameter must be specified as *IP.

If *IP is specified for the second element, the DRDA AS at the remote
location must support the use of TCP/IP. The DEV, LCLLOCNAME,
RMTNETID, MODE, and TNSPGM parameters will be ignored.

The optional parameters include:
o Text (TEXT)
Same as for SNA.
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e Port number or service program (PORT)

Specify the TCP/IP port that is used at the remote location to communicate
with the system on which the RDB is located. The default value of *DRDA
is translated into port 446.

3. Defining the user profile under which to connect to TGTSYS. You can use the
Add Server Authentication Entry (ADDSVRAUTE) command to add
authentication information for a given user under which the connection is
done. The user ID and password are associated with the user profile and
remote Application Server. This information flows to the AS each time the AR
issues a connect request.

a. Before using the ADDSVRAUTE command, make sure that you have
*SECADM special authority, as well as *OBJMGT and *USE authorities to
the user profile to which the server authentication entry is added.

b. Check whether the retain server security data (QRETSVRSEC) system
value is set to 1. If the value is 0 (do not retain data), the password is not
saved in the entry.

c. Add the authentication entry with the ADDSVRAUTE command.

Note: Please make sure that the server name parameter is in uppercase.

The Change Server Authentication Entry (CHGSVRAUTE) command allows
you to change the user ID and password for an authentication entry added by
the ADDSVRAUTE command. The Remove Server Authentication Entry
(RMVSVRAUTE) command allows you to remove authentication entries.

Now you can run the remote journal function over the TCP/IP protocol.

2.1.3 Preparing Local Journaling and Required Objects

The remote journal function is built upon the local journal function. Before the
remote journal function can be performed, the local journal function on the source
system must first be set up.

Create the local journal and the journal receiver on the source system by using
the Create Journal Receiver (CRTJRNRCV) command and the Create Journal
(CRTJRN) command respectively. Then, start local journaling on the source
system using the Start Journal Physical File (STRIJRNPF) command. Refer to
0S/400 Backup and Recovery, SC41-5304, for more information on the local
journal function.

Before you create your remote journal environment, make sure that you
understand the performance benefits of the *RMVINTENT and *MINFIXLEN
parameters on the CRTJRN command and the *OPNCLO parameter on the
STRJRNPF command. Refer to 4.6, “Performance Recommendations” on page
79 for more details.

If library redirection is not specified, the remote journal and journal receivers will
reside in a library that has the same name as the library that contains the source
journal and journal receivers. You have to make sure that all selected libraries
exist on the target system.

Figure 19 shows a remote journal created without library redirection. Journal
entries in journal XMPJRN in library XMPLIB on the SRCSYS system are
replicated to the remote journal that resides in the library of the same name on
the TGTSYS system. The attached receiver RCVR0001 residing in library
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RCVLIB in the SRCSYS system found the remote counterpart in the library of the
same name on the TGTSYS system.

SOURCE SYSTEM TARGET SYSTEM
RCVLIB XMPLIB XMPLIB RCVLIB
RCVR0001 XMPJRN XMPJRN RCVR0001
Remote Jrn
Association
JRNRCV g1~ JRN  p | — — — - = JRN {8 JRNRCV

Figure 19. Remote Journaling without Library Redirection Specified

Using library redirection is another option you can choose. Library redirection
basically provides a means for remote journals and any of their associated
journal receivers to optionally reside in differently named libraries on the target
system from the corresponding local journal and journal receivers on the local
system. Except for the QGPL library, library redirection for the journal object must
be specified when replicating the journal entries to a target system for any journal
starting with the letter Q in a library starting with Q. The remote journal type
specifies the extent of library redirection you can define. Please refer to 1.3.4,
“Remote Journal Types” on page 8 for a more detailed discussion on library
redirection.

Figure 20 on page 23 shows a remote journal created with library redirection.
Journal entries from journal XMPJRN, in library XMPLIB on the SRCSYS system,
are replicated to a remote journal in library XMPLIBBKP on the TGTSYS system.
The attached receiver RCVR0001 residing in library RCVLIB in the SRCSYS
system found the remote counterpart in the library RCVLIBBKP on the TGTSYS
system.
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SOURCE SYSTEM TARGET SYSTEM

RCVLIB XMPLIB
RCVR0001 XMPJRN
Remote Jrn
Association
JRNRCV |-+ JRN - — — o
|
|
|
| XMPLIBBKP  RCVLIBBKP
|
| XMPJRN RCVR0001
|
L — L gl JRN | | pg/JRNRCV

Figure 20. Remote Journaling with Library Redirection Specified

2.2 Adding Remote Journal (ADDRMTJRN)

The Add Remote Journal (ADDRMTJRN) command or (QjoAddRemoteJdournal)
API associates a remote journal on the target system, as identified by the RDB
directory entry, with the specified journal on the source system. The journal on the
source system can be either a local journal or another remote journal. A maximum
of 255 remote journals can be associated with a single journal on a source system.

In Figure 21 on page 24, a *TYPE1 remote journal named XMPJRN is created
without library redirection on the TGTSYS system.
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Add Remoate Joumal (ADDRMTJIRN)

Relational database . ..... TGTSYS

Source joumal........... XMPJRN  Name

Library ........... XMPLIB  Name, *LIBL, *CURLIB
Tagetjoumal......... *SRCIRN  Name, *SRCIRN

Library ........... Name

Remote receiverlibrary .... *SRCRCVLIB Name, *SRCRCVLIB
Remote joumaltype ...... *TYPEL  *TYPEL*TYPE2

Library ........... XMPLIB Name
Deletereceners.. ... .. *NO *NO, *YES
Text'description'........... Remote Joumal Example
Bottiom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=Howo use thisdisplay
F24=More keys
N /

Figure 21. ADDRMTJRN Prompt Display

The following list further explains the parameters in the ADDRMTJRN command.
Please note that QJoAddRemoteJournal API has similar input parameters.

* Relational database (RDB)

Specify the name of the RDB directory entry that contains the remote location
name of the target system. Refer to 2.1.2, “Setting Up a Relational Database
Directory Entry” on page 14.

» Source journal (SRCJIRN)

Specify the name of the journal on the source system to which the remote
journal is added and the library where it resides. The journal on the source
system can be either a local journal or another remote journal. The name of
the source journal can be qualified by specifying one of the valid library
values.

» Target journal (TGTJRN)
Specify the name of the remote journal on the target system.
* Remote receiver library (RMTRCVLIB)

Specify the name of the library for the remote journal receivers on the target
system that are associated with the remote journal.

* Remote journal type (RMTJRNTYPE)

Specify the type of remote journal on the target system. The remote journal
type influences the redirection capabilities, journal receiver restore operations,
and remote journal association characteristics. Refer to 1.3.4, “Remote
Journal Types” on page 8 for a description of the differences between the two
available types.
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« Journal message queue (MSGQ)

Specify the name of the message queue associated with the remote journal.
This value is only set for a journal that is created on the target system.

» Delete receivers (DLTRCV)

Specify whether the system deletes the target journal receivers when they are
no longer needed or keeps them on the target system for the user to delete
after they are detached by the target system. This value is only set for a
journal that is created on the target system.

» Text "description" (TEXT)

Specify the text that briefly describes the remote journal on the target system.
This value is only set for a journal that is created on the target system. Specify
no more than 50 characters of text, enclosed in apostrophes.

When adding a remote journal to a source journal for the first time, the remote
journal is created on the target system. The remote journal uses a combination of
the attributes from the source journal and the input parameters provided on this
command. The library in which the remote journal will be created must already
exist on the target system prior to this command being called on the source
system. When created by this command, the remote journal will be created with a
journal type of *\REMOTE. The remote journal will not have an attached journal
receiver.

In addition, when adding the remote journal, the remote journal can either be
created into the library with the same name as that of the source journal or into a
redirected library on the target system. As described previously, the redirected
library allows remote journals and any of their associated journal receivers to
reside in libraries with different names on the target system from the
corresponding local journal and journal receivers on the local system.

All validation for the journal library on the target system will be performed using
the redirected library name when specified. Similarly, the journal receivers that
are created later and associated with this remote journal can reside in the library
with the same name as the source journal receivers on the source system. Or,
they can reside in a distinct redirected library name on the target system. The
journal receiver library redirection, if desired, must be specified when the remote
journal is added using this command.

When adding a remote journal on a target system, two remote journal types can
be specified: *TYPEL1 and *TYPEZ2. The remote journal type influences the
redirection capabilities, journal receiver restore operations, and remote journal
association characteristics.

If the specified target journal already exists on the target system, the journal can
be associated with the source journal. This is true only if the target journal is of
type *REMOTE, the remote journal type matches the specified journal type, and
the journal was previously associated with this same source journal. Also, the
journal may or may not have an attached journal receiver.

After the remote journal is successfully added on the target system, the remote
journal has a journal state of *INACTIVE. A journal state of *INACTIVE for a
remote journal on the target system means that the remote journal is currently not
receiving journal entries from its source journal on the source system. The
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Change Remote Journal (CHGRMTJRN) command or QjoChangeJournalState
APl is used to activate a remote journal and start the replication of journal entries
from the source journal to the remote journal. Refer to Chapter 3, “Remote
Journal Operations” on page 31, for the discussion of the CHGRMTJRN
command and associated API.

The Work with Journal Attributes (WRKJRNA) command can be used to review
journal attributes. Pressing F16 displays the journal state of the added remote
journals. You can also activate and inactivate the remote journals on this panel
using options 13 and 14. This is the same function that the CHGRMTJRN
command and QJoChangeJournalStatus API provide.

Figure 22 shows that a remote journal XMPJRN is added using RDB entry
TGTSYS. It is noted that the remote journal state is still *INACTIVE.

~
( Work with Remote Joumal Information
Joumdl ......: XMPJRN  Lbrary ......: XMPLIB
Joumaltype....: 1LOCAL  Joumalstate ...: *ACTIVE
Remote joumal type : Delivery mode ... :
Localjoumal ...: Source joumal. ...
Library .....: Library .....:
System......: System......:
Redirected receiver ibrary . .................. XMPLIB
Number ofremotejoumals.................... 1
Type options, press Enter.

5=Display remote joumal details 8=Display relational database detail

13=Activate 14=Inactivate
——Remoe————

Relational Joumal  Delivery
Opt Database Joumal Library State  Mode

TGTSYS XMPJRN  XMPLIB  *INACTIVE

Bottom

—
F3=Ext F4=Prompt F5=Refresh F6=Workwith remote joumal list
Fo—Retrieve F12=Cancel

Figure 22. WRKJRNA Display with a Remote Journal Added in a Remote System

Once a remote journal is added to a journal, the journal receiver that was
attached at that time on the source system, and any journal receivers attached
after that time on the source system, are protected from deletion. This occurs
when all journal entries for a given journal receiver are not yet replicated to the
remote journal. This protection ends when the remote journal is removed using
the Remove Remote Journal (RMVRMTJRN) command or
(QjoRemoveRemoteJournal) API. See 2.3, “Removing Remote Journal
(RMVRMTJRN)” on page 28 for more information.

To setup a cascade configuration, you have to build an AS and AR relationship
between the target system TGTSRC and a system other than the source system
SRCSYS, for example, CASSYS. To achieve this relationship, you must set up
the communications as described in 2.1.1, “Setting Up the Communications
Environment and Security” on page 12. Then, you must establish the RDB
directory entry as shown in 2.1.2, “Setting Up a Relational Database Directory
Entry” on page 14, accordingly. Consideration of library creation and library
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redirection is still applicable. Since the remote journal is created on the TGTSYS
system, you can simply use ADDRMTJRN on TGTSYS to add a remote journal to
the remote journal existing in the TGTSYS system to the CASSYS system.

Journal entries replicated from SRCSYS to TGTSRC are, in turn, replicated to

CASSYS.

Figure 23 illustrates the cascade configuration described previously in this

section.

Remote Journal *TYPEL - Cascade Configuration with Library Redirection

SRCSYS TGISYS CASSYS
XMPIRN > XVPIRN > XVPIRN
inlibrary B inlibrary inlibrary
Redirected journd library ngme

XVPLIB XVPLIBBKP XVIPLIBBKP

& &
attached receiver ¢ attached reosiver ¢ attached receiver
' .

ROVROOOZin RCVROOOL in ROVROO®2in RCVRO00Lin ROVROOOZin RCVRO00Lin

RCWLIB RCWLIB RCWLIBBKP RCWVLIBBKP
A i

Redirected receiver library name

Figure 23. Sample Cascade Configuration

Figure 24 on page 28 shows a *TYPEL1 remote journal on CASSYS added to the
remote journal on the TGTSYS system in a cascade configuration. The command
is entered on the TGTSYS system.
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Add Remote Joumal(ADDRMTJRN)

Relational database ...... CASSYS

Source joumal........... XMPJRN  Name

Library ........... XMPLIBBKP Name, *LIBL, *CURLIB
Tagetjoumal......... *SRCIRN  Name, *SRCIRN

Library ........... Name

Remote receiverlibrary .... *SRCRCVLIB Name, *SRCRCVLIB
Remote joumaltype ...... *TYPEL  *TYPEL*TYPE2

Lbay ........... XMPLIB  Name
Delete receiers...... .. NO  *NO,*YES
Text'description'........... Cascade Remote Joumal Example
Bottiom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=Howo use thisdisplay
F24=More keys

Figure 24. Adding a Remote Journal Cascade Configuration

In many AS/400 environments, users attempt to minimize the amount of
processing that is performed on the local or source system. As much of the
processing as possible is shifted to other AS/400 systems in the network. A
combination of the broadcast and cascade configurations allows for this when
replicating the journal entries from a single AS/400 system to multiple AS/400
systems. For example, replicating a local journal to a single remote journal on a
target AS/400 system minimizes the replication cost on the source system. Then,
from the target system, the replicated journal can be asynchronously replicated
by either a broadcast or cascade configuration to other remote journals on other
AS/400 systems.

2.3 Removing Remote Journal (RMVRMTJRN)

The Remove Remote Journal (RMVRMTJRN) command or
(QjoRemoveRemoteJournal) API disassociates a remote journal on the specified
target system from the specified journal on the source system. The journal on the
source system can either be a local journal or another remote journal.

The remote journal and any associated journal receivers are not deleted from the
target system by this processing and no processing is performed on the target
system. The remote journal that remains on the target system can later be added
back to the remote journal definition for the journal on the source system by using
the Add Remote Journal (ADDRMTJRN) command.

It is your responsibility to delete the remote journal and any associated journal
receivers from the target system, if so desired.

Once a remote journal association is removed from a journal, all of the journal
receivers that are currently in the journal's receiver directory on the source
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system are no longer protected from deletion even if the journal entries are not
yet replicated to the remote journal.

The command must be called from the source system for a remote journal. The
remote journal on the specified target system cannot have a journal state of
*ACTIVE.

Figure 25 shows a prompt display of the RMVRMTJRN command, which is used
to remove remote journal XMPJRN from a source journal of the same name.

-
Remove Remote Joumal (RMVRMTJIRN)

Type choices, press Enter.

Relational database ... TGTSYS
Sourcejoumd............ XMPJRN  Name

Lbrary ........... XMPLIB  Name, *LIBL, *CURLIB
Targetjoumdl.......... *SRCIJRN  Name, *SRCIRN

Library ........... Name

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=Howto use this display
F24=More keys

&
Figure 25. RMVRMTJRN Prompt Display

The following list further explains the parameters on the RMVRMTJRN command.
The QjoRemoveRemoteJournal APl has similar input parameters.

» Relational database (RDB)

The name of the RDB directory entry that contains the remote location name
of the target system. Refer to 2.1.2, “Setting Up a Relational Database
Directory Entry” on page 14 to create an RDB directory entry.

» Source journal (SRCJIRN)

Specify the name of the journal on the source system from which the remote
journal is removed, and the library where it resides. The journal on the source
system can be either a local journal or a remote journal.

» Target journal (TGTJRN)

Specify the name of the remote journal on the target system.

Before you use RMVRMTJRN to remove the association between the journal in
source and target systems, you must make sure that the journal state of the
remote journal is inactive. Otherwise, message CPF6992 will appear saying that
the remote journal in the library was not removed because the journal state of the
remote journal is *ACTIVE. You must change the journal state of the remote

Remote Journal Setup and Removal 29



journal by using the Change Remote Journal (CHGRMTJRN) command, which is
described in 3.2, “De-activating a Remote Journal” on page 43.

2.4 Version Considerations

AS/400 systems that use the remote journal function must be at V4AR2MO or
above. Only receivers attached to a journal after installing V4R2MO can be
replicated by the remote journal function. All journals are regarded as local
journals if they were created prior to VAR2MO. There is no means for converting
existing journal receivers from releases prior to V4AR2MO to a form that allows the
remote journal function.

As a step in the upgrade process from any prior version to V4AR2MO or above a
Change Journal (CHGJRN) command was run for all journals on the system to
attach newly created journal receivers of the upgrade version. After this step,
these journals can handle the remote journal function.
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Chapter 3. Remote Journal Operations

This chapter addresses the operations of a remote journal. Operational tasks that
are discussed are:

« Activating a remote journal

< Deactivating a remote journal

« Determining the status of a remote journal

* Managing journal receivers on both the source and target systems
* Managing multiple remote journals

* Monitoring for errors

« Recovery from communication failures

« Save and restore considerations

< High availability considerations

The operation of remote journal is discussed and illustrated by the use of CL
commands. Each remote journal CL command also has an equivalent API that
can be used instead. Table 1 shows the correspondence between each remote
journal CL command and the equivalent remote journal API. The APIs were
available in VAR2MO, while the commands were available in VAR3MO.

Table 1. Command to API Correspondence

Command Callable API

ADDRMTJRN (Add Remote Journal) QjoAddRemoteJournal
CHGRMTJRN (Change Remote Journal) QjoChangeJournalState
RMVRMTJRN (Remove Remote Journal) QjoRemoveRemoteJournal

3.1 Activating a Remote Journal

Before journal entries can be replicated to a remote journal, that remote journal
must be activated. To activate any remote journal, use the Change Remote
Journal (CHGRMTJRN) command. This command must be run on the source
system, on which the source journal is located. Once the remote journal is
activated, the OS/400 system support starts replicating journal entries from the
source journal to that particular remote journal. Each remote journal must be
activated individually by using this command. Activating one remote journal does
not impact the current state of any other remote journal including those that are
associated with the same source journal as the one being activated.

3.1.1 Using the CHGRMTJRN Command for Activation

© Copyright IBM Corp. 1999

When preparing to run the CHGRMTJRN command to activate a remote journal,
choices must be made for the following parameters:

« Relational Database (RDB)

This parameter specifies the relational database name. The name specified
here identifies an entry in the relational database (RDB) directory which was
previously added by using the ADDRDBDIRE command. The RDB directory
entry selected provides the following information to the remote journal system
support:
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— Identification of the target system

— The type of communication path to use when communicating with that
target system

— The type of communications protocol to use (SNA, OptiConnect, or
TCP/IP).

It is possible to have more than one directory entry for the same target
system, where each one specifies a different communications path and
protocol. For example, one entry can specify that OptiConnect/400 with SNA
is to be used for communications with the target system and a second can
specify that ATM with TCP/IP is to be used. The choice that is specified on the
CHGRMTJRN command determines which communication path replicated
journal entries will be transported across. The choice that is made on the
command stays in effect until the remote journal is first deactivated and then
activated again using a different choice. The choices that are available can be
viewed by running the WRKRDBDIRE command. However, the choice you use
on the CHGRMTJRN command must be the same as the choice you used
when you ran the ADDRMTJRN command.

— Attention

You can run multiple ADDRMTJRN commands that specify the same source
and remote journals and only vary by having different RDB values specified.
When you do this, you prepare alternative communication paths between
the same source journal and remote journal that can be used for journal
entry replication. Only one of these paths can be active at a time. If you
activated a remote journal using one path and want to change it, you must
first deactivate the remote journal and then activate it again using the new
RDB directory entry. Using this technique, you can prepare for recovery
from a communications failure. This is discussed later in 3.7, “Recovering
from Communication Failure” on page 62.

» Source Journal (SRCJRN)

This parameter specifies the qualified name of the source journal. Journal
entries in the receiver chain of this journal are replicated to the remote journal
that is being activated. The journal that is identified here must exist on the
source system at the time the CHGRMTJRN command is run. The source
journal can be a local journal or a remote journal.

At the time the command is run, there may already be journal entries in the
receiver chain that are eligible for replication to the remote journal. If so, the
system support immediately starts transporting journal entries to the remote
journal as part of running this command. This is referred to as catch-up mode.
Conversely, at the time the command is run, there may be no eligible journal
entries in the receiver chain. In that case, no journal entries are transported to
the remote journal as part of running the command. The remote journal is
simply put into a state that when the first eligible journal entry arrives on the
source journal it can be replicated to the remote journal. This is the normal
operational mode once the remote journal is activated and is referred to as
continuous mode.

Observe caution when using the CHGRMTJRN command interactively. The
source journal may have a large number of pending journal entries that must
be replicated to the remote journal that is being activated. In this case, the
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command will not complete until those journal entries are replicated. The
keyboard is disabled during this time period so no additional commands can
be entered. If there is any question as to whether running the command
results in a prolonged catch-up phase, the command should be submitted as a
batch job.

Target Journal (TGTJRN)

This parameter specifies the remote journal on the target system to which
journal entries are to be replicated from the source journal. This remote
journal must have been added previously to the source journal by using the
ADDRMTJRN command.

Journal State (JRNSTATE)

This parameter specifies how the state of the remote journal is to be changed.
To activate a remote journal, use the key value *ACTIVE.

Delivery (DELIVERY)

This parameter specifies whether replicated journal entries are to be sent to
the remote journal synchronously to the application that generated them or
asynchronously to that application. If the key value *SYNC is specified, the
entries are sent synchronously to the application. If the key value *ASYNC is
specified, they are sent asynchronously to the application.

—— Attention

There is an important relationship between this parameter and the RDB
parameter described in the previous text. If *SYNC is specified for this
parameter, ensure that the entry specified in the RDB parameter identifies a
properly-sized communications gear. For performance information, refer to
Chapter 4, “Remote Journal Performance” on page 69.

Starting Journal Receiver (STRIRNRCV)

This parameter specifies where, in the receiver chain of the source journal,
replication is to start. There are three possible choices for this parameter.
Each of these three choices serves a different purpose and is used under
differing circumstances.

—— Attention

The choice of the starting point must be made carefully because the wrong
choice can cause journal entries to be missed. Moreover, recovery of
missed journal entries can be difficult. A more extensive discussion of
choosing the starting point for remote journal is given in 3.1.3, “Choosing a
Starting Point for Remote Journal” on page 36.

Sending Task Priority (SNDTSKPTY)

This parameter is used only when the DELIVERY parameter specifies
*ASYNC. The value specified here controls the priority at which the system
sending task, which replicates journal entries to the remote journal, runs. The
lower the numeric number is that is specified here, the higher the priority of
this system task is. Depending on the load on the source system, a high
priority may be needed to help ensure that the remote journal does not lag
behind the source journal by a significant number of entries. Allowing the
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remote journal to significantly lag behind the source journal must be avoided
for an effective high availability solution. Considerations for high availability

are discussed later in Chapter 5, “Building the Switchover Solution” on page
81.

Note
The default value *SYSDFT is the highest priority that the independent

sending task can have. If you enter a number (from 1 to 99), the resultis a
lower priority than the default.

3.1.2 Activating the Remote Journal Using CHGRMTJRN—Example

In this section, we present a simple example of activating a remote journal. The
system configuration we work with is illustrated in Figure 26. The source system,
SRCSYS, contains the source journal XMPJRN in library XMPLIB. This journal is
also a local journal into which applications cause journal entries to be deposited.
As shown, there are two receivers in the receiver chain of XMPJRN: RCVR0001
and RCVRO0002. The receivers are in the RCVLIB library. The target system
TGTSYS contains the remote journal XMPJRN, in library XMPLIBBKP on the
target system. Previously the ADDRMTJRN command was run to add this
*TYPE1 remote journal to the source journal. This is shown by the dashed line
between the two. At this point in time, the remote journal is not yet activated, and
there are no journal receivers in its receiver chain. When the remote journal is
activated, journal receivers start to be created on the target system as journal
entries are replicated. In this example, we assume that the library for the journal
receivers on the target system was defined on the ADDRMTJRN command to be

RCVLIBBKP.
SRCSYS TGTSYS
XMPJRN XMPJRN
inlibrary | _ _ _ _ _ _ | I in library
XMPLIB XMPLIBBKP

attached receiver

RCVR0002 in RCVR0001 in
RCVLIB RCVLIB
(attached) (detached)

Figure 26. Remote Journal Configuration before Running the CHGRMTJRN Command

To activate the remote journal XPMJRN on the target system, we use the
CHGRMTJRN command. The prompt screen (with the parameter values filled in)
for this command is shown in Figure 27 on page 35.
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Change Remote Joumal (CHGRMTJRN)

Type choices, press Enter.

Relational database ...... >TGTSYS

Sourcejoumdl......... >XMPJRN  Name

Library ........... > XMPLIB  Name,*LIBL, *CURLIB
Targetjoumdl......... XMPJRN  Name, *SRCIRN

Lbary ........... XMPLIBBKP Name

Joumalstate ......... >*ACTIVE  *SAME, *ACTIVE, *INACTIVE
Delivery............ *ASYNC  *ASYNC,*SYNC

Starting joumal receiver ...>RCVR0001 Name, *ATTACHED, *SRCSYS
Library ........... > RCVLIB  Name,*LIBL, *CURLIB

Sending task priority ... *SYSDFT  Number, *SYSDFT

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=Howto use this display
F24=More keys

N /

Figure 27. CHGRMTJRN Prompt Display—Activate Remote Journal

From this figure, you can see that the remote journal is activated using the
asynchronous delivery mode with the system delivery task to run with a priority of
*SYSDFT. We recommend that you do not to change the default priority. The RDB
directory entry is specified as the same name as the target system. It is good
practice to name the entry the same as the target system to avoid confusion. The
directory entry itself does not directly identify the target system. By using a
naming convention such as this, it is readily understood which directory entry is
for which system.

Notice also that the starting point for journal entry replication is specified as
RCVRO0001, which is the first receiver on the source journal’s receiver chain. We
want to replicate all journal entries. Since journal replication only moves forward
in the receiver chain, by specifying the first receiver, we are assured that we will
not miss any journal entries. If we specified the key value *SRCSYS or
*ATTACHED, we could have started with the receiver that is currently attached to
the source journal (RCVR0002). The journal entries in receiver RCVR0001 would
not be replicated.

You cannot provide a journal entry sequence number when specifying the starting
point. When remote journaling is activated, the system support on each side
exchange information to determine which journal entries are already replicated to
the target side. From this, the system support on the source side can
automatically determine at which journal entry to start. In our example, since no
journal entry replication done yet, the system knows to start with the first journal
entry in the specified receiver. For example, we may allow journal entries to be
replicated for a while and then deactivate the remote journal. The next time we
run the CHGRMTJRN command, while still specifying RCVR0001 as the starting
point, the system support automatically determines which entries in this receiver
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are already replicated. It starts with the first one that was not replicated. Journal
entries that are already replicated are not replicated a second time.

If we press Enter on the illustrated prompt display and activate the remote
journal, when the command completes, the system configuration in Figure 26 on
page 34 transforms to the configuration in Figure 28. Notice that all pending
journal entries on the source system are replicated to the target system and that
the remote journal now has a receiver chain. This catch-up phase occurred
synchronous to the running of the CHGRMTJRN command. Now as applications
on the source system cause entries to be deposited in the source journal, the
entries are replicated to the remote journal by the asynchronous delivery system
task.

SRCSYS TGTSYS

XMPJRN XMPJRN
in library - in library
XMPLIB XMPLIBBKP

attached receiver : attached receiver
RCVR0002 in RCVRO0001 in RCVR0002 in RCVR0001 in
RCVLIB RCVLIB RCVLIBBKP RCVLIBBKP
(attached) (detached) (attached) (detached)

Figure 28. Simple Remote Journal Configuration after Running CHGRMTJRN Command

3.1.3 Choosing a Starting Point for Remote Journal

36

When activating a remote journal through the CHGRMTJRN command, you must
identify where the replication of journal entries is to start. This identification
provides a starting point within the receiver chain of the source journal. You
cannot identify a single journal entry. You can only identify a receiver in the
source journal’s receiver chain. Given the receiver, the system support
determines which, if any, of the journal entries in that receiver have already been
replicated. The system support searches forward through the receiver until it
finds the first entry that is not yet replicated. Journal entry replication starts with
that journal entry. If the system support does not find any entries that are not yet
replicated, the next receiver in the chain will be searched. This is repeated until
an entry is found in a receiver. If there are no journal entries in any of the
receivers on the chain that need to be replicated, the system support awaits the
arrival of the first new journal entry. Then, replication commences with that one.

One important point to note is that the system support always moves forward in
the receiver chain, from oldest to newest journal entry. It starts at the point that
you identify on the CHGRMTJRN command. This means that journal entries are
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replicated in the same order as they were deposited into the source journal. This,
in turn, maintains the correct ordering of the journal entries as they are deposited
into the remote journal. Maintaining this correct order in the remote journal is
critical to having a high availability solution. A high availability solution works
because it replays changes made to the source database onto a backup
database that is on the target system. To ensure that the source database and
the backup remain at the same level, the changes represented by the journal
entries must be applied to the backup database in the same order as the changes
that were originally made to the source database. If the changes represented by
the journal entries are applied in a different order, the backup database does not
even closely reflect the current level of the source database.

By incorrectly choosing the starting point, you can inadvertently change the order
of the journal entries in the remote journal. For example, if you direct the support
to start in the middle of the receiver chain, journal entries older than those at the
specified starting point are not looked at. If these entries were not replicated
previously, they are not replicated this time either. There are legitimate reasons
for skipping journal entries. However, if this is done by mistake, replicating the
missed journal entries later may cause the journal entries to be replayed by the
apply jobs of the high availability application in a wrong order. For example, study
Figure 29.

SRCSYS TGTSYS

Source Remote
Journal Journal

t attached receiver

Add R, to Fq Delete Ry
From Fq

(attached) (detached)
RCVR0002 RCVR0001

Figure 29. Getting Journal Entries Out of Sequence (Part 1 of 3)

In this example, the source journal has two receivers in its receiver chain:
RCVRO0001 and RCVR0002. Receiver RCVRO0002 is currently attached to the
journal. Therefore, the journal entries in this receiver are newer than the journal
entries in RCVR0001. Also note that receiver RCVR0001 contains a journal entry
that represents deleting record R; from physical file F1. In RCVR0002, there is an
entry that represents the insertion of record R into physical file F;. Record R4
was first deleted from the file and then re-inserted later.
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Suppose we use the CHGRMTJRN command to activate the remote journal and
specify the receiver RCVR0002 as the starting point. Upon completing the
command, we have the configuration shown in Figure 30. Note that receiver
RCVRO0002 is replicated, but not RCVR0001 because our specified starting point
precluded replication of this receiver.

SRCSYS TGTSYS
Source Remote
Journal Journal
-
# attached receiver # attached receiver
AddR1t0F1 DE|et6R1 Add RqtoFq
From F 4

(attached) (detached) (attached)

RCVR0002 RCVR0001 RCVR0002

Figure 30. Getting Journal Entries Out of Sequence (Part 2 of 3)

Suppose we recognize our mistake. Then, we deactivate the remote journal and
then reactivate, this time specifying RCVR0001 as the starting point. Two actions
now happen. Receiver RCVRO0001 is replicated to the remote journal but it
appears as a newer receiver than RCVR0002. The receivers on the chain of the
remote journal could temporarily appear to apply jobs of a high availability
solution as being out of order as shown in Figure 31 on page 39

Note: The remote journal moves itself correctly in order after the next CHGJRN
command execution.

If journal entries are applied to the backup database in receiver order, we perform
an add first of record R1 followed by a delete, which is the opposite order as on
the source database. The second action that happens is that the system support
ends with an error condition. Once receiver RCVRO0001 is replicated, the system
support tries to replicate RCVR0002 again. It realizes that this receiver is already
replicated and the receivers are probably out of order on the remote journal. The
remote journal is automatically deactivated so replication cannot continue.
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SRCSYS TGTSYS

Source Remote
Journal Journal

A . A .

v attached receiver v attached receiver
Add R toFq Delete R4 Delete Ry Add R toFq

From F, From Fy

(attached) (detached) (attached) (detached)
RCVR0002 RCVR0001 RCVR0001 RCVR0002

Figure 31. Getting Journal Entries Out of Sequence (Part 3 of 3)

The CHGRMTJRN command supports three ways of specifying the starting point
when activating a remote journal:

« Use the key value *ATTACHED.

*ATTACHED means that replication must start with the receiver that is
currently attached to the remote journal. Based on what the attached receiver
is on the remote journal, the system finds the corresponding receiver in the
receiver chain of the source journal and replication of journal entries proceed
from that point. If there is currently no receiver attached to the remote journal,
replication starts with the receiver that is currently attached to the source
journal.

This choice is used when the remote journal was previously activated and
later deactivated. During the time period where the remote journal is
deactivated, additional journal entries are deposited into the source journal.
Now you want to continue replication to the remote journal starting at the next
journal entry that is not yet replicated. Using this choice ensures that all
journal entries deposited in the source journal are replicated, in the correct
order, to the remote journal without having the remote journal active all the
time. Use caution when activating a remote journal for the first time. If a
remote journal is not yet activated, it does not have an attached receiver.
Therefore, if the starting point is specified as *ATTACHED, replication starts
with the receiver that is attached to the source journal. If the receiver chain of
the source journal only consists of the currently attached receiver, no journal
entries are skipped by the replication process. If there are more receivers than
the currently attached one, journal entries in receivers other than the currently
attached one are not replicated.

Using the *ATTACHED key value is illustrated in Figure 32 on page 40.
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SRCSYS TGTSYS

Source @ — — — — — — L — |— ?emotT
Journal Replication ourna

Starting Point

L RCVR0001

(detached)
RCVR0002
(dstached) Receiver
RCVR0003 RCVR0001 Chain
(attached) (attached)

Receiver Chain

Figure 32. Example of Using *ATTACHED

In this example, the remote journal has been activated once before and
journal entries in receiver RCVR0001 were replicated before the remote
journal was deactivated. Receiver RCVR0001 remains attached to the remote
journal, and there are no other receivers on the chain. While the remote
journal was inactive, additional entries could have been deposited into
RCVRO0001 and receivers RCVR0002 and RCVR0003 were added to the
receiver chain of the source journal. RCVRO0O003 is the receiver currently
attached to the source journal. If we activate the remote journal again,
specifying *ATTACHED as the starting point, the system support determines if
RCVRO0001 is currently attached to the remote journal. It finds that same
receiver on the chain of the source 1 journal. Starting with that receiver, the
system searches forward through the journal entries until it finds the first entry
that was not replicated to the remote journal. Replication starts at that point
and proceed forward through the receivers on the source journal chain. As a
result, all journal entries deposited into the source journal receivers are
replicated to the remote journal in the correct order.

Use the key value *SRCSYS.

*SRCSYS means that replication must start at the receiver that is currently
attached to the source journal. If there are other receivers in the receiver chain
of the source journal, the journal entries they contain are not replicated.

When *SRCSYS is specified, the system support checks the remote journal to
determine if the receiver attached to the source journal is already somewhere
on the receiver chain of the remote journal. One of three possible outcomes
result:

— The receiver is not on the receiver chain of the remote journal. In this case,
a new receiver with this name is created and attached to the remote
journal. Replication of journal entries proceeds, starting with the first
journal entry in that receiver on the source system.

— The receiver is already on the receiver chain of the remote journal and is
currently attached to the remote journal. In this case, a portion of the
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journal entries in the receiver may already be replicated. The system
support determines the first journal entry in the receiver that is not yet
replicated. Replication starts from that point.

— The receiver is already on the receiver chain of the remote journal and is
not the one that is currently attached to the remote journal. In this case, the
remote journal cannot be activated, and the CHGRMTJRN command fails.
Once areceiver is replicated to the remote journal, it cannot be replicated a
second time after it is detached from the remote journal. You can delete the
receiver from the target system and replicate it a second time. However,
this may result in journal receivers that are out of order in the remote
journals receiver directory until the receiver is detached from the remote
journal. At that point, it is placed into the correct location in the chain.

The key value *SRCSYS is useful in two situations:

— The only receiver on the chain of the source journal is the currently
attached receiver, or all other receivers are already replicated to the
remote journal. Used in other situations, you must take care so journal
entries are not inadvertently skipped by the replication process.

— It becomes necessary to prevent journal entries from being replicated. For
example, an application, due to an error, generated erroneous transactions
that should not be repeated on the target system. By running the CHGJRN
command to attach a new journal receiver and activating the remote journal
using the *SRCSYS key value, the starting point for replication can be
moved beyond the journal entries that are not to be replicated.

An example of using *SRCSYS is shown in Figure 33. In this example, we
deliberately prevent journal entries in receivers RCVR0002 and RCVR0003
from being replicated.

SRCSYS TGTSYS
Source F — — — — — — o L — |— | Remote
Journal Journal

RCVR0002

(detached)
RCVR0003
(detached) Receiver
RCVR0004 RCVR0001 Chain
(attached) (attached)

Receiver Chain

Figure 33. Example of Using *SRCSYS before Activation

The remote journal was activated at a previous time to allow RCVR0001 to be
replicated. Then it was deactivated. While it was in an inactive state, receivers
RCVRO0002 to RCVR0004 were added to the receiver chain of the source journal.
Now we want to activate the remote journal again using *SRCSYS as the starting
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point for replication. This causes the system support to start with receiver
RCVRO0004. The end result of using *SRCSYS in this example is shown in Figure

34.
SRCSYS TGTSYS
Source | — — — — — — — 1 | Remote
Journal Journal
VR0O0Q
dce:tacfge%
RCVR0002
(detached)
RCVR0003 RCVR0001
(detached) (detached)
RCVR0004 RCVR0004
(attached) (attached)
Receiver Chain Receiver Chain

Figure 34. Example of Using *SRCSYS after Activation

* Use the receiver Name.

The starting point can be given explicitly by specifying the name of a receiver
that is associated with the source journal. When this option is used, the
system support checks if the named receiver is already on the receiver chain
for the remote journal. Again, one of three outcomes is possible when this
check is made:

— The receiver is not on the receiver chain of the remote journal. In this case,
a new receiver with this name is attached to the remote journal and
replication of journal entries proceeds, starting with the first journal entry in
that receiver on the source system.

— The receiver is already on the receiver chain of the remote journal and is
currently attached to the remote journal. In this case, a portion of the
journal entries in the receiver may already be replicated. The system
support determines the first journal entry in the receiver that is not yet
replicated. Replication starts from that point.

— The receiver is already on the receiver chain of the remote journal and is
not the one that is currently attached to the remote journal. In this case, the
remote journal cannot be activated, and the CHGRMTJRN command fails.
Once areceiver is replicated to the remote journal, it cannot be replicated a
second time after it is detached from the remote journal. You can delete the
receiver from the target system and replicate it a second time. However,
this may result in journal receivers that are out of order in the remote
journals receiver directory until the receiver is detached from the remote
journal at which time it is placed into the correct location in the chain.

Specifying a receiver name for the starting point is useful in two situations:

— Activating a remote journal for the first time where the source journal
has more receivers on its chain than the currently attached one. To
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replicate all journal entries in this case, you specify the name of the
oldest receiver on the receiver chain.

— Wanting to prevent the journal entries in some receivers from being
replicated. By specifying the name of a newer receiver in the receiver
chain journal entries in the older receivers are precluded from being
replicated.

Previous examples (Figure 26 on page 34 and Figure 28 on page 36)
illustrate the use of a receiver name for specifying a starting point.

3.1.4 Ineligible Journal Receivers

Receivers that were created prior to V4R2 are not eligible for use with the remote
journal support. At the time, a system is upgraded from a release prior to V4R2,
each journal that exists on the system is changed by forcing a new receiver to be
attached to it. Any existing receivers are left on the receiver chain of the journal. If
you attempt to use the CHGRMTJRN command, specifying the name of these old
receivers as the starting point, the command fails. The remote journal is not
activated.

Unfortunately there is no attribute associated with a receiver to determine if the
receiver can be used with the remote journal support. The only way to determine
if a receiver is eligible is to examine the date it was detached from the journal. If
that date is the same as or before the date the system was upgraded, that
receiver and all receivers older than that one are ineligible for use with remote
journal support.

If you have ineligible receivers on the receiver chain, the first time you activate a
remote journal, you can skip over them by specifying a starting point by receiver
name. Specify the name of a receiver that is newer on the chain than the ones
that are ineligible. Because the remote journal only moves forward in the receiver
chain, the support will never encounter any further ineligible receivers. Please
note also that dual receivers are not allowed in the receiver chain.

3.2 De-activating

a Remote Journal

To end the replication of journal entries to a remote journal, the remote journal
must be deactivated. Once deactivated, the system support no longer replicates
journal entries to that remote journal. New entries that arrive in the source journal
are only deposited in the local journal receiver until the remote journal is
activated again.

Each remote journal must be deactivated individually. Deactivating one remote
journal does not change the state of any other remote journal, even those that are
connected to the same source journal. To deactivate a remote journal, one of two
commands can be used:

« The CHGRMTJRN command can be used to deactivate a remote journal from
the source system.

* The Change Journal (CHGJRN) command can be used to deactivate a remote
journal from the target system.

Each of these two commands are discussed in the following sections in more
detail.
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3.2.1 Using the CHGRMTJRN Command for Deactivation

When preparing to run the CHGRMTJRN command to deactivate a remote
journal, choices must be made for the following parameters:

L]

Relational Database (RDB)

Specify an RDB directory entry that identifies the communications path to use
to the system on which the remote journal exists. You must specify the same
RDB entry that was used to activate the remote journal. In the event you have
multiple RDB entries to that target system, you are not allowed to use a
different one.

Source Journal (SRCJRN)

This parameter specifies the qualified name of the source journal from which
entries are currently replicated to the remote journal.

Target Journal (TGTJRN)
This parameter specifies the name of the remote journal to be deactivated.
Journal State (JRNSTATE)

This parameter specifies how the state of the remote journal must be
changed. To deactivate a remote journal, the key value *INACTIVE is used.

How to make inactive (INACTOPT)

This parameter specifies how deactivation occurs. One of two key values can
be specified:

— *CNTRLD

This option allows those journal entries that are queued up for replication to
complete. At any point, there may be one or more journal entries that are
prepared for transmission to the remote journal. Using this option allows
the transmission of those entries to complete before the remote journal is
deactivated. Note that if the asynchronous delivery mode is used over a
slow communications line, there can be many journal entries queued up.
As a result, it can be a significant time period before the remote journal is
actually deactivated. This value has no meaning for remote journals
activated in synchronous mode.

— *IMMED

This option is used to deactivate the remote journal immediately. Journal
entries that are already queued up for transmission are not sent before the
remote journal is deactivated. Note that this does not cause the journal
entries to be lost to that remote journal. The next time the remote journal is
activated, those same journal entries are prepared again for transmission
to the remote journal.

Note: The QjoChangeRemotedournal API differs from the CHGRMTJRN
command in the area of deactivation. Unlike the command, the API can be used
to deactivate a remote journal from either the source or target side. In addition,
information is returned to the API caller with details about the inactivate request
such as the sequence number of the last journal entry that was replicated.

To deactivate the remote journal, which was activated in Figure 27 on page 35,
we run the CHGRMTJRN command. The prompt display is shown in Figure 35.
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We deactivate this remote journal using the immediate option. This command
must be run on the source system.

Change Remote Joumal (CHGRMTJRN)
Type choices, press Enter.

Relational database . ..... >TGTSYS

Sourcejoumal......... >XMPJRN  Name

Library ........... XMPLIB  Name, *LIBL, *CURLIB
Targetjoumdl.......... XMPJRN  Name, *SRCIRN

Library ........... XMPLIBBKP Name

Joumalstate ......... >*NACTIVE *SAME, *ACTIVE, INACTIVE
How to make inactive.......... MMED *CNTRLD,MMED

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=How o use this display
F24=More keys

Figure 35. CHGRMTJRN Prompt Display—Deactivate Remote Journal

3.2.2 Using the CHGJRN Command for Deactivation

The CHGJRN command can be used to deactivate a remote journal on the
system on which this journal resides. This is the same as what can be done using
format CJST0200 on the QjoChangeJournalState APIl. When the CHGJRN
command is used to deactivate a remote journal, every parameter on the
command, except the following two, must be given a value of *SAME. The two
parameters that can have a value other than *SAME are:

e Journal (JRN)
This parameter specifies the name of the remote journal to deactivate.
¢ Journal State (JRNSTATE)

Specify a key value of *INACTIVE to deactivate the remote journal.
Deactivating a remote journal by using the CHGJRN command causes an
immediate deactivation to occur. Journal entries that were queued up on the
source system awaiting transmission are not sent.

While the CHGJRN command can be used to deactivate a remote journal, it
cannot be used to activate one. Only the CHGRMTJRN command can be used
for that purpose. To deactivate the remote journal that was activated in Figure 27
on page 35, run the CHGJRN command (shown in Figure 36 on page 46) on the
target system where XMPJRN in XMPLIBBKP resides.
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Change Joumal (CHGJRN)

Type choices, press Enter.
Joumal ............ JRN XMPJIRN
Library ........... XMPLIBBKP
Joumal receiver: JRNRCV
Joumalreceiver ....... *SAME
Library ..........
Joumal receiver........
Library ..........
Sequenceoption ........ SEQOPT  *CONT
Joumal message queue ..... MSGQ *SAME
Library ...........
Manage receners......... MNGRCV  *SAME
Deletereceners.......... DLTRCV  *SAME
Receiver size options ...... RCVSIZOPT *SAME
Joumalstate ......... JRNSTATE *INACTIVE
More...
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=Howto use this display
F24=More keys
N J

Figure 36. CHGJRN Command Prompt Display Example

3.2.3 Which Command to Use

Under normal circumstances, use the CHGRMTJRN to deactivate a remote
journal. This allows for a more orderly ending of the remote journal. However,
since the CHGRMTJRN command must run on the source system, there are two
conditions where the CHGJRN command must be used instead:

« The communications path that is referenced by the RDB entry is unavailable.
* The source system itself has failed.

Under either one of these conditions, it is not possible to use the CHGRMTJRN
command. Instead the deactivation of the remote journal must be done on the
target system using the CHGJRN command.

3.2.4 Deactivation Following System Failure

If the source system fails, any remote journal that was *ACTIVE at the time of the
failure must be deactivated. The CHGJRN command must be run for each remote
journal on each target system. When the source system fails, the remote journal
is left in an active state. When the source system is available again, the source
journal loses all record of any remote journals that were active at the time of
failure. Unless action is taken, the source side believes all remote journals are
inactive while each target side believes the remote journals are active. If you
attempt to activate one of these remote journals, the CHGRMTJRN command
fails.

Moreover, you must use the CHGJRN command. If you wait until the source
system is available again and attempt to use the CHGRMTJRN command to
deactivate it, it fails. Then, the remote journal is not deactivated.
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If a target system fails, you do not need to take any action to deactivate the
remote journals. In this case, the system failure event causes the active remote
journals to be deactivated automatically.

3.2.5 Inactive Pending State

Under normal circumstances, a remote journal is in one of two states: *ACTIVE or
*INACTIVE.

When activated, a remote journal’s state changes from *INACTIVE to *ACTIVE.
When deactivated, a remote journal’s state directly moves from *ACTIVE to
*INACTIVE under normal circumstances. However, there can be a situation
where the state moves from *ACTIVE to a state referred to as *INACTPEND. This
is an indicator that the remote journal is in the process of going to the *INACTIVE
state. Under some error conditions, the process cannot be completed and the
remote journal is left in the *INACTPEND state. While the remote journal is in an
*INACTPEND state, it cannot be activated again. Under these conditions, you
need to take action to bring the remote journal back into an *INACTIVE state.

This special state occurs only if the delivery mode is specified as synchronous
when the remote journal is activated. The state means that the remote journal
received replicated journal entries from the source system and could not confirm
that reception back to the source system. This may be due to the fact that the
source system, or communications to the source system, failed before the
confirmation could be sent. It is a characteristic of synchronous delivery mode
that journal entries are written first to the remote journal and then to the source
journal only after confirmation is received by the source system. The changes are
also not made to the database until the entries are written to the source journal.
Thus, if the remote journal is in an *INACTPEND state it can contain journal
entries that neither the source journal contains nor the source database reflects.
These unconfirmed journal entries are an accurate reflection of what the
application did on the source system, only the source system may have no record
of their occurrence. You can view these unconfirmed entries and a high
availability solution can apply these changes to the backup database if it so
desired. If it does, the backup database may possibly be ahead of the production
database. If there are unconfirmed journal entries in the remote journal, there is a
message in the message queue associated with the remote journal. The
message identifies how many unconfirmed entries are present.

To reset the state of a remote journal from *INACTPEND to *INACTIVE, the
CHGJRN command must be run on the target system. The remote journal can be
activated again. Note that the remote journal will not report back to the source
system that it has unconfirmed entries. From a source perspective, these journal
entries, and the transaction they represent, may be lost if the source system
failed.

—— Attention

Before running the CHGJRN command to deactivate a remote journal from the
*INACTPEND state, check the message queue to determine if there are
unconfirmed entries present. Look for message CPF70DA4. If it is present, the
message tells you if there are any unconfirmed journal entries in the remote
journal. Take any action on the unconfirmed entries first and then run the
command. If you run the command first, the unconfirmed entries are lost.
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3.3 Determining the Status of a Remote Journal

The Work with Journal Attributes (WRKJRNA) command can be used to view the
status of either a local journal or a remote journal. The
QjoRetrieveJournallnformation AP provides the same type of information that
WRKJIRNA provides.

The starting point for viewing status should be the source journal. By running the
WRKJRNA command against the source journal, you can see not only the status
of that journal, but also the status of any added remote journals. However, it
should be noted that WRKJRNA command only shows information for remote
journals one level down or one level up in the local and remote journal hierarchy.
If you have a multi-layer cascade configuration, you have to look on more than
one system to see the whole network.

As an example, we ran the command shown in Figure 37 on the local journal on
the source system.

WRKIRNA JIRNXMPLIB/XMPIRN) J

Figure 37. WRKJRNA Example

When you run this WRKJRNA command, you see a display similar to the one
shown in Figure 38. In this example, the source journal is a local journal. If the
source journal is a remote journal, the display appears somewhat differently.

Work with Joumnal Attributes
Joumdl .......: XMPJRN  Library ......: XMPLIB
Auniliary storage Joumaltype....: * OCAL

pool .

Messagequete ...: QSYSOPR  Receiversize options: *NONE
Library .....: *LIBL

Manage receivers..: *SYSTEM

Delete receivers..: *NO

Type options, press Enter.
8=Display attributes

Attached
Option Receiver Library
RCVR0002 RCVLIB

Botiom
F3=Exit F5=Refresh F12=Cancel F13=Display joumaled fles
Fl4=Display joumaled access paths F24=More keys

Figure 38. WRKJRNA Initial Display for a Local Journal

On the WRKJRNA display, the Journal type field identifies what the journal type
is. The value here is either *LOCAL or *REMOTE. In this example, we are
working with a local journal so the value is set to *LOCAL. The state of the journal
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is given in the Journal state field. For a local journal, this value is *ACTIVE if the
journal is active or *INACTIVE if it is not.

From the initial WRKJRNA display, you can obtain information about any added
remote journals by pressing F16. If we do this for the example with which we are
working, we see the display shown in Figure 39.

4 N

Work with Remote Joumal Information

Joumdl ......: XMPJRN  Library ......: XMPLIB

Joumaltype....: *LOCAL  Joumalstate ...: *ACTIVE

Remote joumal type : Delivery mode ...:

Localjoumal ...: Source joumal...:

Library .....: Library .....:

Redirected receveribrary ...................: RCVLIBBPK

Number ofremotejoumals................... 1

Type options, press Enter.
5=Display remote joumal details 8=Display relational database detail
13=Activate 14=Inactivate
Remote
Relational Joumal  Delivery
Opt Database Joumal Libray State Mode
__ TGTSsYs XMPJRN  XMPLIBBKP *ACTIVE *SYNC
Bottom

>
F3=Bxit FA=Prompt F5=Refresh F6=\Work with remote journal list
FO-Retrieve F12=Cancel

Figure 39. WRKJRNA Displaying Remote Journal Information for the Local Journal

The display that results from pressing F16 shows the added remote journals
information at the bottom, while keeping the source journal information at the top.
Each remote journal that is added to the source journal is displayed. For each
remote journal displayed, you see:

« The RDB entry in the source system RDB directory that is used to connect to
the target system on which the remote journal exists.

* The name of the remote journal.
« The name of the library that the remote journal is in on the target system.
* The state of the remote journal. This state can be one of the following:
— *INACTIVE—The remote journal is inactive.
— *ACTIVE—The remote journal is active and journal entries are replicated to
it.
— *FAILED—The remote journal cannot receive journal entries from the
source journal due to an error condition.

— *CTLINACT—The remote journal is in the process of a controlled inactivate
request.

« If the remote journal is active, the delivery mode that is used to replicate
journal entries. The value here can be:
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— *ASYNC—The delivery mode is asynchronous.
— *SYNC—The delivery mode is synchronous.

— *ASYCNPEND—The system support is currently in the catch-up phase for
the remote journal. Once it is completed, the delivery mode is
asynchronous.

— *SYNCPEND—The system support is currently in the catch-up phase for
this remote journal. When it is complete, the delivery mode is synchronous.

— Note

From the Work with Remote Journals display, you can activate or deactivate a
remote journal by using option 13 or 14. Using one of these options and
pressing F4 causes a prompt display for the CHGMRTJRN command to
appear. Otherwise, you can just press enter to use the defaults.

If detailed information is wanted about a particular remote journal, using option 5
provides that information. In our example, if we use option 5, we see the display
shown in Figure 40. On this display, you see additional information such as the
type of the remote journal and the receiver library redirection.

~
Display Remote Joumal Details
Remote Joumal...: XMPJRN  Library ......: XMPLIBBKP
Relationaldatabase .............: TGTSYS
Remote joumaltype ............. T *TYPEL
Remote joumalstate. ... .........: *ACTIVE
Remote defiverymode...............: *SYNC
Remote joumal receiverlbrary .......: RCVLIBBPK
Press Enter to continue.
F3=Exit F11=Display relational database detail F12=Cancel
J

Figure 40. Remote Journal Detail Display

If you use option 8, you can see more information about the Relational Database
Directory Entry that is currently associated with the remote journal.

If the WRKJRNA command is used for a remote journal rather than a local
journal, the first display that appears as shown in Figure 41 on page 51. Notice
that you now see information that only pertains to a remote journal such as the
Remote journal type field. Also, for a remote journal, the state can be other than
*ACTIVE or *INACTIVE as mentioned previously.
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Notice also that the origin of each journal receiver is given. The first field, Local
Journal System, identifies the system on which the origin local journal exists. The
second field, Source Journal System, identifies the system that the journal entries
are being replicated from to this remote journal. This is important in a cascade
configuration. In our example, we do not have a cascade configuration so both
fields identify the same system. If the remote journal you are working with is also
the source for another remote journal, pressing F16 allows you to view
information about the remote journals that are added to the one with which you
are working.

Workwith Joumal Attributes
Joumal ......: XMPJRN  Library ......: XMPLIBBKP
Auxiliary storage Joumaltype....: *REMOTE
pod.......: 1 Joumalstate ...: *ACTIVE
Messagequeue ...: QSYSOPR  Remotejoumaltype : *TYPEL
Lbrary .....: QSYS  Receiversize options:
Manage receivers. .
Delete receivers..: *NO
Text........: *BLANK
Type options, press Enter.
8=Display attributes

Local Source

Attached Joumal Joumal

Option Receiver Library System System
_ RCVR0002 RCVLIBBPK SRCSYS SRCSYS

Bottom
F3=Exit F5=Refresh F12=Cancel F13=Display joumaled fles
F14=Display joumaled access paths F24=More keys

Figure 41. WRKJRNA with Remote Journal

If you are in a high availability environment, one important piece of status
information is not readily available. To ensure that the backup system remains
current, you need to know how far behind the remote journal lags the source
journal. If it lags significantly behind, your backup system is not current with your
production system. Unfortunately, there is no direct way to determine this. The
only way is to view the status of the currently attached receiver on the source
journal and compare its status to the currently attached receiver on the remote
journal. By comparing the sequence number of the last entry in each receiver,
you get an approximate idea about how far behind the remote journal lags.

To view the status of the attached receivers, perform the following steps:
1. Run the WRKIRN&A&ommand on the source system for the source journal.

2. Run the WRKIJRN&Eommand on the target system for the remote journal.

3. Select option 8 on each of the Work with Journal Attributes displays to view
the status of the currently attached receivers.

4. Compare the values in the Last Sequence Number field on each display. The
last sequence number in the receiver attached to the remote journal is equal
to or behind the last sequence number in the receiver attached to the source
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journal. The difference between the sequence number is an approximate
measure of how far the remote journal lags behind the source journal.

Note

The QjoRtrvdrnReceiverinformation API provides program interfaces to the
DSPJRNRCVA information for a journal receiver. This is the information shown
when option 8 is selected from WRKJRNA command.

3.4 Managing Journal Receivers

52

Managing journal receivers involves two tasks:

« Attaching a new receiver to a local journal when required.
« Deleting old receivers when they are no longer needed.

When using the remote journal function, the first task applies to the local journal
only. You cannot directly cause a new receiver to be attached to any remote
journal. Any attempt to do so, for example, through the CHGJRN command,
results in an error, and the currently attached receiver is not changed. The
system support automatically handles this task for remote journals. When a new
journal receiver is attached to the local journal, the system support automatically
attaches that receiver to each remote journal that is currently connected to that
local journal. This occurs when the system prepares to replicate journal entries in
the new receiver to a remote journal. For a remote journal that is already active,
this can happen immediately. For a remote journal that is inactive, this occurs the
next time it is activated.

From a remote journal perspective, it makes no difference what strategy you
choose to attach new receivers to the local journal. You may do it directly by
using the CHGJRN command, or you can allow the system to automatically
change the receiver when needed. The end result to any connected remote
journal is the same. The method you use to attach a new receiver to the local
journal is initially set when you create the local journal through the CRTJRN
command (MNGRCYV parameter). After the local journal is created, you can
change this attribute by using the CHGJRN command (MNGRCV parameter).

The second task applies to both the local and remote journals. For deletion
purposes, you need to manage the local journal’s receiver chain and each remote
journal’s receiver chain. Once a receiver is created on the receiver chain of a
remote journal, it continues to exist independent of the local receiver. That is,
deleting a receiver from the local journal chain has no impact on the receiver
chain of any remote journal. You must manage each chain individually.

The first decision to make is to determine what delete strategy you use. You can
allow the system to delete receivers automatically when they are no longer
needed, or you can take on the responsibility and delete receivers directly. You
can use a mixed strategy where the system deletes receivers automatically from
the local journal, but you directly control the deletion of receivers for one or more
remote journals. Once you decide, you must set this delete receiver attribute
appropriately for the local journal and for each remote journal that is linked to that
local journal.
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The delete receiver attribute for the local journal is set initially when you create
the journal through the CRTJRN command. Using the DLTRCV parameter, you
specify *YES if you want the system to automatically delete receivers when they
are no longer required. You specify *NO if you do not want the system to
automatically delete receivers. You may change this specification after the journal
is created by using the CHGJRN command (using the DLTRCV parameter again).
For a local journal, you can only specify DLTRCV(*YES) if the MNGRCV
parameter is set to *SYSTEM.

The delete receiver attribute for a remote journal is initially set when the
ADDRMTJRN command (from the DLTRCV parameter) is run to add a new
remote journal to a source journal. The delete receiver attribute for the remote
journal does not have to be the same as the source journal. For example, the
source journal may specify *NO for the delete receiver attribute while the remote
journal can specify *YES. Moreover, if there is more than one remote journal
linked to the same source journal, the delete receiver attribute does not have to
be the same across them. Once the remote journal is added, the delete receiver
specification can be changed for the remote journal by running the CHGJRN
command on the target system.

—— Note

If you remove the link between a remote journal and a source journal using the
RMVRMTJRN command, no objects are actually removed. Only the link is
removed. If you run another ADDRMTJRN command for that remote journal,
no new objects are created. Rather, the link is re-established between the
source journal and the pre-existing remote journal. In this case, the delete
receiver attribute is left unchanged in the remote journal. The specification you
gave on the second ADDRMTJRN command is ighored.

For example, we want to create a local journal where we attach new receivers
and delete old receivers. To the local journal, we add a remote journal where we
want the system to automatically delete receivers when they are no longer
needed. To create this configuration, we run the CL commands shown in Figure
42,

CRTJRN JRN(XMPLIB/XMPJRN) +
JRNRCV(RCVLIB/RCVRO0001) +
MNGRCV(*USER) +
DLTRCV(*NO)

ADDRMTJRN RDB(TGTSYS) +
SRCIRN(XMPLIB/XMPJRN) +
TGTIRN(XMPLIBBKP/XMPJRN) +
RMTRCVLIB(RCVLIBBKP) +
RMTJRNTYPE(*TYPEL) +
DLTRCV(*YES)

Figure 42. Delete Receiver Management—CL Commands

Running the previous two commands and activating the remote journal using
CHGRMTJRN command results in the remote journal configuration shown in
Figure 43 on page 54.

Remote Journal Operations 53



SRCSYS TGTSYS

System attaches
XMPJRN XMPJRN new receiver
in library P>~ inlibrary
XMPLIB You ajtach new receivers XMPLIBBKP S%jsiem g,dretes
You delete old ola receivers
receivers
\ RCVR0002 in RCVR0001
RCVR0002 in RCVR0001 in (F;(t:t;/é-r']Beg)KP F(;CIVU:BdKP
RCVLIB RCVLIB (detached)
(attached) (detached)

Figure 43. Example of Receiver Management

If we later decide that we do not want the system to automatically delete the
remote journal receivers, we run the CHGJRN command (as shown in Figure 44)
on the system TGTSYS.

CHGJIRN JRN(XMPLIBBKP/XMPJRN) DLTRCV(*NO) J

Figure 44. Delete Receiver Management—Changing the Current Choice

3.4.1 Deleting Source Journal Receivers

54

If you elect to perform the deletion of local receivers manually rather than
allowing the system to do it automatically, you need to use the DLTJIRNRCV
command.

The DLTJRNRCV command provides a level of protection to prevent you from
inadvertently deleting a receiver that is still needed. Please note that system
managed deletes provide the same level of protection. There are two important
checks that are made for a source journal receiver:

< A check is made to determine if the receiver is fully saved. If it is not, the
system sends an inquiry message so the user can confirm that the delete must
be carried out.

< A check is made to ensure that the receiver is fully replicated to all remote
journals that are currently added to the source journal.

On the DLTJRNRCV command, you can specify to ignore the two checks. If you
specify to ignore the checks, you must be certain that you indeed want to delete
the receiver. The system does not give you any indication that the receiver is not
saved or replicated.

With a remote journal, you may have a save or restore strategy that saves
receivers off of the remote system rather than the source system. Therefore,
when deleting source journal receivers, you can safely ignore the system save
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check. However, if you save receivers from the source system, do not consider
ignoring the system check on the save information.

Do not ignore the second check, whether the receiver is replicated, under normal
operating procedures. In the simplest remote journal configuration, it is not
readily apparent whether a given receiver on the source system is replicated to
the target system. You must go to the target system and examine the remote
journal to see if the receiver is fully replicated. In more complex environments
where there are several remote journals added to a source, you must examine
each one before you are sure. Different remote journals may be activated at
different times. As a result, they are in different states relative to what each has in
its receiver chain. Moreover, deleting a source journal receiver before it is
replicated can have severe results. For example:

« If your save strategy is to save receivers off of the target system, deleting the
source journal receiver before it is replicated means the data is not available
to be saved.

« If you are using the remote journal for high availability purposes, deleting the
source journal receiver before it is replicated means that the backup system
cannot be kept current with the production system. The transactions
represented by the journal entries in the deleted receiver cannot be applied to
the backup database. After such an event, bringing the backup database to
the same level as the production database can be time consuming, possibly
even to the extent of requiring a complete restore of the database.

The rules governing whether a receiver needs to be replicated before deletion are
complex. In general, if a receiver is not attached to the source journal at the time
a remote journal is added, the receiver is viewed as not requiring replication
before deletion. It may be replicated. However, if you attempt to delete the
receiver first, the system will not prevent it. All receivers that are attached to the
source journal while the remote journal is added are protected, unless you
specify DLTOPT(*IGNTGTRCV) on the DLTJRNRCV command. If more than one
remote journal is added to a source journal, but at different points in time, some
journal receivers are protected until they are replicated to one remote journal.
Others are protected until they are replicated to all added remote journals.
Similarly, if a remote journal is added and removed, receivers detached from the
source journal after the remote journal was removed are no longer protected.

To illustrate the deletion protection rules, consider Figure 45 on page 56. In this
example, the source journal only has one receiver on its receiver chain,
RCVRO000L1. If a remote journal is added to the source journal, RCVR0001 and all
new receivers that are attached from that point on are protected from deletion
until replicated to the remote journal. Assume that the receiver chain on the
source journal now consists of two receivers RCVR0002, which is the attached
receiver, and RCVR0001.
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SRCSYS TGTSYS1

Source @ — — — — — — — + | Remote
Journal Journal 1
Protected from delete
until replicated to
remote journal 1

RCVR0001

(attached)

Receiver Chain

Figure 45. Delete Protection Rules (Part 1)

At this point, we add a second remote journal as shown in Figure 46. Now
RCVR0002 and RCVR0001 are both protected from deletion until they are
replicated to the first remote journal. However, only receiver RCVR0002 is
protected from deletion until it is replicated to the second remote journal.
RCVRO0001 is not protected because it was detached from the source journal
before the second remote journal was added. Thus, if RCVRO0001 is replicated to
the first remote journal but not the second, it can be deleted successfully.

SRCSYS TGTSYS1

Source @ — — — — — — — 1+ B Remote

Journal Protected from delete Journal 1

until replicated to
remote journals 1 and 2

|
|
|
|
RCVR0001 |
|
|
|
|

TGTSYS2
RCVR0002
(attached) Remote
Receiver Chain Journal 2
L 4 -
Protected from delete until
replicated to remote journal 1

Figure 46. Delete Protection Rules (Part 2)
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3.4.2 Deleting Remote Journal Receivers

Manual deletion of receivers on the remote journal’s chain is also accomplished
by using the DLTJRNRCV command. With a remote journal, the same level of
protection is provided to prevent you from deleting a receiver inadvertently while
it may still be needed:

« A check is made to determine if the remote journal receiver is saved yet. If not,
an inquiry message is sent so you can confirm that deletion is to occur.

« If the remote journal is also a source journal in a cascade configuration, a
check is made to determine whether the receiver that is deleted is replicated
to next remote journal in the configuration. If not, an error message is sent,
and the delete fails. If the remote journal is not also a source journal, this
check is not applicable.

As in the case of source journal receivers, you can select to ignore the above two
checks using a parameter on the command. The same precautions as previously
mentioned for the source journal apply here. Do not prevent the inquiry message
from being sent unless you are absolutely sure the receiver can be deleted
without damage to your save and restore strategy. If you do not allow the inquiry
message on escape exception to be sent, you will not have the opportunity to
correct a mistake. Similarly, do not specify to ignore the target receiver on the
DLTJRNRCV command if deleting it will affect your high availability solution.

The Delete Journal Receiver exit point, QIBM_QJO_DLT_JRNRCV, may be of
assistance as well. You may want to register an exit program with this exit point,
which will be called every time a journal receiver is deleted from the system. This
program can be used to verify that the journal receiver is eligible for deletion.
Refer to Backup and Recovery, SC41-5304, for more details about this exit point.

If you have a cascade configuration, the rule governing whether a receiver can be
deleted before being replicated gets even more complex. The rule is the same.
However, it must be applied to each leg in the cascade configuration and is best
explained through an example.

We begin again with Figure 45 on page 56. We activate the remote journal and
allow journal entries to be replicated to the remote journal, resulting in the
configuration shown in Figure 47 on page 58. We create a cascade configuration
by adding a second remote journal on TGTSYS2 to the first remote journal on
TGTSYS1. This results in the configuration shown in Figure 48 on page 59.
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SRCSYS TGTSYS1

Source | — — — — — — — L | Remote
Journal Protected from delete Journal 1
until replicated to
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RCVR0001 RCVR0001
(detached) (detached)
RCVR0002
RCVR0002
(attached)
(attached)
Receiver Chain

Figure 47. Delete Rules Cascade Configuration (Part 1)

Notice the following points:

« All source journal receivers on the system SRCSYS are protected from
deletion until replicated to the first remote journal on TGTSYSL1.

* Only RCVR0002 on TGTSYS1 is protected from deletion until replicated to
remote journal 2 on TGTSYS2. RCVR0001 on TGTSYS1 is not protected

because it was detached from remote journal 1 before remote journal 2 was
added.
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Figure 48. Delete Rules Cascade Configuration (Part 2)

Note: If your environment is simple, remember this simple rule for the receiver
deletion: You cannot delete a receiver until it is fully replicated to all immediate
downstream remote journals that are added to this source journal.

3.5 Managing Multiple Remote Journals

The remote journal examples shown up to this point are simple and easy to
manage manually. However, the system support allows you to create complex
remote journal configurations. You may create broadcast or cascade
configurations that involve several systems and remote journals. You may create
hybrid configurations where part is broadcast and the remainder is cascade. As
the number of remote journals increases, the job of managing the remote journals
grows proportionally. Each source/remote journal pair must be managed
individually. Action taken against one pair has no impact on any other pair. At
some point, manually managing the remote journals may prove too difficult and
too prone to error. A program-based procedure may become necessary to
automate at least some of the management tasks.
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The objective of this chapter is to highlight the tasks that need to be performed
with multiple remote journals. This is done through the example shown in Figure
49.

SRCSYS TGTSYS1
Local p-| Remote
Journal Journal 1
RCVR0001 RCVR0001
RCVR0002 RCVR0002
(attached) (attached)
Receiver Chain

TGTSYS2 TGTSYS3
Remote Remote
Journal 2 2 3 Journal 3
|- |

A

\i
RCVR0001
(attached)

Figure 49. Example of Multiple Remote Journals

Observe the following points from this example:

* There are three source and remote journal pairs that must be managed across
four different systems. The pairs are labeled 1, 2, and 3.

« Each pair must be activated or deactivated individually. In this example, pairs
1 and 2 are activated (as represented by the solid line), but not pair 3. As a
result, journal entries are replicated to two remote journals but not the third.
The decision to not activate the third pair may be deliberate or may result from
an oversight. In either case, remote journal 3 is not maintained at a level
current with the other remote journals. A similar result is seen if the pairs are
not deactivated in the correct order.

« Activating pair 1 is critical to replicating to pairs 2 and 3. New journal entries
originate from the source journal on SRCSYS. If pair 1 is not active, the new
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journal entries cannot be replicated to remote journal 1. As a consequence,
they cannot be replicated to any other remote journal downstream from it.
Conversely, deactivating pair 1 allows remote journals 2 and 3 to catch up with
1, but prevents new journal entries that are deposited in the source journal
from being replicated.

 Activating all pairs using the same starting point can be critical. If you do not
use the same starting point consistently, the journal entries replicated to each
system will be inconsistent.

* The delivery mode for pair 1 can be either asynchronous or synchronous. The
delivery mode for pairs 2 and 3 can only be asynchronous. If you want to use
synchronous delivery mode to enhance your high availability solution, ensure
that your high availability system with its remote journal is immediately
downstream from the source system.

« To determine the status of each remote journal, you need to look at each pair.
Looking at pair 1, for example, does not give you a complete view of pairs 2
and 3.

« If you manually delete the receivers, you need to manage four receiver chains,
one on each system. This is one case where depending on the system to
indicate whether a receiver is eligible for deletion because it is not replicated
to all remote journals is useful.

Figure 49 represents only one possible remote journal configuration. Many more
complex configurations can be created. The points mentioned above apply to
other configurations. Keep these points in mind as you add new remote journals
and systems.

3.6 Monitoring for Errors

Once a remote journal is activated, errors can result or be detected on either the
source side or the remote side. Both the source journal and the remote journal
have an associated message queue. Errors that originate on the source side
result in messages being sent to the message queue that is associated with the
source journal. Errors that originate on the remote side result in messages being
sent to the message queue associated with the remote journal. In addition, errors
that originate on the remote side are, in most cases, reported back to the source
side. This, in turn, causes a message to be sent to the message queue
associated with the source journal. Please refer to the chapter "Remote Journal
Function" in OS/400 Backup and Recovery, SC41-5304, for a list of the remote
journal function messages.

For errors originating on the remote side, the message that is sent to the
message queue associated with the remote journal is more detailed than the
message that is sent to the message queue associated with the source journal. A
good strategy for monitoring for errors is to monitor the message queue on the
source side. If a message is seen that relates to the remote side, you can view
the messages in the message queue on the remote side to obtain additional
information.
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3.7 Recovering from Communication Failure

If the communications path fails between the source and remote journal,
replication of the journal entries stops. An error message is sent to the message
gueue associated with the source journal. First, ensure that the remote journal is
deactivated. Run the WRKIRNEommand on the remote system to determine the
status of the remote journal there. Normally on a communications failure, the
remote journal is inactivated by the system automatically. However, if you were
running in synchronous delivery mode, the remote journal may be left in an
*INACTPEND state. You need to run the CHGJRN command on the target
system to inactivate the remote journal, but only after you have deal with the
unconfirmed changes. Refer to 5.3.2, “Replaying the Unconfirmed Journal
Entries” on page 86, for more details on unconfirmed changes.

If the communication path that failed is the only path between the source and
remote system, you need to wait until the problem is corrected before journal
entry replication can continue. If it is not the only path, you may continue
replication by using the alternative path. For example, you may be using
OptiConnect/400 for replication because of performance reasons, and both the
source and remote system are also connected using an Ethernet LAN. If
OptiConnect/400 fails, you can continue replication over the Ethernet.

Continuing on an alternative path is easy assuming that you prepared for the
event ahead of time. The system allows you to run the ADDRMTJRN command
multiple times for the same source/remote journal pair. The only difference
between the runs of the command is that the value for the RDB parameter is
different. In this example, we run the ADDRMTJRN command twice. The first
time, we specify the RDB entry that represents the OptiConnect/400 path. The
second time, we use the RDB entry that represents the Ethernet LAN path.

Under normal operating conditions, we activate the remote journal using the
CHGRMTJRN command. Specify the RDB entry that represents the
OptiConnect/400 path. Upon failure of this connection, we first ensure that the
remote journal is deactivated. Then, we run the CHGRMTJRN command again to
activate the remote journal, but this time, we specify the RDB entry for the
Ethernet connection. Now journal entry replication that previously flowed over the
OptiConnect/400 connection starts to flow over the Ethernet connection instead.

—— Attention

When the alternative communications path is slower than the primary, the
delivery mode may have to be changed when the remote journal is activated
using the alternative path. For example, if the synchronous delivery mode is
used with OptiConnect/400, when you switch to use the Ethernet alternative
path you may want to also switch the delivery mode to asynchronous. Leaving
the delivery mode as synchronous may cause unacceptable degradation to the
application because the speed of Ethernet is significantly less than
OptiConnect/400. Refer to Chapter 4, “Remote Journal Performance” on page
69, for more information on remote journal function performance.

To summarize, the steps to recovering from a communications failure include:
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1. Preparation —Run the ADDRMTJRN command for each communications
path that you may potentially use between the source and remote system for
journal entry replication.

In our example, we run the command twice. The first time, we run it for the
OptiConnect/400 path. The second time, we run it for the Ethernet LAN path.
The CL commands to use are shown in Figure 50. Note that the RDB names
were originally created to indicate the system name and the protocol.

ADDRMTJIRN RDB(OPCTGTSYS) +
SRCIRN(XMPLIB/XMPJRN) +
TGTIRN(XMPLIBBKP/XMPJRN) +
RMTRCVLIB(RCVLIBBKP) +
RMTJIRNTYP(*TYPEL) +
DLTRCV(*NO) +
TEXT(Remote journal over OPC/400")

ADDRMTJRN RDB(ETHTGTSYS) +
SRCIRN(XMPLIB/XMPJRN) +
TGTIRN(XMPLIBBKP/XMPJRN) +
RMTRCVLIB(RCVLIBBKP) +
RMTJIRNTYP(TYPEL) +
DLTRCV(*NO)

-

Figure 50. Preparing for Recovery

2. Normal Operations —Activate the remote journal using the communications
path for normal operations.

In our example, we run the CHGRMTJRN command specifying the RDB entry
for the OptiConnect/400 path. We select the delivery mode as synchronous
since we want to enhance our high availability solution. The speed of

OptiConnect/400 permits us to do this without adverse performance affects to
our applications. The CL command used is shown in Figure 51.

CHGRMTJRN RBD(OPCTGTSYS) +
SRCIRN(XMPLIB/XMPJRN) +
TGTIRN(XMPLIBBKP/XMPJRN) +
JRNSTATE(*ACTIVE) +
DELIVERY(*SYNC) +
STRIRNRCV(*ATTACHED)

Figure 51. Normal Operations—Activating Remote Journal

3. Communications Failure —Ensure the remote journal is deactivated.

In our example, we need to check the status of the remote journal on the
target system since we are running with the synchronous delivery mode. If the
state of the remote journal is not inactive, we deactivate it by running the
CHGJRN command on the target system as shown in Figure 52.

CHGJIRN JRN(XMPLIBBKP/XMPJRN) +
JRNSTATE(*INACTIVE)

Figure 52. Deactivating Remote Journal Following Failure
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4. Recovery —Activate the remote journal again, on the source system this time
specifying the RDB entry for the alternative communications path.

In our example, we run the CHGRMTJRN command again. This time we
specify the RDB entry for the Ethernet LAN connection. Because the Ethernet
connection is substantially slower than OptiConnect/400, we use the
asynchronous delivery mode when we activate this time as shown in Figure
53.

CHGRMTJRN RBDETHTGTSYS) +
SRCIRN(XMPLIB/XMPJRN) +
TGTIRN(XMPLIBBKP/XMPJRN) +

JRNSTATE(*ACTIVE) +
DELIVERY(*ASYNC) +
STRIRNRCV(*ATTACHED)

Figure 53. Activating Remote Journal on Alternative Path

3.8 Save and Restore Considerations

If you are using a remote journal, you have a choice in defining your save and
restore strategy for journal receivers. In addition, if you have a high availability
solution that keeps your backup database updated and current with your
production database, you have a choice in defining your save and restore
strategy for the database itself.

For journal receivers, you may save them from the local journal on the original
source system or from a remote journal on any of the remote systems. Saving
receivers from the remote journal has several advantages:

« It allows you to off load work from the original source system, which is usually
busy, to a backup system, which is usually not so busy.

* Receivers saved from a remote journal can be restored back to the remote
journal they were saved from, as well as to the local journal on the original
source system. As a result, one set of saved receivers can be used for
recovery purposes for both the local and remote journals.

« If you have a network of remote journals and all are of *TYPE1, you may save
the receivers from any one of the remote journals and restore those receivers
back to any other remote journal as well as to the original local journal.

Before linking the first remote journal, decide what the save and restore strategy
will be. If you base that strategy on remote journals, you must understand the
difference between *TYPEL and *TYPEZ2 remote journals. Using only *TYPE1
remote journals gives you the greatest flexibility for your save and restore
strategy, but limits your naming conventions for your remote journals. Conversely,
using *TYPEZ2 remote journals gives you the greatest flexibility in naming your
remote journals but can limit your save and restore strategy. The concept of these
different types of remote journals was introduced previously in 1.3.4, “Remote
Journal Types” on page 8.

From a save and restore strategy, the difference between *TYPEL1 and *TYPE2
journal receivers becomes a matter as to where you can restore the saved
receivers. With a *TYPEL remote journal, you can restore the saved receivers to:
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« The remote journal from which the receivers were originally saved

« The local journal from which the journal entries were originally replicated

« Any other *TYPEL remote journal that is receiving replicated journal entries
from the same local journal

With a *TYPE2 remote journal, you are more limited. If you save receivers from a
*TYPEZ2 remote journal, you can restore them to:

« The remote journal from which the receivers were originally saved
« The local journal from which the journal entries were originally replicated

You cannot restore the receivers back to any other remote journal.

The save and restore differences between a *TYPE1 and a *TYPE2 remote
journal is illustrated in Figure 54 on page 66. In this example, remote journals 1
and 3 are *TYPEL remote journals. Remote journal 2 is a *TYPEZ2 remote journal.
If we save receivers from remote journal 1, we can restore them to remote journal
1, remote journal 3, or the original local journal. If we save receivers from remote
journal 2, we can only restore them to remote journal 2 and the original local
journal. We cannot restore them to remote journal 1 or remote journal 3.

If your use of remote journal is simple with only one remote journal linked to a
local journal, the question of *TYPEL or *TYPE2 is not important. In this case,
either works satisfactorily.

If you use a high availability solution to receive journal entries from a remote
journal on a backup system and apply the corresponding changes to a backup
database, you can choose how you save your database. You may save it from
either the production system or from the backup system. Saving from the backup
has several advantages:

 You off load a significant workload from the production system to the backup.

e Saving the database is not disruptive to applications. Applications on the
production system can continue to run, while a save of the backup database is
performed. Scheduling time for a save is easier. You do not have to contend
with the problems of saving while active if you trying to keep your applications
running while doing a save.

* The remote journal can remain active while the save of the backup database is
ongoing. The apply function of the high availability solution needs to be ended.
Therefore, changes are still captured by the backup.
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Figure 54. Save and Restore *TYPE1 versus *TYPEZ2

3.9 High Availability Considerations

66

In a high availability environment, journal entries need to be replicated in different
directions depending upon whether you are running your applications on the
production system or have done a switchover to the backup system. While you
are running on the production system, journal entries are replicated from the local
journal on the production system to a remote journal on the backup system.
However, when the production system is unavailable, either because of a planned
or unplanned shutdown, the application runs on the backup system. The local
journal is on the backup system. Journal entries need to be replicated to a remote
journal on the production system to capture changes that are made to the
database while the production system is unavailable. As a result, high availability
requires the use of two local and remote journal pairs.

A typical high availability environment is shown in Figure 55 on page 67. In this
figure, the boxes with a solid outline represent functions that are active when you
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are running on the production system and replicating journal entries to the
backup system. The boxes with a broken outline represent functions that are

active when you are running on the backup system while the production system is

unavailable.

Production System

Backup System

HA
o Local Remote Apply
Application Journal 1 P Journall —— P Function
v - T T
) | | Backup
Production L Database
Database | Application | g
| | |
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|
L

— L — — 4 L — — 4

Figure 55. High Availability Remote Journal Example

When you run on the production system, the operations that occur are:

1.

The application running on the production makes changes to the production
database that causes a journal entry to be deposited in local journal 1.

The remote journal system support replicates journal entries that are
deposited in local journal 1 to remote journal 1.

. The Apply function of your high availability solution reads the replicated

journal entries from remote journal 1 and makes the same changes to the
backup database. This keeps the backup database current with the production
database.

When you switch over to the backup system, the following operations occur:

1.

The application runs on the backup system working with the backup database.
Changes made to the backup database cause a journal entry to be deposited
into local journal 2.

Since the production system is unavailable, remote journal 2 cannot be
activated at this time. The journal entries are simply held pending in local
journal 2.
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3. When the production system is once more available, remote journal 2 is
activated. The remote journal system support will now replicate all journal
entries that were held pending over to remote journal 2.

4. The Apply function of 