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Discover the benefits of Management Central and more. Management Central is
a key component of Operations Navigator that provides AS/400 administrators
with the ability to manage multiple AS/400 systems that are interconnected
across a TCP/IP network. It provides several constructs which help to manage
groups of systems and their associated resources. This redbook discusses the
capabilities of each of the functions that are available in V4R4, and introduces
you to the graphical user interface way of managing the systems in your network.
Find out how easy it is to manage your network with the click of a mouse!

With Management Central, the operator can monitor key resources, perform
remote and long running operations, and distribute fixes and data across a group
of systems. Management Central V4R4 also includes these functions:

* |Inventory collection

Software fix management

* Running commands

Package and object distribution

* Monitoring performance data

Collecting performance data (Collection Services) and the schedulers
* Management Central Scheduler

Advanced Job Scheduler

Here is a preview of what you can find in this redbook:

Chapter 1 contains an introduction to Operations Navigator and Management
Central. Terminology for the network systems helps you determine how you
should set up your network. It also includes a brief comparison among the
systems management products.

Chapter 2 provides you with the information that you need to work with the
Management Central tasks, such as scheduling your tasks and viewing them. It
also provides many short "how to" tasks that range from defining your endpoint
systems and system groups to viewing your task activity.

Chapter 3 shows you how to save time when you have a repetitive task that
needs to be performed on multiple systems or groups of systems. Running
commands is a smart way to automate your tasks.

Chapter 4 shows you how to group together a set of AS/400 QSYS objects or
integrated file system (IFS) files. You can send the package to multiple systems
or groups of systems. Packaging your files and objects is another time-saver in
automating your tasks.

Chapter 5 explains how Management Central allows operators and
administrators to monitor AS/400 systems in the network by providing real-time
performance-monitoring capabilities, such as notification of events and automatic
responses to events. The performance metrics that Management Central
monitors include CPU utilization (average and interactive), interactive response
time, batch logical I/0O, disk space utilization, disk arm utilization, and LAN
utilization.

Chapter 6 shows you how to use the inventory collection tool to collect AS/400
hardware, software, and fix information. One of the keys to keeping your systems
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current is having an up-to-date inventory. Once you have your inventory data
collected, we show you how to export it.

Chapter 7 discusses the biggest nightmare for most operators and
administrators: managing your software and fixes. Discover how easy these tasks
have become with the addition of wizards that guide you through installing fixes,
uninstalling fixes, and what is sure to be everyone’s favorite, comparing and
updating fixes.

Chapter 8 introduces the replacement to the AS/400 performance monitor:
Collection Services.

Chapter 9 shows you how to use the Advanced Job Scheduler, which is the
scheduler with more functionality than the Management Central scheduler.

Chapter 10 covers an advanced group of topics, including Management Central
jobs, environment variables, the logic behind discovering endpoint systems, how
to publish to a Lightweight Directory Access Protocol (LDAP) server, and
considerations for system connections in a wide area network (WAN)
environment.

Chapter 11 tackles the topic of Secured Sockets Layer (SSL) and shows you how
to set up your Management Central environment to be SSL enabled.

Appendix A shows sample point-to-point protocol (PPP) connection
configurations relevant to Management Central environment.
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Chapter 1. Overview

AS/400 Management Central is a suite of systems management applications that
began to appear in Version 4 Release 3 (V4R3) of the OS/400 operating system
as part of Operations Navigator. Management Central for V4R4 has been
integrated into Operations Navigator. If you were a V4R3 user, you will no longer
see the icon on the tool bar.

The primary objectives of Management Central are to:

* Make managing multiple systems as easy as managing a single system.
* Provide this management capability in the base operating system.
* Provide an easy-to-use graphical user interface to management functions.

In V4R3, Management Central provided real-time performance monitoring. In
V4R4, Management Central adds a number of new integrated graphical
applications to help manage your AS/400 systems. These applications include:

* |Inventory collection

Software fix management

* Running commands

* Packaging and sending objects
* Performance collection services
e Simple scheduler

Management Central is now an integrated part of AS/400 Operations Navigator in
V4R4. The Operations Navigator tree hierarchy has been enhanced to include
Management Central task activity, scheduled tasks, definitions, monitors, AS/400
endpoint systems, and AS/400 system groups. Before we describe the
Management Central component, let us take a brief look at Operations Navigator.

1.1 Operations Navigator

© Copyright IBM Corp. 1999

Figure 1 shows the AS/400 Operations Navigator main panel. AS/400 Operations
Navigator is a powerful graphical interface for Windows 95, Windows 98, and
Windows NT clients. This allows Operations Navigator to fully integrate with the
client desktop in the Windows environment. This is an advantage for
administrators and end users who do not have an extensive knowledge of AS/400
control language (CL) commands.

€ AS /400 Operations Mavigator

File Edit ‘iew DOptions Help

EI ‘lelﬁ Xll @ | [ 1 minutes ald
| Enviranment: My 45 /400 Connections | 4y 454400 Connections
EI--:JI% M anagement Central [A325] Mame | Signed On User | Description

T Task Activi B 5505 Manage this AS/400.

-8 Scheduled Tasks B ss20 anage this AS./400.
[E] Defiritions B #5205 ITSCID03 Manage this 45/400.

A Moritors B 45250 Manage this A5/400.
_E AS5/400 Endpaint Systerms

52400 System Groups

N =

|1 -4 of 4 object(s) |

Figure 1. Operations Navigator main panel



Operations Navigator also provides many AS/400 functions that administrators,
operators, or end users need to accomplish their daily work. For example, you
can copy a user onto another system by dragging the user from one AS/400
system to another. Wizards guide you through setting up security and TCP/IP.
You can work with messages, printer output (spooled files), and printers on the
AS/400 system. You can schedule backup tasks. You can easily change the
backup policies using the backup properties pages.

Operations Navigator V4R4 is included as part of IBM AS/400 Client Access
Express for Windows. Client Access Express is shipped with the V4R4 operating
system. All functions of the Express client, with the exception of PC5250 Display,
Print Emulation, and Data Transfer, can be used without acquiring a license for
the AS/400 Client Access Family for Windows product (5769-XW1).

1.2 Management Central

2

Now that you have been introduced to Operations Navigator, let us explore the
Management Central component. Management Central is a key component of
Operations Navigator that provides AS/400 administrators and operators with the
ability to manage multiple AS/400 systems that are interconnected across a
TCP/IP network. Management Central expands the single system management
capabilities of Operations Navigator into an e-business network.

Figure 2 shows how Management Central uses a central system. In later
chapters, you are introduced to other system concepts, such as a model system
and a source system. Figure 2 shows a simple network. Management Central
consists of a graphical interface that runs on a PC client that is attached to a
central AS/400 system. The central system then broadcasts requests, collects
data, receives response information, and provides the central data store for
persistent management information.

Graphical Client
P Endpoint Systems

r ' Central System I

Figure 2. Management Central simple network

Table 1 on page 3 provides definitions for Management Central terminology as it
relates to systems in your network. You do not need any special configuration for
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these systems—ijust point and click! Depending on your business needs, you may
find that different systems at various times can assume different roles.

Table 1. Management Central network systems terminology

Term Definition

Central system Any AS/400 system that you use to manage the other systems in your
network.

Endpoint system | Any AS/400 system in your TCP/IP network that you choose to manage
through your central system using Management Central.

System group A logical collection of endpoint systems.

Model system One of the AS/400 systems in your network that contains all the fixes for
the various products that you use. Your central system can be a model
system.

Source system An AS/400 system on which you store objects to be sent to other
systems. The objects include files, folders, save files, and fixes.

Backup system The AS/400 system that replaces your central system when it requires
maintenance or upgrades.

Although Management Central appears to be hierarchical in nature, it is actually
implemented using a peer-to-peer model. This model allows more efficient use of
system and network resources when doing such tasks as copying a large number
of files. Management Central allows a referenced endpoint system to directly
send the data to another endpoint system without moving the information to the
central system first.

The central system in the Management Central network is really a repository for
the data of the endpoint systems. Therefore, the central system and the endpoint
systems do not represent the traditional concept of a manager system and
managed systems. The central system is also an endpoint system in your
network. Even though it is the central system, it needs to be an endpoint system
so it can be managed.

1.2.1 Inventory collection

As we stated previously, Management Central provides an inventory collection
tool. This tool collects the AS/400 hardware, software, and fix information, and
then stores this information on a designated central system. Once this
information is available on the central system, you can perform any of the
following actions:

e Search a system to see if a particular fix has been installed.

* Identify which systems in your network have a particular hardware and
software product or fix.

* Compare the fix levels of multiple systems to a model system.
* Export this information into a PC format, such as an HTML file or a Microsoft
Excel spreadsheet.

For details on this function, see Chapter 6, “Collecting inventory information” on
page 87.
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1.2.2 Fix management

Fix management has never been easier. The term fix actually refers to program
temporary fix (PTF). Fix management has been simplified with the use of wizards.
To load and apply multiple fixes, you select fixes from the list and start the Install
wizard. The wizard asks you friendly questions about the installation process.
Wizards exist to help you install fixes, uninstall fixes, clean up (delete) fix save
files and cover letters, and to compare fixes on a model system to other systems
in your network and make them equivalent.

For details on this function, see Chapter 7, “Managing fixes (PTFs)” on page 99.

1.2.3 Integrated simple scheduler

1.2.4 Commands

Management Central also provides an integrated simple scheduler that allows
you to set when certain tasks should occur. Using the Management Central
scheduler, you can automate the process of collecting your hardware, software,
and fix inventory on every Sunday night at 10 o’clock pm. You can schedule to
clean up the save files and cover letters from your systems on the first of every
month. And now you can install a set of fixes at any time that is convenient for
your business.

The IBM Advanced Job Scheduler for AS/400 licensed program, which is
available as a separate plug-in, provides advanced scheduling capabilities
through Management Central. For details on this scheduler, see Chapter 9,
“Advanced Job Scheduler’ on page 163.

Another function that helps automate your operations is the command function.
You can define an action or a task once (create a command definition), and then
run it to multiple systems or even a group of systems (run command). The
command function allows you to automate those actions or tasks that normally
require you to do something repeatedly on separate systems. For example, these
tasks may include varying on a device. The command definition allows you to:

* Create an AS/400 user profile on multiple systems or system groups.

* Set AS/400 system values or network attributes on multiple systems or system
groups.

* Change an AS/400 user profile password on multiple systems or system
groups.

e Set up your own help desk or operations run book to handle customer and
system needs.

In fact, any AS/400 CL command that can be run in batch can be sent to multiple
systems at once. You can run the command immediately, run it once on a given
date and time, schedule the command as a recurring task that runs daily, weekly,
or monthly, or create a definition that you can run with a single click.

For details on this function, see Chapter 3, “Running commands across multiple
systems” on page 39.
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1.2.5 Packages

Another useful function is the packages function. You can group together a set of
AS/400 QSYS objects or Integrated File System (IFS) files (create a package
definition). These package definitions can represent configuration data, Java
applications, HTML Web pages, software programs, or whatever you decide. You
can also use a package definition to view a group of files as a logical set or as a
physical set by taking a snapshot of the files to preserve them for later
distribution. The snapshot allows you to keep multiple version copies of the same
set of files to transition when the new HTML Web pages are distributed to all your
Web servers. You can then send these packages to multiple AS/400 systems or
system groups.

You can also use the packages function to run an AS/400 CL command when the
distribution of the package is completed. This means that you can distribute:

* A batch job stream and run it.
* A set of programs and start your application.
* A set of data files and run a program that acts on that data.

For details on this function, see Chapter 4, “Packaging and sending objects” on
page 51.

1.2.6 Monitor performance data

If you prefer viewing real-time performance data, Management Central provides
an easy-to-use graphical interface for monitoring system performance. For details
on the monitoring function, see Chapter 5, “Monitoring system performance” on
page 63.

1.2.7 Collect performance data

Use Management Central Collection Services to collect performance data for
future analysis by the Performance Tools for AS/400 licensed program or other
performance report applications. For details on Collection Services, see Chapter
8, “Collecting performance data” on page 129.

1.3 5250 emulator sessions

Occasionally in this redbook, we may show a 5250 emulator window. For an
example, see Figure 3 on page 6. We show you this information from a 5250
emulator session for your information only. Unless you are specifically instructed
to do something from an emulator session, do not use these sessions to
manipulate the Management Central objects. Your manipulations can cause
Management Central to operate incorrectly.
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MAIN AS/400 Main Meru
System: AS25
Select one of the following:

User tasks

Office tasks

General system tasks

Files, libraries, and folders
Programming

Communications

Define or change the system
Problem handling

Display a menu

. Information Assistant options
. Client Access/400 tasks
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90. Sign off

Selection or command
===>

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel Fl3=Information Assistant
F23=Set initial menu

- J

Figure 3. 5250 emulator window

1.4 Online help

6

Online help is available for all Operations Navigator functions. When you first
start Operations Navigator, a Welcome window appears automatically. The
Welcome window consists of useful information, such as what is new for the
current release, what can you do with Operations Navigator, and what functions
are supported by what OS/400 release level. You can access the Welcome
window help anytime through Help->Help Topics on the menu bar of all AS/400
Operations Navigator windows. Figure 4 on page 7 shows the Welcome window
that appears when you start Operations Navigator.
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E Welcome to AS5/400 Dperations Mavigator -- Contents [ |O] x|
lndexl

@ Welcome to AS/7400 Operations Navig. -G

What’s New in Operations Navigator [V4R4M0)?
ﬁ Are you interested in knowing what function iz new and changed in thiz release?

What can | do with Dperations Navigator?

Do you know what functions vou can do and where to go to perform a specific
function?

Which Functions are Available for Each 05/400 Release?
. ['o vou want to know which functions are available for your level of AS /400 spstem?

Related Information on the Internet
@ Do you want ta know where to get additional information about Operations Mavigator?

™ Show this Welcome again when | open Operations Mavigator,

Figure 4. Welcome to AS/400 Operations Navigator window

Figure 5 shows a general help window from which you can either select a function
from the Contents page or access the Help Index. Management Central has
extensive task help, or How do ... help, that you can access from the Help Topics
window. Do not be shy about using the online help!

Help Topics: Operations Mavigator - Management Central EHE

Contents | Index | Find |

Click a book, and then click Open. Or click another tab, such as Index.

o Central Spstem
@ Collection Services (for performance data)
@ Command Definitions
@ Endpaint Systems and System Groups
@ Fixes
@ Irventary (hardware, software, and fixes)
@ Monitors
@ Package Definitions

@ Management Central dialogs

Cloze I Frint... Cancel

Figure 5. Help Topics general window
You can find more information about Operations Navigator at the following Web
sites:

* IBM AS/400 Information Center, a one-stop shopping place for all your AS/400
information needs, located at: http://www.as400.ibm.com/infocenter

e AS/400 Operations Navigator, everything you ever wanted to know about this
graphical user interface, located at: http://www.as400.ibm.com/cper nav
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1.5 Product positioning

With the availability of Management Central, you may ask the question: What is
the relationship with the other systems management products such as System
Manager for AS/400, Managed System Services for AS/400, and even Tivoli’s IT
Director? The AS/400 system is designed with an integrated operating system
that delivers a relational database, security, communications, systems
management, and many other functions as part of the OS/400 operating system.
All of these functions have been tested and work together.

With the OS/400 operating system, the base systems management infrastructure
supports the AS/400 management function, provides interfaces for independent
software vendor (ISV) solutions, and exploits the capabilities of Tivoli on the
AS/400 system. Integration has long been a strength of the AS/400 system and
has reduced the overall complexity of systems operations and management. The
AS/400 systems management functions continue to build on this strength.

We provide a brief look at the following products:

AS/400 Management Central

System Manager for AS/400 and Managed System Services for AS/400
Tivoli Enterprise products

Tivoli IT Director

1.5.1 AS/400 Management Central

Management Central aims to provide basic management functions for groups of
AS/400 systems through a user-friendly graphical user interface. It provides
many common management functions that all platforms require, plus it provides
AS/400-specific functions. It extends the Operations Navigator functions to
include the capabilities of managing multiple AS/400 systems using TCP/IP. And
it adds value to the AS/400 system by lowering the customer’s cost of ownership
through easier management of multiple systems.

Its value-add consists of an easy-to-use graphical user interface that manages
AS/400 systems from one AS/400 system.

1.5.2 System Manager and Managed System Services

8

System Manager for AS/400 and Managed System Services for AS/400 provide
management functions for AS/400 systems. These are older products based on
the IBM SystemView architecture for SNA environments. They can operate with
NetView DM products on other IBM systems as endpoints or as a management
server. Their function has stabilized.

System Manager provides product build, PTF maintenance, and service provider
functions, which third-party vendors can use to build and service their products.
This includes distributing PTFs to the customers for whom they provide service.

System Manager and Managed System Services are supported for all current
AS/400 releases. Many of their functions are now available with Management
Central using the TCP/IP-based support. System Manager provides the
management server function, while Managed System Services is the endpoint
system product.
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Its value-add consists of providing the capability of managing AS/400 systems
from an AS/400 system within an SNA environment. These products also manage
UNIX systems, PCs, and Apple Macintosh clients (additional software required).

1.5.3 Tivoli Enterprise products

Tivoli Enterprise products aim to provide "The Power to Manage. Anything.
Anywhere." Using an extensible framework as its basis, it allows many types of
systems and devices across the enterprise to be managed from one central
console. It includes basic and advanced management functions that all platforms
commonly require. Tivoli Enterprise is designed for large companies. AS/400
systems are supported as endpoints.

Its value-add consists of a centralized management of large numbers of multiple
types of systems, software products, and network environments. It manages
AS/400 systems, UNIX systems, System/390 systems, and PCs.

1.5.4 Tivoli IT Director

Tivoli IT Director aims to provide extensive multi-platform management functions
for small and medium businesses. It has basic and advanced management
functions that all platforms commonly require. It is designed to be easy to install,
easy to set up, and easy to use.

Its value-add consists of centralized management of servers and PC clients,
along with advanced application management, automation of monitoring and
event operations, and use of Internet technologies. It manages AS/400 systems,
Windows NT, Windows 95, Windows 98, Windows 3.11, IBM OS/2 3.0 or 4.0, and
Novell NetWare.
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Chapter 2. Getting started with Management Central

This chapter discusses defining the systems in your network: your central
system, endpoint systems, and system groups. Create groups of similar or
related endpoint systems to make managing and monitoring your AS/400
systems even easier.

It also covers those areas that are common to the function that you are using.
Some of these areas include: sharing, application administration, and task
management. Regardless of which function you are using, collecting inventory,
running commands, or collecting performance data, the tools that you use to
manage your network are the same.

2.1 Installing the products

To use Operations Navigator (and therefore, Management Central), you must
have Client Access Express installed on your PC. Operations Navigator is a
separately installable component of Client Access Express that contains many
subcomponents, which includes Management Central. We do not provide the
details for installing Client Access Express or Operations Navigator in this book.
You should refer to either of the following books for installation information:

* Client Access Express for Windows - Setup, SC41-5507

* AS/400 Client Access Express for Windows: Implementing V4R4MO,
SG24-5191

However, you should know that Management Central is an optionally-installable
component of Operations Navigator. When you install Operations Navigator, be
sure you select to install Management Central. Figure 6 shows the Type of
Installation dialog box.

Type of Ingtallation 1]

Select the type of installation by pressing one of the buttons.

Tupical
Installs required programs and most
components. [Licensze required)

PC5250 Usger
Installz required programs and 5250 Display and
Frinter Emulator. [License required)

Custom
‘f'ou may select which components ta install.

% [Typical components are pre-selected. )

u
Installz all components. [License required)

< Back e Cancel

Figure 6. Type of Installation dialog box

If you are installing Operations Navigator for the first time, you do not want to use
the Typical installation option. If you use the Typical installation option, you do not
install Management Central. When choosing your installation option, be aware
that:
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» Typical Install does not install Management Central.

* Full Install installs all components including Management Central.

* Custom Install installs Management Central only if you specifically select the
Management Central subcomponent.

Figure 7 shows the Custom installation dialog box with Management Central

selected.

Select the components you want ko install.

ents Size| Licenze Required =
Security 327K,
Users and Groups FI0K
Databaze 0k _I
File Systems 72K
ultimedia 0K
Backup 0k
Application Development 280K,
M anagement Central BE02 K

Application Administration Kl o
= Uy FAdA2 K _ILI
A 3

[=]
o
3

=)

RRROORORSE

L%
2

83244 K. dizk space required, 125881E K. available on C:.

Help | < Back I Mext = I Cancel |

Figure 7. Custom installation showing Management Central subcomponent

— Note

If you did not initially install Management Central when you installed Client
Access Express, you can always go back and install it. To go back and install
Management Central, go to your Client Access directory and open Selective
Setup. Use the Selective Setup wizard to install Management Central.

After you install Client Access Express, an AS/400 Operations Navigator icon
appears on the desktop as well as in the Client Access Express folder. Figure 8
shows the icon. To start Operations Navigator, double-click the icon on your
desktop.

Figure 8. Desktop icon for AS/400 Operations Navigator

2.2 Setting up your central system

12

Management Central allows you to manage multiple AS/400 systems from a
single AS/400 system in a TCP/IP network environment. To do this, you need to
define a central system and be familiar with several property values. A central
system is any single AS/400 system that you use to manage other systems in
your network. The other systems in your network are called endpoint systems.
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Once you add endpoint systems to your network, you need only to perform your
AS/400 system administration tasks once. Your central system initiates and
stores all your Management Central data.

To set up a particular AS/400 system as your central system, you must have
authority to use the program that starts the Management Central server (program
QYPSSTRS in library QSYS). Use the Display Object Authority (DSPOBJAUT)
command to verify that you have that authority. Type the following command from
the AS/400 command line:

DSPOBJAUT OBJ (QSYS/QYPSSTRS) OBJTYPE (*PGM)

To set up an AS/400 system as your central system, it must meet these
requirements:

* Be connected through Client Access Express
e Be running V4R4 of the OS/400 operating system

2.2.1 Signon procedures

Operations Navigator and Management Central use one of the following signon
procedures:

* Use Windows user name and password (no prompting). The user name and
password of the Windows logon is used, and therefore, no additional logon to
the AS/400 system has to be done.

e Use a default user ID (prompt as needed). A default user ID is prompted every
time the user wants to sign on.

* Prompt every time. The user ID has to be typed every time the user wants to
sign on.

Details on these options and the implications they have on how the user manages
their AS/400 user ID and password are available from the redbook AS/400 Client
Access Express for Windows: Implementing V4R4MO0, SG24-5191, in Section
3.3, "AS/400 User ID and Password Management".

2.2.2 Security properties
The security properties for Management Central are:

* Require password on endpoint systems. This property specifies that the user
profile used to sign on to the central system must have the same password on
each endpoint system. Even if this box is not checked, the user profile used to
sign on to the central system must exist on each endpoint system. For details
on this property, see 10.1.2, “Require password on endpoint systems” on page
175.

* Use Secure Sockets Layer (SSL). This property specifies the use of SSL to
ensure secure transmissions between the central system and the endpoint
systems. SSL provides the transport and authentication of public key system
certificates and encryption of data. An SSL connection can occur only
between an SSL-enabled central system and an SSL-enabled endpoint
system. For details on how to set up SSL, see Chapter 11, “Secure Sockets
Layer (SSL) support” on page 187.
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You can access the properties by following these steps:

1. Right-click Management Central, and select Properties.
2. Click the Connections tab.

2.2.3 Changing your central system

As a precautionary measure, you should consider including a backup system to
your primary central system in case the central system becomes disabled or is
unavailable for a period of time. Such occasions may include time for regularly
scheduled maintenance or system upgrades on the central system. When those
occasions occur, you will need to change your central system.

To change your central system, complete the following steps:

1. Right-click Management Central, and select Change Central System.
2. Choose an AS/400 system from your list of connected systems.
3. Click OK.

If you want to use a system that is not currently connected to Management
Central as your central system, add the AS/400 system to your Operations
Navigator network. Right-click My AS/400 Connections, and select Add AS/400
connection. Once you have connected the new AS/400 system to your network,
you can begin to use it immediately as your central system. Changing the central
server ends the connection to the current central system and closes other opened
Management Central windows.

2.2.4 QUTCOFFSET system value

14

Suppose you have multiple systems in a network. The main system is in
Richmond, Indiana, one is in Rochester, Minnesota, and one is in Los Angeles,
California. You may need to use this system value if you find that the time on your
endpoint systems does not match the time on the central system. The
Coordinated Universal Time Offset (QUTCOFFSET) system value specifies the
difference in hours and minutes between UTC, also known as Greenwich mean
time, and the current system time.

You can change the system value from Management Central by using the run
command. Follow these steps:

1. Create your command definition for the Change System Value (CHGSYSVAL)
command.

2. Specify CHGSYSVAL SYSVAL (QUTCOFFSET) VALUE (xxxxx) for the command syntax,
where xcox is the number of hours and minutes that the current system time
differs from Coordinated Universal Time.

3. Run the command on the designated systems.

Specify the number of hours and minutes in which the current system time differs
from Coordinated Universal Time (UTC) by subtracting from the local time to
obtain Greenwich mean time. This value is five characters. The first characteris a
plus (+) or minus (-) sign. The next two characters specify hours ranging from 00
through 24. The last two characters specify minutes ranging from 00 through 59.
The value can be separated by a colon (+00:00). The shipped value is +0000.
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A change to this value takes effect immediately on the AS/400 system. Once you
change the system value on the AS/400 system, the Management Central server
must be ended and restarted for the change to take effect.

If your network has systems across many time zones, you need to set the
QUTCOFFSET system value to "-0500" on the Richmond system, "-0600" on the
Rochester system, and "-0800" on the Los Angeles system. Each system could
use its local time for the system time. You could use QUTCOFFSET to calculate a
common time among all the systems.

A situation where you may notice the effect of this system value setting is when
you are using the performance monitor graph. Chances are that you would notice
this because the time scale would not be accurate. You need to ensure that the
QUTCOFFSET value is set correctly on your AS/400 systems according to the
time zone in which the AS/400 system is located. If you are managing systems in
the United States, refer to Table 2 for the values that should be set for the various

time zones.
Table 2. QUTCOFFSET system value settings
Eastern zone Central zone Mountain zone Pacific zone
Daylight -4:00 -5:00 -6:00 -7:00
Savings Time
Standard -5:00 -6:00 -7:00 -8:00

2.3 Endpoint systems

An endpoint system is any system in your TCP/IP network that you choose to
manage through your central system with Management Central. You can let the
system add or discover your endpoint systems, or you can add the endpoint
systems manually.

To add an AS/400 system as an endpoint, the system must meet these
requirements:

* Be connected to the central system, which means that the endpoint system
must be accessible through TCP/IP.

* Be running the OS/400 operating system.

The level of OS/400 that is running on the endpoint system determines which
Management Central functions are available on that system. The endpoint
system cannot be running a release of 0S/400 earlier than V3R1.

Table 3 on page 16 shows which Management Central functions are available at
each release.
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Table 3. Management Central functions

Release level on Function available
endpoint system

V4R4MO Monitors, event log, fixes management, Collection
Services, remote commands, package distribution,
inventory

V4R3MO Monitors, event log

Note: For releases prior to VAR3MO, you need the IBM Performance Investigator PRPQ for
the OS/400 version installed on your system. The monitor function is not available on
endpoint systems running a release of OS/400 earlier than V3R1MO.

2.3.1 Adding endpoint systems through discovery
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When you first start Management Central, right-click AS/400 Endpoint Systems
and select Discover Systems. This action adds any connected AS/400 systems
to your network as endpoint systems. If the AS/400 system is already defined as
an endpoint system, the IP address is verified and updated if it has changed.

Use Discover Systems to add AS/400 systems as endpoint systems instead of
adding them manually. Discover Systems searches your network for AS/400
systems, adds them if they are not already added, and updates any IP address
changes for AS/400 systems that have already been added. For details on the
discovery process, see 10.1.3, “Endpoint systems discovery” on page 176.

Consider the following points when using the discovery method:

* If you frequently rename your IP addresses. Use the option to discover your
systems because the IP address is verified and updated if it has changed. On
the other hand, be aware that the discovery option uses system resources.

You should be aware of the Management Central property that specifies how
often the IP address must be verified when connecting to an endpoint system.
Your choices are Always or Never. If you select Always, connecting to an
endpoint system takes longer, but the IP addresses are always correct. If you
select Never, connecting to an endpoint system is quicker because the
connection uses the IP address currently stored in Management Central. You
can run Discover Systems at any time to update the list of IP addresses stored
in Management Central. To access this property value, right-click
Management Central, and select Properties. Then select the Connection
tab.

* If you are merging your endpoint systems with another department. This
ensures that all systems are accounted for.

* If you are defining your endpoint systems for the first time and you have a
large number of systems to add.

* If you have a number of other AS/400 systems that are IP-connected,
discovery finds these systems as well. Because of that fact, you may find it
more efficient to manually add your endpoint systems rather than deleting the
systems that you do not want included.
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2.3.2 Adding endpoint systems manually

You can also manually add endpoint systems to your Management Central
network. To add an endpoint system to Management Central, complete these
steps:

1. Right-click AS/400 Endpoint Systems, and select New Endpoint System.
2. Type the name of an AS/400 system that meets the version requirements.

2.3.3 Deleting endpoint systems

You can delete any endpoint system that you added. To delete an endpoint
system, right-click on the endpoint that you want to delete, and select Delete.

— Attention

When you delete an endpoint system under AS/400 Endpoint Systems, you
delete the endpoint system from all system groups. If you delete an endpoint
system, be aware that you lose the inventory information for that endpoint
system.

There is nothing that prevents you from deleting your central system. Be aware
that if you delete the central system, the discovery function (see 10.1.3,
“Endpoint systems discovery” on page 176) does not work and you can no
longer manage the system you deleted.

2.4 System groups

A system group is a collection of endpoint systems that you define. Endpoint
systems can belong to several system groups at once. Once you create a system
group, you can manage that entire group from your central system as if it were a
single system. Being able to group AS/400 systems makes systems management
more convenient. When you group your AS/400 systems, you gain the flexibility
to perform an operation on a group of AS/400 systems, instead of having to
perform the operation on each individual AS/400 system.

Some criteria for grouping your AS/400 systems includes:

* Organizational boundaries (for example, accounting or manufacturing)

e Geographical boundaries (for example, East Coast systems or Midwest
systems)

* Administration responsibilities (for example, Lo Jean’s systems or My
systems)

* Release boundaries (for example, all systems using V4R3 or all systems using
V4R4)

* Different security groups (for example, those systems that are SSL-enabled
and those that are not)
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2.4.1 Creating system groups

To create a system group, follow these steps:
1. Open Management Central from your Operations Navigator window.
2. Right-click AS/400 System Groups, and select New System Group.

3. On the New System Group dialog box, specify a unique name for the new
system group. You can type a brief description to help you later identify this
group in a list of system groups.

4. From the Available systems list, select the endpoint systems that you want to
include in this new group. Click Add to add the systems to the Selected
systems list.

5. If you want to give other users the ability to view or change this system group,
use sharing. Section 2.6, “Using sharing” on page 21, provides information
about the sharing function.

6. Click OK to create the new system group.

The system group you create includes all the endpoint systems you just added. If
you decide later that you want to add or remove endpoint systems from your
system group, you can always edit that list of endpoint systems by using the
Properties option for that particular system group.

2.4.2 Removing endpoint systems from groups

You can remove any endpoint system from a system group that you created. To
remove an endpoint system from a system group, select the system group to
expand the list of endpoint systems. Right-click on the endpoint system that you
want to remove, and select Remove. Click Remove again when you are asked to
confirm.

— Note
When you remove an endpoint system from a system group, you do not delete
the endpoint system from AS/400 Endpoint Systems.

However, when you delete an endpoint system under AS/400 Endpoint
Systems, you delete the endpoint system from all system groups.

2.4.3 Deleting system groups

18

As pointed out previously, a system group is a collection of endpoint systems that
you define. Once you create a system group, you can manage the entire group
from your central system as if it were a single system. Now that you have created
a system group, you may decide that the group is no longer useful for your
environment, and therefore, want to delete the system group.

To delete a system group, follow these steps:

1. Open Management Central from your Operations Navigator window.

2. Select AS/400 System Groups. Notice that the groups you defined appear in
the right panel of your Management Central window.

3. Right-click the name of the group that you want to delete and select Delete.
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4. On the Confirm Delete dialog box, verify that the system groups shown are the
ones you want to delete.

5. Click Delete.

As soon as you click Delete, the system groups that you selected disappear from
Management Central.

2.5 Management Central server

Management Central starts and stops by using the Management Central server,
which is integrated with other TCP/IP servers in Operations Navigator. You may
experience occasions when the Management Central server ends unexpectedly
or when you cannot complete the connection to the central system. In these
situations, you need to start the server.

To start or end the Management Central server (QYPSSRV) on an AS/400
system, you must have authority on that system to use the Start TCP Server
(STRTCPSVR) or End TCP Server (ENDTCPSVR) CL commands. These
commands are shipped with the authorities listed in the Table 4.

Table 4. STRTCPSVR and ENDTCPSVR command authorities

User Authority
QSYS *ALL
QPGMR *USE
QSYSOPR *USE
QSRVBAS *USE
QSRV *USE
*PUBLIC *EXCLUDE

To use the commands, you have the following choices:

* Use the above user profiles.
e Add a user profile to authorize to the commands.

2.5.1 Starting the Management Central server
To start the Management Central server, complete these steps:

1. In AS/400 Operations Navigator, expand My AS/400 Connections (or your
active environment).

Expand the AS/400 system that you are using as your central system.
Expand Network.

Expand Servers.

Select TCP/IP.

Right-click Management Central and select Start.

RO RN

2.5.1.1 Starting the server from the central system
You can choose to start the Management Central server at the same time that the
TCP/IP servers start. Follow the same steps as in the previous section, but

Getting started with Management Central 19



instead of selecting Start, select Properties. Select Start whenever TCP/IP is
started. Figure 9 shows you the Management Central Properties page. The
default setting is to start the Management Central server at the same time that
the TCP/IP servers start.

Management Central Properties - As25

General I

¥ iStart when TCP/IP is started

0k I Cancel Help

Figure 9. Management Central server properties

Note

For those of you looking for the 5250 display emulation equivalent for this
property, there is none. You can change this property from the graphical
interface only.

2.5.1.2 Starting the server automatically
To start the Management Central server on the endpoint system, type the
following command from the AS/400 command line:

STRTCPSVR SERVER (*MGTC)

2.5.2 Ending the Management Central server
To end the Management Central server, complete these steps:

1. In AS/400 Operations Navigator, expand My AS/400 Connections (or your
active environment).

Expand the AS/400 system that you are using as your central system.
Expand Network.

Expand Servers.

Select TCP/IP.

Right-click Management Central, and select Stop.

oo A~ DN

You can also issue the following command from the AS/400 command line to end
the Management Central server:

ENDTCPSVR SERVER (*MGTC)
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2.5.3 Viewing the Management Central server job log

The server job log is a good starting point for checking for errors that occur while
using Management Central. To view the job log for the Management Central
server (QYPSSRYV), complete these steps:

1. In AS/400 Operations Navigator, expand My AS/400 Connections (or your
active environment).

Expand the AS/400 system that you are using as your central system.
Expand Network.

Expand Servers.

Select TCP/IP.

Right-click Management Central, and select Server Jobs.

N o o koD

Right-click the most recent Qypsstrv in the list of job names, and select Job
Log.

2.6 Using sharing

Sharing saves you time, makes system administration easier, and reduces the
amount of redundant tasks you need to do. Sharing allows users to use (or share)
the same items such as systems groups, package definitions, command
definitions, and system administration tasks.

To use sharing, right-click any task, definition, or system group and select
Properties. Then select the Sharing tab. Figure 10 shows you the Sharing page.

‘Collect Inventory [2])' Properties EHE

Generall Systems and Groups  Sharing |

Owner: ITSCIDO3

Sharing:

 Ful

QK I Cancel Help

Figure 10. Task Properties: Sharing tab

If you are the owner of the item you want to share, you can set the level of
sharing from the Sharing page. To use sharing, the owner of a particular system
group, definition, or task must choose one of three levels of sharing for any given
item:
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* None: Only the user who created the item can see or use it.

* Read-Only: All users can see and use the item, but only the person who
created the item can update or delete it.

e Full: All users can see, use, update, and delete the item.

2.6.1 What you can do with sharing
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What you can do with sharing depends on the needs of your work environment.
Here are some examples that you should consider:

* You can share system groups.

When you share system groups with read-only access, only one administrator
controls the systems in a system group for all authorized users. This ensures
that the system group is always up to date. For example, suppose you created
a system group called "West Coast Systems." If you chose to share that
group, all system operators could use that system group to gain access to the
West Coast systems. You would be the only person who could update the
contents of that group.

¢ You can share command definitions.

Part of your job may include maintaining a run book of commonly used
commands. You can share the command definitions in that run book to ensure
that the commands your system operators run are accurate. If you need to
change one of those commands, you only need to do it once. Your users can
share that one set of accurate commands.

* You can share package definitions.

You can also share package definitions by creating a package for all users to
access. This function is very helpful if your package contains a snapshot. If
you did not share that package, each user would have to create his or her own
package and snapshot to use it.

* You can share tasks.

Tasks are long running actions in Management Central. You can share any
actions that have been created and allow users to see the status of tasks. For
example, suppose you needed to install 50 fixes on a system group containing
50 systems. If you shared that task, you could start the task and then go
home. The second shift operator would see the status on her PC when she
came to work.

* You can use global sharing to share all tasks.

Use global sharing to specify the status of all your system administration tasks
None, Read-Only, or Full sharing. You access global sharing through the User
Preferences dialog box by right-clicking on Management Central. When you
specify a value other than None, the sharing value applies to all future tasks.
Existing tasks are not affected.

For example, suppose you are in an environment where you are part of a
five-person team that works around the clock. If you chose to globally share
your tasks at the Full level, your team could see what you did and work with
the tasks you started, even when you are not there.
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2.7 Using the Columns dialog box and Include dialog box

You have probably noticed that the right panel of Operations Navigator shows you
various columns depending on the kind of task or container with wich you are
working. If you want to change the default order of the columns, select Options
from the menu bar, and then select Columns. You can add or remove columns,
or even arrange the order in which they display to better fit your needs.

Closely tied to the Columns dialog box is the Include dialog box. The Include
dialog box is a good filtering device. For example, you want to monitor the status
of the remote commands that have been submitted. You are interested only in
those commands that have a status of Failed. Here is what you would do if you
wanted to see only the Failed commands:

1. Under Management Central, click Task Activity.

2. Select Options from the menu bar, and then select Include. You can monitor
several attributes of a task. You can select to show only the status for a
particular task, such as command, send files, inventory, fixes, or Collection
Services. If you wanted to see the tasks that were started by a particular user,
you could choose to filter on that criteria also.

3. From the Status field options, select Failed. You can monitor for other status
values such as All, Active or Failed, or Completed. In this particular case, you
are interested only in those tasks that did not complete.

4. From the Type field options, select Command. You can monitor for other
tasks too such as send files, inventory, fixes, or Collection Services. When you
select Command, you shorten the list of tasks that is displayed in the right
panel.

5. Click OK. The right panel is refreshed, and you should see only those tasks
with a status of Failed.

2.8 Application Administration

Application Administration is another optionally installable component of
Operations Navigator. It allows system administrators to control the functions or
applications available to users and groups at a GUI level on a specific AS/400
system. To modify the access settings, the user profile that you use to sign on to
the AS/400 system must have the security administration (*“SECADM) special
authority granted.

It may seem that Application Administration would make a good security tool, but
Application Administration was designed for customizing the functions available
on your PC. You should not use it for administering security on your client PC for
these reasons:

* Application Administration uses the Windows registry to cache restrictions on
the client PC. A skilled user could obtain access to functions that they are
restricted from using through Application Administration.

e If multiple interfaces exist to the same AS/400 resource, restricting a single
interface through Application Administration does not restrict the other
interfaces to the same resource. For example, you can restrict a user from
accessing a database feature of Operations Navigator through Application
Administration. However, the user still has access to database files by using
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other database interfaces, such as Open Database Connectivity (ODBC) or
AS/400 database CL commands.

2.8.1 Accessing Application Administration

24

Applications must be registered on the AS/400 system before they can be
administered through Application Administration. By default, no applications are
registered to be administered.

To control the Management Central functions, you must access Application
Administration through Management Central. To do so, right-click Management
Central, and select Application Administration.

When accessing Application Administration for the first time, if applications are
detected on the PC that are not registered on the AS/400 system, a message box
is presented. The message box invites you to add the applications. From the list,
select the application you want to administer and click on the Add--> button to
add this application to the Applications to be administered. Click OK to register
the application on the AS/400 system. The application is now registered on your
AS/400 system, which means an administrator on any PC can administer that
application.

When opened through Management Central, the Application Administration
dialog box shown in Figure 11 displays Management Central administrable
functions.

Application Adminigtration - As25

Select the functions ar applications available to users.

AS5/400 Operation: Mavigator

Function |Default Aocess |AII Object Access |Cust0mized Aocess | -
EHE: Management Central
Commands
FPackages
Maonitors

Hardware, Software, and Fires
B Collection Services

O

HRREEE
KEEE

-
4 K
Hemave [Eustonmizatio [EEtaiiee |

ak Cancel | Help |

Figure 11. Application Administration opened through Management Central

If you open the Application Administration dialog box through your AS/400
system (by right-clicking on the specific AS/400 name), the dialog box displays
Fixes Inventory and Collection Services as read-only, as seen in Figure 12 on
page 25. You see only check marks, not boxes with check marks. Figure 12
shows you the hierarchical view of how you administer systems locally.
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Application Adminigtration - AgZh

Select the functions or applications available to users.

A5/400 Operations Navigator | Client Applications | Host &pplications |

Function |Default Access |AII Object Access |Eust0mized Aocess | .
B A5 /400 Operations Mavigator
B2 Basic Operations

3 Messages
Printer Output
Printers

EHER Job Management

':% Jobs

[@ ServerJobs
EHB® Configuration and Service

) Hardware [nventary
Software [rventory
B2 Fives Inventory

B

1 Collection Services

= Metwork
IP Security

-
A L
Femaye Eustamization [Estamize |

0k Cancel | Help |
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Figure 12. Application Administration opened through an AS/400 connection

When you administer your systems locally, Application Administration organizes
applications to be administered into three categories accessible from separate
tabs:

* AS/400 Operations Navigator: Includes Operations Navigator and any
plug-ins.

* Client Applications: Includes all other client applications. Client Access
Express falls into this category.

* Host Applications: Includes all applications that reside entirely on your
AS/400 system and provides functions that are administered through
Application Administration.

2.8.2 Administering applications

The graphical user interface of Application Administration makes an
administrator’s job easy and effective. To modify the access settings, the user
profile that you use to sign on to the AS/400 system must have the security
administration (*SECADM) special authority granted.

Typically, when you use Application Administration for Management Central, you
can administer at the function level. For each function, you define who has
access to it.

First, you define for a function who is allowed or denied access to it. Then, you
can customize the functions that specific users and groups can access. These
steps outline the suggested order you can follow to actually administer functions
with Application Administration:

1. Set the Default Access setting at function level.

2. Set the All Object Access setting at function level.

3. Customize the access settings for your group profiles at function level.

4. Customize the access setting for your individual profiles at function level.
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5. Set group access setting at group level.
6. Set user access at user level.

Steps 5 and 6 may seem to be redundant with steps 3 and 4, but it may be useful
to review settings for special users and groups.

Changes you make to a function's access settings may not be immediately
reflected on your client PC. Depending on the application, changes take effect:

* The next time the client PC signs on to the AS/400 system. This is the case for
Operations Navigator functions, which also would apply to Management
Central functions.

* The next time you restart the client PC, or 24 hours after the change is made,
whichever comes first. This is the case for Client Access Express functions.

2.8.2.1 Administering applications at the function level

From the main dialog box as shown in Figure 11 on page 24, you can change the
access settings for each function. The access settings are broken down into three
columns:

e Default Access: Determines a user's access to a function when the user and
its groups are explicitly allowed or denied access to the function. A checked
box sets access to allowed. A cleared box sets access to denied.

* All Object Access: Indicates whether a user or group with all object system
privilege is allowed access to the function. If selected, and the user or group
has all object system privilege, this setting overrides all other access settings.
If unchecked, all object system privilege is ignored when determining a user’s
access.

e Customized Access: Indicates whether users or groups are explicitly denied
or allowed access to the function. To give users or groups specific access,
select the function and click on the Customize button. From the Customize
Access dialog box, shown in Figure 13, select a user in the left list and click on
the Add--> button to allow or deny access to the selected user.

Customize Access - As2h EHE
Function: Commands
Froduct: AS/400 Operations Mavigator
Function description: Provides support to run commands on multiple 45 /400z, and

store commonly uged commands for later use.

Acocess:
¥ Defaul access

V' Users with all obiect system privilege

— Cugtomized access for users and group:

Uszers and groups: Access allowed:
----- L Chiis =]
..... L Chung = Add > |
----- @ Colier p
_____ a m ETIOVE <= |
..... Cragun
3 z Craig Access denied:
@ Danny Add > |
- il David
- -& Dbeuch Hemove < |
..... & D x|
Eemoye [Eustomizatian | QK I Cancel Help

Figure 13. Customize Access dialog box
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By using the Remove Customization button from the Customize Access dialog
box or the main Application Administration dialog box, you can quickly reset
the customized access to its default (no users, no groups have specific access
settings).

2.9 Management Central tasks

Management Central introduces the concept of a task when you perform an
action. For example, you create a task each time you run a command or collect
inventory. You can follow the activity for a particular task when you choose to run
it immediately, or you can monitor its activity when you schedule the task for a
later time. The task activity is updated immediately when a status changes. There
is no need to perform a refresh.

You can manipulate the following tasks from the Task Activity container:

e Commands

* Packages

* |Inventory
Collection Services
* Fix management

When you select Task Activity under Management Central, you see these
columns in the right panel:

e Task: The name of the task
e Type: The type of task
 Status: How the task is doing

* Systems and Groups: The name of the endpoint systems and system groups
on which the task is running

» Description: A brief description of the task
» Started: The date and time that the task was started
» Started By: The owner who started the task

* Last Changed: The date and time that the task status last changed

— Tip
Open Task Activity into a separate window. This way, when tasks are started,
you can see them immediately and watch their status update automatically, no

matter where you are in Operations Navigator. To create a separate window,
right-click Task Activity and select Open.

2.9.1 Task naming conventions

The Management Central tasks are named on a per-user basis, with the most
current task shown at the top in the Task Activity window. Tasks receive their
names in one of two ways. The first way is through actions taken by users from a
menu option. The second way is through actions performed on a command
definition or a package definition.
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Management Central shows specific types of tasks in the Task Activity window.
Table 5 shows the associated subtype for each type on which the task name is
based.

Table 5. Types of tasks and associated application tasks

Type of task Application task
Command Run Command
Send files Send Files
Inventory Collect Inventory
Fixes Send Fixes, Uninstall Fixes, Send and Install Fixes, Permanently
Install Fixes, Clean Up Fixes, Cancel Fix Actions, Install Fixes
Collection Services | Start Collection Services, Stop Collection Services

Generally speaking, you see only your task activity unless other users have
chosen to share an item by specifying Read-Only or Full from the Sharing
Properties dialog box.

2.9.1.1 From a menu option

When you execute a menu option, for example, you want to collect inventory,
Management Central names the task Collect Inventory. If you submit another
request to collect inventory, you see Collect Inventory (2) for the task name. The
task name is incremented by one for each additional task that you start. Figure 14
shows an example of the naming conventions used when several tasks were
submitted to collect inventory.

|Last changed: 6/29/99 8:25 Abd
Management Central [A225): Task Activity  Started by: Al Type: Inwentary

T azk | Type | Statuz | Systems and Gro
@ Collect Inwentan [3) Inwentony Completed West Coast
@ Collect Inventarny [7] Irventony Completed bidwest Systems
@ Collect [nventomn [B) IFventon Completed Eazt Coast
@ Collect Inventan [5) Inwentony Completed Accounting
@ Collect [nventarny [4) IFventony Completed Wiest Coast
@ Collect Inwentan [3) Inwentony Completed Midwest Spstems
@ Collect Inventany [2] Irventony Completed Eazt Coast
@ Collect [nventon IFventon Completed Azcounting

Figure 14. Basic task names

The task names continue to increment by one unless you delete a task. For
example, you delete Collect Inventory (4) from the list. Then you submit another
task to collect inventory. Collect Inventory (4) is removed from its sequential place
in the list, and now you see a new Collect Inventory (4) task at the top of the list
because it is the most current task. Figure 15 on page 29 shows the refreshed list
after deleting the task and submitting another inventory collection task.
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|La3t changed: B/29/99 839 Ak

|Management Central [&z25] Tazk Activity  Started by: Al Type: |nventom

T azk | Type | Statuz | Swetemns and Gr
E Callect lnventan (4] [rventony Completed Accounting
@ Callect lnventan (8] [rventary Completed West Coast
@ Callect lnventam 7] [rwentary Completed Midweszt Systen
@ Collect Inventon [B] [ Fverikary Completed Eazt Coast
@ Collect Inventon [5] [Fventary Completed Accounting
@ Collect Inventon [3] [Frventary Completed Midwest Systen
@ Collect Inventon [2] [Fvenkary Completed East Coast
@ Collect Inventon [Fvenkary Completed Accounting

Figure 15. Deleted task

The task names become a bit more complicated when you have tasks for more
than one user that are displayed in the Task Activity window. Because
Management Central provides task names on a per-user basis, you could see
tasks with the same names, if other users selected Read-Only or Full from the
Sharing Properties. If three users each submit a task to collect inventory, you
would see three separate entries for Collect Inventory.

— Tip
To help simplify the list of task names shown in the window, you can choose to
display the tasks for a specific user. Use the Include dialog box under the
Options menu and select Started By to show only the tasks started by a

specific user. This action should remove any duplicate names for multiple
users.

2.9.1.2 From a definition

The second way to name a task is to create a definition, either a command or
package. When you create a definition, the name you assign to the definition
name becomes the task name. Task names for definitions follow the same
naming convention as task names executed from a menu action. For example, if
you created a command definition and typed psprpwrsc for the definition name,
Management Central gives the task name the same name as the definition name.
Figure 16 on page 30 shows an example of task naming for a definition.
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b anagement Central [Az25): Task Activity  Started by All

T azk | Type | Status | Systems and Gro
DSPHDWRSE [4] Command Completed Accounting
DSPHDWRSE 3] Caommand Completed E ast Coast
DSPHDWRSC [2) Command Completed Midwest Systems
DSPHDWwWRSC Command Completed YWiest Coast

@ Collect lrvventorye [10] [rrentony Completed Accounting

% Collect lrveentory [9] [reentany Completed Accounting

@ Collect lnventary [4] [reventany Completed Accounting

Figure 16. Task naming for definitions

When you create a new definition based on an existing one, the task name for the
new definition takes on the existing name with "Copy of" added to the name. If

you select an existing definition, for example, DSPHDWRSC, and right-click New
Based On, you see the name of the definition changes to Copy of DSPHDWRSC.

2.9.1.3 From Scheduled Task window to Task Activity window

You may encounter the situation where you have a task that is scheduled to run
more than once, for example, weekly. In the Scheduled Task window, the task
name appears as "Collect Inventory (11)." When the task runs the first time, a
task name appears in the Task Activity window as "Collect Inventory (11) (2)."
Management Central uses the task name and its number sequence from the
Scheduled Task window, but then appends the applicable sequence number to
the task name when it appears in the Task Activity window. An example is shown
in Figure 17.

M anagement Central [5225); Task Activity  Started by Al

T azk, | Type | Statusz | Systems ar
DSPHDWRSC (8] Command Completed bidwesgt 5y,
ﬁ Collect lnwentary [17] [2] [Fiventony Completed Bzh
ﬁ Start Collection Services 2]  Collection Services  Failed East Coast
Eulf‘ Start Collection Services Collection Services  Completed Az2h
DSPHDWRSC [7) Commatd Completed idwest 51,
DSPHDWRSLC [B) Commatid Completed idwest Sy
DSPHDWRSC [5) Commatid Completed bidwest 5y,
DSPHDWRSC [4) Commatid Completed Accounting
DSPHDWRSC [3) Commatid Completed East Coast
DSPHDWRSC [2) Command Completed bidwest 5y
DSPHDWRSC Commatd Completed Wwiest Coas
@ Collect lnventomn (10] [Frventony Completed Accounting

Figure 17. Scheduled task names

2.9.2 Scheduling tasks

To assist you in organizing when you want your tasks to occur, Management
Central provides an integrated scheduler, called the Management Central
Scheduler. You have the option of choosing to perform a task immediately or
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choosing a later time. You also have the option of installing the Advanced Job
Scheduler and overriding the Management Central scheduler. For details about
this scheduler, see Chapter 9, “Advanced Job Scheduler’ on page 163.

When you schedule a task, the time at which the scheduler starts the task is
based on the system time and date of the central system. For example, if you
collect inventory on systems in California, and the central system is located in
New York, the collection happens on New York time.

You can automate the process of collecting your hardware inventory, software
inventory, and fixes inventory on whichever day fits your operating schedule. You
may schedule a collection for every Saturday night at 10 o’clock PM. You can also
schedule to clean up the save files and cover letters of the fixes from your
systems on the first of every month. Or, you may simply want to install a set of
fixes once. Using the scheduler function gives you the flexibility to do your work
when it is convenient for you to do it.

In addition to managing your fixes, you can use the scheduling tool in
Management Central for these tasks:
* Run commands on selected systems and groups

* Delete the save files and cover letters for selected fixes on selected systems
and groups

* Send fixes or packages of files and folders to selected systems and groups
e Start installing fixes, uninstalling fixes, or installing fixes permanently
e Collect hardware, software, or fix inventory on selected systems and groups

e Start and stop Collection Services on selected systems and groups

2.9.2.1 Task names on AS/400 system

You can see your scheduled task on the AS/400 system as well as from the
Scheduled Task container. To display the task on the AS/400 system, use the
Work with Scheduled Job (WRKJOBSCDE) command. Type WRKJOBSCDE from any
AS/400 command line.

Every task (regardless of whether it is scheduled) is assigned a unique identifier
called the task ID. The task ID is limited to 10 characters, and follows the format
xooooxxxx. Because a decimal value could potentially exceed this limit, the task
ID is a hexadecimal value. Figure 18 on page 32 shows the job entries for two
Management Central scheduled tasks.
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4 )

Work with Job Schedule Entries AS25
07/08/99 10:02:56

Type options, press Enter.
2=Change 3=Hold 4=Remove b5=Digplay details 6=Release
8=Work with last submission 10=Submit immediately

Next
————— Schedule------ Recovery Submit
Opt Jcb Status Date Time Frequency Action Date
CHGSYSSEC SCD *MONTHSTR 05:00:00 *MONTHLY *SBMRLS 08/01/99
Q3332 SCD 07/30/99 10:48:24 *ONCE *SBMRLS 07/30/99
Q38C2 SCD 07/08/99 10:09:34 *ONCE *SBMRLS 07/08/99
Bottom

Parameters or command

===>

F3=Exit F4=Prompt F5=Refresh F6=Add F9=Retrieve
Fll=Display job queue data Fl2=Cancel F17=Top F18=Bottom

Figure 18. Job names on the AS/400 system

— Attention

We show you how you can view this information from a 5250 emulator session
for your information only. Unless you are specifically instructed to do something
from an emulator session, do not use these sessions to manipulate the
Management Central objects. Your manipulations can cause Management
Central to operate incorrectly.

In this particular case, you should not delete the job schedule entries from the
5250 emulator session. However, if you use the 5250 emulator session to
change the scheduled time, the time is changed on the Management Central
interface.

2.9.3 Creating new scheduled tasks based on completed tasks
To create a new task and schedule from a completed task, perform these steps:

32

1.
2.
3.

In AS/400 Operations Navigator, expand Management Central.
Select Task Activity.

Right-click the completed task that you want to use to create a new scheduled
task, and select Start Based On.

In the Start Based On window, select the systems or groups you want to add.
The systems and groups you select are added to the list of systems and
groups on which you want to start the new scheduled task.

Select Schedule.
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6. In the Management Central Scheduler window, select how often you want to
run the task and when you want the task to start for the first time. Your
selections appear in the Summary at the bottom of the window.

7. Click OK.

When you click OK, the Management Central Scheduler and the Start Based On
windows close. You have now successfully scheduled your new task.

2.9.4 Creating new scheduled tasks from old scheduled tasks

You can create new scheduled tasks from tasks that you have already scheduled.
Two options are provided:

¢ Schedule a task to run now
¢ Schedule a task to run later

2.9.4.1 Running scheduled tasks now

You can use tasks you already scheduled to create new scheduled tasks and run
them now. To create a new scheduled task from an old scheduled task and run it
now, complete these steps:

1. In AS/400 Operations Navigator, expand Management Central.
2. Select Scheduled Tasks.

3. Right-click the scheduled task that you want to use to create a new scheduled
task, and select Start Based On.

4. In the Start Based On window, select the systems or groups you want to add.
The systems and groups that you select are added to the list of systems and
groups on which you want to start the new scheduled task.

5. Click OK.

When you click OK, the Start Based On window closes, and your new task runs
immediately. The old task that you used to create the new task will still run at its
original scheduled date and time.

2.9.4.2 Running scheduled tasks later

You can use tasks you already scheduled to create new scheduled tasks with
different start dates and times. To create a new scheduled task based on an old
scheduled task, complete these steps:

1. In AS/400 Operations Navigator, expand Management Central.
2. Select Scheduled Tasks.

3. Right-click the scheduled task you want to use to create a new scheduled
task, and select Start Based On.

4. In the Start Based On window, select and add systems or groups. The
systems and groups you select are added to the list of systems and groups on
which you want to start the new scheduled task.

5. Select Schedule.

6. In the Management Central Scheduler window, select how often you want to
run the task and when you want to start the task. Your selections appear in the
Summary at the bottom of the window.

7. Click OK.
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When you click OK, the Management Central Scheduler and the Start Based On
windows close. You have now successfully scheduled your new task.

2.9.5 Starting a new task based on a current task

You may want to create a task (for example, to install a group of fixes) and run
that task on a test system to make sure there are no unexpected results. Then
you can start a new task based on that original task and select all the systems
where you want those fixes installed. To start a new task based on a current task,
follow these steps:

1.

In AS/400 Operations Navigator, expand Management Central.

2. Click Task Activity.

3. Right-click a current task.
4.
5

Select Start Based On.

. Add or remove systems or groups from the Selected systems and groups

list.
Click OK.

2.9.6 Deleting scheduled tasks

You may have an occasion to delete a scheduled task. When you want to delete a
scheduled task, complete these steps:

2.9.7 Deleting a task

1.

In AS/400 Operations Navigator, expand Management Central.

2. Select Scheduled Tasks.
3.
4

. In the Confirm Delete dialog box, click OK to delete the scheduled task.

Right-click the task that you want to delete, and select Delete.

You cannot delete a task that is still running. If you want to delete a task that is
running, you must first stop the task and then delete it.

1.

Expand Management Central.

2. Select Task Activity. The right-hand panel displays a list of tasks.
3.
4

. A confirmation dialog box appears. You see the tasks that you selected to

Right-click on the task you want to delete, and select Delete.

delete. If the selections are not correct, click on Cancel or change the
selection by deselecting any items displayed. Hold the Ctrl key down and click
any item in the list to deselect it. Once you confirm your selections, press
Delete.

2.9.8 Stopping a task
To delete a task, you must first stop the task. Follow these steps:
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1.
2.

Expand Management Central.

Select Task Activity. The right-hand panel displays a list of tasks. Right-click
on the task you want to delete.

Right-click on the task you want to stop and select Stop.
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4. A confirmation dialog box appears. You see the tasks that you selected to
stop. If the selections are not correct, click on Cancel or change the selection
by deselecting any items displayed. Hold the Ctrl key down and click any item
in the list to deselect it. Once you confirm your selections, press Stop.

Note

When you stop a task, all activity for the selected task ends immediately.

2.9.9 Viewing task properties

To view the task properties, follow these steps:

1. Expand Management Central.

2. Select Task Activity. The right-hand panel displays a list of tasks.
3. Right-click on the task you want to view.
4

. Select Properties. You see detailed information about the task.

2.10 Viewing task activities

You can manipulate scheduled tasks within the Scheduled Tasks container. When
you select Scheduled Tasks, you see the following columns in the right-hand
panel:

¢ Task: The name of the task

Type: The type of task

When to Run: Identifies how often a task is scheduled to run

Next Run: Identifies the date and time that the task is scheduled to run next

Systems and Groups: The name of the endpoint system or system group
* Description: A brief description of the task
e Scheduled By: The owner who scheduled the task to run

¢ Created: The date and time that the task was created

2.10.1 Viewing the status of a current task
To view the status of a current task, complete these steps:
1. In AS/400 Operations Navigator, expand Management Central.
2. Click Task Activity.

3. Right-click a current task, and select Status.

2.10.2 Viewing the job log for a task

To view the job log, which contains error messages related to the task, you must
have AFP Workbench Viewer installed on your PC. If you did not install AFP
Workbench Viewer when you installed Client Access, you can install it now using
Client Access Selective Setup. From the task bar, click Start->Programs->IBM
AS/400 Client Access Express->Selective Setup. The wizard guides you
through the steps to install AFP Workbench Viewer.
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To view the job log after you have AFP Workbench Viewer installed, follow these
steps:

1. In AS/400 Operations Navigator, expand Management Central.

2. Click Task Activity.

3. Right-click the task whose job log you want to view, and select Status.
4

. In the Task Status window, right-click the system whose job log you want to
view, and select Task Output.

If the task is running and you select Task Output, the job log displays
immediately. You can see the task activity in progress.

5. In the Printer Output window, right-click the job log (QPJOBLOG) you want to
view and select Open. If there is more than one printer output, you may need
to scroll right to see the dates that the printer output was created.

It is possible to encounter the situation where you run a task on an AS/400
system to which you have no direct connection, that is, that the system does not
appear under My AS/400 Connections or your active environment. If you select to
display the status of that task, and then click Task Output, you see the AS/400
Signon Information window for Client Access Express as shown in Figure 19.

AS5/7400 Sgnon Information EHE
Signan information has not been specified for thiz A5 /400
connechion. The signon information will be used each time

wau connect ko this system,

Syztenm: IASESE

—&5/400 signon information
" Use Windows uzer name and pazsword, no prompting
|[EEDIE

" Usze default user 1D, prompt a: needed

Ok I Cancel

Figure 19. AS/400 signon information

Because you are attempting to look at output on a system to which you were not
previously connected, you are asked for the AS/400 signon information. After you
sign on, view the output, and return to the main Operations Navigator window,
you see that the system is added under My AS/400 Connections or your active
environment.

Note

Not all tasks have task output available for them. For example, you cannot
show task output for inventory and Collection Services types of tasks.

Management Central: A Smart Way to Manage AS/400 Systems



2.10.3 Changing the AFP Workbench Viewer page size

Your AFP Workbench Viewer may have a shorter paper size defined than the
output, which can result in what appears to be missing output. To change the
paper size, follow these steps:

1. Select View from the menu bar.

2. Select Paper Size.

3. From the Paper Size dialog box, select 13.5 x 10 or 13.5 x 11 to show all lines.
Changing this setting applies to the current session only. To save the current
settings, follow these steps:

Select View from the menu bar again.

Select Save View.

From the Save View dialog box, type a unique name and description.

Select Save.

Select Options from the menu bar.

Select Preferences.

N o o Mo b o=

From the drop-down box, select the name you saved from the Save View
dialog box.

8. Click OK.
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Chapter 3. Running commands across multiple systems

Management Central allows you to submit and run commands on multiple
systems. Any AS/400 control language (CL) command that you can run in batch
can also be submitted from the central system to multiple endpoint systems at the
same time. A command can be run immediately, or it can be stored as a
definition, allowing you to share commonly used or complex commands with
other users that can be run repeatedly. This is similar to the F9 (Retrieve) function
on a 5250 screen. However, the F9 function cannot be used across different
users, and cannot be retrieved when you sign off from the screen.

When a command is run, a Management Central task is created on the central
system. The task can then be monitored from the Management Central Task
Activity screen. You can view the status, job log, and printer output, you can also
handle inquiry messages.

Additional help is available whenever you see a ? in the upper right hand corner
of a screen. Click on the ?, move the ? to a field, and click on the field for help
text. Click the Help button for additional information about the function you are
performing.

3.1 Command process

For a single run command, the command request is transmitted to the endpoint
system through Management Central. The command must exist on the endpoint
system and you must have authority to that command.

When you schedule a run command, the task is scheduled on the central system
to be executed at a later time. When the date and time arrive, the command is
processed the same way as a normal run command process.

3.2 Creating a command definition

There are several methods you can use to create command definitions. We show
two examples in this section. The first method (described in the following section)
creates a new definition. The second method (see 3.2.2, “Creating a definition
based on an existing definition” on page 42) creates a definition based on the
definition which already exists. Using the existing definitions helps you create the
same command with different run attributes.

3.2.1 Creating a new definition

© Copyright IBM Corp. 1999

Use this method to create a new definition:
1. In AS/400 Operations Navigator, expand Management Central.
2. Expand Definitions.

3. Right-click Command, and select New Definition. The New Command
Definition window appears as shown in Figure 20 on page 40.
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Mew Command Definition EHE
General | Dptionsl Sharingl
Mame: IEreate uzer profile
Description: Icreate user profile
Command:
crtusrprf usrpri(gloriag) ;I
[~
Check Syntax Previous Commands... |
QK I Cancel Help

Figure 20. New Command Definition display

4. Specify a name for the definition and a brief description. You can type a
command to be run in the Command field and click Check Syntax to validate
the syntax of the command. Enter the entire command in the Command field
of the Command Definition window as if entering from the command line on
the AS/400 system. Currently Management Central does not prompt for the
command parameters entries.

You have the option to use the Previous Commands button to select from a
list of commands that were previously run from your PC. This list does not
include commands that were run from other PCs, even by the same user.

5. To specify options concerning the job log or inquiry messages, click the
Options tab. Use the Options page to specify how you want to handle the job
log and inquiry messages when this command definition is run. Figure 21 on
page 41 shows the Options tab. If you uncheck the Automatically reply to
inquiry messages if they occur box and the command needs a reply, it waits for
your response. You have to access the endpoint systems with Operations
Navigator to reply to the message.
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New Command Definition

General Options | Sharingl

—Job log
' &lways kesp the job Iog on each target system

& il keep the job log if the command failed

 Ingquiry meszage:
V' Automatically reply to inquiry messages if they occur
' Use default reply
' Use system reply list

o]

Cancel |

Help

Figure 21. Options tab for New Command Definition

6. Click the Sharing tab to specify whether you want to share this command
definition with other users. As shown in Figure 22, there are three sharing

options.

New Command D efinition

Generall Optionz ~ Sharing |

Owner: ITSCID04

Sharing:

" Read-Only
 Full

o]

Cancel |

Help

Figure 22. Sharing tab for New Command Definition

When you check the Full radio button, the command definition can be shared
with other users on the central system. Other users can change all properties
of the command definition except for the sharing property. When you check
the Read-Only radio button, other users on the central system can use the
command definition, but cannot change any properties of the definition. When
you click None, the definition is not shared with other users.

7. Click OK to finish the definition. The new command definition is placed in the

right panel of Command container.
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3.2.2 Creating a definition based on an existing definition

Use this method to create a definition based on an existing definition. You can
change the properties needed for the new command. Figure 23 shows a sample
command definition window.

1. In AS/400 Operations Navigator, expand Management Central.

2. Expand Definitions. Click Command to see the commands that you created
or those that were designated to be shared by other users.

3. Right-click on any command that you wish to use as a base. Select New
Based On. You may then use the existing command to create a new one.

You can change any of the properties necessary to suit your needs. For example,
you can choose the Options tab to change the options to reply differently to an
inquiry message, you can run a different command with all the same options, or
you can run a different command with the same options, but not to allow other
users access to the command if a security issue is involved.

Mew Command Definition Based On ‘crizavf’ EHE
General | Dptionsl Sharingl
Mame: ICDD}I aof crisavf
Descriptior: Icreate save file
Command:
crtzavf File(qgpl/savi0d) Text|'save file created for LPP dist') ;I
Check Syntax Previous Commands... |
QK I Cancel | Help |

Figure 23. New Command Definition display based on an existing command definition

3.3 Submitting a command
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When a command is run, a task is created. You can select the task in Task
Activity under Management Central and view the status of the task on any system
or group. If the task is scheduled, the task will appear under Scheduled Tasks.
Only those tasks that the user has created and those that the user has been
given authority are shown.

There are several methods you can use to submit your commands. Two
examples are given in this section. The first method submits the command from a
command definition list. The second method runs the command without creating
a command definition.
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3.3.1 Submit command from list

This method allows you to run a command from a list of existing command
definitions. You can run a command without having to create a command
definition each time you want to run it. Re-use the command as often as
necessary. You may want to run the same command on different endpoint
systems or at different times.

1.

. Expand Definitions.

In AS/400 Operations Navigator, expand Management Central.

2
3. Click on Commands. The right-hand panel displays the command list.
4. Right-click on the command definition, and select Run.

5

. Select the systems or system groups to which you want to send the command

definition, and click Add for each selection. See Figure 24 for an example.

Run ‘crtsavf’

Available spstems and groups:

Selected systems and groups:

-

AS5/400 Endpaint Systems
5./400 System Groups

04
As05
Ag20

Bl 4505
B 45250

Add

Hemove |

ok | schedue |

i tsciddd

Cancel | Help |

Figure 24. Select endpoint systems to run the command

6. Click OK to start the command task immediately or click Schedule to specify
how often you want to run this task and when you want the task to start. Figure
25 shows an example window to schedule the command.

Management Central Scheduler

—when to run
&

' Daily

— Date to stark

I I=|
08 /18 /7 1333 =

7 wieekly: IFriday 'l — Time to start——————
 Monthly: |First day =l Jos:52: 21 oM j
— Summary

Fiun once starting on 6/18/99 at 8:52:21 AM.

()8 I Cancel |

Help

Figure 25. Management Central Scheduler

3.3.2 Single run command

This method allows you to run a command without creating a command definition.
You can use this method for one time commands, or a command that is only run
seldom. Once the run command has started, a task is listed in Task Activity under
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Management Central. All commands run using this method have the task name of

"Run Command".

. In AS/400 Operations Navigator, expand Management Central.
. Expand AS/400 Endpoint Systems or AS/400 System Groups.

1
2
3. Select the system or group where you want to run the command.
4

. Right-click the selected system or group, and select Run Command. Notice
that the window that you see does not display the fields for a name or
description as shown in Figure 26. You cannot set a sharing option, the

Sharing tab is not available.

Run Command - As20
General | Dptionsl

Command o rur:

Check Syntay |

Previous Commands... |

Schedule

o]

Cancel | Help

Figure 26. Run Command window

5. Enter the command to be run. Click Check Syntax to validate the syntax of
the command. You can click Previous Commands to select from a list of
commands that you previously ran from your PC.

6. To specify options concerning the job log or inquiry messages, click the

Options tab.

7. Click OK to run the command immediately or click Schedule to run the

command at a later date or time.

3.4 Viewing output

Management Central uses the AFP Viewer (provided with Client Access) to view
output. If the output is not displayed correctly, you may need to customize the
AFP Viewer. See 2.10.3, “Changing the AFP Workbench Viewer page size” on
page 37, for more information about customizing it.
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If the command generates a printer output or a job log, you can manage it the
same as you can any spooled output from the window as shown in Figure 27 on
page 45. To view the output, follow these steps:

1. Click Task Activity under Management Central. The tasks are listed in the

right-hand panel.

2. Right-click on a task. Select Status from the menu. If you need additional help
with the status information, select Help from the tool bar and select Task

Status Help.

3. Right-click on the system in the status screen and click on Task Output.
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4. If you need to sign on to the target system, a signon window appears.
5. Right-click on the printer output from the list, and select Open to view it.

6. You can select any of the other options available to work with the output.

inter Output - As05
File “iew Options Help

SR

|User: ITSCIDO4  Job: 021508/TSCIDO4/QvPSRMTCMD 2 minutes old

Output name Uszer-zpecified data | User Statuzs Frinter FPages per copy | Copies le] Time created | Date created
ITSCIDO4  Ready FRTO M 035534 072/

Hold...
Felease
Eririt Hext
Erepli..
Send...

Move...
Delete...

Froperties

Lloze

Bucha...l (Z)45/400 Op... | e &dobe Fram...l Q Faint Shop | ‘depsfwrac [| § Frinter Dutp...l B Viewer - QS...l |§ Printer 0. (EJ%E

Figure 27. Printer Output display

3.5 Examples of the running command function in Management Central

The following sections offer examples of the some uses of the running command
function. The examples give you ideas for making the system administration
easier with the running command function of Management Central.

3.5.1 Environment tests and notification

Here are quick and easy commands that can be run on multiple systems at the
same time:

* When you are using Management Central, it is important that all systems in
the network have the correct QUTCOFFSET system value configured.
Suppose that you have endpoint systems located in the Central Time zone,
and grouped in one system group as shown in Figure 28 on page 46. Make
sure that all the endpoint systems have the correct system value.
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3 AS 7400 Dperations Mavigator

File Edit “iew DOptions Help

Xll @ll ol 0 minutes old

| Central Spstem: Az25 | Management Central [4s25). AS5/400 System Groups  Owner: All

El:lii Management Central [4325] System Group | Owner | Description |
Tl Task Activity B} Group_CT ITSCIDO4 System group in Central Time Zone

&

[1-1 of 1 object(z] [ i

Figure 28. Central time zone system group

Hew Command Definition EHE

Create a command definition for the DSPSYSVAL command. Figure 29 shows
a sample command definition window.

General | Dptionsl Shanngl

Mame:

Diescription: Idlsplay quicoffzet systemn value

Commatd

depsyeval spevallquicolfzet] output[*print] ;I

Check Syntax Previous Commands... |

QK I Cancel Help

Figure 29. DSPSYSVAL command definition

Next, run the command definition, pisplay Sysval, to the system group,
Group_CT. Figure 30 on page 47 shows the system group on which the
command will be submitted.
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Run 'Dizplay Sysval EHE
Available spstems and groups: Selected systems and groups:

! AS5/400 Endpaint Systems l'i Group_CT
AS5/400 Spstem Groups

Add
As05

Az20 Hemove |

Ag2h

QK I Schedule | Cancel | Help |

Figure 30. Run the DSPSYSVAL command to Group_CT

To review the output from the command, right-click on the task in the Task
Activity panel, and select Status. A window similar to the example in Figure 31
appears.

B ‘Display Sysval Status [_ (O] =]
File Help
®| (8
Statuz: Completed Command: dspaysval syevallqutcoffzet]) output{*print]
Tal_x_et Systems and Groups |Status |
=B Group CT Cormpleted
4305 Completed
B As20 Completed
Bl 4525 Completed
Ready A

Figure 31. Task output of Display Sysval command definition

The print output is grouped in one window, so you do not have to look for the
output. To view the output, right-click on one of the systems, and select Task
Output.

When you need to change the system value, such as on the date on which it
changes from standard time to the daylight saving time, you can run the
following command to all the endpoint systems in the system group:

CHGSYSVAL SYSVAL (QUTCOFFSET) VALUE (' -0500")

* You can use the running command function to notify interactive users on all
endpoint systems of pending action, such as the need to power down the
system. An example is:

SNDBRKMSG MSG('Please sign off. The system will be powered off in 10
minutes.') TOMSGQ (*ALLWS)
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You can use the command definition to save this command and run it
whenever you need. Or you can use the single Run Command from an
endpoint system.

3.5.2 Security and authorization management

The following examples show scenarios for user profile management on multiple
AS/400 systems:

e When your company has a new employee and you need a user profile for
them on all endpoint systems, you can use the running command function to
create the user profile. Enter crTusrerF in the Command field. Figure 32
shows a sample command definition.

‘usrprf’ Properties EHE
General | Options I Sharing I
Mame: IUserPHF
Descriptior: Icreate a new uger profile
Command:
CRTUSRPRF USRPRF(ITSCIDS) PASSWORD newoomer] USRCLS[USER) ;I

TEXT['new uger profile for new employes’]

Check Syntax Previous Commands... |

QK I Cancel Help

Figure 32. New user profile command

Be aware that the password is visible and sent to the endpoint systems in
clear text. For this reason, you may want to use SSL connection, and may not
want to share the command with other users. For a more detailed discussion
about the SSL connection for Management Central, see Chapter 11, “Secure
Sockets Layer (SSL) support” on page 187.

* When you no longer need a user profile, you can use the running command
function to delete it on multiple endpoint systems. An example is shown here:

DLTUSRPRF USRPRF (ITSCID99) OWNOBJOPT (*DLT)

* Management Central users can look at authority for a user on an endpoint
system, using the command:

DSPUSRPRF USRPRF (xxx) TYPE (yyy)

Here, xxx is the user profile name, and yyy is a type of information (*BASIC,
*ALL, *CMDAUT, *OBJAUT, *OBJOWN, and so on).

3.5.3 Running multiple commands

Management Central’s running command does not give the capability to run
multiple commands at one time. To get around this, send a CL program or a batch
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job stream to the endpoint systems and run it. There are some advantages and
disadvantages with the two methods.

To send and run a CL program, you have to create it before distributing and
running it on all endpoint systems. It may be faster than a batch job stream when
executing on the endpoint systems. Also, it is easier to browse an output from the
program, because the output can be viewed directly from the Status window of
the Task Activity.

To submit a batch job stream, you have to create a source file that contains
commands. You do not have to compile or create a program from it. Executing a
batch job stream may take longer time than executing an equivalent CL program.
The output, if it produces, is not viewed directly from the Status window. It is a
different job than what Management Central submits on the endpoint systems. To
view it, you have to access the endpoint systems and locate the output by
yourself.

If a CL program is frequently used, consider placing the program on the endpoint
systems and run the carn command to call the CL program.

For more details about sending a job stream and a CL program, and executing
them, refer to 4.4.2, “Sending a batch job stream” on page 59.
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Chapter 4. Packaging and sending objects

In Management Central, packaging and sending objects is used to send file
objects, libraries, or integrated file system (IFS) files to endpoint systems or
system groups. You can select related files and folders and group them together
by creating a package definition on the central system. You can then treat them
as a logical or physical package, such as configuration data, Java applications,
HTML Web pages, and software programs.

Creating a snapshot of your files allows you to distribute today’s version of the
files at a later date. For example, you can keep more than one version of copies
of the same set of HTML files, and send these copies when the new HTML Web
pages are distributed to all of your Web servers.

Hint

When distributing a Java program, use the snapshot. This ensures that all
programs and their dependencies are correct at that given moment in time.
When the distribution takes place, there will not be any program dependency
errors.

You have the ability to schedule recurring distributions and to run a command
after distribution is successfully completed. This means that you can:

* Distribute a batch input stream and run it
 Distribute a set of programs and start your application
 Distribute a set of data files and run a program that acts on that data

Packaging and sending files uses a unique TCP/IP program. There are two other
common methods of object transfer, but neither one has the ability to distribute to
multiple systems. The FTP method of file distribution is from point A to point B.
ObjectConnect/400 is an OS/400 utility that allows you to move objects between
two AS/400 systems using save and restore commands. It moves the object
directly to the target system without using save files or distribution queues, but it
only allows you to send them between point A and point B. It uses AS/400 FTP
server subcommands through a LAN or OptiConnect/400.

4.1 Creating a package definition

© Copyright IBM Corp. 1999

There are two steps involved in using packaging and sending files in
Management Central. The first is creating the package definition, and the second
is sending the package once it is created.

To create a new package definition, follow these steps:

1. In AS/400 Operations Navigator, expand Management Central.

2. Expand Definitions.

3. Right-click Package, and select New Definition.

4. Specify a name and a brief description for the package definition.

5

. Select the Source system.
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Add Files and Folders - As25 | |

This is the name of the AS/400 system that contains the files that are to be
packaged. This defaults to the central system, but it does not have to be the
central system. The source system must be an AS/400 system running
Management Central on OS/400 V4R4 or later. The source system should not
be designated as a target system to receive the distribution package. If the
source system is part of a group, the rest of the systems in the group will
receive the package, and the source system will show a message in the status
column stating: System ignored - same as source system.

. Click Add to browse the file system of the source system and select a
combination of files and folders.

If you are not already signed onto the source system, you may be prompted
for a user ID and password. You must have authority to the files that you are
selecting on the source system.

Expand the "+" signs until you see the object that you want to send. See
Figure 33 for an example.

Select one or more items from the following:

=-[1(3 B3R -]

=03 B5Y5.LIB

----- [ [E] #BATCH.COSD —
----- [ [E] #BATCH.MODD

----- [ [E] #BATCHSC.COSD

----- [ [E] #BATCHSC.MODD

[ [ HCGULIB.LIB

[ [ H#COBLIB.LIB

----- [ [E] #CONNECT.COSD

[ [ (3 H#DFULIB.LIB

-] [C] #DSULIELIE

----- H#IMTER.COSD
O =

— [l s Trn nne

()8 I Cancel |

Figure 33. Browse objects for selection

Be aware that when you expand QSYS.LIB, it may take a while to display. In
the QSYS.LIB file system (under the QSYS.LIB folder), all libraries and files
that contain members will appear as folders. Libraries, physical files, physical
file members, and programs can be selected. You select the files or folders by
checking the box to the left of the object. After you make your selections, click
OK. There is an icon to the left of the object in the selection list that indicates
whether it is a file or a folder.

You can specify a target path where the files will be stored on the target
system after they are received. You can specify a new name on the target
system for any file or folder in the package. If you do not specify a target path,
the source path will be used as a target. See Figure 38 on page 59.

To remove a row from the list of Selected files, highlight the row and click
Remove.

You can select more than one file in the Selected files and folders field. Any
combination of files from a single file system can be selected or specified.
That is, you cannot mix a file in QSYS.LIB file system with a file in the IFS.
Make sure that all path statements refer to the same file system. Files from
one file system cannot be sent to a different file system (for example, IFS to
QSYS and vice versa).
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Subfolders can be included or excluded from the distribution using the Options
tab. The default is to include all subfolders. Any files in the subfolders will be
distributed. If the option is unchecked, then only the files in the path specified
will be sent.

7. Check Create snapshot to create a snapshot of the selected files. See 4.1.1,
“Snapshots” on page 54, for information about snapshots.

8. Select the Sharing tab to specify whether you want to share this package
definition with other users.

9. Select the Options tab to specify additional options for this package definition.
For example, you can specify whether to keep existing files or replace them
when a file already exists on the target system. The default is to keep existing
files.

Select Advanced to specify actions to be taken when creating a snapshot or
when you are sending objects. You can specify:

* A current or previous release

* Whether to continue to save if some objects cannot be saved
* Whether to save while an object is in use

* Whether to allow all object differences on restore

Management Central creates a save file when sending the package definition
if the definition does not have the associated snapshot, or when creating or
updating a snapshot. These options take effect in the previous mentioned
cases. If you send a definition with an associated snapshot, these options are
ignored.

10.Select the Actions tab to specify a command to be run on the target system
when this package has been successfully received. You can click Check
Syntax to validate the syntax of the command. You must have authority to this
command on the target system.

11.Click OK.
You can view or change the information about the package definition by
right-clicking on the package definition and selecting Properties. Use the

General page shown in Figure 34 on page 54 to see details about the package
definition and the path to be used when the files are sent to the target system.
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4.1.1 Snapshots

‘Send LPP® Properties HE

General | Dptionsl Actionsl Sharingl

M ame:

Description: Isending the packge of J5 LFP

Source syzten: IAS25

Selected files and folders:

Source Path |Target Fath | — Add...
[E] /955 .LIB/QGPLLIB/SAVFO4F /057S.LIB/QGPLLIB/SAVFO4.FILE
Remove |
! File
! Folder,

-
A ¥

™ Update snapshat AR5S.LIBAQUSRSYS.LIB/SendLPP.FILE

Last updated: 8/9/99 5:00:26 Pt

QK I Cancel Help

Figure 34. Package definition General tab

You can choose to create or update a snapshot on the source system of the
selected files. The Updating Snapshot window, shown in Figure 35 is displayed as
it creates or updates the snapshot on the source system. If a snapshot exists, you
can see the date and time it was last updated in the General tab.

Updating Snapshot HE

Snapshot '/Q5YS LIBAOIUSRSYS.LIB /SendLPP.FILE' is being updated. This may
take several minutes...

Help |

Figure 35. Snapshot Progress display

A snapshot is a save file that contains the data at a particular instant in time for all
the files in a package. You can choose to create a snapshot file for the package
definition at any time, and distribute that version of the files at a future time. Once
the save file is created, it will remain on the source system until deleted. When
the package definition is deleted, an option to delete the save file is presented.

When creating a snapshot, you can use the default name for the save file that
contains the copy, or you can specify a new name when you indicate the path.
You must specify both a name and a path. For example, specify
/asys.lib/qusrsys.lib/myfile.file to create a copy of your selected files in a
save file called myfile in the QUSRSYS library. The path must be specified in the
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format /gsys.1lib/libname.lib/filename.file, Where libname and filename are valid
AS/400 names. A snapshot can contain only objects from the same file system.
During an update, the snapshot (save) file is refreshed with the current version of
all files listed in the package definition. The "Snapshot Updated" date and time is
changed. You can cancel the create or update operation by clicking the Cancel
Update button shown in Figure 35 on page 54 before finishing, but the snapshot
may be unusable if it is canceled before finishing.

4.2 Sending a package

After you create your package definition, you can send it to one or more systems
or groups. Any distribution task can be restarted by right clicking on the package
definition under Task Activity and selecting the Start Based On option. The
distribution runs from the beginning, and any objects already distributed will be
sent again. You can change the target system for the distribution, but not the
source system. This is useful in the case of a communication failure.

To send your package, follow these steps:

1. Expand Management Central. Expand Definitions. Select Package. The list
of package definitions in the right-hand panel shows the owner, source
system, and snapshot details for each definition that the user is authorized.

2. Right-click on the package definition that you want to send, and select Send.
The window that appears displays a list for system selection. The destination
of the last distribution sent is provided as the default.

3. Expand AS/400 Endpoint Systems or AS/400 System Groups.

4. Select the systems or groups to which you want to send the package
definition. Click Add. Continue to select and add the systems or groups to
which you want to send the package. If the same system is specified in two
different system groups, the files will only be sent once to that system. If the
source system is part of a group that you selected, it will ignore that system
and send the package to the rest of the systems in the group. You will see a
status of: System ignored - same as source system. Verify your list on the
right-hand panel.

5. Click OK when your selection is finished to send the package immediately, or
click Schedule to set a particular date and time to send the package. For
more information about scheduling, see 2.9.2, “Scheduling tasks” on page 30.

6. Check Task Activity under Management Central to verify that the task
completed successfully. The window shows the distribution task with a type of
"Send Files".

7. A distribution can be stopped at any time. To stop a distribution, right-click on
the task, and select Stop. This ends the entire distribution. Files already
transferred will be left on the target system.

4.3 Viewing status

You can view the current status of tasks of sending packages. From the status
window, you can also browse job logs and printer output of the task.
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4.3.1 Detail status

You can check the status of the package distribution as it is running. If files are
being sent, a save file will be created automatically during this step (unless the
package already has a snapshot). To view the status, select the task from the
right-hand window in the Task Activity container under Management Central.
Right-click and select Status or double click on the task. A status of starting -
preparing to send indicates that work is being done on the source system before
the target systems are contacted. The detail status shows how much data has
been transferred to each target system, as well as the total amount of data to be
transferred as shown in Figure 36.

% ‘itscid04 Package Distribution (4])° Status

File Help

@[

Status: Falled on 1 of 2 systems Source spstem: As25

Target Spstems and Groups Status
2043 KB of 450 =ceived...
B 4320 Failed - connection failed

| 508" Details

Source Path | Target Path | Status
A5YS . LIB/QGPLLIB/SAVFO4FILE AO5YS.LIB/QGPLLIE /S&VFO4 FILE Receiving...
Ready A

Figure 36. Object distribution detail status display

The bottom panel shows the files for this distribution and the status of each. A
status of skipped, as shown in Figure 37, indicates that the file was not transferred
because it already existed on the target system.

“® ‘itzcid04 Package Distribution [4]' Status

FEle Help

®|0

Status: Falled on 1 of 2 systems Source spstem: Az2D

T arget Systems and Groups Status

Completed
Bl 4320 Failed - connection failed

| 508" Datails

Source Path | Target Path | Status |
B /@55 LIB/QGPL LIB/S4VFO4 FILE A5YS LIB/UGPLLIBASAYFO4 FILE Skipped

Feady b
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4.4 Examples

The following sections show you two examples that help you identify the areas
where the packaging and sending files function of Management Central are
applicable.

4.4.1 Distributing licensed program products

Installing a new software product or a new version of a software product on
several systems can be a time-consuming task. With packaging and sending files,
the task can be defined and scheduled for a convenient time. If the shift operator
starts the task, the primary operator can verify completion or monitor its progress.
There are several steps required to distribute a licensed program product:

1. Create a save file to save the licensed product.
2. Save the licensed product in the save file.

3. Create a package definition to send the save file.
4. Send the package.

In the following scenarios, it is supposed to distribute the licensed program called
1MGTCO1.

4.4.1.1 Creating a save file

You must create a save file on the source system to save a licensed program
product to it. When you create a command definition to do this, you can run this
command on other systems whenever necessary.

Follow these steps:

1. In AS/400 Operations Navigator, expand Management Central.

2. Expand Definitions.

3. Right-click on Command and select New Definition.

4

. In the Name field, enter crtsavf and any type of description in the Description
field.

5. In the Command field, enter the command:
CRTSAVF FILE (QGPL/SAVF04) TEXT (’save file for licensed program, 1MGTCO1’)

6. Click on the Check Syntax button to make sure the command is correct and
select OK. Select OK again.

7. Click on Command under Definitions to list the commands in the right-hand
panel.

8. Right-click on the command definition in the right-hand panel, and select Run.

9. Choose only the source system to run the command and click on Add. If the
list shows any other systems, remove them from the list.

10.Click on OK.

11.Check the Task Activity under Management Central after the task has run to
make sure it completed successfully.

4.4.1.2 Saving a licensed program product
Create a command definition to save the licensed product. This is beneficial if
you want to save the product multiple times, such as before and after an upgrade.
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Follow these steps:

1.

Right-click on Command from the Management Central screen, and select
New Definition.

Enter a name in the Name field and a description in the Description field.

3. In the Command field, enter the command:

SAVLICPGM LICPGM (1MGTCO01l) DEV (*SAVF) SAVF (QGPL/SAVF04)

Click on the Check Syntax button to make sure the command is correct, and
select OK. Select OK again.

Click on Command under Definitions to list the commands in the right panel.

6. Right-click on the command definition, and select Run.

Choose only the source system to run the command, and click on Add. If the
list shows any other systems, remove them from the list.

Click on OK.

Check Task Activity under Management Central to make sure the command
completed successfully.

4.4.1.3 Creating the package definition
To create the package definition for the licensed program product, perform the
following steps:

1.
2.
3.

Expand Management Central and Definitions.
Right-click on Package, and select New Definition

Give the package a name and a description. Choose the source AS/400 as the
Source system.

. Click Add to select the file (SAVF04 in QGPL) that you created in 4.4.1.1,

“Creating a save file” on page 57, from the list. Check the box to the left of the
file name. Select OK. It shows you the path name for the source and the target
system as shown in Figure 38 on page 59. You can change the path name of
the target system, if you prefer.

Select the Actions tab. Type in the command to restore the licensed program:
RSTLICPGM LICPGM(1MGTCO1l) DEV (*SAVF) SAVF (QGPL/SAVF04)

You can use the Check Syntax button to verify the syntax of the command.
Select OK.
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Mew Package Definition EHE

General | Dptionsl Actionsl Sharingl

Mame: IitscidD4 Package Distribution

Description: ISend files to endpoint spstemn as05

Source syzten: |A325 j

Selected files and folders:

Source Path Target Path — Add...

[E] /955 .LIB/QGPL LIB/SAVFO4.FPQSYS.LIB/QGPLLIB/SAVFO4.FILE

Remove |

& File
 Folder

-
A ¥

¥ Create snapshot ASYS.LIBAQUSRSYS.LIB AtscidD4Pa FILE

QK I Cancel Help

Figure 38. New package definition display

4.4.1.4 Sending the definition
To send the package definition, follow these steps:

1. Under Management Central, click on Definitions->Package to list the
package definition that was created.

2. Distribute the package created by double clicking on the package definition, or
right-click on it and select Send. Choose the endpoint systems or groups to
receive the licensed program and restore it. Select Add. When you have all of
the selected systems listed in the right-hand panel, select OK to send
immediately or click Schedule to run at a later date or time.

3. Check in Task Activity under Management Central to make sure the job
completed successfully.

4.4.2 Sending a batch job stream

Management Central’s running command function allows you to submit one
command. There may be cases where you want to send more than one command
to the endpoint systems. One way to get around this restriction is to send a batch
job stream, which is a database file member, then submit it on the endpoint
systems. A sample scenario is to change the system values, QUTCOFFSET and
QTIME, at one o’clock in the morning on the day when it changes from standard
time to daylight saving time. The systems are supposed to be in the Central
Standard Time zone.

1. Create a source file member (CHGTIME in JOBSRC) and type the statement:

//BCHJOB JOB (itscid04) JOBQ (QBRATCH)
CHGSYSVAL SYSVAL (QUTCOFFSET) VALUE ('-0500")
CHGSYSVAL SYSVAL (QTIME) VALUE ('020000')
ENDTCPSVR *MGTC
DLYJOB DLY (20)
STRTCPSVR *MGTC

/ /ENDBCHJOB
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Expand Management Central, and expand Definitions.
Right-click on Package, and select New Definition.

Type in a name for the package.

o kM DN

Select the source system. In this scenario, we use AS25. Click the Add button
to select the source file member for the batch job stream. When you finish
selecting the file member, a window appears as shown in Figure 39.

‘batch® Properties HE

General | Dptionsl Actionsl Sharingl

MName: IChgTime
Description: IEhange UTC aifset and time system values|
Source system: |A325 j

Selected files and folders:

Source Path |nget Fath |A Add...
[C1/95v5. LIB/IGPLLIEAIDBSRC] AQ5YS. LIB/QGPL LIBAOBSRC FILE
Remove |

" File
& Folder

-
A ¥

" Create snapshaot

QK I Cancel Help

Figure 39. Package definition to submit a job stream

6. Click on the Actions tab to enter a command that is submitted after the
package is sent to the endpoint systems as shown in Figure 40.

‘batch® Properties HE
Generall Options  Actions | Sharingl

‘wihen the package has been sent successfully, a command can be run on the target system.

Command to run on target system:
SBMDBJOB FILE[QGPLAIOBSAC) MERICHGTIME) ;I

QK | Cancel Help

Figure 40. Command to submit the batch stream
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7. Click OK to finish the definition.

8. Right-click on the package definition that you created in the right panel of the
window and select Send....

9. Select the target endpoint system group, such as Group_CT, which needs to
change to daylight saving time.

10.Click Schedule to schedule the date when daylight saving time begins. See
Figure 41 for a sample scheduling window.

Management Central Scheduler EHE
—when to run — Date to start
& Once 04 /047 1999 jl
 Daily
7 wieekly: lm r Time to start
 Monthly: |First day =l Jo1:00: 00 kM j
— Summary

Fiun once starting on 4/4./99 at 1:00:00 Ak,

QK I Cancel Help

Figure 41. Scheduling the batch job stream

4.5 Using Operations Navigator

You can use Operations Navigator to send files or folders without creating a
package definition. Notice that an Actions tab is not available to run a command
in this method. You can monitor your job under Task Activity in Management
Central after it starts.

Use the following steps to send files and folders:

In Operations Navigator, expand My AS/400 Connections.

Expand the system that has the files you want to send.

Expand File Systems.

Expand Integrated File System.

Expand Root (or the file system you want).

o o M~ e b=

Click the folder from which you want to select. The files and folders appear in
the right-hand panel. Select the files or folders by highlighting them. To select
more than one file or folder, hold the Control key down while highlighting them.

7. Right-click on the selected files or folder, and select Send.

To select an entire folder, right-click the folder in the left panel, and select
Send.

8. The Send Files window allows you to select the systems or groups to send the
files or folders. The General tab displays the files and folders you selected.
You cannot add or remove items from the list. If your list is not correct, you
must return to your selection screen and select additional files or folders or
deselect files or folders.
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9. Click the Options tab to select whether to include subfolders and whether to
replace the file if it exists on the target system.

10.When you finish your selections, click OK to send immediately. Or click
Schedule to send them at a later date or time.
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Chapter 5. Monitoring system performance

Management Central monitors can collect and display real-time performance data
for your AS/400 systems. Detailed graphs help you visualize what is going on
with your systems as it happens. You choose which AS/400 systems and
performance measurements to display, and then, use Management Central
functions to create and start the appropriate monitors. The performance
measurements from which you can select are termed metrics. You can have
multiple monitors active at the same time.

In addition, you can establish thresholds for selected metrics collected by each
monitor and automate the triggering of warning messages or other actions when
the measurements exceed these thresholds. This simple automation frees you to
do other tasks. Management Central will continue to monitor your systems and
perform any threshold commands or actions you specified, even if your PC is
inoperative.

— Note

To collect performance data for later analysis, you should use Management
Central Collection Services. The monitors do not perform this function. Rather,
monitor graphs show your immediate system performance data. For further
information on Collection Services, refer to Chapter 8, “Collecting performance
data” on page 129.

Do not forget that online Help is available for every component of a monitor or
monitor graph. You can always click the Help button or right-click elements in
monitor graphs to find What's This help. In many instances, the online Help offers
ideas to improve the way you manage your AS/400 systems.

5.1 Creating a new monitor

© Copyright IBM Corp. 1999

Creating a new monitor is a quick and easy process that begins at the New
Monitor window. In Management Central, right-click Monitors and select New
Monitor. Then follow these easy steps:

1. Select performance metrics. Use the New Monitor — General page to name
your monitor and select metrics. You can monitor any number of metrics on
any number of AS/400 systems or system groups.

2. Set threshold actions. Use the New Monitor — Actions page to specify the
actions you want to occur on your PC when a metric threshold is triggered or
reset.

3. View and change your metric information. Use the New Monitor — Metrics
page to edit the properties for each metric that you selected on the New
Monitor — General page. You can edit the collection interval, retention period,
maximum graphing value, and display time for each metric you select.

4. Set threshold commands. Use the Thresholds window to enable thresholds
and specify commands to run on the host or the client whenever thresholds
are triggered or reset. Click the Edit Thresholds button on the New Monitor —
Metrics page to open the Thresholds window.
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to do.

5. Run the monitor. Once you create your monitor, starting and stopping it is easy

6. Work with monitor graphs. View your system performance data in an

easy-to-use graphical interface. Manipulate your monitors directly from the

monitor graphs.

The following sections describe these steps in greater detail.

5.1.1 Selecting performance metrics to monitor
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New Monitor

General | Actions I Metrics |

The first step to follow for monitoring system performance in Management
Central is to select the system metrics that you want to monitor. The General
page in the New Monitor window allows you to view and change general
information about monitors, including metrics. To access this page, right-click
Monitors and select New Monitor. The New Monitor window is displayed as
shown in Figure 42.

MHame: I

Description: I

Metrics to collect:

[1CPU Utilization [Severage)

[1CPU Utilization [Interactive)

[1CPU Utilization Basic [&verage)
[interactive Response Time [Average]
[lInteractive Responze Time [Masimum)
[ Tranzaction Rate [Average]

] Transaction Rate [|nteractive)
[1Batch Logical D atabase 1/0

[ 1Dvigk. dern Utilization [Swverage)

[ 1Dvigk. drrn Utilization (M asimum]
[1Dizk Storage [Average)

[1Dizk Storage [Maxinum)

[1Disk 0P Utilization [Average)

[ 1Dvigk. 0P Utilization (M asimum]

[ Communications I0P Utilization [k axirmunm)
[ ICammunications 10P Utilization [Average]
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Figure 42. New Monitor window

On the General page, complete the following information:

* Enter a unique name for your monitor. You can enter any name for your

monitor up to 256 characters long.

Note: Please do not use any symbols or punctuation.

* Enter a description for your monitor. Giving your monitor a description may

help you distinguish any particular monitor from the other monitors you have

running.
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* Choose your metrics. You can select any metric, a group of metrics, or all the
metrics from the list to be included in your monitor. Table 6 describes your

options.

Table 6. Description of performance metrics

Metric name

Metric description

CPU Utilization

The percentage of available processing unit
time consumed by jobs on your system

Interactive Response Time

The response time that interactive jobs
experience on your system

Transaction Rate

The average number of transactions per
second completed by jobs on your system

Batch Logical Database 1/0

The average number of logical database
input/output (1/0) operations currently
performed by batch jobs on the system

Disk Arm Utilization

The percentage of disk arm capacity currently
used on your system during the time you collect
the data

Disk Storage

The percentage of disk storage that is full on
your system during the time you collect the data

Disk IOP Utilization

How busy the disk input/output processors
(IOPs) are on your system during the time you
collect the data

Communications IOP Utilization

How busy the communications IOPs are on
your system during the time you collect the data

Communications Line Utilization

The amount of data that was actually sent and
received on all your system communication
lines

LAN Utilization

The amount of data that was actually sent and
received on all your local area network (LAN)
communication lines

Machine Pool Faults

The number of faults per second occurring in
the system's machine pool

User Pool Faults

The number of faults per second occurring in all
of the user pools on the system

If you need more help with metrics, click the Help button on the New Monitor —
General window for a more detailed discussion.

You can choose to run a monitor that contains any combination of these metrics
on any AS/400 system or system groups. Figure 43 on page 66 displays an
example of the New Monitor — General page for a new monitor that collects data

for two metrics:

* CPU Utilization (Average)
* CPU Utilization (Interactive)
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Figure 43. New Monitor window: General page

After you name your monitor and check the boxes to select the metrics you want,
you are ready to view and change the threshold actions for the metrics you
selected for your monitor.

5.1.2 Setting threshold actions

66

When you create a new monitor, you can specify actions you want to occur on
your PC when a threshold is triggered or reset. A threshold is a setting for a
metric that is collected by a monitor. When the metric reaches the threshold value
(called the trigger value) you selected, this event causes your chosen Threshold
actions to happen on your PC. For these actions to occur, the PC needs to be
powered on and have an active connection to the central system.

— Note

When creating a monitor, you can also set threshold commands, which are not
the same as the threshold actions described in this section. For an explanation
of threshold commands, see 5.1.4, “Setting thresholds and threshold
commands” on page 69.

5.1.2.1 Threshold actions: What they do

Threshold actions allow you to determine what you want to happen on your PC
when your metric reaches a certain value (called the trigger value). This way,
threshold actions notify you when threshold events occur. You can also specify
what you want to happen on your PC when your metric reaches a second value
(called the reset value). You can choose to add events to the Event Log when
your metrics reach trigger or reset values. You can set alarms on your PC. You
can even set monitor graphs to open automatically on your PC when your metrics
reach trigger or reset threshold values.
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5.1.2.2 Threshold actions: How to set
From the New Monitor window, select the New Monitor — Actions page to set
threshold trigger actions and threshold reset actions. An example of this page

follows in Figure 44.

New Monitor

General  Actions | Metricsl

[ 7] %]

— Threshold trigger action
[~ Open manitar
[” Open Event Lag
™ Sound alam

i~ Threshald rezet action
v Lag event
[~ Sound alam

Cancel Help

o1

Figure 44. New Monitor window: Actions page

Table 7 explains each of the threshold trigger actions that you can select on the
New Monitor — Actions page.

Table 7. Threshold trigger actions

Action

Result

Open monitor

Displays the monitor graph when system performance reaches a
threshold trigger for a particular metric. This allows you to see a
graphical view of your system performance data as it is being
collected. You do not have to keep the monitor graph open on your
PC all the time. It opens automatically if you select this action, and
you can keep the monitor graph open even if you close Operations
Navigator.

Log event

Adds an entry to the Event Log on the central system indicating that
the threshold was triggered.

Open Event Log

Displays the Event Log when a threshold trigger occurs. Much like
the Open Monitor function, this action opens the Event Log only when
you really need it.

Sound alarm

Sounds an alarm on your PC when system performance reaches a
trigger value.
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You can also select from the threshold reset actions shown on the New Monitor —
Actions page. Table 8 describes what each of these reset actions does.

Table 8. Threshold reset actions

Action Result
Log event Adds an entry to the Event Log on the central system indicating that
the threshold was reset.
Sound alarm Sounds an alarm on your PC when system performance reaches a
reset value.

After you select the Threshold Actions you want, you are ready to view and
change detailed metric information for each metric you selected for your monitor.

5.1.3 Viewing and changing metric information

The New Monitor — Metrics page allows you to view and change detailed
information for each metric that you chose on the New Monitor — General page.
To access this page from the New Monitor — General page, click on the Metrics
tab as shown in Figure 45.

New Monitor K

Generall Actions  Metries |

Metric: CPU Utilization [Interactive)

Callection interyal: IBD j seconds
Retention penod: I'I j hours
Marimunm araphing walue: 100 jl percent busy

Dizplay time: |5 j minutes

Edit Threshalds... |
Ok I Cancel Help

Figure 45. New Monitor window: Metrics page

To edit metric information, select the metric you wish to edit from the drop-down

list on the New Monitor — Metrics page. As you select each metric, the other fields
shown on this page display the default values for that metric. You may accept the
defaults or change any of the following properties:

Collection interval Specifies how often metric information is collected.
Increase or decrease this number as needed.

Retention period Specifies how long the metric information will be
stored on the host system. At the end of this period,
the metric information is deleted from the database
even if your monitor is still running.
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Maximum graphing value Specifies the highest value that will appear on the
vertical axis of the monitor graph for this metric.

Display time Specifies the number of minutes that will appear on
the horizontal axis of the monitor graph for this
metric.

The Edit Threshold button on this page provides access to the capability to set
threshold values and commands, as described in 5.1.4, “Setting thresholds and
threshold commands” on page 69.

5.1.4 Setting thresholds and threshold commands

When you create a new monitor, you can choose to run commands on your host
or client systems when thresholds are triggered or reset. A threshold is a setting
for a metric that is collected by a monitor. When the metric reaches the threshold
value (called the trigger value) you selected, this event causes your chosen
Threshold commands to run automatically on the host or client system.

Note

When creating a monitor, you can also set threshold actions, which are not the
same as the threshold commands described in this section. For an explanation
of threshold actions, see 5.1.2, “Setting threshold actions” on page 66.

5.1.4.1 What threshold commands do

Use threshold settings to automate any command you want to run when
thresholds are triggered or reset. For example, you can set an AS/400 command
that prevents any new job from starting when CPU utilization reaches 90%. You
can then set another command that allows new jobs to start when CPU utilization
falls back to 70%. In another situation, you may have a monitor that is collecting
data on average CPU utilization for a particular system. You can set thresholds
and specify commands to keep the average CPU utilization between 20% and
90% or any boundaries you choose. In short, you can use threshold commands in
any way that makes sense to you.

You can define up to two thresholds for each metric. For each threshold, you can
define a host command, a client command, or both, to run when the threshold is
triggered, and another host command, client command, or both, to run when the
threshold is reset.

In the Host command field, you specify the command that you want to run on the
AS/400 host system when the threshold is triggered or reset. In the Client
command field, you specify the command to be run on the PC when the threshold
is triggered or reset. Client commands run only if you are viewing the monitor on
a PC when the threshold is triggered or reset. They also run on every PC where
you are viewing this monitor.

5.1.4.2 How to set threshold commands

On the New Monitor — Metrics page, select the metric you wish to edit from the
drop-down list. Click the Edit Thresholds button to access the Thresholds
window, as shown in Figure 46 on page 70.
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Figure 46. Edit Thresholds window: Threshold 1 page

The name of the metric you selected appears at the top of this window, followed
by the name you gave this monitor.

This window presents you with two pages, labelled Threshold 1 and Threshold 2.
On each page you can define a host command, a client command, or both to run
when the threshold is triggered, and another host command, client command, or
both to run when the threshold is reset.

By default, the Threshold 1 page is selected. First, turn this threshold on by
selecting the Enable Threshold option. This activates the other input fields.
Defaults similar to those shown in Figure 47 on page 71 are displayed.
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Figure 47. Edit Thresholds window: Threshold 1 enabled

In the Threshold Trigger section, you can change the >= (greater than or equal)
default Threshold trigger Value to the < (less than) value where appropriate.
When you do so, the Threshold reset default automatically changes to the
opposite value.

Select a threshold value in the adjacent field, labelled “percent busy” in the
previous example, by entering a value or using the scrolling buttons. The label for
this field varies depending on the metric you select. For example, if you select the
metric Machine Pool Faults, this field will be labelled “faults per second”.

The Duration field defaults to a value of 1 interval. This field refers to the
Collection interval you defined earlier on the Metrics page. It determines the
number of collection intervals that the threshold value must reach before the
threshold is triggered. By increasing the interval, you can disregard "spikes"
when a value is sustained for a duration longer than 1. Change this value as
needed.

In the Host command field, enter any command to be run on the AS/400 host
system when the threshold is triggered.

In the Client command field, enter any command to be run on the PC when the
threshold is triggered.

In the Threshold reset section, similar fields are presented. Complete them as
required. An example of the completed page appears as shown in Figure 48 on
page 72.
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Figure 48. Threshold 1 enabled with Host commands

Please note that in Figure 48, the program names Stopjobs and Startjobs are
only examples and do not refer to real programs.

You may need to have a second Host or Client command triggered, perhaps by a
different Threshold or Reset value, for the same metric. If so, at this point, select
the Threshold 2 page and complete it in the same way.

When you finish editing your thresholds for this metric, click the OK button. If you
select more than one metric for this monitor, you return to the New Monitor —
Metrics page. Select the next metric you wish to edit from the drop-down list.
Click the Edit Thresholds button to access the thresholds window for this metric
and complete as you require.

When you complete editing the thresholds for all the metrics you selected for this
monitor, select the OK button from the New Monitor — Metrics page. The monitor
will be created. Click on the Monitors option under Management Central and
your monitor appears in the right-hand panel, along with any other monitors you
created previously, as shown in Figure 49 on page 73.
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Figure 49. Management Central: Available monitors displayed

5.2 Using a monitor

Your next step is to use the monitor that you created on your AS/400 systems.
Starting and stopping monitors are easy processes. In Management Central,
select the monitor you wish to start or stop, and click the start or stop icons in
your tool bar. You can also follow the simple steps described in the following
section and in 5.2.3, “Stopping a monitor” on page 75.

5.2.1 Starting a monitor
To start your monitor, complete these steps:

1. In Management Central, select Monitors. Right-click the monitor you want to
start and select Start. The Start Monitor window appears.

2. Select the systems or system groups on which you want to run the monitor.
Click the Add button to include them. Click OK. As shown in Figure 50 on
page 74, one system group, ITSCIDO01, has been selected this way.
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Figure 50. Start Monitor window

5.2.2 Checking the status of a monitor

74

Once you start or stop a monitor, you can get information about the status of the
monitor. Under Management Central, click on Monitors to see monitor status
information appear in the right-hand panel, as shown in Figure 49 on page 73.

Note: If the Status heading does not appear, click on the View option at the top of
your Operations Navigator window, and click on Details.

Status information is automatically updated. For more detailed status information,
right-click a monitor and select Status to view the window displayed in Figure 51.

Status - CPU Utilization HE

Overall status: Failed on 2 of 4 systems

|S_I,Jstem or Group IStatus |
CHEg ITSCID01 Failed ot 2 of 4 spstems
Az05 Failed
Az20 Failed
Az2B Started
Az25b Started

Restart |
0] I Help

Figure 51. Monitor Status window

You can also watch a monitor's icon in the list of monitors for quick status
information. A green icon means that the monitor is running successfully. A red
icon means that a problem has occurred.
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Once your monitor is up and running, the monitor graphs present real-time
system performance data in an easy to use graphical interface. For information
on how to use the graphs, refer to 5.4, “Working with monitor graphs” on page 75.

5.2.3 Stopping a monitor
To stop your monitor, follow these steps:
1. In Management Central, select Monitors.

2. Right-click the monitor that you want to stop, and select Stop.

5.3 Previous releases

To create and run a monitor for a VAR3MO AS/400 system, using V4R4
Management Central, you must ensure the program QSYS/QYPSSTRS is called
on the target V4AR3MO system. The syntax for this is:

CALL PGM (QSYS/QYPSSTRS)
For releases prior to V4R3MO, you need the IBM Performance Investigator PRPQ

for the OS/400 version installed on your system. The Monitor function is not
available on endpoint systems running a release of 0S/400 earlier than V3R1MO.

5.4 Working with monitor graphs

After you create a new monitor, use the Management Central monitor graphs to
view the system performance data the monitor collects. Monitor graphs allow you
to interact with your system performance data by manipulating the graph
elements themselves. Monitor graphs give you many visual cues to help you
identify important system performance events. You can use monitor graphs to
change monitor properties, get data in different levels of detail, and present
system performance data in a variety of ways. You can also right-click any
element of a monitor graph to get more detailed information and help.

To open the graph for a particular monitor, expand Management Central and
select Monitors. Double-click the monitor whose graph you want to see (or
right-click it, and select Open). A display similar to the one shown in Figure 52 on
page 76 appears.
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Figure 52. Monitor Graph: Example CPU monitor

The Monitor window contains three panels: Graphs, Details, and Properties. In
this example, only the Graphs window is active. Figure 54 on page 78 displays an
example where all three panels are active.

To find out which system is represented by each colored line, click on the legend
icon at the lower right-hand corner of each graph.

When more than two metrics have been selected for a monitor, use the scroll bar

to the right of the displayed graphs to scroll to the other graphs, as shown in
Figure 53 on page 77.
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Figure 53. Monitor Graph: Displaying additional graphs

5.4.1 Finding more detailed data

You can use monitor graphs to find more information about system performance.
For example, use your mouse to hover over a collection point (or data point)
within a graph to get information about the exact time and the AS/400 system for
which the data was collected. Click on one of the points on the graph that is
marked by a small square. Each of these is a data collection point that represents
one of the time intervals measured for your graph. Highly detailed information for
that data point will appear in the upper right Details panel of the monitor window.
Click on any item in the Details panel, and the lower right Properties panel shows
properties for the item you selected in the Details panel. An example of this
information appears in Figure 54 on page 78.
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Figure 54. Monitor Graph: Details displayed

Here, the Details panel at the upper right shows a list of all the jobs that utilized
CPU during the interval measured by the selected data collection point. For each
job, the CPU utilization is displayed. Click on any of the jobs in the Detail panel,
and the Property panel at lower right displays the properties of the selected job.

You can also select Status from the File menu to obtain detailed information
about the status of your monitor.

5.4.2 Changing monitor graph displays and characteristics

Management Central monitors and monitor graphs contain a great deal of
flexibility and functionality that you can use to get the most out of your system
performance data. This section describes some tasks you can do to make
monitoring your system performance even easier.

5.4.2.1 Changing the Details display

By default, the values in the Details panel are normalized to the largest value.
This means that the job with the highest utilization during the selected interval is
represented by a bar across the entire width of the panel, while the other jobs
display with proportionately less utilization. Figure 54 shows an example of this
type of display. You can change this so that the actual CPU percentage used by
each job is shown. To make this change, right-click on the Details panel, and
select Normalize Details. Then select To Graph Scale.
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5.4.2.2 Creating different graph line colors for each AS/400 system
Your monitor graphs can become very busy when you are monitoring metrics for
a lot of systems or groups. It can become difficult to determine which line belongs
to which system. You can change the colors of graph lines and pick specific
colors for specific systems. In the main Operations Navigator window, select
User Preferences from the Options menu. Use this window to set the color,
width, and style for each line representing of your AS/400 systems.

5.4.2.3 Sorting the bars on your monitor graphs

You can sort the bars that appear in the monitor graphs Details window in a way
that makes sense to you. From the View menu, select Sort Details to arrange the
properties in the Details window by Name or by Value. You can also select
Normalize Details to sort the bars by the scale the monitor graph uses or by the
largest value present.

5.4.2.4 Sizing or collapsing panels in the monitors window

You can resize the panels in the Monitors window to show only the information
you want to see. For example, if you only want to see the graphs (and not the
Details or Properties panels), resize the graphs panels so they fill the entire
Monitors window. You can also use the Graphs menu to choose to Tile or
Cascade graphs in the Monitors window.

5.4.2.5 Creating shortcuts to your monitors

Use a shortcut to access your monitors at any time without first opening
Operations Navigator and Management Central. In Management Central, select
Monitors. Then select Create Shortcut from the File menu to add a shortcut on
your desktop.

5.4.3 Using graphs to change monitor properties

You can use monitor graphs to change information about your monitors. Here are
some items you can change this way.

5.4.3.1 Changing threshold trigger and reset values

To examine your existing threshold trigger and reset values, move your mouse
cursor over the upper or lower end of the threshold indicator (vertical red indicator
bar) on the left side of your graph. This bar indicates the current threshold trigger
and reset values for the monitor. The actual value appears, as shown in Figure 55
on page 80.
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Figure 55. Graph Threshold Trigger value displayed
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To change the trigger or reset value while the monitor is active, move the curser
over the upper or lower end of the red indicator bar, and hold down the left mouse
button to select that end. Then, move the selected end up or down. As you move
it, the newly selected value displays. Move the end until the required value
displays and release the left mouse button to set that value.

If there is no threshold indicator (vertical red indicator bar) for a graph, this
means no threshold trigger or reset values have been set for the metric shown on
the graph.

To set a threshold for a metric where none exists, right-click on the graph for this
metric and select Thresholds to see the Edit Thresholds window. On this
window, you can activate and select values for this threshold as described in
5.1.4.2, “How to set threshold commands” on page 69.

5.4.3.2 Changing systems in a monitor

You can change your selection of systems being monitored while the monitor is
active. From the File menu, select Systems and Groups. The window shown in
Figure 56 on page 81 enables you to add and remove systems and groups to and
from your monitor.
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Figure 56. Monitor Systems and Groups: Adding and removing

Select the system or group you wish to add from the available systems and
groups in the left-hand panel and click on Add. Select the system or group you
wish to remove from the right-hand panel and click on Remove. Then click OK.

These changes take in effect immediately. The description at the top of your
graph window reflects the change.

5.4.3.3 Changing monitor metrics

To add or remove metrics from your active monitor, select Properties from the
File menu. The Properties window is identical to the New Monitor window shown
in Figure 42 on page 64. Follow the same steps described in 5.1.1, “Selecting
performance metrics to monitor” on page 64, to change your monitor metrics.
These changes take in effect immediately. A new graph becomes active for each
new metric you select. You may need to use the vertical slider bar to the right of
the displayed graphs to see the new graph.

5.4.4 Viewing threshold trigger and reset events

When system performance reaches the thresholds that you set, threshold trigger
events or reset events occur. These events are logged in the Event Log. In this
log, you can view the events for a single monitor or a specified set of monitors.
You can also specify the events based on the metric collected, or based on the
endpoint system or system group that is monitored.

5.4.4.1 Using the Event Log

To open the Event Log, select the Event Log icon at the top of the Monitor Graph
window. You can also open the Event Log from the Operations Navigator window.
Expand Management Central and select the Monitor option. Then, right-click on
the appropriate monitor displayed in the right panel, and select Event Log. An
example of the Event Log appears in Figure 57 on page 82.
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@ Feset 749499 342:42 PM As2h CPU Utilization [Average) CPU Utilization

° Trigger 749499 341:42 PM As2h CPU Utilization [Average) CPU Utilization

@ Feset 749499 124421 P As25 CPU Utilization [Average) CPU Utilization

° Trigger 749499 124320PM  As25 CPU Utilization [Average) CPU Utilization

° Trigger 749499 T1:1310AM  As25 CPU Utilization [Average) CPU Utilization

° Trigger B/23/99 5:16:40 P As2h CPU Utilization [Average) CPU Utilization

° Trigger B/22/99 E:02:12 P As2h CPU Utilization [Average) CPU Utilization

4] | i
[T 7

Figure 57. Event Log

From the menu bar in the Event Log window, select Options->Include. The
Include window is shown in Figure 58.

Include
Syetem orgoug: B R
Metric: If-‘«ll =]

Monitar: IAII j Browse. .. |

ak I Cancel Help

Figure 58. Event Log: Include window

Make selections from the drop-down lists for System or group, Metric, and
Monitor. You can select detailed event information for particular systems,
metrics, and monitors. Click OK. Any trigger and reset events that fit your
selection are recorded in the Event Log. Right-click on the event entry and select
Properties. The General and Trigger tabs on the Event Properties window show
what data was captured for this trigger.

You can delete events from this log. You can also open the relevant monitor by
double-clicking an individual event entry in the Event Log.
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5.5 Using Management Central Monitor: Examples

As you become familiar with the Management Central Monitor, without any doubt
you will discover how to use the functions in new ways that best suit your
environment. Here are some practical examples to get you started.

5.5.1 Disk storage early warning

If the available disk storage capacity on your AS/400 systems drops to the
minimum that you specified in the AS/400 system value QSTGLOWLMT, the
system takes the action that you specified in the system value QSTGLOWACN.
Among the actions you can specify for the QSTGLOWACN system value are
*ENDSYS and *PWRDWNSYS. Either action results in an interruption of production on
the affected AS/400 system when the disk storage limit is reached. If either of
these actions is specified on your AS/400 systems, you can avoid such an
interruption by setting up an early warning monitor.

This example is based on the following assumptions:

* Your AS/400 system has the system value QSTGLOWLMT set at the default of
5%. This means the action specified in the QSTGLOWACN system value will
occur if the disk storage utilization reaches or exceeds 95%.

* The disk storage utilization on your system normally does not exceed 85%.
* A 5% margin allows you sufficient time to track down the cause of excessive
disk storage utilization and fix it before it reaches 95%.

Some or all of these assumptions may not be true of your environment. You
should review your environment and create your monitor accordingly.

For this example, Figure 59 shows how to select the Disk Storage (Maximum)
metric.

New Monitor E

General | Actions I Fetrics I

M ame: IDisk Starage Alarm

Diescription: IDisk Storage Early Warning - 5% margin

Metrics bo collect:

[ ]CPU Utlization [&verage]

[ |CPU Utilization (Interactive)

[ |CPU Utilization B asic [Average]

[ |Interactive Responze Time [Average]
[ Interactive Responze Time [baximum)
[ | Tranzaction Fate [bverage)

[ | Tranzaction Fate [Interactive]

[ |Batch Logical D atabaze 1/0

[ |Dvigk e Utilization (Average)

[ Dvigh: Ao Ukilization [k aximum)

[ |Digk Storage [Average)
Disk Storage (M aximum)
[ |Digk 10F Utilization (Averaoe)
[ 1Dizk 0P Utilization [k aximum)

[ | Communications 10F Utilization [k asimum]

[ |Communications 0P Utilization [Averagel LI

(u] % I Cancel | Help |

Figure 59. Example Disk Storage monitor: General page

| »
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On the Actions page, you can select the actions Open Monitor, Log Event, and
Sound Alarm. A threshold event will cause the monitor to open on your desktop
and an alarm to sound on your PC, in addition to logging the event in the event
log. Even if you are busy with something else when a threshold event occurs,
these actions should be sufficient to attract your immediate attention.

Figure 60 shows the Metrics page with suitable values selected for this monitor.
For example, a collection interval of 120 seconds may be adequate for the
purpose of this monitor.

New Monitor EHE

Generall Actionz  Metrics |

Metric: IDisk Starage [Masimum) |

Collection interval: I =1 cecond:
=
Retertion period: I‘I ﬂ haurs

aximum graphing walue: 100 ﬂ percent full

Digplay time; I‘I 0 ﬂ minutes

Edit Thresholds... |
QK. I Cancel Help

Figure 60. Example disk storage monitor: Metrics page

Click on the Edit Threshold button. On the Threshold 1 page, complete the
following steps:

1. Enable Threshold.

2. Select a Threshold trigger value of 90 percent full.

3. Select a Threshold reset value of 85 percent full.

These values will cause a threshold event to occur when disk storage utilization

reaches 90%. When disk storage utilization drops to 85% or below, a threshold
reset event will occur.

5.5.2 Variations on disk storage early warning

84

There are many possible uses for this monitor and variations on the foregoing
scenario. Here are some examples:

* |n your environment, large objects may regularly be created and others
deleted, causing the disk capacity utilization to fluctuate quite widely. In this
case, you may choose to monitor the Disk Storage (Average) metric, rather
than Disk Storage (Maximum). You may also select a longer interval to help
smooth the fluctuations.
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* |In addition to, or instead of, selecting the threshold actions shown, you can
use the Threshold trigger Host command field to send a warning message to
all or some AS/400 system users.

* A batch job may regularly build large work files, which sometimes conflict with
the disk storage requirements of high priority interactive tasks. In this case, it
may be practical to use the Threshold trigger Host command field to hold the
batch job, and the Threshold reset Host command field to release it again
when disk storage requirements have eased.

* When planning to replace older disk models on your AS/400 system, you need
to examine the storage utilization of these older models. This monitor can be
used to display this and other relevant information about each individual disk
drive. Click on one of the data points in the graph, and the Detail panel shows
information about the storage capacity utilization for each disk drive. Click on
the bar for each disk drive, and comprehensive information about that disk
appears in the Property panel. For example, you see the model number and
whether the unit is mirrored or compressed. Figure 61 shows an example of
this. You can also determine whether the system needs rebalancing usage
among the disk storage drives from this output. In this figure, the Detail panel
has been normalized to the graph scale.

EE| Monitor ‘Digk Early Warning' Mi=] E3
File “iew Graph: Help
»le| = B ¥
Statuz: Started  Suvstems and groups: Az20, Az25
Dizk Storage [Maximum] - Percent Full _|
100
an
= ] ]
] E0
= — 3]
40
20
4:50 P4 4:52 4:54
2 IS
==
B
Percent Ful
0001 (47.79)
Froperty " alue -
Sequence number 2280
Mizzed interval M
Diizk arm number oo
Diigk. drve tppe E713
b irror
Mirror status
Comprezzed unit I}
Times naot busy 237
Samplez taken 238 LI
I v

Figure 61. Disk Utilization Monitor: Detail and property panels
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Chapter 6. Collecting inventory information

You can gather AS/400 hardware, software, and fixes inventory from endpoint
systems and store the inventory on your central system. You must run the
inventory collection for this information to be available. For the fix management of
Management Central, the software and fixes inventory are required. Once this
information is available on the central system, you can use it in several ways. You
can search the information for particular hardware or software products and fixes
inventory. You can export the information into different formats, such as a text
format, Microsoft Excel spreadsheet, or HTML format.

You can schedule recurring inventory collection. We recommend that you collect
your inventory on a regular basis to keep your systems current. It is useful to
verify hardware and fixes installation before and after an upgrade. Regular
collection can ensure your fixes levels are consistent. It can be used to monitor
unplanned hardware, software, or fixes installation.

Based on the size of your system, you may want to schedule this function at
non-peak times. It may slow down your system performance while it is gathering
information.

6.1 Collecting inventory

© Copyright IBM Corp. 1999

The inventories are collected from the endpoint systems by the central system
and stored in the central system.

To collect inventory, perform these tasks:

1. In AS/400 Operations Navigator, expand Management Central.

2. Expand AS/400 Endpoint Systems or AS/400 System Groups.

3. Right-click a system or a group and select Inventory->Collect. See Figure 62
on page 88 for an example.
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3 AS 7400 Dperations Mavigator
File Edit “iew Options Help

gl @ o 9 minutes old
| Central Spstem: As25 | Management Central [4225]; AS/400 Endpoint Systems
EI--EIL,.‘ Management Central [4:25) Endpaint System | Feleaze | Description |
----- Tl Task Activity A5 wlrdmi)
----- 2 Scheduled Tasks Bz wdrdmi
i1-[E] Definitions B il
3 B s vdrdmil
Create Shortcut
¥ Irventory Lollect...
[]"'if) Advare  EventLog Search...
- My A5/400 Fires »  Expart..

Collection Services ¥
Fiun Command...

Delete...

Froperties

Figure 62. Selecting inventory collection

4. Select collection of hardware, software, or fixes inventory. If you select fixes
inventory, it automatically selects software inventory as well.

5. Click OK to start collecting inventory immediately or click Schedule to specify
when to collect inventory.

If you select to run your task immediately, you can select Task Activity to monitor
your task.

If you schedule your inventory collection, you see your task in the Scheduled
Tasks container. Right-click on the task and select Properties to view detailed
information about the collection task. The General tab provides a summary of
what inventory is to be collected. The Systems and Groups tab tells what systems
will run the inventory collection.

6.2 Viewing the inventory list

88

Ensure that you run the collection before you try to view the inventory list. If
inventory has not been collected, no inventory information is available. There will
be a message above the blank inventory panel with the status of "Last Collected:
never". Otherwise, the status will display the last collection date and time or the
amount of time that has passed since the last collection (9 minutes old), as
shown in Figure 62.

The properties page of the inventories shows an option for refreshing the list
every time it appears or in timed intervals. To access the properties page and use
these options, right-click on a particular inventory from the Configuration and
Service container after you select your system under the Endpoint Systems.
This option does not mean that the central system will refresh the lists from the
endpoint systems. This option indicates how often the list is refreshed from the
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data held in the central system only. To update the inventory on the central
system with the endpoint systems data, collect the inventory again.

The procedure to view the fixes inventory list is explained in 6.7, “Fixes inventory”
on page 95.

The following steps show you how to view the software inventory. The hardware
inventory can be viewed similarly.

1. Expand your system or system group under AS/400 Endpoint Systems or
AS/400 Systems Group.

2. Select Configuration and Service. This shows you hardware, software, and
fixes inventory. Expand Software Inventory to display both Installed Products
and Supported Products.

3. Select the inventory you wish to view. The list is shown in the right panel of the
window. A sample inventory output is shown in Figure 63.

3 AS 7400 Dperations Mavigator
File Edit “iew Options Help

% || ﬁ| ><|| @|| 0| Last collected: 5/2/39 11:11 AM

| Central Spstem: As25 | Az25: |nstalled Products
EI--EIL,.‘ Management Central [4:25) oduct | Option | Feleaze | Status | Description ;I

----- @ Task Activity
----- @ Scheduled Tasks
- [E Defiritions
----- Monitors
B 45400 Endpoint Systems
o B As05
Az20
As22
325
B2 Configuration and Service
Hardware Inventary
Software Inventory
(#] Installed Products
E @ Supported Products
(&) Fires lrvventony
B8 Collection Services
B asmb
4B} AS/400 System Groups

F-B My 457400 Connections

5769939 0000 wdrdmi Inztalled AS5/400 Licensed Intert
B7E3ac3 nooo wdrdm0 Installed Crypto Access Provider
5769af1 0ooa wdrdm0 Installed IB4 AFP Utilities for 45
B7ESbrl nooo wdrdm0 Installed Backup Recovery and
5769chb1 0ooa wdrdm0 Installed ILE COBOL for A5./400
B7E3chl oo wdrdm0 Installed and supported COBOLA400 - Systemd.
B7E3chl nonz wdrdm0 Installed COBOLA400 - Systemd]
5769chb1 0o0s wdrdm0 Installed COEBOL/400 - COBOL J
5769chb1 0o0e wdrdm0 Installed ILE COBOL for A5./400
B7E9ced nooo wdrdm0 Installed Client Encryption 128-b
57659cm1 0000 wdrdmi Inztalled Communications Utilitie:
57659cK2 0000 wdrdmi Inztalled ILE C for A5/400
B7EScHE nooo wdrdm0 Installed Wisualtge for C++ for &
R7E3dgl nooo wdrdm0 Installed IEM HTTF Server for &
576301 0000 wdrdmi Inztalled IBM Firewall for 25 /400
B7ESic1 nooo wdrZm0 Installed AS5/400 Toolbox for Ja
B7ESj=1 nooo wdrdm0 Installed Job Scheduler for A5/4
5769iv1 0000 wdrdml Inztalled A5/400 Developer K;tiLI
3

AP R

Faor Help, press F1 i

Figure 63. Software inventory output

4. Right-click and select Properties on any item in the list to view further details.

6.3 Searching the inventory list

You must collect the inventory before you can search through it. When you
search against a system group, you may see the message Some inventory never
collected on the search result window. See Figure 64 on page 90 for an example.
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¢ Search Hardware For "*cmn™" On sys-1 M= 3

File Help

9'2' Some inventary never collected
Fesource | Syztem | Statuz | Diescription -

//’ﬁ Cran(1 As20 Operational W24 Port

//’ﬁ Cran(1 As05 Operational .24 Port Enhanced

4 Cron02 4520 Motdetected  LAN Port

//’ﬁ Cmn(3 As20 Operational Token-Ring Port

//’ﬁ Crmnl4 As20 Operational “irtual Port

//’ﬁ Cmnl5 As20 Operational Token-Ring Port

//’ﬁ CmnlE As20 Operational Token-Ring Port

//’ﬁ Crn(7 As20 Operational Comm Port

//’ﬁ Cmn(g As20 Operational W24 Port

//’ﬁ CmnZ20 As05 Operational “irtual Port

//’ﬁ Cran21 As05 Operational Token-Ring Port —
//’ﬁ CmnZ2 As05 Operational Token-Ring Port

//’ﬁ Cmn23 As05 Operational Token-Ring Port

//’ﬁ Cmn24 As05 Operational Ethernet Port

//’ﬁ Cmn25 As05 Operational Token-Ring Port

f’ Crn29 Az05 Operational .24 Port | _>|;I
21 items found in central spstem inventory. i

Figure 64. Inventory search result

This means the inventory has never been collected on one or more of the
systems you specified for the search. Some items may be shown in the list, but
the list may be incomplete.

Use the Search facility to search for a specific item in the hardware, software, or
fixes inventories of selected systems and groups. Use an asterisk (*) as a wild
card to search for all items containing a specified string. For example, to search
for all fixes beginning with SF100, specify sr100* in the Search for box. Once you
enter your search criteria, Management Central searches the selected system or
system group inventory. You can view the properties of a hardware of software
product from the search list display by right clicking on it. You can export the
results of your search. To view the fixes listing, see 6.7.1, “Viewing fixes
inventory” on page 95.

To create a search, complete these steps:

1. Right-click the system you wish to search from the AS/400 Endpoint
Systems or a system group from System Groups under Management
Central.

2. Select Inventory->Search.
3. Enter your search criteria:
* Hardware, software, or fixes list
* Enter the item you wish to find, such as Lin01, 5769SS1, and SF100*.

Your results are displayed in a new window, similar to the one shown in Figure 64.
You can right-click on any item in the list and select Properties to view more
detailed information.

6.4 Export inventory

90

Use the Export Inventory dialog to save your inventory into a file on a PC. These
exported files provide a history of your inventory and allow you to work with the
data in a spreadsheet program or other application. You can export your inventory
data in any of the following formats: HTML, TXT (text), CSV (comma separated
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variable), or XLS (Microsoft Excel 97). Figure 65 shows the export dialog box and
the file formats you can choose.

Expaort to PC File 7 x|

Sawe jn: I_\]pmgramfiles j gl IE;_

File narne: IHardwale Imventary Save

Save as ype: [ASCI Tab Delimited Text [*t) =] izl |

|_libm
% Irwertary Export. tut
% |rvertary Export . tat

Comma Separated Y ariable [*.cev)
HTML [ html]
Microzoft Excel 97 [“xls)

Figure 65. Exporting the inventory

To export inventory for a system or system group, follow these steps:

1.
2.

© N o o M

In AS/400 Operations Navigator, expand Management Central.
Expand AS/400 Endpoint Systems or AS/400 System Groups.

Right-click the system or group to export from, and select Inventory ->
Export.

Select the type of inventory to export, such as hardware or software.
Click Export.

Specify the folder where you want to save the inventory.

Specify the name of the file in which you want to save the inventory.
Click Save.

You can now work with your inventory information from within your PC
application.

6.5 Hardware inventory

The inventory list displays the resource, status, and description of all hardware
on the systems. This is an easy way to check the current hardware inventory
status of your systems. Figure 66 on page 92 shows the hardware inventory list.
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AS /400 Dperations Navigator

File Edit “iew Options Help

=) L et [ N [ |Last collected: £/17/93 3:08 AM

| Central Spstem: As25 | Az05: Hardware [nventory
EI--EI% Management Central [4:25) Resource | Status | Description ;I
Tl Task Activity e Crn30 Operational Carnrn Part
@ Scheduled Tasks //’ﬁ Ccl Operational File Server 1OP
Definitions e Lin0Z Operational LA Adapter
Command //’ﬁ Cmn3g Operational Ethernet Port
@ Eackage 4 Limg Operational LA Adapter
""" Moritors . //’ﬁ Crn39 Operational Token-Ring Port
—g 457400 Endpoint Systems 4 Lin2? Operational Wirtual Adapter
o B Asl5 ol pere : D
i . . . £ Cmnd0 Operational “irtual Port
Egﬁ Configuration and Service X X
Q‘WSD‘I Operational Wwiork, Station Proc
Q‘ CHO Operational ‘wiork, Station Conbr
@ Fives Inventary Q‘ [gp022 Mot detected Wwork, Station Devi
B2 Collection Services =g Dzp19 Mot detected ‘whork Station Dievi
- B As20 Q‘ [ep020 Mot detected Wwiork, Station Devi
- B As25 2 Displ21 Mot detected ‘whork Station Devi
[+ B Az25h ﬁ CecOl Operational Main Card Enclosu
i AS/400 Spstem Groups ﬁ Prid Operational Sustem Control Par
RD Advanced Job Scheduler @ Mpl2 Operational System Processor |
Seheduled Jobs ﬁ Sp Operational Service Proceszor
(@) Job Groups ﬁ Bcell Operational Bus Extender
12 Scheduled J_Db Activity ﬁ BecOz2 Operational Bus Extender
-8 My A5/400 Connections £ Ms03 Operational 128ME Main Stora
ﬁ s04 Operational 128MB Main Stora
ﬁ 505 Operational 128MB Main Stora
ﬁ s08 Operational 128MB Main Stora
= Cmb01 Operational MFI0 Processor
= Dcl? Operational Dizk. Storage Contr
= Ddoin Operational Dk Unit
= Dcl3 Operational Dizk. Storage Contr
= [donz Operational Dk Unit
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= Optd1 Operational Optical Storage Ur &
<| 3| Kl | i

Figure 66. Hardware inventory display

You can right-click on any hardware listed and select Properties to view more
information about the hardware. You can review a great deal of information under
the General, Physical location, and Logical Address tabs shown in the display in
Figure 67.

Cec01 Properties - AsD5 EHE

Physical Location I Logical Address I

Resource: CecOl

Status: Operational
Drescription: Main Card Enclosure
Type - Model: 9406 - 510

Serial nurmber: 10-16CAD

Part nurnber:

System feature code: 2144

QK I Cancel | Help

Figure 67. Hardware resource properties window

This information can be useful for upgrades as well as problem analysis. It can
also be very useful to your marketing and service representatives.
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6.6 Software inventory

Expand Software Inventory to view Installed or Supported Products. Software
inventory has two categories (see Figure 63 on page 89 for an example): Installed
Products and Supported Products.

Installed Products:
Displays a list of the software products that are currently installed on
the selected system. You can right-click on any software listed and
select Properties to view additional information. You can download
fixes for an installed product regardless of whether it shows the status
as supported.

Supported Products:
Displays a list of the software products that the selected system
currently supports for the other systems that it manages in the
network. For example, this list can contain products that are not
installed on this system. A system that provides support typically
orders the fixes and sends them to systems where the product is
installed.

6.6.1 Adding support

You can add support for a product that is installed or not installed on a system.
Adding a product to the Supported Products list allows you to copy save files to
the source system for fixes to that product. You can then send (or send and
install) these fixes to other systems in your network. Right-click on Supported
Products under Software Inventory. The Add Support dialog appears as shown
in Figure 68. Enter the appropriate information:

e Product: Product ID

* Option: Option of the software. Some products do not have options. Enter all
zeroes in that case. An example of some that do are 5769SS1 (Operating
System) and 5769BR1 (Backup and Recovery Media Services).

* Release: The release of the product you wish to support.

» Software feature: The feature code of the software to install. Specify code or a
feature code of the option, such as, 6050.

Add Support - Az25 EHE
Product: || Browse... |
Optior: I
Release: I
Software featurs: |Code j

Advanced |
(0] % I Cancel | Help

Figure 68. Add Support dialog box

If your information is not correct, you receive an error message that says:
Software is not valid.
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You can click Browse to select from a list of all products in the central system
inventory, as shown in Figure 69.

Browse Products - Central System Inventory EHE

Select a product from the central spstem inventory:

Product | Cption | Feleaze | Diescription ;I
% 5733a07 aoan w3rfml |IEM Metwork Station kanager for A5 /400

E B733pyl nooo wdr3m0 IEM Payment Server V1.2 for A5/400

E 5763xd1 0000 warZmi Client Access/400 Optimized for Windows

E 5769939 0000 wdrdmi A5/400 Licensed Internal Code _
E B7E3ac3 nooo wdrdm0 Crypto Access Provider 128-bit for A5 /400

E 5769af1 0ooa wdrdm0 IBt AFP Utilities for 45.,/400

E B7E3as1 nooo wdrdm0 |IEM *WebSphere Application Server

E B7ESbrl nooo wdrdm0 Backup Recovery and Media Services for A5/400

E 5763br 000 wdrdmi BRIS/400-M etwark Feature

E 5763br noo2 wdrdmi BRIS/400-4dvanced Functions Feature

E 5769chb1 0ooa wdrdm0 ILE COBOL for A5./400

.+ 5765ch1 aoat wdrdml COBOLA400 - Systemd36 compatible | _ILI
4 3

QK I Cancel | Help |

Figure 69. Add Support selection list

When you select products from the list, it fills in the information for you. See
Figure 70 for an example.

Add Support - As25 EHE

Fraduct: I5?BSbr1

Option: IDDDD
Release: |v4r4mD
Software feature: IEDED - l

Advanced |

QK | Cancel | Help |

Figure 70. Add Support dialog box after selection

Click the Advanced button to specify additional information about the product
you are adding to the Supported Products list for the selected system. You may
specify the library where the product is to be located and registration information
about the product in the window as shown in Figure 71.

Advanced EHE
Library: ||
Fiegistration type: I Mone j

Fregistration walie: I

QK I Cancel | Help |

Figure 71. Advanced information for Add Support
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6.7 Fixes inventory

When you select fixes inventory from the collection option, it automatically selects
software inventory as well. You cannot select fixes inventory without including
software inventory. The Fixes Inventory List shows all products installed and fixes
contained within them. For each fix, you can view information such as the ID,
associated product, release, or type.

6.7.1 Viewing fixes inventory
Inventory must be collected first to view it. See 6.1, “Collecting inventory” on page
87, for collection procedures.

To view the inventory list, follow these steps:

1. Expand your system or system group under AS/400 Endpoint Systems or
AS/400 Systems Group under Management Central.

2. Expand Configuration and Service. Either select Fixes Inventory to view
the list in the right panel, or click the "+" sign to view the list in the left panel.
The list shows the installed or supported program products on the system.
Once you select the product, it shows you the fixes in the right panel. Double
click on the product or right-click and use Open or Explore to view the fixes
for that product. Using Open displays the results in a new window as shown in
Figure 72.

3 AS 7400 Dperations Mavigator

File Edit “iew Options Help
5] Ed) =l |Last collected: 7/12/93 4:38 AM
| Central Spstem: As25 | As2h 57690
;I Fix | Statuz |
@ Brid40a Installed permanently
@ SfR3645 Installed permanently
@ SfR4177 Installed permanently
@ 5fe4811 Installed permanently
@ Sfe5E40 Installed permanently
(#5M56987 Installed
L 278 | K — i
[1- B of B obiject(s) [ i

Figure 72. Fixes inventory list
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From this list, you can perform various actions based on the status of the fix.
Refer to Chapter 7, “Managing fixes (PTFs)” on page 99, for more information
about the actions you can perform.

3. Right-click and select Properties on any item to view further details, such as
the type of fixes and prerequisite fixes. See Figure 73.

5157316 Properties - As05 EHE
Statuzs I Fequisites I Dependents I Objects I

Fii: SI87316

Product: 5769251
Option: Q000
Software feature: 5050 - Code

Release: wdrdmi
Minirum - M aximurm level: Loo-Loo

Type: Immediate

Target 05/400 release: wdrdml

™ Action required

QK I Cancel Help

Figure 73. Properties of fixes

6.7.2 Searching fixes inventory

Refer to 6.3, “Searching the inventory list” on page 89, for information about how
to search the inventory.

From the Search Results window, you can perform the same functions as you can
from the view window. Right-click on the fix to view the available actions shown in
Figure 74 on page 97.
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3 Search Fixes For "MF21478" On As25 M= E3
File Help
©| jo | Last collected: 7/12/99 4:38:22 AM
| Syztem | Statuz | Product | Feleaze | Save File | Cover Letter | Last C
& T Installed 5769939 wdrdm0 Mo Mo 37449
[Cayern Letter,
Irstall..
Eleanlp..
Ad [Cancelfetions. .
Sendl. izltr;;t:'t.r;'nanentl
Send and|retall. = Je
Properties
4] | i
4

Figure 74. Search fixes result window

6.8 Using Operations Navigator to view inventory

There is another method available to view the inventory under AS/400
Connections using Operations Navigator. To view the inventory list from
Operations Navigator, complete the following steps:

1.

Expand My AS/400 Connections.

2. Expand the system that you want to view inventory.
3.
4

. Expand the inventory you wish to view, such as hardware, software, or fixes.

Expand Configuration and Service.

Note

To view the fixes inventory, you have to install Management Central on your
Operations Navigator. Otherwise, the Fixes Inventory icon does not appear
in the left panel.

Select the particular inventory you wish to view. The display will be similar to
the view under Management Central, but will show subgroups under hardware
and software inventories. Refer to Figure 75 on page 98 for the subgroups
under the inventories.
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Figure 75. Operations Navigator inventory display

The difference from the view of Management Central is that when you click the
icons, it goes to each AS/400 system to gather the information. It does not use
the inventory information stored on the central system. This means the inventory
information is always current, and can only be viewed. You cannot search or
export this information.

As noted before, the fixes inventory under AS/400 Connection is unique. It uses
the Management Central function, so that you can perform actions on items in the
inventory list the same as you can in Management Central. For example, you can
send and install fixes or view properties for any of the items in the list.

Hardware inventory allows you to selectively view inventory items. This is useful if
you are looking for an individual item or a select group of items. For example, you
may want to see a list of all your storage device hardware or your
communications lines without viewing the entire inventory list.

Software inventory allows you to view three different lists. You can view Installed
Products, Supported Products, or All Products (both Installed Products and
Supported Products). It does not display the status (installed, supported, or
installed and supported) in any of the three lists.
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Chapter 7. Managing fixes (PTFs)

Use the Management Central tools and wizards to easily manage fixes (otherwise
known as program temporary fixes (PTFs)) across systems. Fixes contain new or
changed objects that are used to correct current or potential problems within
licensed programs on your AS/400 systems. They can also provide new
functions. Fixes replace one or more objects in the licensed program.

7.1 Managing fixes with Management Central: The benefits

One of the key benefits of Management Central is that it makes managing
multiple systems as easy as managing a single system. Managing fixes is
simplified by using the tools included in Management Central. These tools include
several wizards to guide you through these tasks:

e Comparing and updating fixes
Installing fixes

* Permanently installing fixes
Sending and installing fixes
Uninstalling fixes

For example, to install multiple fixes, you select the fixes from a list and start the
Install wizard. You may find the Compare and Update wizard to be very
beneficial. This wizard compares the fix level of a single system or multiple
systems to a model system and then makes them the same. Using the collected
inventory, you can have the system compare the fix levels for a group of systems
to a model system, send the save files of the selected fixes to the endpoint
systems from a source system, and then install the fixes. For definitions of the
terms model, source, and endpoint systems, refer to Table 1 on page 3.

Use Management Central to complete your tasks on multiple systems quickly and
efficiently.

—— Important
Before installing or removing fixes on an AS/400 system, you must have:
* A current backup of your user data

e A current backup of your operating system and licensed programs, or at
least a backup taken since the last time you applied or removed fixes

7.2 Obtaining fixes

© Copyright IBM Corp. 1999

How you obtain a fix determines the form in which it is present on your system.
This, in turn, determines how it can be used. You can use Management Central to
install an individual fix on your AS/400 system if the fix meets one of these
descriptions:

* It is present on your system in the form of a save file (and the corresponding
licensed program product is installed on your system).
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* It was loaded onto your system, either from media or from a save file, using
the LODPTF command or PTF menu options.

* It was temporarily removed (uninstalled) on your system.

In all these cases, before the fix is installed, Management Central reports the
status of the fix as available.

Note

Loading a fix from media using the LODPTF command or an option from the
0OS/400 PTF menu does not create a save file.

If the corresponding licensed program product is not on the system, the fix can
only be present as a save file and cannot be installed on the system. You can
only send it to and install it on other AS/400 systems which have the product
installed. To send fixes to an endpoint system, the save files containing the fixes
must be present on the source system.

In summary, from save files you can install fixes on both source and endpoint
systems, wherever the corresponding licensed program products exist. Two ways
in which to obtain fix save files on your source system are:

* Downloading the fix using Electronic Customer Support (ECS)
e Copying fixes from media

—— Note

These methods are intended for use only with individual fixes and not with
cumulative fix package distribution. The cumulative package installation
process is not designed for use over a network.

7.2.1 Downloading fixes through ECS

Management Central does not directly support this function. You should carry out
the function using the sxppTFORD command on the AS/400 system.

7.2.2 Copying fixes from media
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Management Central provides the Copy from Media function to facilitate the
loading of fix save files into service on your source system. To use this capability,
follow these steps:

1. Expand Management Central.

2. Expand the system onto which you will copy the fix save files for distribution.
This is probably the system you have chosen to be your model system.

3. Expand Configuration and Services, and then Fixes Inventory.
4. Right-click on the licensed program product for which you will copy fixes.

5. Select Copy from media to see the window that is shown in Figure 76 on
page 101.
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Copy from Media - As20 HE

Device name: I

Fixes to copy:

™ &dd support for product if needed

4l products
Al supported products

& Selected praduct: IE?BSSS1 Browse... |

Releaze: Al A

QK I Catcel | Help

Figure 76. Copy from Media window

6.

In the Device Name field, enter the name of the media device from which you
will copy the fixes, for example Tapro1 or opTo1.

. The Fixes to Copy field defaults to the name of the product you selected in

step 4. You can change this by clicking Browse to select another product from
the list, or by selecting one of the following options:

All products Fixes for all products, releases, options, and languages
that are either supported or installed on this system are
copied from the media.

All supported products
Fixes for all products by release that are currently
supported on this system are copied from the media and
copied to the system. Fixes for products that are installed
but not supported are not copied.

Selected product Fixes for the product and release that you specify are
copied. Click Browse to see a list of products that are
contained in the central system inventory.

The Release field defaults to All, unless you select Selected product in the
previous (Fixes to Copy) field, when it changes to the appropriate release. All
is the recommended selection. However, if fixes for multiple releases of the
same product are present on your media and you require fixes for only one
release, specify that release in this field. Otherwise, fixes for all products that
are installed or supported at the corresponding release levels will be loaded to
your system.

Select Add support for product if needed if you want to copy fixes for
products that are not currently installed or already supported on this system.
When a fix that is not currently installed or supported on the system is found
on the media, the product is marked as supported and the fix is copied. If the
fix affects a national language version, only the primary language of the
system is supported.

10.Click OK. The Copying from Media window shown in Figure 77 on page 102

appears, and the fixes are copied into save files.
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Copying from Media - As20

Fizes for product TMGTCO4 are being copied from Az20. This may take several minutes...

Cancel Copy i View Messages |

Help |

Figure 77. Copying from Media window

11.You can click View Messages from here to see the QSYSOPR (system
operator) message queue.

After you copy the fixes, you should collect your fixes inventory again. You can
then install the fixes or distribute them to other AS/400 systems.

7.2.3 Adding product support

You can add support for software products that are not installed on your AS/400

system, without using the Copy from Media function. This enables you to store fix
save files for such products on your system. For details of how to do this, refer to
6.6.1, “Adding support” on page 93.

7.3 Installing fixes

7.3.1
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This section describes the procedure for installing fixes on a single AS/400
system. You can follow this procedure, for example, when updating your model
system before doing a compare and update to a number of other AS/400
systems. You can install a selected fix or fixes, or all fixes for a single licensed
program product or for all licensed program products on the system.

Installing selected fixes

To install selected fixes, follow these steps:

1. Expand Management Central.

2. Expand the system on which you will install the fix.

3. Expand Configuration and Services, and then expand Fixes Inventory.
4

. Click on the licensed program product for which you wish to install the fix. A
list of fixes for that product appears in the right-hand panel, as shown in Figure
78 on page 1083.
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Figure 78. Fix Status

5. To sort the fixes for this product by status, click the Status heading as shown
in Figure 78. Only fixes with Available status can be installed.

Right-click the fixes to be installed, and then click Install to see the Install
Fixes — Welcome window of the Install wizard. Read any messages, and
confirm or correct the displayed selections. Click Next on each of the following
windows, until you reach the Install Fixes — Summary window which is shown
in Figure 79 on page 104.
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Install Fixes - Summary
‘fou are now ready to install the selected fikes onta the following:

L=

Selected fixes:

Fix | Product | Releaze
(B'p23006  Typtint wirdmil)
How to ingtall: Install fises immediately

Click Finizh to start installing now ar click Schedule to schedule
when to start inzstalling,

< Back I Finish I Schedule Cancel

Figure 79. Install Fixes: Summary window

7. Check that all the details are correct, and click Finish or Schedule to submit
the installation task.

—— Note

If the number of fixes you select for a single product, plus the number of fixes
required by your selection exceeds 300, any other fixes for the product that are
loaded or temporarily removed will also be applied. This does not include other
unselected fixes with save file status. The status descriptions loaded and
temporarily removed are not used by Management Central, but are displayed
using the display PTF (DSPPTF) command from an AS/400 system command
line.

7.3.2 Installing all fixes for the system group

To install all fixes for a licensed program product, or all fixes for all licensed
program products on the system group, complete these steps:

1. Expand Management Central.

2. Expand the System Groups. Right-click the system group on which you will
install the fixes.

3. Select Fixes->Install.... The Install Fixes — Welcome window appears, as
shown in Figure 80 on page 105.
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Install Fixes - Welcome

Thig wizard helps you install fikes onto the following;

8 Group_CT

Installing fixes takes several steps. some of which could require the
A5/400 to be restarted, Thiz wizard helps vou specify what fixes vou
watt installed, where you want them installed, and haw pou want
them installed.

At the end of the wizard, pou can schedule when you want the
inztall steps to start.

Click Cancel at any time to cancel the install

< Banl I Mest » I Cancel

Figure 80. Install Fixes: Welcome window for system group

4. Click Next to view the Install Fixes — Select Fixes window displayed as in
Figure 81.

Install Fixes - Select Fixes

‘what fixes would pou like to install?

Fis: Product: Release:

I ]| ]| s
Fix |F'r0duct |Fle|ease | Hemoyve |

< Back I Hext » I Cancel

Figure 81. Install Fixes: Select Fixes window

5. Click the down arrow symbol in the Fix field to select all fixes, and type in the
product number, such 5769SS1 for the Product. Click Add to add the fixes to
be installed. Click Next to view the Install Fixes — How to Install window, which
is displayed in Figure 82 on page 106.
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Install Fixes - How to Install

“r'ou are installing all fikes for the following products:

Product | Release |
[#, 5769351 wiidml

How do pou want ta install the selected fides?

For fixes not requining a restart:
" nstall fizes immediately
" Inztall fises and restart the 45 /400
% {nstall fives the nest ime the AS /400 is restated

For fixes requinng a restart;
£ [ skall fives: et reskart e &8 A
% Install fizes the nest time the AS /400 is restarted
£ i it irstall

< Back I Mesit » I Cancel

Figure 82. Install Fixes: How to Install window

6.

Give careful thought to your selections on this window. The default selections
as shown in Figure 81 on page 105 are recommended as the least disruptive
to normal operations. They also prevent the installation from failing if one or
more of the fixes concerned requires that the AS/400 be restarted. Click Next
to reach the Install Fixes — Summary window.

Check that all the details are correct. Click Finish or Schedule to submit the
installation task.

Note

This procedure installs all available fixes for a product except those fixes which
we previously permanently uninstalled, even if save files for those fixes are
present. If you wish to re-install such a fix, you must explicitly select it.

7.4 Sending fixes
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Once a fix is present in a save file on an AS/400 system, you can send it to other
AS/400 systems. To do so, perform these tasks:

1.

Expand Management Central.

2. Expand the system to which you will send the fix.
3.
4

. Click on the licensed program product for which you wish to send the fix. A list

Expand Configuration and Services, and then expand Fixes Inventory.

of fixes for that product appears in the right-hand panel, as shown in Figure 78
on page 103.
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5. To view only fixes with save files, click on Options—>Include. Against the
Save File panel, click on the drop-down list. Then, select Fixes with Save
Files. Click OK.

6. If you wish also to see the Save File column, scroll the right-hand panel to the
right to reach the Save File column. Click on Options —> Columns. Using the
Remove, Add Before and Add After buttons, move the Save File column so
that it displays in the same window. The window appears as shown in Figure
83.

B AS/400 Dperations Mavigator

File  Edit %iew Optionz Help

[)Ed 3|3 ] |Last collected: 8/15/33 4:34 Ph
I Central System: As2h I Az2h B7E92s1  Savefile: Fixes with save files
;I Fix | Save File I Status | Feleaze | Cower Letterl Lagt Changed |
@ SfRESE1T  Yes Installed wdrdmi Mo 7/8/99 82339 PM

..... [# 5769wp1 =
«| | B

[1-1 of 1 cbjsctis] [ i

Figure 83. Fix inventory list by product
In this example, there is only one fix with a Save File status of "Yes" for the
selected product. There can be many more.

7. Select from the list (scroll back to the left to click on the fix identifier).

8. Right-click the last fix selected, and then click Send to open the Send Fixes
window as shown in Figure 84 on page 108.
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Send Fixes from As25

45400 Endpoint System: |

(& 1mg1000 Tmgte04

Figure 84. Send Fixes: General window

9. Select the system or systems to which you will send the fix and click Add after
each one. Then click on the Options tab to display the Send Fixes — Options
window which is shown in Figure 85.

Send Fixes from As25

Figure 85. Send Fixes: Options window
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10.The fixes you selected to send may require that other prerequisite or
corequisite fixes be installed at the same time if they are not already installed
on the target system:

¢ If the save files for all requisite fixes are present on your source system,
and they are not installed or available on your target system, accept the
default selection to Send requisite fixes. This is the recommended option.
When you select this option and all requisite save files are not present on
your source system, the Send operation will fail.

* If the requisite fixes are all already installed or available on your target
system, do not choose Send requisite fixes. When you do not select this
option and all requisite fixes are not present on the target system with
either Available or Installed status, the Install operation will fail.

11.By default, Send fix if it is already installed on the target system is not
selected:

* When this value is selected, the fix is sent irrespective of whether the fix is
already installed on the target system.

* When this value is not selected, if the fix is already installed on the target
system, it will not be sent.

12.Click OK or Schedule.

7.5 Sending and installing fixes

To send fixes from your central system to an endpoint system and initiate the
installation process on that endpoint system in one operation, follow the first six
steps described in 7.4, “Sending fixes” on page 106. When you select the fixes to
be sent and installed, follow these steps:

1. Right-click the selected fixes, and then click Send and install to start the
Send and Install Wizard. The second window of the Install Wizard, which is
the Install Fixes - Selected Fixes window, lists all the fixes you selected.

2. Verify that this list is correct and click Next to see the Send and Install Fixes -
Where to Send and Install window, as shown in Figure 86 on page 110.
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Send and Install Fizes - Where to Send and Install

‘Wwhich systems and groups do you want to send and install the
selected fives on?

Browse... |
Hemove |

Advanced Send Options |

< Back I Mest » I

Cancel |

Figure 86. Send and Install Fixes: Where to Send and Install window

3. Click Browse to see the Browse Systems and Groups window, which is shown
in Figure 87.

Browse Systems and Groups

Available systems and groups:

=5 ! A5 /400 Endpoint Systems
A2

Selected systems and groups:

4505 Add
420
4325 FEmoye |

) As25h
.t?\_S 400 Spstem Groups
ITSCIDO

g Cancel Help

Figure 87. Browse Systems and Groups window

4. Expand the list of available systems and groups. Click on each AS/400 system
or group to which you will send the fixes and click Add. Then, click OK to
return to the Send and Install Fixes — Where to Send and Install window. The
systems you selected are now displayed in this window.

5. Click on Advanced Send Options. The Send and Install Fixes — Advanced
Send Options window is shown in Figure 88 on page 111.
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Send and Install Fixes - Advanced Send Dptions [ %]

Requisite fixes must be available to be installed before the selected fixes can be
itztalled.

Wiould vou like to send the requizite fikes needed to install the selected fixes?

' es, send requisite fises  [Fecommendedf

€ Mo, do not send requisite fixes

Warhing: The inztall will fail if the proper requisite fikes are nat available to be
inztalled.

ok, I Cancel

Figure 88. Send and Install Fixes: Advanced Send Options window

6. The fixes you selected to install may require that other prerequisite or
corequisite fixes be installed at the same time if they are not already installed

on the target system:

¢ If the save files for all requisite fixes are present on your source system,
and they are not installed or available on your target system, accept the
default selection Yes, send requisite fixes. This is the recommended
option.

* Only if the requisite fixes are all already installed or available on your target
system, select No, do not send requisite fixes. When you select this
option and all requisite fixes are not present on the target system in
Available or Installed status, the Install operation will fail.

7. Click OK to return again to the Send and Install Fixes — Where to Send and
Install window. Click Next to move to the Send and Install Fixes — How to
Install window, which is shown in Figure 89 on page 112.
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Send and Install Fixes - How to install

Howe do pou want to install the selected fixes?

 Install fixes immediately

% Hnstall fives the next time the AS /400 is restarted

‘Warming: The ingtall will fail if pou chooze ta install the fixes
immediately and zome fixes require the A5/400 to be
restarted.

< Back I Hext » I Cancel

Figure 89. Send and Install Fixes: How to Install window

8. In this window, the default selection is Install fixes the next time the AS/400
is restarted. This selection is recommended since it will prevent the
installation from failing if one or more of the fixes concerned requires that the
AS/400 system be restarted. Make your selection and click Next.

9. On the Send and Install Fixes — Summary window, check that all details are
correct and click Finish or Schedule to submit the installation task.

7.6 Comparing and updating fixes

To compare and update the levels of your fixes inventory, you first need to select
a model system that has the appropriate fixes installed for the particular products
you wish to compare. In some cases, your model system may be your central
system. You should choose a model system that works best in your environment,
one that has the appropriate fixes installed on it. You will use this model system to
compare against other systems in your network to ensure that your other systems
work just like the model system. For a further definition of a model system, refer
to Table 1 on page 3.

Note

The Compare and Update wizard matches fixes according to product, product
option, and release level. For fixes to be selected, the corresponding product
must match all three values.
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7.6.1 Setting up your model system
To set up your model system, follow these steps:

1.

Determine which fixes you want installed on the model system.

2. Obtain and install the fixes. See 7.3, “Installing fixes” on page 102.
3.
4

. Verify that the save files for the fixes exist on the model system.

Collect your fixes inventory on all systems.

Note

The model system does not have to be the source system on which the
save files exist. We assume that, in a practical scenario, the model system
also has the save files, so that it can serve as the source system.

For information on how to do this, refer to steps 1 through 5 in 7.4, “Sending
fixes” on page 106. The fixes can be on any one AS/400 system. This is the
system from which you will send the fixes.

Use the Compare and Update wizard to determine which fixes are missing
from the target systems when compared to your model system. You can have
the wizard perform a compare only, which generates a list of differences, a
compare and send missing fixes only, or a compare, send, and install missing
fixes.

7.6.2 Comparing installed fixes

To compare fixes between a model system and another system or systems, follow
the procedure described here:

Collecting software inventory can take some time. If you need to refresh your
inventory before doing the compare, you may be able to minimize the duration
by initiating the software and fixes inventory before commencing this
procedure.

Note

o > w0 p o=

In AS/400 Operations Navigator, expand Management Central.
Expand AS/400 Endpoint Systems or AS/400 System Groups.
Right-click the system or group to compare.

Select Fixes->Compare and Update.

Follow the wizard's instructions to compare and update the systems. You are
presented with a series of windows containing readily understandable prompts
and questions, such as the example shown in Figure 90 on page 114.
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Compare and Update - Model System

Your model spstem iz any A5 /400 system you want to use as a baze
when comparing to other systems.

What would you like to use az your model spstem?

Model spstem:

< Back I Mext > I Cancel

Figure 90. Compare and Update wizard: Model System selection
The model system may default to your central system, but you can change this
if necessary. To do so, select another system from the drop-down list.

A later window lists all the installed products on the model system, as shown
in Figure 91.

Compare and Update - Select Products

‘what products would you like to compare?

[w]57E63xd1 - Client Access/400 Optimized for Windows ;I
[w]57E39539 - A5./400 Licensed Internal Code

[w]57E3ac3 - Crypto Access Provider 128-bit for &5 /400

[¥]57E69af1 - IBM AFP Utilities for A5 /400 _I
[w]57E639br1 - Backup Recoveny and Media Services for AS /400
[¥]5769ch1 - ILE COBOL for 454400

[w]57E9ce3 - Client Encryption 128-bit

[w]57E3cm1 - Communications Utilities /400 'l
4 *

Mote:  This list of products iz bazed on the installed products from
the model spstem. |F a praduct is not installed on the target
system, it will not be used in the compare.

< Back I Mext » I Cancel

Figure 91. Compare and Update wizard: Product selection

As shown, by default all products are selected. You can change this by clicking
on the All products field to clear the check mark. Then, scroll through the list
of products and check only those products you wish to have compared.
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In the next window, accept the default selection, Show compare results only,
as shown in Figure 92.

Compare and Update - Update Target Systems

You can automatically zend and install the mizsing fikes onto the
target systems and groups once the compare results are shown,

wihat would you like to do?

€ Send miszing fizez only

™ Send and install mizsing fives

Mote:  If you want to verify the results before updating, select
"Show compare resultz only." When the results are shown,
you can send and install the missing fises by clicking
Update on the toalbar.

< Back I Mext > I Cancel

Figure 92. Compare and Update wizard: Output selection

Click on Next. A window appears, shown in Figure 93, which enables you to
choose whether to first collect fresh data or to use data previously collected.

Compare and Update - Inventory

This wizard uzes the central aystem inventary for the compare data.

The oldest inventory information for the selected spstems and groups
was collected on 841693 12:17:16 PM.

wihen the wizard is finished, do pou want to automatically collect
irventary on all selected systems and groups before the compare
sharks?

 Yes, refresh inventory before the compare starts

& o, uze curent inventory informatior:

Mote:  Collecting inventony on all zelected systemz and groups will
cause the compare to be delayed until the collection has
completed. The collection time will wary from several
minutes to several hours depending on the number of
products, systemns, and when the inventory was lazt
collzcted.

< Back I Mext > I Cancel

Figure 93. Compare and Update wizard: Inventory selection

When you finish, the Compare and Update Wizard produces a display similar to
the example shown in Figure 94 on page 116.
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3 Compare Results =]
File Help

|
Status: Completed Model system: As25

Target Systems |
L

Iizzing Fix | Froduct | Relzase

@Sf55?24 5769251 - Operating System/400 wdrdmll

(@ 5ME5571 B7E3:21 - Operating System/400 wdrdm0

B5E7415 B763s51 - Operating System/400 wdrdmi

@Taﬁm EE B7E3z:1 - Operating System/400 wdrdmil

@ TcI9166 B763s51 - Operating System/400 wdrdmil

5 fiwez mizzing from ‘Az05' compared to model syztem be2h A

Figure 94. Compare and Update wizard: Output

7.6.3 Comparing and updating fixes

To compare and update fixes between a model system and another system or
systems, simply follow the same steps described in 7.6.2, “Comparing installed
fixes” on page 113. When you reach the Update Target Systems window shown in
Figure 92 on page 115, check the Send and install missing fixes box.

When you finish, Management Central sends and installs any missing fixes on
the target systems that you selected. The selected target systems will then have
installed all the fixes that the model system has.

Note that the target systems may have fixes installed that do not exist on the
model system. These remain installed.

7.7 Permanently installing fixes

116

Once a fix is thoroughly tested on your AS/400 system, it can be advantageous to
install it permanently. When you do this, the old objects replaced by the fix are
removed from the system. This frees some storage capacity on the system. If
there are many temporarily applied fixes on your system, they can take up a
material amount of storage space. Permanently installing fixes has the added
advantage that the time required to install the next cumulative fix package is
reduced. It also reduces the likelihood of problems being experienced during the
next operating system upgrade.

— Note

Permanently applying a fix means that you can no longer revert to the old
objects. The fix is now a permanent part of the system until it is superseded.
You cannot uninstall it, unless reinstalling the operating system from a system
save made prior to permanently installing the fix. This may be impractical and
will certainly be time consuming. Make sure that you are entirely satisfied with
any fix before installing it permanently!
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To permanently install a fix, follow these steps:

1. Expand the AS/400 system on which to install the fix under Endpoint
Systems. Then, expand Configuration and Service.

Expand Fixes Inventory.
Click on the product to which the fix is related.

4. When the list of fixes for that product appears in the right-hand panel,
right-click on the fix to be installed. Select Advanced, and then click on Install
Permanently to start the Permanently Install Fixes wizard. The Welcome
window is shown in Figure 95.

Permanently Install Fixes - Welcome

This wizard helps you permanently install fixes onto the following:

Az2S

Permanently installing fixes takes several steps, some of which could
require the A5./400 to be restarted. This wizard helpz vou specify
what fixez pou want installed and how you want them installed.

At the end of the wizard, pou can schedule when pou want the
install steps to start.

W arning: A permanently installed fix cannot be uninztalled
because all old files replaced by the fix are removed
fram the system.

Click Cancel at any time to cancel the permanent install

< Bank Cancel

Figure 95. Permanently Install Fixes wizard: Welcome window

5. Read the information on this window to ensure that this is what you want to do.
Click Next to move to the Selected Fixes window, which is displayed in Figure
96 on page 118.
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Permanently Install Fixes - Selected Fixes

“r'ou have selected the following fikes to be permanently installed:

Fix | Product | Release |
SE3819  5769pwl wdrdmi

If thiz ligt iz comect, click Mext. [f not, click Cancel, select the
corect fikes, and start the wizard again.

< Back I Mext > I Cancel

Figure 96. Permanently Install Fixes wizard: Selected Fixes window

6. After verifying the information, click Next to move to the How to Install window,
which is displayed in Figure 97.

Permanently Install Fixes - How to Install

How do pou want to pemanently install the selected fies?

' Inztall fixes immediately
© Instal fives and restart the A5 /400
& Hnstall fikes the nest time the A5 /400 iz restarted

W arning: The inztall will fail if you chooze to permanently instal
the fixez immediately and zome fixes require the
AS5/400 to be restarted.

< Back I Mext » I Cancel

Figure 97. Permanently Install wizard: How to Install window

7. Note the warning on this window before making your selection. We
recommend that you accept the default, which is Install fixes the next time
the AS/400 is restarted. Click Next to reach the Summary window, which is

shown in Figure 98 on page 119.
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Permanently Install Fixes - Summary

“t'ou are now ready to permanently install the selected fikes onta the
fallowing:

L=

Selected fises:

Fixt | Product | Felease
(BIGEIB1T 57EIpw] wdrdmi
How ta install Install fires the nest time the A5,/400 is
restarted

Click Finizh ta start installing now or click Schedule to schedule
when to start inztalling.

< Back I Finizh I Schedule Cancel

Figure 98. Permanently Install wizard: Summary window

8.

Verify the displayed information, and click on Finish or Schedule to submit
the task.

7.8 Uninstalling fixes

From time to time, it is necessary to remove or uninstall a fix. You can avoid
possible unnecessary uninstallation activity if you first test the results of
uninstalling a fix on your model system. When you are satisfied that uninstalling
the fix in question solves the problem that was being experienced, you can
replicate the uninstall on the rest of your AS/400 systems.

To uninstall a fix, perform the following steps:

1.

In Management Central, expand AS/400 Endpoint Systems.

2. Expand the endpoint system on which you will perform the uninstall.
3.
4

. Click Fixes Inventory to see a list of installed fixes appear on the right, as

Expand Configuration and Service.

shown in Figure 99 on page 120.
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57400 Dperations Mavigator

File Edit “iew Options Help
Bl =] |Last collected: 6/14/93 11:02 AM
| Central Spstem: As25 | Az20: Fikes Inventory
EI--EIL,.‘ Management Central [4:25) Product | Diescription | o
Tl Task Activity Fi Containg all the fixes on the spstem
2 Scheduled Tasks (3, Otaltn STT Tools [fBASE]
aefifjtitions (&, 1mato & product for MGTCT,
wh] Montors Tmgtel2 A product for MGTCT.
B 45400 Endpoint Systems %mjwm & Eroduct for MGTCT.
[, 1matc04 A praduct for MGTCT.
[, 1matc05 A praduct for MGTCT.
Configuration and Service @ Trngtc08 4 product for MGTCT. —
Hardare Inventory [ 1matc07 A praduct for MGTCT.
(5 Software Inventory (# Imgtcos & product for MGTCT.
(@) Fires Inventary @ 1mgtc0a & product for MGTCT.
B2 Collection Services [ 1matc10 A product for MGTCT.
As75 [ 1matc11 A praduct for MGTCT.
Az2bb @ Tmgtc12 A product for MGTCT.
[ i A5/400 System Groups @ Tmgtc13 A product for MGTCT.
- My 45400 Connections (% 1rmgte14 A product for MGTCT.
[ 1matc15 A praduct for MGTCT.
[ 1matc1 A praduct for MGTCT.
[ 1matc17 A praduct for MGTCT.
[ Imatc1s A praduct for MGTCT.
[ Imatc1s A praduct for MGTCT.
(8 1matc20 A praduct for MGTCT.
% 1yptint A product for Management Central com... LI
[~ [1-23of B5 ohiect(s) [ 7

Figure 99. Fixes Inventory displayed

5. Scroll to the installed product in which the fix is to be uninstalled and click on
it. If you do not know on which product the fix was installed, click on All Fixes,
which is shown as selected in Figure 99. You can then scroll through a list of
installed fixes, as shown in Figure 100.

AS/400 Dperations Navigator

File Edit “iew Options Help

&z =] S|Es] |Last collectect £/14/3311:02 4M

| Central Spstem: As25 | Az20: Al Fizesr  Product: Al
Elcb Fixes Inventory ;I Fix | Statuz | Product ;I
----- (8 All Fives & 556930 Installed 5769wl
----- (%, Otool00 (556936 Superseded 5769331
----- (%, 1mgr=01 (B 556948 Installed 5769pt1
ristalle [
""" (8, 1mgte02 (3 556951 Installed 57ESj
""" % 1m9‘°gi (3 5156954 Superseded 576351
""" & 1m9:°05 (B 5i56955 Installed 57631
_____ & 129;05 556959 Installed 5763551
J XS ~alled 576351
----- @ Tmgtc07? [CayenLetter,
_____ (o Tmatcos sm——— — lalled 5763551
_____ (9%, 1mgre0d &5 et erseded 576331
_____ @ 1mgte10 @SESI [Eeamlip alled B7E9ss1
_____ @ 1mgted 1 [Cancelfetons. . B7E9zs1
..... Traghz12 23
(9, 1mg @5 57651
Send...
..... mgtc B 23
[, 1mgeel2 @8t Install Permaneily 57B%ss1
----- [# 1matc14 @sm T T Talled 57651
..... mate | Properties lle: 5
[# 1mgtc15 @5E P i lled 57651
----- [, Tmotc16 SEETE  Tnstalled 57631
----- [, Tmate17 (556397 Installed 5761
----- (%, Imgret@ (B 5156933 Installed 5769331
""" (8 1mgtc13 £ Si57006 Installed 57E3pw]
""" % 1”‘9_‘°2” & sf5700a Installed 5769551 —
""" yplint & 557015 Installed 576351
""" @ 2yptint 2 ciETnic Ve allmd E7C0nAA T
..... @ Syptint LI ﬁ | »
Uninztalls the selected fixes. S

Figure 100. All Fixes list displayed: Fix selected to uninstall
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6. Right-click on the fix to be uninstalled. At this point, you can first click
Properties if you wish to see whether this fix is of immediate or delayed type.
This determines what selections you can make later in the uninstall process.
Click Cancel to exit.

7. Right-click on the fix to be uninstalled again. Select Advanced. Then, click on
Uninstall as shown selected in Figure 100 on page 120. This starts the
Uninstall Wizard and presents the Uninstall Fixes — Welcome window.

8. Check that the correct AS/400 system name is shown in this window and click
Next. The Uninstall Fixes — Selected Fixes window appears as shown in
Figure 101.

Uninstall Fixes - Selected Fixes

ou have selected the following fises to be uninztalled:

Fix | Product | Release |
®SE6961 5769 wdrdmi

If thiz ligt iz cormect, click Mext. [f nat, click Cancel, select the
cormect fikes, and start the wizard again.

Cancel

Figure 101. Uninstall Fixes: Selected Fixes window

9. Ensure the correct fix is listed and click Next to see the Uninstall Fixes — Type
of Uninstall window, which is shown in Figure 102 on page 122.
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Uninstall Fixes - Type of Uninstall

Wwhat type of uninstall would you like ta perfarm on the selected
fines?

" Permanent uninztall

Mote: A temparary uninstall will uninztall the selected fixes but will
leave thern available to install again. & permanent uningtall
will uninztall the selected fizes and will remove them from
the spstem.

< Back I Mext > I Cancel

Figure 102. Uninstall Fixes: Type of Uninstall window

10.Select whether to perform a Temporary or Permanent uninstall and click Next.
The Uninstall Fixes — How to Uninstall window is shown in Figure 103.

Uninstall Fixes - How to Uninstall

How do you want to uningtall the selected fiwes?

' Uninstall fixes immediately

£ Uninstall fixes and restart the 45400

& {ninstall fixes the next time the AS /400 s restarted

W arhing: The uninstall will fail if pyou chooze to uninztall the

fisez immediately and some fixes require the AS /400
to be restarted.

< Back I Mest » I Cancel

Figure 103. Uninstall Fixes: How to Uninstall window

11.1f the fix you are uninstalling is of delayed type, do not choose to uninstall it
immediately since this will fail. Select how you want to uninstall the fix and

click Next.
12.0n the Uninstall Fixes — Summary window that next appears, check that all
details are correct. Click on Finish or Schedule to submit the uninstall task.
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7.9 Cleaning up fixes

Over time, save files and cover letters for fixes tend to accumulate, particularly on
your model system. Management Central provides you with a way to delete save
files and cover letters for fixes that are no longer needed. This simplifies the
management of fixes and also frees up storage space on your AS/400 systems.

The Clean Up Fixes dialog allows you to delete the save files and cover letters for
the fixes that you specify. You can start cleanup immediately or schedule that
activity to begin at a later time.

An easy way to clean up save files and cover letters is described here:

1. Under Endpoint Systems, right-click on the AS/400 system that you plan to
clean up. Select Fixes and click on Clean Up. You are presented with the
Clean Up Fixes window, which is shown in Figure 104.

Clean Up Fixes - As25 HE

Delete the save files and cowver letters for the following fixes:

Fiw: Product: Release:

[ =l =l Add
Fix | Product | Releaze | Hemave |

Ok I Schedule Cancel Help

Figure 104. Clean Up Fixes window

2. Make one of the following selections:

* To clean up all save files and cover letters on the system, from the drop
down lists for Fix and Product select All. Then, click Add.

* To clean up all save files and cover letters for a selected product only, from
the drop down list for Fix, select All. In the Product field, enter the name of
the product, and then click Add.

» To clean up save files and cover letters for selected fixes only, in the drop
down list for Fix, enter the ID for each fix. In the Product field, enter the
name of the product associated with that fix, and then click Add.

3. Click OK or Schedule to submit the task.
7.9.1 Cleaning up fixes from a list

Use the following method of cleaning up fixes if you prefer to select the cover
letters and save files to be deleted from a list of fixes:
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1. Expand the AS/400 system you plan to clean up under Endpoint Systems,
and then expand Configuration and Service.

2. Expand Fixes Inventory.

3. Click on the product for which you wish to clean up fixes and cover letters. Or,
to select from all fixes and cover letters on the system, click on All Fixes.
When the list of fixes appears in the right-hand panel, click on the Status
column heading to sort the fixes according to status.

4. Select the fixes with a status of Cover Letter to clean up cover letters. To
clean up save files, scroll the right-hand panel to the right to reach the Save
File column and click on the heading to sort by the values in the column.
Then, scroll down to the end of the column to find fixes with a Save File value
of Yes. The window looks like the example shown in Figure 83 on page 107.
Scroll back to the left to select the fix.

¢ To select one fix, click on that fix.

* To select several individual fixes, hold down the Control key and click on
each fix you want to include.

* To select a consecutive list of fixes, hold down the Shift key and click on
the first and last fixes in the list.

5. Right-click on the last fix, and then click on Clean Up to view the window as
shown in Figure 105.

Clean Up Fizes - As25 EHE
Dielete the save files and cover letters for the following fixes:

Fix | Product | Release | Status -

& 1mgloaa 1mgtc08 wirimi Auvailable

@ Tmg1000 Tmgtc15 wIrimi Auvailable

@ Tmgl1000 Tratc0B wIrim0 Inztalled

@ Tmgl1000 Trgtc13 wIrim0 Available

Tmagl000 Trngtc09 im0 Available

Tmgl1000 Trgtc18 im0 Available

& 1mgloaa 1mgtc19 wirimi Auvailable b

& 1mg1000 Tmgtc17 wIrimi Auvailable

@ Tmg1000 Tmgtc10 wIrimi Available

@ Tmgl1000 Trgtc05 wIrim0 Awailable

1mg1000 Tmatc16 ¥1rimd Available =l
Ok I Schedule Cancel | Help |

Figure 105. Clean Up Fixes window

6. You can scroll through the list. When you are satisfied that the list is correct,
click OK or Schedule to submit the job.

7.10 Cancelling restart (IPL) actions

You may need to cancel an action for selected fixes that have restart actions (also
known as unattended IPL actions) pending against them. Restart actions include:

* |nstall at next restart

¢ |nstall permanently at next restart

¢ Uninstall at next restart

¢ Uninstall permanently at next restart
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Management Central provides you with a way to cancel these restart actions. To
do so, follow these steps:

1.

Under Endpoint Systems, expand the AS/400 system on which the restart
action is scheduled. Then, expand Configuration and Service.

Expand Fixes Inventory.

Click on the product to which the fix is related. Or, to select from all fixes on
the system, click on All Fixes. When the list of fixes appears in the right-hand
panel, click on the Status column heading to sort the fixes according to
status.

Scroll through the list to find the fix in question sorted under one of the
following status descriptions:

¢ |nstall at next restart

¢ |nstall permanently at next restart

¢ Uninstall at next restart

¢ Uninstall permanently at next restart

Right-click on the fix, select Advanced, and then click on Cancel Actions.
The Cancel Actions window will present information similar to what is shown in
Figure 106.

Cancel Actions - As25 EHE

Cancel any fix actions get to occur at the next restart for the following fises:

Fix | Product | Release | Status

®5E33 BTESpw ydrdmil Uningtall at nest restart

0K I Schedule Cancel Help

Figure 106. Cancel Actions window

6.

In this example, fix SF53819 was previously selected to be uninstalled at the
next restart, which has not yet occurred. The uninstall action is now cancelled,
and the fix remains installed.

Click OK or Schedule to submit the cancellation job.

If there is only one fix with pending actions related to a particular product, or if
you wish to cancel pending actions for all fixes related to a particular product, a
more simple method is described here:

1.

Under Endpoint Systems, expand the AS/400 system on which the restart
action is scheduled. Then, expand Configuration and Service.

Expand Fixes Inventory.

Right-click on the product to which the fix is related. Select Advanced, and
then click on Cancel Actions. The Cancel Actions window will contain
information similar to what is shown in Figure 107 on page 126.
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Cancel Actions - As25

H E3

Cancel any fix actionz zet to occur at the next restart for the following fixes:
Fix | Product | Releaze
[, Tmatcl4 rimi
QK Schedule Cancel

Figure 107. Cancel Actions window

4. Click OK or Schedule to submit the cancellation task.

7.11 Fix status

126

The meaning of all possible values for the status of fixes is provided in Table 9.

Table 9. Status of fixes

Status

Meaning

Available

The fix is ready to install on the local system. It either exists as
a save file, or was loaded (LODPTF) but not applied (APYPTF),
or was temporarily removed. Only if it exists as a save file is it
also available for distribution to other systems.

Cover letter

The cover letter for the fix is on the system, but the fix is not on
the system.

Damaged

The fix is damaged. If you have the save file, you can uninstall
or install the fix again. If you do not have the save file, you must
get the save file and install or uninstall the fix again.

Install at next restart

The fix will be installed the next time the system is restarted.

Install permanently at
next restart

The fix will be installed permanently the next time the system is
restarted.

Installed

The fix is installed and can be either uninstalled from the system
or installed permanently. The fix is not a permanent part of the
system.

Installed permanently

The fix is installed permanently and cannot be uninstalled.

Installed permanently
- action pending

The fix is installed permanently, but you need to perform an
action before the fix is active. Look at the cover letter to
determine the required actions. If you do not perform an action,
the fix becomes active the next time the system is restarted.

Installed - action
pending

Indicates that the fix is installed, but that you need to perform an
action before the fix is active. Look at the cover letter to
determine the required actions. If you do not perform an action,
the fix becomes active the next time the system is restarted.

Management Central: A Smart Way to Manage AS/400 Systems




Status Meaning
On order The fix has been ordered, but has not yet arrived on the system.
Superseded The fix has been replaced by a later fix.

Supported only

The fix is stored on the system, but cannot be installed on the
system. A supported only fix can only be distributed to and
installed on other systems.

Uninstall at next
restart

The fix will be uninstalled the next time the system is restarted.

Uninstall permanently
at next restart

The fix was installed or available and will be uninstalled
permanently the next time the system is restarted.

Uninstalled
permanently - action
pending

The fix is uninstalled permanently, but you need to perform an
action before the fix is permanently uninstalled. Look at the
cover letter to determine the required actions. If you do not
perform an action, the fix is permanently uninstalled the next
time the system is restarted.

Uninstalled - action
pending

Indicates that the fix is uninstalled, but that you need to perform
an action before the fix is no longer active. Look at the cover
letter to determine the required actions. If you do not perform an
action, the fix is uninstalled the next time the system is
restarted.

Note

In the foregoing Status list, the suffix "action pending" represents either the
ACN or PND suffixes. You find these suffixes in the corresponding status
description for the same fix if you enter the psppTF command from an AS/400

system command line.
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Chapter 8. Collecting performance data

To help you optimize the operation of your AS/400 system for the best possible
response time and throughput, your AS/400 system has performance monitors
that can collect performance data. This data enables you to identify needed
adjustments to programs and to the operating environment of your AS/400
system. These adjustments can help your system reach peak performance.
Performance data is also used when doing capacity planning.

You can collect, report, and use performance data in different ways. The Start
Performance Monitor (STRPFRMON) command provided by the OS/400
operating system gives you many different collection options. It places the
collected data in a set of database files. The Performance Tools for AS/400
licensed program (5769-PT1) enables you to analyze this data and produce a
wide variety of reports. Performance Tools also includes a powerful modelling
and capacity planning tool called BEST/1, which also uses these database files,
as do various other applications.

Now Management Central Collection Services provides you with an easy, new
way to collect the performance data that goes into these database files.

8.1 Benefits of using Management Central Collection Services

© Copyright IBM Corp. 1999

Management Central's Collection Services can collect performance data for
future analysis by the Performance Tools for AS/400 licensed program
(5769-PT1) or other performance report applications. You can use Collection
Services instead of the OS/400 performance monitor function, STRPFRMON
command, to collect your data and create database files. When you use the
0S/400 performance monitor, your data is collected into as many as 30 database
files. This collection is accomplished by a high priority (0) system job. Collection
Services, on the other hand, stores your data for each collection in a single
collection object. This means a lower system overhead when collecting
performance data. You can then create as many different sets of database files
as you need. You can use these database files with the Performance Tools for
AS/400 licensed program (5769-PT1) or other applications.

Even if you elect to create the database files during collection, you will still
experience a performance advantage by comparison with running the OS/400
Performance Monitor STRPFRMON function, since Collection Services uses a
lower priority (50) batch job to update these files.

Collection Services allows you to:

» Easily manage your collection objects in the Operations Navigator graphical
interface.

* Collect performance data continuously and automatically with minimal system
overhead.

¢ Control what data is collected and how the data is used.

* Move performance data between releases without converting the data.

These capabilities introduce a new paradigm to the process of collecting
performance data on the AS/400 system. The reduction in collection overhead
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makes it practical, in many cases, to collect performance data in greater detail
and at shorter intervals on a continuous basis. Collection Services enables you to
establish a network-wide system policy for collecting and retaining performance
data and to automate the execution of that policy as a routine matter. As long as
you retain the collection objects, if the need arises, you have the capability to look
back and analyze performance-related events down to the level of detail you
collected.

Note

When you need to view real-time performance data, Management Central also
provides an easy-to-use graphical interface for monitoring system
performance. Please refer to Chapter 5, “Monitoring system performance” on
page 63, for details.

8.2 Starting Collection Services on a single system

To start collecting system performance data, you need to start Collection Services
on your system. To start Collection Services on a single endpoint system, follow
these steps:

1. In AS/400 Operations Navigator, expand Management Central.

2. Expand AS/400 Endpoint Systems.

3. Expand the endpoint system from which you want to collect performance data.

4. Expand Configuration and Service.

5. Right-click Collection Services, and select Start Collecting to open the Start
Collection Services window. The General page is displayed as shown in
Figure 108.

Start Collection Services - As25 ﬂﬂ

General | Datato Eollectl

[+ Cycle collechion if already started

Location to store collections:

IJQSYS.LIBJQMPGDATA.LIB Erowse... |
— Cycling
Time to spnchronize cycle: I‘]U 00 00 &AM ﬂ
Frequency to cycle collections: I 2_% haours
— Default collection interval
(o I 153: seconds

& [ 15=] minutes

— Collection retention period

i I 233: haurs
G'I 23: days

 Pemanert

V¥ Create database filez during collection

Ok I Schedule | Cancel | Help |

Figure 108. Start Collection Services window: General page
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6. Use the Start Collection Services — General page to specify information about
the collection of AS/400 performance data. The values shown on this page are
the values stored on the AS/400 system. Changes made to the values on this
page will change the values stored on the AS/400 system.

Check the box Cycle collection if already started. This ensures that any
changes that you make to Collection Services properties will be reflected
on a new object when you click OK. When a collection is cycled, no more
data is added to the collection object and a new collection object is created
to store newly collected data. Cycling collections prevents the collection
objects from becoming too large.

If the library QMPGDATA (used by PM/400) exists on your AS/400 system,
the Location to store collections field will default to this library. Otherwise, it
will default to QPFRDATA. Change this if required. Click the Browse button
to see a list of all libraries that exist on your AS/400 system. Scroll through
the list and select a library. You can also enter your library name using the
format /0sys.LIB/LIBNAME.LIB as shown in the field. However, note that if

you spell the name of an existing library incorrectly, or enter the name of a
library that does not exist on your AS/400 system, the collection will fail

after submission. Changes become effective when you cycle the collection.

Note

If you use Start Collection Services to change this value for an active
collection, even if you do not check the Cycle collection if already
started box, the collection will cycle when you click OK.

In the Cycling panel, specify a time of day in the Time to synchronize
cycle field. This ensures that your collection objects contain data that is
collected at the same time each day. The time of day is the time registered
by the QTIME system value on the AS/400 system, which is in the time
format specified for your PC. In the Frequency to cycle collections field,
specify how often collections are to be cycled. For example, if Collection
Services is started at 3:00 PM, the Time to synchronize cycle is set to
12:00 AM, and the Frequency to cycle collections is 24 hours, the
collection cycles at 12:00 AM the first time and continues to cycle once
every 24 hours.

In the Default collection interval panel, specify the collection interval for
any data category that does not have a specific interval defined on the
Data to Collect properties page (see Figure 109 on page 132). This is the
amount of time, in seconds or minutes, that elapses between collections for
all categories of AS/400 system performance data that support collection at
specific time intervals. The recommended default collection interval is 15
minutes. A change to the default collection interval becomes effective
immediately after you click OK on the Start Collection Services window.
This means it is applied to the current collection of data even if you do not
cycle the collection.

In the Collection retention period panel, specify the length of time that
cycled collection objects remain in the file system before being deleted.
You may want to specify a retention period longer than the default of one
day. Collection Services may delete collection objects and the data they
contain from the system at any time after the retention period has expired.
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Check the Permanent field if you do not want Collection Services to delete
your collection objects for you. A change to the collection retention period
becomes effective immediately after you click OK on the Start Collection
Services window. This means it is applied to the current collection of data
even if you do not cycle the collection.

* Select Create database files during collection only if you wish to
generate database files automatically as data is collected. By default, this
option is not selected, unless PM/400 is installed (see 8.12, “Coexisting
with PM/400” on page 159). Note that if you select this option, you will lose
the reduction in overhead achieved when Collection Services stores your
data for each collection only in a single collection object. If you do not
check this field, you can create these database files later. See 8.10.1, “Why
use collection objects in addition to database files” on page 156, for more
information.

7. Click the Data to Collect tab to select the page that is shown in Figure 109.

Start Collection Services - As?5 7 11|
General Data to Collect |
— Coll=ction profile to use
 Custamn
& |Standard pluz protocol j
Available categories: Categories to collect:
Category | Category | Frequency ;I
Extended Adaptive Cac... Aldl= | System Bus Default interval —
Storage Pool Default interval
eI | Storage Pool Tuning Default interval
Hardware Configuration  Start of cycle |
1 | B
— Frequency to collect "System Bus'
i Usze default collection interval
(o I 303: seconds
i I 303: minutes
elvariced. |
oK I Schedule | Cancel Help |

Figure 109. Start Collection Services window: Data to Collect page

8. For Collection profile to use, Standard plus protocol is the default selection.
Click on the drop-down list to see the complete list of profiles. The profiles are:

* Minimum: This is the most commonly used set of performance data. This
is the minimum data collection recommended and includes the following
categories: System Bus, Storage Pool, Hardware Configuration, System
CPU, System-Level Data, Job MI, Job OS400, Disk Storage, and IOP.
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Note

When you select this profile, you cannot use Performance Tool
(5769-PT1) to analyze the data collected with Collection Services. This
profile does not produce the database, QAPMPOOLL, which is needed
by Performance Tool.

» Standard: This includes the data categories typically needed by the tools
in Performance Tools for AS/400 (5769-PT1), except for communications
protocol data. It includes all the categories in the Minimum profile, plus:
Storage Pool Tuning, Subsystem, SNADS Transaction, Local Response
Time, APPN, and SNA. The data categories in this profile correspond to the
*SYS value for the DATA parameter on the Start Performance Monitor
(STRPFRMON) command.

» Standard plus protocol: The data categories in this profile include the
data categories typically needed by the tools in Performance Tools for
AS/400 (5769-PT1), including communications protocol data. Included are
all the categories in the Standard profile, plus: Integrated PC Server,
Communications Base, Communications Station, and Communications
SAP. The data categories in this profile correspond to the *ALL value for
the DATA parameter on the Start Performance Monitor (STRPFRMON)
command.

If none of these profiles satisfies your requirements, check the Custom field
above the drop-down list to specify a customized list of categories. If you
select Custom, see 8.4, “Customizing data collections” on page 136, for more
information. Also refer to 8.5, “Performance data categories” on page 140, for
descriptions of the categories included in these profiles and from which you
can create a customized profile.

9. You can now start Collection Services in one of three ways:

* Click OK to start Collection Services immediately. A Start Collection
Services task is created. You can select the task under Task Activity in the
Operations Navigator window and view the status of the task on any
system or group. When the start task has completed, Collection Services
begins collecting performance data and storing it in the collection object
specified.

 Click Schedule to specify a later time to start Collection Services. If you
wish to use this option, see 8.6, “Performance collections and the
Scheduler” on page 141.

* If you want Collection Services to start whenever the system starts, see
8.7, “Starting Collection Services automatically” on page 146.

If you choose not to create the database files during collection, Collection
Services will store the performance data from this collection in a single collection
object, from which you can create as many different sets of database files as you
need. For information on how to do this, see 8.11, “Creating database files” on
page 157.

To collect performance data on more than one system, you can start Collection
Services as described above individually for each system. Or, you can collect
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performance data for a system group, as described in 8.3, “Starting Collection
Services on a system group” on page 134.

8.3 Starting Collection Services on a system group

134

Collecting exactly the same system performance data on multiple systems is
easier to manage if you include them all in a single system group. You can then
start Collection Services for that group. This approach involves less effort to set
the same properties on multiple systems than defining Collection Services for
each individual system.

For information on how to create a system group in Management Central, see
2.4.1, “Creating system groups” on page 18.

To start Collection Services on an existing system group, follow these steps:

1.
2.
3.

In AS/400 Operations Navigator, expand Management Central.
Expand AS/400 System Groups.

Right-click the system group from which you want to collect performance data,
and select Collection Services.

. Select Start Collecting to open the Start Collection Services window. The
General page is displayed as shown in Figure 108 on page 130.

Use the Start Collection Services — General page to specify information about
the collection of AS/400 performance data. Changes made to the values on
this page will change the values stored on each AS/400 system in the system
group.

* Check the box Cycle collection if already started. This ensures that any

changes that you make to Collection Services properties will be reflected
on a new object when you click OK. When a collection is cycled, no more
data is added to the collection object and a new collection object is created
to store newly collected data. Cycling collections prevents the collection
objects from becoming too large.

The Location to store collections field will default to QPFRDATA. Change
this if required. If PM/400 is in use on any of the systems, you should
preferably change this to gvecpaTta (see 8.12, “Coexisting with PM/400” on
page 159, for details). Click the Browse button to see a list of all libraries
that exist on your AS/400 system. Scroll through the list and select a
library. You can also enter your library name using the format
/QSYS.LIB/LIBNAME.LIB. as shown in the field. However, if you spell the
name of an existing library incorrectly, or enter the name of a library that
does not exist on your AS/400 system, the collection will fail after
submission. Changes become effective when you cycle the collection.

Note

If you use Start Collection Services to change this value for an active
collection, even if you do not check the Cycle collection if already started
field, the collection will cycle when you click OK.

* In the Cycling panel, specify a time of day in the Time to synchronize

cycle field. This ensures that your collection objects contain data that is
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collected at the same time each day. The time of day is the time registered
by the oTIME system value on the AS/400, shown in the time format
specified for your PC. In the Frequency to cycle collections field, specify
how often collections are to be cycled. Consider an example where
Collection Services starts at 3:00 PM, the Time to synchronize cycle is set
to 12:00 AM, and the Frequency to cycle collections is 24 hours. In this
case, the collection cycles at 12:00 AM the first time and continues to cycle
once every 24 hours.

* In the Default collection interval panel, specify the collection interval for
any interval that does not have a specific collection frequency defined on
the Data to Collect properties page (see Figure 109 on page 132). This is
the amount of time, in seconds or minutes, that elapses between
collections for all categories of AS/400 system performance data that
support collection at specific time intervals. The recommended default
collection interval is 15 minutes. A change to the default collection interval
becomes effective immediately after you click OK on the Start Collection
Services window. This means it is applied to the current collection of data
even if you do not cycle the collection.

* In the Collection retention period panel, specify the length of time that
cycled collection objects remain in the file system before being deleted.
You may want to specify a retention period longer than the default of one
day. Collection Services may delete collection objects and the data they
contain from the system at any time after the retention period has expired.
Check the Permanent field if you do not want Collection Services to delete
your collection objects for you. A change to the collection retention period
becomes effective immediately after you click OK on the Start Collection
Services window. This means it is applied to the current collection of data
even if you do not cycle the collection.

* Select Create database files during collection only if you wish to
generate database files automatically as data is collected. By default this
option is not selected. Note that if you select this option, you will lose the
reduction in overhead achieved when Collection Services stores your data
for each collection only in a single collection object. If you do not select this
field, you can create these database files later. See 8.10.1, “Why use
collection objects in addition to database files” on page 156, for more
information.

6. Click the Data to Collect tab.

7. For Collection profile to use, custom is the default selection when starting
collection services on a system group. If you wish to use a standard profile,
click the drop-down list to see the list of standard profiles. For descriptions of
the standard profiles, refer to step 8 in 8.2, “Starting Collection Services on a
single system” on page 130.

If none of the standard profiles satisfies your requirements, check the Custom
field above the drop-down list to specify a customized list of categories. If you
select Custom, see 8.4.2, “Creating a customized collection on a system
group” on page 139, for more information. Also refer to 8.5, “Performance data
categories” on page 140, for descriptions of the categories included in these
profiles and from which you can create a customized profile.

8. You can now start Collection Services in one of two ways:
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* Click OK to start Collection Services immediately. A Start Collection
Services task is created. You can select the task under Task Activity in the
Operations Navigator window and view the status of the task on any
system or group. When the start task has completed, Collection Services
begins collecting performance data and storing it in the collection object
specified.

* Click Schedule to specify a later time to start Collection Services. If you
wish to use this option, see 8.6, “Performance collections and the
Scheduler” on page 141.

Collection Services will store the performance data from this collection in a single
collection object for each system in the group. From the collection object, you can
create as many different sets of database files as you need. For information on
how to do this, see 8.11, “Creating database files” on page 157.

8.4 Customizing data collections

If the standard collection profiles (described under step 8 in 8.2, “Starting
Collection Services on a single system” on page 130, and under step 7 in 8.3,
“Starting Collection Services on a system group” on page 134) do not satisfy your
requirements, you can create your own customized data collection profile. For
your customized profile, you can select from a list of available data categories,
such as System CPU, Local Response Time, Disk Storage, and IOPs. For a list
and descriptions of these categories, see 8.5, “Performance data categories” on
page 140.

8.4.1 Creating a customized collection on a single system

136

To customize Collection Services on a single AS/400 system, follow these steps:

1. In AS/400 Operations Navigator, expand the AS/400 system from which you
wish to collect performance data. You can select an AS/400 endpoint system
under Management Central or an AS/400 system to which you have a direct
connection under My AS/400 Connections.

2. Expand Configuration and Service.

3. Right-click Collection Services, and select Properties. The Collection
Services — Properties window appears as shown in Figure 110 on page 137.
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Figure 110. Collection Services Properties window: General page

4.

Use the Collection Services Properties — General page — to specify
information about the collection of AS/400 performance data. The values
shown on this page are the values stored on the AS/400 system. Changes
made to the values on this page will change the values stored on the AS/400

system.

For an explanation of the fields on this page, refer to step 6 in 8.2, “Starting

Collection Services on a single system” on page 130.

Click the Data to Collect tab to view the window shown in Figure 111 on page

138.

For Collection profile to use, select Custom.
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Figure 111. Collection Services Properties window: Data to Collect page

The Categories to collect panel shows the categories in the default profile
previously selected (Minimum, in this example). The Available categories
panel lists those categories not included in the Categories to collect panel.
The Add and Remove buttons are active.

7. Select any categories in the Categories to collect panel that you do not wish to
collect, and click the Remove button.

8. Select any categories in the Available categories panel that you wish to
collect, and click the Add button.

9. As you select a category in the Categories to collect panel, the name of that
category will appear in the heading of the Frequency to collect panel. To
specify the collection interval for that category, select one of the fields, Use
default collection interval, seconds, or minutes in this panel.

10.Click OK to save your customized values.
Once you customize Collection Services to the settings you prefer, you can

right-click Collection Services again, and select Start Collection Services to
begin collecting performance data.

Note

In the above procedure, instead of selecting Properties in step 3, you can
select Start Collecting. In this case, click OK or Schedule in step 10 to start
the collection.
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8.4.2 Creating a customized collection on a system group
To create a customized collection for a system group, follow these steps:

1.
2.
3.

In AS/400 Operations Navigator, expand Management Central.
Expand AS/400 System Groups.

Right-click the system group from which you want to collect performance data
and select Collection Services.

Select Start Collecting to open the Start Collection Services window. The
General page is displayed as shown in Figure 108 on page 130.

Use the Start Collection Services — General page to specify information about
the collection of AS/400 performance data. The values shown on this page are
the values stored on the AS/400 system. Changes made to the values on this
page will change the values stored on the AS/400 system.

For an explanation of the fields on this page, refer to step 6 in 8.2, “Starting
Collection Services on a single system” on page 130.

Click the Data to Collect tab to see the window that is shown in Figure 112.

Start Collection Services - ITSCIDO1 K E3

General Datato Collect |

— Collection profile to use
% Lusto
™ |Standard plus protocol j
Aeailable categories: Categories to collect:
Category | Category | Frequency :I
Sdd--> | Suztem Bus Diefault interval —
Storage Pool Default interval
Remave <- | Storage Pool Tuning Default interval
Hardware Configuration  Start of cycle |+
1| | B

— Frequency to collect 'Systern Bus'
& Use default collection interval

'.'—I 303: zeconds
f"l 303: minutes

Sdivatced! |

QK I Schedule | Cancel | Help |

Figure 112. Start Collection Services window: Data to Collect page

7. For Collection profile to use, select Custom. The Categories to collect panel

shows all categories as selected. The Remove button is active.

Select any categories in the Categories to collect panel that you do not wish to
collect and click the Remove button.

As you select a category in the Categories to collect panel, the name of that
category will appear in the heading of the Frequency to collect panel. To
specify the collection interval for that category, select one of the fields in this
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panel: Use default collector interval, seconds or minutes. For seconds or
minutes, use the scroll buttons to select the required value.

10.You can now start Collection Services in one of two ways:

* Click OK to start Collection Services immediately. A Start Collection
Services task is created. You can select the task under Task Activity in the
Operations Navigator window and view the status of the task on any
system or group. When the start task has completed, Collection Services
begins collecting performance data and storing it in the collection object
specified.

* Click Schedule to specify a later time to start Collection Services. If you
wish to use this option, see 8.6, “Performance collections and the
Scheduler” on page 141.

Collection Services stores the performance data from this collection in a single
collection object for each system in the group. From the collection object, you can
create as many different sets of database files as you need. For information on
how to do this, see 8.11, “Creating database files” on page 157.

8.5 Performance data categories

140

When choosing an existing collection profile or creating your own customized
profile, your choices will be facilitated by an understanding of what performance
data is included in each category. A brief description of all the categories from
which you can select is shown here:

System Bus Data on the operation of each system bus.
Storage Pool Storage pool configuration and operation data.

Hardware Configuration
Hardware Resource information, same as acquired by the
Display Hardware Resources (DSPHDWRSC) command.

System CPU  Data on system CPU usage for each processor.

System-Level Data
General system-wide data.

Job MI Information on every active task, job, and thread in the system,
provided by the machine interface.

Job 0S400 Information on every active job in the system, provided by the
operating system.

Disk Storage Base storage unit information and operational data for disk
drives.

IOP Data on IOP bus use and IOP utilization by adapter resources.

Storage Pool Tuning
Pool tuning configuration data for each system storage pool.

Subsystem Data on active subsystems and subsystem pools.

SNADS Transaction
Transaction boundary information specific to active SNADS
jobs in the system.
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Local Response Time
Interactive response time information for each local workstation
attached to a controller that supports collecting response time
data. Response time information is reported for each
workstation and is saved in a set of response time buckets. To
view or change the definitions for these response time buckets,
after clicking Add to add this category to your collection profile,
click Advanced. Click on Help for detailed information on the
response time buckets.

APPN General APPN information and data classified according to
transaction type and work activity.

SNA Data for each active T2 task consisting of controller, task and
session information.

Integrated PC Server
Information about Integrated PC Servers connected to IOPs.

Communications Base
Base protocol information for each communications line that is
varied on.

Communications Station
Information for each station that is varied on for certain
communication lines. Protocols supporting this data are Token
Ring, Ethernet, DDI, Frame Relay, and X.25.

Communications SAP
Service Access Point (SAP) information for each configured
SAP within varied-on Token Ring, Ethernet, DDI, and Frame
Relay communications lines.

Extended Adaptive Cache
Collection of Extended Adaptive Cache Simulator data for those
adapters supporting this function. Extended Adaptive Cache
Simulator is available on V4R4 systems with #2748 1/0
Adapters, which also support Extended Adaptive Cache itself.
The data reported for the Disk Storage category reflects the
performance improvements that would result from installing one
or more read cache devices. To view or change the cache size
to be simulated, after clicking Add to add this category to your
collection profile, click Advanced. For pointers to additional
information on Extended Adaptive Cache, click on Help.

8.6 Performance collections and the Scheduler

As mentioned in the introduction of this chapter, the reduction in collection
overhead makes it practical in many cases for you to collect performance data on
a continuous basis. See 8.7, “Starting Collection Services automatically” on page
146, for ways to do this.

However, if you should require the capability, Management Central provides a
quick and easy way to schedule your Performance collections. You may choose
to use the Scheduler to temporarily override your normal collection policy for
some specific purpose. For example, you may need a collection with greater
granularity than that which you normally collect, on a particular day at a particular
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time, for a purpose such as problem resolution or capacity planning. The
Scheduler enables you to set this up beforehand.

In the Start Collection Services window, click the Schedule button to open the
Management Central Scheduler window, which is shown in Figure 113.

Management Central Scheduler HE |

—When ta run — Date to ztark
 Dnce [06 /247 1999 =
£ Draily
 wieekly: IThursda_l,l j — Time ta stark
C Monthly [Pt ey = [09: 25 04 oM =
— Surnmary
Fun once starting on 6/24/33 at 3.26:04 Ak,

k. I Cancel Help

Figure 113. Management Central Scheduler: Scheduling a performance collection

The Scheduler provides you with the following options in the When to Run panel:
Once The task runs a single time beginning at the specified date and time.

Daily The task runs every day at the specified time beginning on the
specified date.

Weekly The task runs every week at the specified time and day beginning on
the specified date. You may either accept the default (today's date)
or specify the day of the week when you want the task to run.

Monthly The task runs every month at the specified time and day beginning
on the specified date. You may either accept the default (today's
date) or specify a day of the month (1 through 31), First day, or Last
day.

Of these options, the first option, Once, is appropriate to select when submitting a
performance collection. When the option is submitted, performance collections
continue to run around the clock, as long as the AS/400 system is available, until
you end them. There is no parameter by which you can specify the duration of a
performance collection in Collection Services. See also 8.13, “Collection Services
or STRPFRMON?” on page 162.

You should use the Daily, Weekly, or Monthly options to schedule performance
collections only if you also schedule a second task to end the collection at
corresponding intervals. For example, you may wish to collect performance data
of two hours duration for each day, during the period when your AS/400 systems
may be at peak load. To do this, you can schedule a performance collection to
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commence Daily at 11:00 AM. To schedule another task which will end this
performance collection Daily at 1:00 PM, perform these steps:

1. Expand Configuration and Service for the appropriate system.

2. Right-click Collection Services and select Stop Collecting to open the Stop
Collection Services window shown in Figure 114.

Stop Collection Services EE |

Collection Services will be ztopped on the fallowing:

E ndpoint System | Drescription

B pso5

Cancel | Help |

Figure 114. Stop Collection Services window

3. Click on Schedule to open the Management Central Scheduler window and
complete it as shown in Figure 115.

Management Central 5cheduler |
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Fun daily starting an 7/20099 at 1:00:00 P.
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Figure 115. Management Central Scheduler window: Scheduling stop collecting

4. Click OK to submit the task to the scheduler.

See 8.6.1, “Example of a daily schedule” on page 144, for an example of another
reason to use the Daily option.
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If you select Weekly, you must also select the day of the week from the
drop-down list.

If you select Monthly, you must also select the day of the month from the
drop-down list.

Complete the Date to Start field. This is the date when the task will first run,
corresponding to the QDATE system value on the AS/400 system. Click on the
month, day or year portions of the field and use the scroll buttons, or just enter
the desired date.

Complete the Time to Start field in the same way. This is the time when the task
will first run, corresponding to the QTIME system value on the AS/400 system.

— Note

If the scheduling of a task crosses a boundary from standard time to daylight
savings time or from daylight savings time to standard time, the Time to Start
may be an hour later or earlier than expected. See also 8.8, “Time zone
considerations” on page 150.

When you click OK, a Start Collection Services task is scheduled. You can select
the task under Scheduled Tasks in the Operations Navigator window and view
the status of the task on any system or group. When the start task is completed,
Collection Services begins collecting performance data and storing it in a new
collection object.

8.6.1 Example of a daily schedule

144

When PM/400 is active on your AS/400 system, if you need to collect
performance data at smaller intervals than the 15 minutes required by PM/400,
the scheduler provides you with a way to automate the needed circumvention.
See 8.12, “Coexisting with PM/400” on page 159, for a further explanation of this
requirement. You need to start the collection again daily just after the time
specified in the Time to synchronize cycle field.

To do this, follow these steps:

1. Click on Configuration and Service under the AS/400 system on which
performance data is being collected. Right-click on Collection Services, and
then click on Start Collecting.

2. On the Start Collection Services window, check the Cycle collection if
already started field and select a Frequency to cycle collections of 24
hours. Select the required collection interval, ensure that the other values are
correct, and click on Schedule.

3. On the Management Central Scheduler window, select Daily and the
appropriate time. Figure 116 on page 145 shows an example of this window.
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Figure 116. Scheduler window: Scheduling daily Start Collection Services

4. Click on OK.

You can examine the details of this submitted task in the following way:

1. Click on Scheduled Tasks to see the entry for the task, as shown in Figure
117.
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Figure 117. Scheduled tasks displayed

2. Right-click on the Start Collection Services entry, and click on Properties to
view the window shown in Figure 118 on page 146.
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Figure 118. Start Collection Services: Properties window

3. Click on Cancel or OK to exit.

8.7 Starting Collection Services automatically

To start Collection Services automatically whenever the AS/400 system is started,
you can include a call to the QYPSSTRC (Start Collector) APl in your startup
program (identified by the QSTRUPPGM system value).

Another way to start Collection Services automatically is to add an autostart job
entry to the QSYSWRK subsystem.

8.7.1 Adding an autostart job entry on a single system

To add an autostart job entry on a single system using Management Central,
follow these steps:

1. In AS/400 Operations Navigator, expand Management Central.
2. Select AS/400 Endpoint Systems.

3. In the right panel, right-click the system where you want to automatically start
Collection Services, and select Run Command. The Run Command window
is shown in Figure 119 on page 147.
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Figure 119. Run Command window

4. For Command to run, specify the Create Job Description command as

follows:
CRTJOBD JOBD (name) RQSDTA (’ CALL QSYS/QYPSSTRC ('’ *PFRxxxxxx'' ''*STANDARDP'’
X’/00000000’ ") ') RTGDTA (QCMDI)

In this command statement, name is any name that is meaningful to you for the
job description and xcoox indicates six required spaces. The second
parameter *STANDARDP can be substituted with other values, such as
*STANDARD Of *MINIMUM. Please be aware that the length of the first and second
parameters must be 10 bytes, and upper case only.

5. Click Check Syntax to check the syntax of the command you entered. Correct
any errors, and then click OK to run the command.

6. Right-click the system and select Run Command again.

7. For Command to run, specify the Add Autostart Job Entry command as
follows:

ADDAJE SBSD (QSYSWRK) JOB (name) JOBD (jobdescription)

In this statement, name is any name that is meaningful to you for the Job name,
and jobdescription is the name of the Job description you just created.

8. Click OK to run the command.

The next time that the subsystem starts, Collection Services will start
automatically.

8.7.2 Adding an autostart job entry on multiple systems

Here is an easy way to add the Autostart Job Entry described in 8.7.1, “Adding an
autostart job entry on a single system” on page 146, to multiple systems, using
the Management Central Remote Command capability:

1. Under Management Central, expand Definitions. Right-click on Commands,
and select New Definition.

Collecting performance data 147



2. On the New Command Definition window create the crrgoBD command as
described in step 4 in 8.7.1, “Adding an autostart job entry on a single system”
on page 146. An example is shown in Figure 120.

Hew Command Definition EHE
General | Dptionsl Sharingl
Name: IEHTJDBD
Descriptior: IEleate Job Description for ADDMIE for Collection Services
Commard:
CRTJOBD JOBDADDAJEID] RASDTACALL OSYS/AAYPSSTRC ["“PFR - " ;l
"STAMDARDP" " ')
Check Syntax i Previous Commands... |
] | Cancel Help |

Figure 120. New Command Definition window: CRTJOBD example

3. Click the Check Syntax button. Correct any errors, and then click OK to
create the command.

4. Right-click on Commands, and select New Definition again.

5. On the New Command Definition window, create the appaJeE command as
described in step 7 in 8.7.1, “Adding an autostart job entry on a single system”
on page 146. An example is shown in Figure 121 on page 149.
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New Command Definition K Ed

General | Dptinnsl Sharingl
Marie: IADD.L‘-JE
Description: IAdd Autostart Job Entry for Collection Services
Command:
ADDAJE SBSDIOSYSWRE)JOBBDDAIE) JOBDADDAJEID) ;l
=
Check Syntax i Previous Commands... |
0 | Cancel Help |

Figure 121. New Command Definition window: ADDAJE example

6. Click the Check Syntax button. Correct any errors, and then click OK to
create the command.

7. Now click Commands. In the right-hand panel, double-click on the name of
the job you created to create the job description (crTJorD in the example).

8. In the left-hand panel of the Run Command window shown in Figure 122,
expand AS/400 Endpoint systems and AS/400 System Groups. Select the
systems or groups on which you will run the command, and click Add to

include them.
Run ‘CRTJOBD" EE
Available systems and groups: Selected systems and groups:
AS 4000 Endpoint (B 4:25
: .-’-_\_5.#'4EID Systern Groups
& ITsCID0 il
Remove |
] 4 Schedule Cancel Help

Figure 122. Run Command window: CRTJOBD command selected
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9. Click OK or Schedule to run the command on the selected systems.

10.Repeat steps 7 through 9 for the appaJE command you created in steps 4
through 6.

For further details on how to use the Management Central Remote Command
capability, refer to Chapter 3, “Running commands across multiple systems” on
page 39.

Another method to distribute and run these commands on multiple remote
systems is to place them in a batch job stream. Use Management Central’s
Object Distribution capability to distribute the batch job stream with an action of
SBMJOB or SBMDBJOB. For details on how to use Object Distribution, refer to
Chapter 4, “Packaging and sending objects” on page 51.

8.8 Time zone considerations
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When you review and analyze performance data, the actual local time of
collection can be significant. For example, you may need to be sure which data
was collected during the busiest period of the day, so that it represents the
heaviest workload experienced by the AS/400 system under review. For this
reason, if some of the AS/400 systems from which you collect performance data
are located in different time zones, there are some considerations of which you
should be aware:

* When you start Collection Services for a system group, it will start
simultaneously on all systems in the group. Any differences in system time
and date settings due to some systems being located in different time zones
will not be taken into account.

* If you start Collection Services using the Scheduler, the time at which the
Scheduler will start the task is based on the system time and date of the
AS/400 system selected as your central system in Management Central.

* The collection objects for each endpoint system will reflect start and end times
based on the QTIME and QUTCOFFSET (Coordinated universal time offset)
system values of that endpoint system. If the endpoint system is in a different
time zone from your Management Central client PC and these system values
are correctly set, the start and end times reported for collection objects will be
the times on the client PC. See the Figure 125 on page 154 for this scenario.
The times in the Started and Ended columns reflect the time on the client PC
no matter what system time the AS/400 system (AS25 in this case) has.

* The scheduling of a performance collection may cross a boundary from
standard time to daylight savings time or from daylight savings time to
standard time. If so, this time difference should be taken into account when
scheduling the start time. Otherwise, the actual start and end times may be an
hour later or earlier than expected. In addition, the start and end times
reported for collection objects will be affected by this difference unless the
QUTCOFFSET system value is adjusted each time the change to and from
daylight savings time takes effect.

For further information on the gurcorrseT system value, refer to 2.2.4,
“QUTCOFFSET system value” on page 14.
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8.9 Managing collections

You can review the collection parameters for an active or stopped collection. Click
Configuration and Service for the AS/400 system for which you wish to review
the collection properties. Then, right-click Collection Services and click
Properties to view the properties for the collection. This window also indicates
whether the collection is currently active or stopped.

To display the selected parameters for a collection at the time it was started, click
on Task Activity in Management Central. Then, right-click on the appropriate
Start Collection Services entry and click on Properties. Note that the displayed
values may no longer be current since they may have been changed for an active
collection.

You can change selected parameters in an active collection without first ending
the collection. Simply follow the steps described in 8.2, “Starting Collection
Services on a single system” on page 130. As described in that section, some
changes take effect immediately, while others require that you cycle the collection
to implement them.

Note that you can make the same changes from the Properties window. To enter
them in this way, right-click Collection Services, and click Properties. However,
none of these changes will take effect immediately when entered from this
window. You have to cycle the active collection to implement them.

8.9.1 Cycling collections

When a collection is cycled, no more data is added to the collection object and a
new collection object is created to store newly collected data. This prevents
collection objects from becoming too large. Cycling collections causes changes
made to the collection properties to take effect.

Active collections are automatically cycled at least once every 24 hours. You may
elect to have this happen as often as every hour. In addition, there are a number
of different ways you can immediately cycle collections:

* Right-click on Collection Services under the AS/400 system on which the
collection is active. Then click on Cycle Collection now.

* Right-click on Collection Services, and then click on Properties. Make a
change to the Properties of the active collection, and click Yes in response to
the dialog box that asks: Do you want to cycle collection now?

* Right-click on Collection Services, and then click on Start Collecting. Check
the Cycle again if already started field, and click OK.

* If you use Start Collection Services to change the Location to store collections
field value for an active collection, even if you do not check the Cycle
collection if already started field, the collection cycles when you click OK.

8.9.2 Stopping collections
To stop a performance collection, follow these steps:

1. Expand Configuration and Service for the appropriate system.

2. Right-click Collection Services and select Stop Collecting to open the Stop
Collection Services window, which is displayed in Figure 114 on page 143.
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3. Click OK to stop the collection immediately or Schedule to stop it at the
required time and day or date.

8.9.3 Managing collections for system groups

To check the status of a system group collection, right-click on the System Group
name. Move your cursor to highlight Collection Services, and then click on
Status. The Collection Services Status display is shown in Figure 123.

Collection Services Status - ITSCIDO K E
Owerall status: Started on 1 of 2 systems
Systerns and Groups Status
E—iﬁ? ITSCIDM Started on 1 of 2 systems
I— Aslh Stopped
- R Started

71299 10:21:49 &M

Fiefresh

Help |

Figure 123. Collection Services Status: ITSCIDO1 group displayed

You cannot view the properties for a system group collection. However, you can
view the properties of the collection for each individual system in the group. To do
so, expand the system group name, and then expand an endpoint system. Click
Configuration and service. Then right-click Collection services, and click
Properties to view the properties for the collection. Unless you change the
properties individually, the properties will be identical for all systems in the group.

In other respects, managing collections for system groups is described at the
beginning of this chapter.

8.10 Managing collection objects
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Once you start Collection Services, collection objects are automatically created
on your AS/400 system in the specified library. Each collection is stored in a
single object. You can view a list of these objects. You can also control how the
list of collection objects for a particular collection will be refreshed, or updated. To
do this, follow these steps:
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1. Expand Configuration and Service for the AS/400 system from which
performance data is being collected.

2. Right-click on Collection Services, and click on Properties.

3. Click the Refresh tab to view the page as shown in Figure 124.

Collection Services Properties - As25 EE3

Generall Datato Collect  Fefresh |

Automatic refresh optiohs:

¥ iRefresh contents eveny time list is displayed

[T Timed refresh

I 503: Minutes between start of automatic refreshes

0k I Cancel Help

Figure 124. Collection Services Properties window: Refresh page

4. By default, no automatic refresh options are selected. This means that you
must manually refresh the list by selecting Refresh from the View menu,
clicking the Refresh toolbar button, or pressing F5. If you wish to have the list
automatically refreshed, you can choose from the options shown:

* Refresh contents every time list is displayed: Select this option to
refresh the list every time it is displayed. If you do not select this option, the
contents of the list will not change until you manually refresh it or specify
timed refresh.

* Timed refresh: Select this option to specify a time frame in which to
automatically refresh the list that is opened or displayed. The list must be
opened or displayed for the timed refresh to occur. Specify a value of 1 to
1440 minutes.

5. Click on OK.

For each collection object you can display a summary of the data it contains. You
can also delete a collection object. If the collection object is in Collecting status,
you have the option to cycle the collection immediately. In addition, you can
choose to create database files from any collection object. To perform any of
these actions, complete these steps:
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1. Expand Configuration and Service for the AS/400 system from which

performance data is being collected.

2. Click Collection Services to see a display similar to the example shown in

Figure 125.

3 AS 7400 Dperations Mavigator

File Edit “iew Options Help

blo)| Gi s|Es]

B minutes old

=) Ag2h

| Central Spstem: As25 | Az2h: Collection Services
EI--EIL,.‘ Management Central [4:25) Collection Mame | Statuzs | Started | Ended
----- L Task ctivity (% 179155046 Cycled 6/28/99 350:47 PM 6/28/99 5:15:02 PM
----- 2 Scheduled Tasks (F 0179180030 Cycled £/28/99 :00:30 PM 6/28/99 7:15:01 PM
EJ"- Defiritions (#0179200033  Cycled £/28/99 2:00:33 PM £/28/99 315:01 PM
Monitors (F 0179220057 Cycled £/28/99 10:00:37 PM £/28/93 11:15:01 PM
=5 B A3/400 Endpoint Systems (# 0180000417 Cycled £/29/39 12:04:17 AM £/23/39 9.05:39 AM
- Cycled B/23/39 51548 AM B/29/3312:00:01 PM
i T Collecting £/29/99 12:00:05 P

Configuration and Service
Hardware Inventary
[ Software Inventory
: (& Fires lrvventony
B} Collection Services
B As25h
{8 AS/400 Spstem Groups
F-B My 457400 Connections

=

| |

Dizplays the properties of the selected items.

i
Z

Figure 125. Collection Objects display

Collection names for existing collection objects are displayed, together with

current status and times started and ended.

3. Use the horizontal scroll bar at the bottom of the display to see the fields

shown in Figure 126 on page 155.

For each collection object, the expiration date, AS/400 system library in which

it is store, and object size are displayed.
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3 AS 7400 Dperations Mavigator

File Edit “iew Options Help
DOEEEEED ]
| Central Systemn: As25 | Az25 Collection Services
EI--EIL,.‘ Management Central [4525) d | Lacatian | Size |
""" Tl Task Activity /99 5:15:02 P £/30/99 5:15:02 PM OMPGDATA 1ME
----- T2 Scheduled Tasks 499 7:15:01 FM £/30/93 7:15:01 PM OMPGDATA 1 ME
iz [E] Defirtions 499 91501 P 6/30/99 315:01 P OMPGDATA, 1 M
""" Moritors . 99 11:15:01 PM £/30/93 11:15:01 PM OMPGDATA 1ME
=8 AS”iﬂgsEndW'”‘ Systems /93 3:05:33 A 7/1/33 305:33 AM AMPGDATA 7MB
AS2D 99 12:00:01 PM 7/6/9912:00:01 PM OMPGDATA 2MB
ol s
VB aas OMPGDATA 13ME
Configuration and Service
¥ Hardware Inventory
[ Software Inventory
+ (& Fires lrvventony
B8 Collection Services
B As25h
-8 AS5/400 System Groups
F-B My 457400 Connections
Kl N I
Dizplays the properties of the selected items. hy i

Figure 126. Collection Objects display: Right side

Note

No Ended or Expiration dates and times appear while a collection is still

active, as can be seen in the last entry in Figure 125 and Figure 126.

4. Right-click the collection object you want to examine. The options presented

to you include:

» Create Database Files (see 8.11, “Creating database files” on page 157)

* Properties

Cycle Collection Now (presented if status is Collecting)
Delete (presented if status is Cycled)

5. Make the appropriate selection. If you wish to review the characteristics of the

data in the collection object, select Properties. Select the Data Summary

page, shown in Figure 127 on page 156, to view the categories of data
collected in this collection object, as well as the intervals at which they were

collected.
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General [ata Summary |

'0176125755" Properties - As2b

Categomy | Started | Stopped | Frequency
Systern Bus E/25/33 12:57-56 P E/25/33 1:23:53 P Ewery B minutes
Storage Pool BE/25/93 12:57.56 PM E/25/33 1:23:09 P Every B minutes
Storage Pool Tuning B/25/93 12:57.56 PM B/25/93 1:29:59 P Every B minutes
Hardware Configuration  B/25/99 12:57.56 PM B/25,/99 1:29:59 PM Start of cycle
Subsystem B/25,/99 12:57.56 PM B/25,/99 1:30:00 P End af cycle
Syztern CPU E/25/99 12:57:56 PM E/25/39 1:29:59 P Evern B minutes
System-Level Data E/25/33 12:57-56 P E/25/33 1:23:53 P Ewery B minutes
Job Ml E/25/33 12:57:56 PM E/25/33 1:23:53 P Every B minutes
Job 05400 E/25/3312:57.56 P E/25/33 1:23:53 Pt Every B minutes
SHADS Transaction B/25,/99 12:57.56 PM B/25,/99 1:30:00 P Ewery B minutes
Dizk Storage B/25,/99 12:57.56 PM B/25,/99 1:29:59 P Ewery B minutes
I0P E/25/99 12:57:56 PM E/25/39 1:29:59 P Evern B minutes
Integrated PC Server E/25/33 12:57.56 P E/25/33 1:23:53 P Ewery B minutes
Communication Baze BE/25/93 12:57.56 PM E/25/33 1:23:09 P Every B minutes
Communication Station B/25/93 12:57.56 PM B/25/93 1:30:00 P Every B minutes
Communication SAP B/25,/99 12:57.56 PM B/25,/99 1:30:00 P Ewery B minutes
Local Responze Time B/25,/99 12:57.56 PM B/25,/99 1:29:59 P Ewery B minutes
APPM E/25/99 12:57:56 PM E/25/39 1:29:59 P Evern B minutes
SMa E/25,/99 12:57:56 PM E/25/99 1:29:59 Pt Ewern B minutes
1] | |

Ok I Cancel | Help |

Figure 127. Collection Properties: Data summary page

6. To exit, click either the OK or the Cancel button.

8.10.1 Why use collection objects in addition to database files

There are a number of advantages to having the data first placed in a collection

object before it is exported to database files:
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¢ The collection overhead is lower.

* Because you can manage the collection objects separately from the database
files, you can collect your performance data in small collection intervals (such
as five-minute intervals) and then create your database files with a longer
sampling interval (such as 15-minute intervals).

* From a single collection object, you can create many different sets of
database files for different purposes, by specifying different data categories,
different ranges of time, and different sampling intervals.

For example, you may collect performance data on the entire set of categories
(all data, or the Standard plus protocol profile) in five-minute collection
intervals for 24 hours. From that one collection object, you can create different
sets of database files for different purposes. You can create one set of
database files to run your normal daily performance reports. These files may
contain data from all categories with a sampling interval of 15 minutes. Then,
to analyze a particular performance problem, you can create another set of
database files. These files may contain only data for a single category that you
need to analyze, a specific time period within the 24 hours, and a more
granular sampling interval of five minutes.
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8.10.2 Retaining and deleting collection objects

Collection objects are retained until their expiration date has passed. The
expiration date for each collection object is shown on the Properties page for that
collection object. To keep the object on the system longer, you simply change the
date on the Properties page. To do so, expand Configuration and Service for
the AS/400 system from which the data was collected, and select Collection
Services. Right-click any collection object in the list and select Properties to see
or change the Expiration date for that collection. You can also select None as the
Expiration date if you do not want Collection Services to delete your collection
objects for you.

Collection Services deletes only cycled collection objects. A status of Cycled
means that Collection Services has stopped collecting data and storing it in the
object. The status of each collection object is shown in the list of collection
objects when you expand Configuration and Service and select Collection
Services. Collection Services deletes the expired collection objects the next time
it starts or cycles a collection after the expiration date and time.

You can also immediately delete a collection object from the system. To do so,
right-click on the collection object you wish to delete, and click Delete.

8.11 Creating database files

Collection Services places the data you collected into collection objects. To use
this data with the Performance Tools for AS/400 licensed program (5769-PT1) or
other applications, you must first place the data in a special set of database files.

You can create these database files in two ways. You can create them
automatically up front as you start the collection of performance data. If you are
also using PM/400, this is the method to use (see 8.12, “Coexisting with PM/400”
on page 159, for a further explanation). Alternatively, to achieve all the
advantages described in 8.10.1, “Why use collection objects in addition to
database files” on page 156, you can create them later when you wish to export
data to them from an existing collection object.

These methods are described in the following section, and in 8.11.2, “Creating
database files later” on page 157.

8.11.1 Creating database files at the start of data collection

To create database files automatically as data is collected, simply select Create
database files during collection on the Start Collection Services window. In
addition to the collection object, the database files are created and the data is
exported to them. The collection object is retained for the period you specified.
During that period, you have the option to export the data again to new or existing
database file members as often as you wish. You can also vary your selection of
the data you export.

8.11.2 Creating database files later

To export performance data from an existing collection object to database files,
follow these steps:

1. Expand Configuration and Service for the AS/400 system from which
performance data is being collected.
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2. Click Collection Services.

3. Right-click the collection object from which you want to export data to
database files.

4. You can first select Properties to display the characteristics of the data in the
collection object. On the Data Properties page, shown in Figure 127 on page
156, you can see the categories of data collected in this collection object as
well as the intervals at which they were collected. You can use this information
in selecting the data you will export. When you have reviewed this information,
click either the OK or the Cancel button.

5. Right-click the collection object again and select Create Database Files. The
Create Database Files window is shown in Figure 128.

Create Database Files from "0176125755" - As25 Ell:!
Member to create: |a1 TE125755

Path: IHQSYS.LIBHQMF‘GDE—'«T.&.LIB Browse... |

[rata to include:

Category | -

—Range of data
Fii 05 / 25/ 1993 = 1257 55 PM =

Tao: 0B /25 / 1333 | 01 :30: 00 PM 7

— Sampling interval

8 |15 3: seconds
g |15 3: minLtes

0k I Cancel Help

Figure 128. Create database files window

6. Complete this window as follows:

a. In the Member to create field, the default value is the name of the
collection object. You can create database files and file members from the
same collection object multiple times. If you specify the name of a
database file member that already exists, the new data will overwrite the
old data. For this reason, you should normally enter a unique name for
each member.

b. The Path defaults to that in which the collection object was stored. If you
wish to store the database files elsewhere, click Browse to select from the
list of existing libraries on your AS/400 system.
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c. In the Data to include panel, select the categories from the collection
object to be included in the database files. By default all categories are
selected. Refer to 8.5, “Performance data categories” on page 140, for
descriptions of these categories.

* To select one category, click on that category.

* To select several individual categories, hold down the Control key and
click on each category you want to include.

* To select a consecutive list of categories, hold down the Shift key and
click on the first and last categories in the list.

d. In the Range of data panel, you can select a different time period, as long
as it is within the range contained in this collection object.

—— Note

If your Management Central client PC is in a different time zone than the
endpoint system, take the time difference into account. For example, the
client PC may be in Pacific Standard Time and the endpoint system is in
Central Standard Time. The time shown in the window, such as 8:00 AM,
means 10:00 AM on the endpoint system.

e. In the Sampling interval panel, you can select a different sampling
interval, as long as it is a longer interval than the interval contained in this
collection object.

7. Click OK.

You can now use the database files you created with the Performance Tools for
AS/400 licensed program (5769-PT1) or other applications.

8.12 Coexisting with PM/400

PM/400 uses Collection Services in the same way that it previously used the
0S/400 Performance monitor. There are some implications of which you should
be aware:

¢ If Collection Services is ended and PM/400 is active, on the hour, PM/400 will
start it using the parameters required by PM/400. The message MPH7503: The
performance monitor is not running. PM/400 requires the performance monitor
to be running appears in the AS/400 system QSYSOPR message queue.

* The Location to store collections field will default to the value that PM/400 is
configured to store when PM/400 is active. The default value of PM/400 is
/QSYS.LIB/QMPGDATA.LIB. If you want to use a different library, you can change
the PM/400 value:

a. Type co pm400 on the 5250 command screen.
b. Select Option 6, Work with PM/400 customization.
c. Change the library name in the field Performance data library.

* The Default collection interval field defaults to the value of 15 minutes when
PM/400 is active. If you change this field to another (greater or smaller) value,
for example 30 minutes or five minutes, on the hour, PM/400 will change this
value back to 15 minutes. Display Collection Services Properties to see this
change. However, the change does not take effect, unless another change
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which takes effect immediately, or which causes the collection to cycle, is
made at the same time (see 8.12.1, “Example of changes made by PM/400”
on page 160). After the hour, click on the collection object and select
Properties to see that the active collection interval remains unchanged. The
collection continues to collect data at the smaller interval you specified, until
the next time the collection is cycled or changed. The collection will not cycle
until required to do so by the Frequency to cycle collections and Time to
synchronize cycle values, unless required to do so before then because of
other changes.

If you require that performance data be continuously collected at a shorter
interval than 15 minutes while PM/400 is active, do the following tasks to reset
this value after the collection is cycled:

a. Set the Frequency to cycle collections value to 24 hours.

b. Start the collection again just after the time specified in the Time to
synchronize cycle field. Select the Cycle collection if already started
field and the required Default collection interval.

You can automate this procedure using the scheduler (refer to 8.6.1, “Example
of a daily schedule” on page 144, for details).

When making other changes to the collection, you should also keep in mind
that they will cause any pending change of the Default collection interval field
to take effect as described above.

— Note

You need do not need to take any of these measures to ensure a collection
interval that is longerthan 15 minutes. You can always create database files
with longer intervals than those in the collection object, as long as you
retain the collection object.

When PM/400 is active, the Create database files during collection field is
checked as the default. If you change this, on the hour, PM/400 will change it
back. The change will take effect immediately. The collection will not cycle
(unless required to do so for other reasons).

The Collection profile to use field defaults to the value Standard plus protocol
when PM/400 is active. If you change this to any other value, on the hour,
PM/400 will change it back. This is the case even if you select Custom and
include all categories. The change will immediately be active. The collection
will not cycle (unless required to do so for other reasons). Note that the only
category excluded from this profile is Extended Adaptive Cache.

8.12.1 Example of changes made by PM/400
Here is an example of how PM/400 makes some of these changes:
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1.

On the Collection Services Properties — General page, select a Frequency to
cycle collections value of 1 hour and a Default collection interval of 30
minutes.

On the Collection Services Properties — Data to Collect page, select Minimum
as the Collection profile to use. Click OK.

Start Collection Services.
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4. After the QHOUR system value of the AS/400 system on which the data is
being collected reaches the next hour, right-click Collection Services and

click on Open (or double-click Collection Services). Right-click the current
collection and click on Properties. Then, click on the Data Summary page to
see data similar to what is shown in Figure 129.

"‘3180091548° Properties - AsZ25 EH
General  D'ata Summary |
Cateqgory | Started | Stopped | Frequency =
Syztem Bus E/29/93 21548 A4 B/29/39 10:00:07 Abd Every 30 mit
Syztem Bus E/29/99 10:00:07 AM B/29/39 12:00:00 P Ewery 15 mit
Storage Pool E/29/93 21548 A4 B/29/39 10:00:07 Abd Every 30 mit
Storage Pool E/29/99 10:00:07 AM B/29/39 12:00:00 P Ewery 15 mit
Storage Pool Tuning E/29/99 10:00:07 AM B/29/3912:00:071 P Ewery 15 mit
Hardware Configuration  5/29/93 3:15:48 AM 6/29/9912:00:01 PM Start of cych
Subsystem E/29/93 10:00:01 AM 6/29/9912:00:01 PM End of cycle
System CPU E/29/93 3:15:48 AM B/29/9910:00:01 Ak Every 30 mir
System CPU E/29/93 10:00:07 Ak £/29/9912:00:00 P Every 15 mir
Systemn-Level Data E/29,/93 3:15:48 AM G/29/99 10:00:01 Ak Evvery 30 mir
Systemn-Level Data E/29/93 10:00:01 AM £/29/99 12:00:00 PM Every 15 mir
Job M E/29/93 3:15:48 AM B/29/9910:00:01 Ak Every 30 mir
Job M E/29/93 10:00:07 Ak £/29/9912:00:01 P Every 15 mir
Job 05400 E/29/93 3:15:48 AM B/29/9910:00:01 Ak Every 30 mir
Job 05400 E/29/93 10:00:07 Ak £/29/9912:00:00 P Every 15 mir
SMNADS Transaction E/29/93 10:00:01 AM 6/29/9912:00:01 PM Every 15 mir
Dizk Storage E/29,/93 3:15:48 AM 6/29/9912:00:01 PM Every 5 mirn__|
ap E/29/93 3:15:48 AM £/29/9912:00:01 P Every 5 mint
Integrated PC Server E/29/93 10:00:01 AM 6/29/9912:00:01 PM Evwvery 5 min
Communication Base E/29/93 10:00:01 AM 6/29/9912:00:01 PM Every 15 mir
Communication Station E/29/93 10:00:01 AM 6/29/9912:00:01 PM Every 15 mit -
4| | Q|
] I Cancel I Help |

Figure 129. Change to collection made by PM/400

Note that for each collection category in the Minimum profile, there are now

two entries: an earlier one showing the frequency of 30 minutes that you

selected and a later one with a frequency of 15 minutes as required by
PM/400. In addition, there are now entries for the additional categories in the
Standard plus protocol profile.

The reason for this is that PM/400 changed the collection category from
Minimum to Standard plus protocol. Because this change takes effect

immediately, the default collection interval was also changed with immediate
effect. Because the collection was not cycled, entries made before and after
the change appear in the same collection object.

5. Click Cancel to exit from this display.
6. Now right-click Collection Services, and select Properties.

Note that the default interval has changed to 15 minutes and the default
collection profile has changed to Standard plus protocol.

8.12.2 Recommendations

In view of the considerations in the previous section, when PM/400 is active, you
should use the defaults for PM/400 wherever possible in your collections, to avoid
unexpected results:
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Ensure that Collection Services runs continuously.

Select a Default collection interval of 15 minutes or less.

Select the Standard plus protocol profile.

Avoid making interim changes to collection parameters while PM/400 is active.

A

If you need to collect Extended Adaptive Cache data for a period of an hour or
longer, you should end PM/400 first to prevent any unwanted changes to your
collection profile. To do so, on an AS/400 system command line, enter the
following command to end the PM/400 subsystem:

ENDSBS SBS (Q1PGSCH) OPTION (*IMMED)

When you have completed your collection, to start PM/400 again, enter the
following command on an AS/400 system command line:

STRSBS SBSD (QMPGLIB/Q1PGSCH)

8.13 Collection Services or STRPFRMON

162

There are some situations in which you may still want to use the "green screen"
STRPFRMON command. Here are some examples and their alternatives with
Collection Services:

e If you need to run a trace, the sTrrFRMON command provides the capability to
select this option. To start the trace function without sTrRpFrRMON cOmMmand, you
can use TRCINT command. An example of this command to start the trace is:

TRCINT SET (*ON) TRCTYPE (*TTPERF *MPL *TNS)

See Appendix A in Work Management V4R4, SC41-5306, for more
information.

* If you wish to collect performance data once for a specified period, for
example two hours, without having to submit both a Start and a Stop task to
the Scheduler, the sTreFrRMON cOmmand provides this capability. To achieve the
same result, you can use the scheduling function of Management Central. See
8.6, “Performance collections and the Scheduler” on page 141, for scheduling.
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Chapter 9. Advanced Job Scheduler

Management Central has its standard job scheduler. However, you can use
another job scheduling function from Management Central when the central
system has the IBM Advanced Job Scheduler installed. The IBM Advanced Job
Scheduler is a separately purchased licensed program (5769-JS1) and needs to
be installed separately on the central system and the PC to use it with
Management Central. It provides a more robust type of scheduling than the
Management Central Scheduler. When the Advanced Job Scheduler is installed,
it overrides the Management Central job scheduler.

There are two steps involved in using Advanced Job Scheduler with Management
Central. The licensed program product (5769-JS1) must be installed on the
AS/400 system. You must also install Advanced Job Scheduler as an option
under AS/400 Operations Navigator from the Client Access install menu. If more
than one PC in the organization is using Management Central, each PC must
have Advanced Job Scheduler installed.

Once you install Advanced Job Scheduler, you should no longer use the
Scheduled Tasks container under Management Central to manipulate your tasks.
You should use Scheduled Jobs under Advanced Job Scheduler.

Management Central tasks do not require the licensed program 5769-JS1 on
each endpoint system. When Advanced Job Scheduler is installed on the central
system, any jobs or tasks that are defined on that system gather any job
information needed from the central system. You must set up all your job run
attributes, applications, distribution lists, and other job definition information on
the central system.

If systems in your network have Advanced Job Scheduler installed, you can
schedule tasks outside of Management Central. Under My AS/400 Connections
in Operations Navigator, expand Job Management to gain access to Advanced
Job Scheduler on that system. You can schedule tasks on only that system. You
will not be able to select from a list of systems to run the task.

Be aware that Advanced Job Scheduler uses the time on the PC for the
scheduled time. It does not use the time on the central AS/400 or the endpoint
system. If the time on the PC is behind the AS/400 time, it is possible to schedule
a job that never runs. For example, if the current AS/400 time is 11:30 a.m. and
the current PC time is 11:25 a.m., a job scheduled to run at 11:28 a.m. will not run
since the time has already passed on the AS/400 system. Ensure that any job
scheduled using Advanced Job Scheduler through Operations Navigator or
Management Central has a run time that has not already passed on the AS/400
system.

The Advanced Job Scheduler graphical user interface (GUI) allows you to access
many of the functions available. It allows you to:

e Schedule jobs

e Create groups

* Work with groups

* Submit jobs and groups immediately
* Jobs can be "edited" into groups
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* Display the status of jobs
* Create calendars and holiday calendars

Some tasks must still be done from the standard AS/400 green screen,
regardless if you are using Advanced Job Scheduler from My AS/400
Connections or Management Central. They include:

e Commands:

— Start the job monitor

— End the job monitor

— Reset all jobs at once

— Start the console monitor

These commands can be executed by using the run command in Management
Central.

* Display:

— Run calendar
—Job scheduler log

¢ Updating:

— Report distribution IDs and other report distribution related items
— Job control defaults

— Some system controls

— Functional and job authorities

—Job documentation

—Job local data area

— Fiscal calendars

For more information about Advanced Job Scheduler and how to use it, see the
Advanced Job Scheduler topic in the AS/400 Information Center on the Web at:
http://publib.boulder.ibm.com/html/as400/infocenter.htm

From the Information Center home page, click Go. Starting on the Welcome page
that appears, follow these links: Operations Navigator-> Management
Central->Managing AS/400 Systems->Doing your tasks-> Scheduling tasks
or jobs.

9.1 Installing Advanced Job Scheduler
Client Access Express, Operations Navigator, and Management Central must all
be installed on the PC before you can install Advanced Job Scheduler.
To install Advanced Job Scheduler, follow this procedure:

1. From the AS/400 system, use the Restore Licensed Program (RSTLICPGM)
command or co LIcpaM, or option 11 to install the Job Scheduler licensed
program (5769-JS1).

2. From Operations Navigator, expand My AS/400 Connections and expand
the AS/400 that has the Job Scheduler licensed program installed.

3. Expand File Systems.
4. Expand Integrated File Systems.
5. Expand Root.
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Expand QIBM.

Expand Proddata.

Expand GUI Plugins.

Drag and drop the IBM.AdvJobScheduler to your desktop. You can make a

temporary directory on the local PC drive, net drive, or net server to copy the
files.

10.Close Operations Navigator.
11.Start IBM AS/400 Client Access Express.

a.
b.

C.

h.

Choose Selective Setup.
Click Next.

Use the Source Directory c:\WINDOWS\Desktop\IBM.AdvJobScheduler (for
Windows 95) or c:\WINNT\Desktop\IBM.AdvJobScheduler (for Windows NT).
Or, use the path that specifies where the IBM.AdvJobScheduler folder is
located. If you are using a network drive or a net server, you may need to
check with your network administrator for the correct path.

. Click Next.

Expand AS/400 Operations Navigator.

Select Advanced Job Scheduler. This may be the last item in the
Operations Navigator options.

. Select Next. The Install Completed window appears. Select Next. Several

status windows come and go while the installation is taking place.
A warning dialog box may appear. Click OK.

Select Finish to complete and exit the setup. Close the readme file.

12.After the installation has completed, restart AS/400 Operations Navigator.
Expand Management Central. Click on Scan Now in response to the
message that has detected a new component being installed. You may see
this window again when you access systems from My AS/400 Connections.

13.You should see an Advanced Job Scheduler container appear under the
Management Central. See Figure 130 on page 166 for an example.
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3 AS/400 Dperations Mavigator
File Edit “ew DOptions Help
é’{; ||E| Xll Cﬁ Ql 0 minutes old
| Central Systerm: Az25 | Management Central [(A:25): Adwanced Job Scheduler
E--@ Management Central [A:25) Mame | Drezcription
Tl Task Activin C@ Scheduled Jobs AS/400 Scheduled Jobs
@ Scheduled Tasks Job Groups A5/400 Job Groups
Drsfiritions TE Scheduled Job Activity A5/400 5 cheduler Activity
M onitors
Bl 25400 Endpoint Systerns
ASA00 Spstem Groups
ced Job Scheduler:
‘-3 Scheduled Jobs
: Job Groups
LT scheduled Job Activity
=B My A5 400 Connections
o @l As05
B As20
B A:25
- B As25h < | _yl
[ [1-30f 3 object(s] | Retrigving lit informatior ... A

Figure 130. Advanced Job Scheduler container under Management Central

9.2 Using the Advanced Job Scheduler in Management Central

Advanced Job Scheduler can be used to schedule any task, command, or
package definition that has the Schedule button available. The following example
shows how to schedule a command.

Help is available for windows and fields. Press the Help button to receive
additional information about the function you are performing. If the window has a
? in the upper right hand, you can click on the ?, move the cursor (along with the
?), and click on the field for additional help.

9.2.1 Example of using Advanced Job Scheduler to schedule a task
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You can use Advanced Job Scheduler to schedule an existing command to run
once or multiple times based on specific criteria.

To schedule an existing command, complete the following steps:

1. Expand Definitions under Management Central, and select Command.

2. Right-click on an existing command shown in the right-hand panel and select

Run. A screen appears similar to the example shown in Figure 131 on page
167.
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Run "dspsfwrsc’ K E3

Available systerns and groups: Selected systems and groups:
=B AS/400 Endpoint Systems [ EAs20
P Azl
o pas
Az

Az2Bh Femove |

B A5/400 Systern Groups

ak, I Schedule Cancel Help

Figure 131. Run display

Select Add for the AS/400 endpoint systems or groups to run the command.

Select Schedule. A dialogue box similar to the example shown in Figure 132
appears. Note that this screen is different than the dialogue box displayed
when using the Management Central scheduler.

Mew Scheduled Job - As25 EHE
General | Schedulel Batch Informationl Notificationl Froblem Hecoveryl
Job name: ||
Type of job:
& Seheduled
 Horrscheduled
51 ltermate
Drescription: dzpsfirsc
Commands:
dzpsfirsc Ldd
Sdd Bazed i |
Hemove |
Eroperties |
Move llp |
[ e [avir |
Application: I = l
Report distribution list: I j'

QK I Cancel Help

Figure 132. Schedule display

5. Enter a job name. You must enter a job name to continue. You can give it any
meaningful name. You can select an application name from the pull-down
menu or a report distribution list name or both. These must already exist within
the Advanced Job Scheduler on the central system.

6. Select the Schedule tab. A window similar to the example in Figure 133 on
page 168 appears.
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New Scheduled Job - As25b

General Schedule | Batch Informationl Notificationl Froblem Hecoveryl

«IJune j» |1999 ﬁ  Times ta run
&' On specific imes:
Sun | Mon | Tue |Wed| Thu | Fri | Sat Wﬂ Add |
30|31 1| 2| 3|4]|5 =
11:56 &M Al EN— |
6| 7|89 |10|11]|12
13|14 |15]|16|17| 18| 19 LI
20| 21122123 |24| 25|26 ® Pzl -
27|28 B . s Fimurs
R 1 =l & minutes
Start time: 12:00 &M =|
0E/22/99 - |6/28/93 =
End time: 11:59 PM =|
Additional Calendars... | i
— Drates to run
Frequency: Dretails:
' On selected dates ™ Sunday
& ieekly |
' Monthly IV Tuesday
 Yearly [T Wednesday
™ Thursday
[ Friday
I | Select as working days ™ Saturday

QK I Cancel | Help

Figure 133. Advanced Job Scheduler selection window

7. The Schedule page provides you with a place to define when your new
scheduled job will run. Use Help for more information about the individual
fields. All information about the schedule is summarized in the Details box. If
the job is a non-scheduled job, the Schedule page will not be active.

8. Select each of the other three tabs:

e Batch Information
¢ Notification
* Problem Recovery

Change or review the parameters that control job information. When you have
completed your selections, select OK.

9. The message as shown in Figure 134 appears. Be aware that the schedule
confirmation display is the same as the one for Management Central
Scheduler. It says to look in Scheduled Tasks under Management Central.
You may see this job in the list, but we recommend that you use the
Scheduled Jobs under Advanced Job Scheduler instead. Click OK.

AS5/400 Operations Havigator

T azk 'dzpsfimrsc’ has been scheduled. Look in Scheduled T azks under
tanagement Central to view status and wark with this task.

W Show thiz message agairé

Figure 134. Schedule confirmation display

10.A window as shown in Figure 135 on page 169 appears. Click OK.
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Advanced Job Scheduler for AS/400 [E3

@ MNew Job Succeszsfully Created.

Figure 135. Creation confirmation display

9.2.2 Monitor your jobs

Once a job is started, use Task Activities under Management Central to
monitor its progress and completion. For more information about monitoring jobs,
see 2.10, “Viewing task activities” on page 35.

To view or change your scheduled jobs, expand Advanced Job Scheduler and
select Scheduled Jobs. You see a list of scheduled jobs. The right-hand display
shows you:

* Job name: The name given to this job

e Status: The status of the job

* Next run: Next scheduled run time

* Schedule: Type of schedule

e Group: Name of the group job

* Sequence: The sequence number within the group

» Description: The description given to the job on creation

We highly recommend that you use the Scheduled Jobs under the Advanced
Job Scheduler to view or change a schedule. Advanced Job Scheduler does not
update information in Scheduled Tasks under Management Central. It will
always display "Once" in the "When to Run" column. See Figure 136 on page
170.
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3 AS 7400 Dperations Mavigator

File Edit “iew Options Help

@I e ©| .l nggl |E| Xll @ll ol 2 minwtes old
| Central Spstem: As25 | Advanced Job Scheduler: Scheduled Jobs
El:lii Management Central [4525) Job Name | Status | Nest Fiun

T Task Activity 5 Dspshansc Ready to run 07/14/99, 9.57 AM

& Scheduled Tasks & Dapsfursc] Ready to un 07412499, 956 AM

Drefinitions

14 Moritors

AS5/400 Endpaint Systems

_'} AS5/400 Spstem Groups

Advanced Job Scheduler
=4 5 cheduled Jobs:

Job Groups

- My 45400 Connections

N — 2
[ [1-20f 2 abject(s) [ 4

Figure 136. Scheduled Jobs under Advanced Job Scheduler
Right-click on a task to view or change it. You can perform several functions from
this menu:

* Activity: Display the activity for the task, such as the completion status and
start and stop times

* New Based On: Create a new scheduled task based on the properties of the
existing one

* Copy: Allows you to copy a job from a system and paste it into a group

* Hold Schedule: Hold the task

* Release Schedule: Release a task that is held

» Skip Next Run: Prevent the task from running on the next scheduled run
* Run: Start the task immediately or schedule it for a different time

e Status: Display the status of the task while running

* Rename: Rename the scheduled job

* Delete: Delete the scheduled job

* Properties: Display or change the properties of the scheduled task

Information shown in Figure 136 on page 170 can be directly correlated to the
AS/400 WRKJOBJS screen. See Figure 137 on page 171.
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=l Session A - [24 x 80]
File Edit Transfer Appearance Communication Assist Window Help

IS[=] E3

) EEy | % = el e sl oy ,

PrtScm Copy | Paste Send | Recw Dizplay | Colar Map Fecord | Stop Play Guit Clipbrd | Supy
Work with Jobs ASZ25

7/23/99 15:41:35

Position to .

Type options, press Enter.

Starting characters

E=ReleasesReset

1=Add 2=Change 3=Hold 4=Remove A=Diszplay
T=Submit immediately 8=Change command list 9=Change job LDA ...
Joh Group Grp Schedule  Schedule  Schedule
Opt Mame MName Seq Status Date Time Code
DSPSFWRSC *MOME o *READY 72899 9:57 *DAILY
DSPSFWRSCL  *MNOME Q *READY 72699 9:56 *DAILY
Bottom
Farameters for options 2, 5, 7, 11, 12, 18, 19, 20 or command
F3=Exit F4=Prompt FS=Refresh F1l=Job statistics Fl2=Cancel
Fl3=Repeat Fl5=5ort date FZ3=More options FZ4=More keys
MAR a gl 11,002

Connected to remote server/host AS25 using port 23

v

Figure 137. WRKJOBS screen

Make sure the task completes after the scheduled time. Select Task Activity.

Right-click on the task from the list and choose Status. To view the job log, select
one of the systems from the status window and right-click to select Task Output.

You can also click on the computer paper icon from the tool bar or click File ->

Task Output to view the job log. You may have a job log available, based on the
settings you specified when you created the job.

Advanced Job Scheduler
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Chapter 10. Advanced topics

This chapter discusses an advanced group of topics that includes Management
Central jobs, the logic behind discovering endpoint systems, how to publish the
inventory information to an LDAP server, and considerations for system
connection in Wide Area Network (WAN) environment.

10.1 Work management

This section describes Management Central jobs and how the server and client
communicate, as well as security considerations for controlling logging in an
endpoint system. We also provide information about discovering endpoint
systems and show you how to configure an LDAP server to publish the inventory
information.

10.1.1 How a Management Central server job works

© Copyright IBM Corp. 1999

You can start the Management Central server job on your AS/400 system by
using the following command:

STRTCPSVR SVR (*MGTC)
The name of the server job is QYPSSRV running in the QSYSWRK subsystem.

The QYPSSRYV job on the central system communicates with the QYPSSRYV job
on the endpoint systems. The endpoint system jobs submit other jobs for the

Management Central functions as shown in Table 10.

Table 10. Management Central jobs

Job name Description
QYPSPRC Management Central common service
QYPSBDTSVR Package and fixes distribution
QPMASERV Performance monitor API
QYPSRMTCMD Running command
QYPSGETINV Inventory collection
QYPSPTF Fixes management
QYPSPMCMD Performance monitor database conversion
QYPSAPI Management Central common service
QYIVPUBAGT Inventory collection for LDAP
QYPSPFRCOL Performance collection
QYPSDISCOV Discover system
QPMACLCT Performance monitor API

Operations Navigator communicates with a Management Central server job as

shown in Figure 138 on page 174.
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QYPSPRC QYPSPRC

QYPSBDTSVR QYPSBDTSVR
e e e 20 QPMASERV QPMASERV
QYPSRMTCMD QYPSRMTCMD
QYPSPTF QYPSPTF
QYPSPMCMD QYPSPMCMD
QYPSGETINV QYPSGETINV
QYPSAPI QYPSAPI
QYIVPUBAGT QYIVPUBAGT
QYPSPFRCOL QYPSPFRCOL
QYPSDISCOV QYPSDISCOV
QPMACLCT QPMACLCT
—> E:*;@ QYPSSRV @D QYPSSRV
Operations Navigator H

1.PC ---> CA server mapper
2.PC ---> CA signon server
3.PC ---> Remote command
Server
4.PC --> Management Central
Server (port 5555)

Central System Endpoint System

Figure 138. Management Central AS/400 jobs and port (non-SSL)

Before using the Management Central functions, you need to create the AS/400
connection for the central system. For the detailed steps to set up the connection
to the central system, refer to 2.2, “Setting up your central system” on page 12.
You do not need to create the AS/400 connections for the endpoint systems. This
is because your PC is not connected to the endpoint systems directly when using
Management Central.

Note

There may be some occasions where you need the connection to the endpoint
systems. Refer to 2.10.2, “Viewing the job log for a task” on page 35, for more
information.

When you start one of the Management Central functions from Operations
Navigator, your client communicates with the central system as follows:

1. Operations Navigator communicates with the Client Access server mapper to
get the port number of the server with which it needs to communicate.

2. Operations Navigator communicates with the Client Access signon server, and
verifies the user ID and password.

3. Operations Navigator communicates with the remote command server to
submit the AS/400 command to start the Management Central server.

4. The Management Central server job (QYPSSRYV) is started, and the
QYPSSRYV job opens the Management Central port.

5. When you click the Management Central icon on Operations Navigator,
Operations Navigator communicates with the Management Central port.

6. When you use the Management Central functions on the central server, the
QYPSSRYV job on the endpoint system starts the related jobs as shown in
Table 10 on page 173.
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For the central system and endpoint system, the same server job (QYPSSRYV) is
running.

10.1.2 Require password on endpoint systems

Management Central has many useful functions for the system administrator.
Therefore, you need to take care of the system security. Basically, Management
Central uses two security functions. One is the login control (user ID and
password), and the other is the Secure Sockets Layer (SSL). In this section, we
discuss login control. Endpoint systems that are running V4R3 or earlier do not
require the user ID or password to monitor system performance.

Note

When you use a host command function of the monitor triggered or reset by
threshold value, a valid user ID is required on V4R3 or earlier systems. It does
not need the same password as on the central system.

If you need to control the Management Central function by user ID and password,
you need to use V4R4 systems. The default setting on endpoint systems requires
the same user ID and password as on the central system. There is the check box
Require password on endpoint systems in the Connection tab of Management
Central properties as shown in Figure 139. By unchecking this box, you can use
different passwords on endpoint systems, but it is still required to have the same
user ID. The check box is available only for the central system, and the box does
not affect the property on endpoint systems. To change the property on endpoint
systems, that is, to use a different password for Management Central functions,
you need to change the central system to that endpoint system and uncheck the
box. For the steps to change the central system, refer to 2.2.3, “Changing your
central system” on page 14.

Management Central Properties EHE

General Connection |

— Central spstem to endpoint security

IV Require password on endpoint systems:

I Use Secure Sockets Layer [S5L]

Suthertieation vel: I Server j

-~ Performance

b aximum data transfer size [MB]: W

M arimum connections: 200

Endpaint connection timeout [zeconds]: 180

IP address lookup frequency: lm

Mote: Some settings have changed and will take effect the next time the M anagement Central
server starts.

QK I Cancel | Help |

Figure 139. Management Central properties (connection)

The other way to change the property of each endpoint system is to run the CL
command. Follow these steps:
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1. In AS/400 Operations Navigator, expand Management Central.
2. Right-click AS/400 System Groups, and select New System Group.

3. Define a new system group that includes all the AS/400 endpoint systems,
where the password is to be required.

4. Refresh the list of system groups to display your new group.

5. Right-click the new group and select Run Command.

6. For Command to run, specify the following command:
CHGENVVAR ENVVAR (QYPS USER PASSWORD) VALUE (0) LEVEL (*SYS)

7. Click OK.

After these steps, you need to restart the Management Central on each system.

When you use the default setting for the property and try to use a different
password, you will receive the error message shown in Figure 140.

& 'Run Command (47)' Status M=l E

File Help

@
Status: Failed Command: DLTUSRPRF USEFRF[TEST)

T arget Systems and Groups Status

Ready S

Figure 140. Error message for a different password

10.1.3 Endpoint systems discovery
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Use the Discover Systems dialog to search the selected TCP/IP subnets for
AS/400 systems. You can select to search every time the Management Central
server starts. The AS/400 systems found during discovery are added as endpoint
systems on the central system. If the AS/400 system is already defined as an
endpoint system, the IP address is verified and updated if it has changed.

You can select which TCP/IP subnets to search and you can select whether to
use File Transfer Protocol (FTP) or Simple Network Management Protocol
(SNMP) to determine which systems are AS/400 systems. You can also specify
the earliest OS/400 release you want to search for, and how long you want to wait
for a system to respond.

10.1.3.1 Discovery logic

Specifies whether you want to use FTP or SNMP to determine which systems are
AS/400 systems. As shown in Figure 141 on page 177, if you select only FTP,
only those AS/400 systems that are running an FTP server are discovered. If you
select only SNMP, only those AS/400 systems that are running an SNMP server
are discovered. If you select both FTP and SNMP, FTP is used first. If no FTP
server can be found for a system, then an attempt is made to find an SNMP
server.
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YES
YES 1.Using FTP
2.Using SNMP

NO NO

Discover Systems [21]
Using FTP Discovery |
Ciick K to search TCP/IP subnets for any AS/400 systems and add them as endpoints on the
ceniral system.
Subrets to
I {8Eaich the iocal subnet
Subnet Subet Mask:
A . . R 255 . 255 . 255 . 128 Add
Using SNMP
Subnet | Subnet Mask I P EETee
10110 255.255.255.128
How to verify A5/400
[@F FTR I SnMP |
Eariest 5./400 release ta search for EE
Timeouk [seconds) 0
Ok | Cancal | Hep |

Figure 141. How to verify AS/400 systems

Note

With V4R4 Management Central, if you change the discovery option (for

example, to find the system on other subnets) in the Discover Systems dialog,

you need to restart the Management Central server job.

10.1.3.2 Tips

Do not delete the central system from the AS/400 Endpoint System list. If you do
not have the central system under the AS/400 Endpoint Systems list, the
endpoint discovery function does not finish, and the dialog box, shown in Figure

142, remains on the display.

Dizcover Systems EHE

The following subnets are being searched. This may take several minutes. ..

Subnet | Subnet Mask |
10.1.1.0 255.255.255.128
Cancel Dizcovery |

Help |

Figure 142. Discover Systems dialog

You can see the error message shown in Figure 143 on page 178 for the

QYPSSRV Management Central server job log.
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Display All Messages

System: AS22

Job . QYPSSRV User . . : QSYS Number . . . : 003559

annot retrieve system information for As22.
Could not start service on a Management Central object.

CPFB991

Figure 143. Error message for QYPSSRYV job

Table 11 provides the message description.

Table 11. Message descriptions

Message ID Description Cause
CPFB926 Cannot retrieve system information | System information could not be read
for AS22. from the database or is not available

to the server.

CPFB991 Could not start service on a An error was received while starting
Management Central object. service on a Management Central
object of type 205, name QYPSDISC,
and owner QSYS.

Click Cancel Discovery the Discovery System dialog to stop this function. Add
the central system into the endpoint system list manually, and then restart the
discovery.

10.2 Management Central publishing LDAP server

There may be a system in the network, which collects inventory information of all
the system with LDAP. Management Central does not use the LDAP published
information for its management purposes. For this purpose, you can configure
LDAP on the central system to publish AS/400 computers, when hardware or
software inventory is collected for one or more endpoints.

Here is how to configure LDAP with Operations Navigator so this information is
published:

1. Right-click on the AS/400 connection for the central system (AS22 in this
example) and select Properties (see Figure 144).

A3 AS 7400 Operations Navigator

File Edit ‘“iew Optionz Help
%llﬁl ><|| @ll Ol 0 minutes old
| Enviranment: by AS /400 Connections | Azl

[#-{Ex Management Central [4522) MName | Description -

Elm My AS /400 Connections 3 Basic Operations Manage 45400 messages, pr
! Asllz @Job danagement Manage A5 /400 jobs and zerv
! A305 ? Configuration and Service Digplay system inventory, work,
= A4 CiliNetwork Manage AS/400 TCPAP and |
B As22 Security Corfigure and manage A5 /400
! As25 9| |50 and Grnuns Manane A5 NN e and e
Wl As25h 4] i 3

[1-50f 11 object(s] [ Z

Figure 144. Selecting the central system on an AS/400 connection
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2. Select the Directory Services properties tab.

As22 Properties HE
Genarall Connectionl L\censasl Restat  Directory Services | F'Iug-insl

A5./400 information to publizh on LDAP directory server:

Information | Directory Server | Digtinguished Ma... |

Carfigure:.. |
Bassymrd.. |
=g = |

Server Jobs |

QK I Cancel Help

Figure 145. Directory Services tab

3. Select Computers and click on the Configure button. The check next to
Computers in Figure 146 indicates that it is already configured and enabled to
publish Management Central information to the LDAP server from the central
system.

4. If Computers was not checked, use the dialog box, as shown in Figure 146, to
supply the necessary LDAP server configuration information, and select
Publish AS/400 information for Computers.

Directory Services Publishing - Configure

¥ Publish A5./400 information: for:

‘Enmputers

—'where to publish:

Directary server |A322

Under DM Icn=Computers,ou:ilso,o:ibm,c:us j

— Server connection:

Distinguished name Icn:Adm\nlstratnr

Fassword: I

™ Use Secure Sockets Layer [S51)

Paoit: 389

erify
ak. I Cancel Help

Figure 146. Publish AS/400 information

In the Where to publish panel, specify where you want to publish the AS/400
information. There are two parameters associated with this field:
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* Directory server: Specifies the TCP/IP name or address of the directory
server. In this sample, specify as22.

* Under DN: Specifies the distinguished name (DN) under which AS/400
information is published. In this sample, we specified
cn=computer, ou=itso, o=ibm, c=us.

5. After the LDAP publisher configuration, perform the inventory collection of
Management Central. The central system will publish the information of the
system which is collected in the inventory.

—— Note

In Figure 146 on page 179, if you did not select Publish AS/400 Information
for:, then the Management Central information is not published. Once you
configure for the LDAP, it is easy to turn on and off the publishing of AS/400
Management Central information to the LDAP server with this check box.

10.3 WAN connection considerations

10.3.1

This section provides the system administrator with information on how to use the
Management Central functions in a WAN environment. This section also
discusses setting filter rules for the firewall.

Basically, we discuss the following types of connections:

* Using switched line with point-to-point protocol (PPP) connection
* Using leased line

e Using the Internet with a firewall

For each case, we can use all the functions of Management Central the same as
for a local LAN except for multiple sites using a switched line. Usually WAN speed
is slower than LAN speed. If you need to send large objects to the endpoint
system, the WAN environment takes longer than the LAN environment. If you
communicate using the Internet, you need to consider security.

The following section discusses the consideration for each connection type.

Using a switched line with PPP connection

When two systems are physically connected, through a telephone line, it is
typically referred to as a point-to-point connection as shown in Figure 147.

Endpoint system

| AS/400 D I

Central system

Network B

Endpoint system

Endpoint system

lim

Figure 147. Using a switched line
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Support for TCP/IP PPP is included on your AS/400 system as part of the wide
area network (WAN) connectivity. With a switched line, a modem or integrated
services digital network (ISDN) terminal adapter is used to connect the local
AS/400 system to the remote system over a telephone line.

You need the connection between the central system and the endpoint system
when you use Management Central functions. Management Central
communications always starts from the central system to the endpoint systems.
That means that the endpoint system should wait to receive a call from the
central system. The central system must be able to contact the endpoint systems
by dialing the telephone.

In Figure 147, AS/400 B specifies the line connection type as PPP and the mode
type as "Switched line: dial, Switched line: Dial on-demand (dial only)" or
"Switched line: Dial on-demand (answer enabled dedicated peer)" on the
Point-to-Point profile properties dialog box. AS/400 C (the endpoint system)
specifies the line connection type as PPP and the mode type as "Switched line:
answer." For information on how to create the PPP profiles, refer to Appendix A,
“PPP configuration sample” on page 215.

You need to consider the following points for this scenario for Management
Central:

* Routing considerations between the AS/400 system and the remote system.

AS/400 B and AS/400 C must be enabled for the IP fowarding functions
because AS/400 A (central system) has to communicate with the endpoint
system (as AS/400 D) in Network B.

¢ Network A and Network B do not have the same IP address.

Network A’s systems and Network B’s systems communicate with each other
using TCP/IP, so we do not have the same address in each network. If you
have the same address in both networks, you have to consider using the
Network Addressing Translation (NAT) function.

* How you want to handle authorization and security using this PPP connection
profile. You need to know how you want to validate access to the AS/400
system (Challenge Handshake Authentication Protocol (CHAP) or Password
Authentication Protocol (PAP)).

* If your customer has the DNS system in each network as the separate
domain, you need to reconfigure each DNS system to exchange the DNS
records, for example primary and secondary or use zone-transfer.

* If you have multiple branch offices that connect with switched lines in your
environment as shown in Figure 148 on page 182, you have to separate the
AS/400 systems into the system group with different subnets so that the
system group has AS/400 systems on the same network (or the same site).
Management Central functions communicate with the AS/400 systems in the
same group at the same time when you select the system group for a function,
such as the files distribution. The central system tries to communicate with the
multiple AS/400 systems at the same time. However, in this scenario, you
have only one line for the central system. If the central system site dials to one
endpoint system group (AS/400 C and AS/400 D in Figure 148), you cannot
dial to another site (AS/400 E and AS/400 E in Figure 148). You have to use
Management Central functions serially for each system group.
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Or, you can add more switched lines in the central system site, so that you can
communicate with multiple sites at the same time.

Endpoint system

| AS/400 D I

Endpoint system

[ as/a00F |
AS/400 E >

Endpoint system

Central system

Endpoint system

Figure 148. Multiple sites using a switched line

10.3.2 Using a leased line

In this scenario, you can use a point-to-point connection the same as you did in
10.3.1, “Using a switched line with PPP connection” on page 180. Then, AS/400
B (in Figure 147 on page 180) specifies the line connection type as PPP and the
mode type as "Leased line: initiator" on the Point-to-Point profile properties dialog
box. AS/400 C (the endpoint system) specifies the line connection type as PPP
and the mode type as "Leased line: terminator." For information on how to create
the PPP profiles, go to the Operations Navigator online help or the Information
Center at: http://publib.boulder.ibm.com/html/as400/infocenter.htm

You can use a router instead of an AS/400 system as shown in Figure 149.

Endpoint system

AS/400 C
Network B

Central system

Leased Line

Endpoint system

Figure 149. Using a leased line
You need to consider the following points for this scenario for Management
Central:

* Routing considerations between the AS/400 system and the remote system.

Each router must be enabled for the IP fowarding functions because the
central system has to communicate with the endpoint systems (as AS/400 C)
in the other network.

¢ Network A and Network B do not have the same IP address.

Network A’s systems and Network B’s systems communicate with each other
using TCP/IP, so we do not have the same address in each network. If you
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have the same address in both networks, you have to consider using the NAT
function.

* Using a leased line may be more expensive than using a switched line.

* If your customer has the DNS system in each network as the separate
domain, you need to reconfigure each DNS system to exchange the DNS
records, for example, primary and secondary or use zone-transfer.

10.3.3 Using the Internet with a firewall

Many customers are connecting to the Internet, but each Internet service that you
use poses risks to your AS/400 system and the network to which it is connected.
You need to create and enact a security policy that minimizes these risks.
However, when you connect your AS/400 system to the Internet, you need to
provide additional security measures to ensure the safety of your network (in
previous scenarios, you do not consider security). Of course, we can use SSL
function to protect the data integrity and privacy, but SSL does not protect that
address to get in the network. If you do not take any measures, someone may
break into your private network.

In this scenario, we recommend using a firewall. A firewall is a blockade between
a secure network and another non-secure network, such as the Internet. Although
most customers use a firewall to connect a branch network safely to the Internet,
you can also use a firewall to secure one branch network from another branch
network on the Internet as shown in Figure 150.

Endpoint system

Central system

Endpoint system -

Figure 150. Using the Internet with the firewall

A firewall provides a controlled single point of contact (called a chokepoint)
between your secure internal network and the untrusted network. The firewall lets
users in your internal network use authorized resources that are located on the
outside network. It also prevents unauthorized users on the outside network from
using resources on your internal network.

When you use a firewall as your gateway to the Internet (or another network), you
reduce the risk to your internal network considerably. Using a firewall also makes
administering network security easier because firewall functions carry out most of
your security policy.

You need to consider these points for this scenario for Management Central:

* Adding packet filter rules for Management Central functions.

When you use the Management Central functions in a non-SSL, the IP
packets flow as shown in Figure 151 on page 185. To define a packet filter,
specify the following:
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On the firewall for the central system:

-action (permit) from(cs) to(es) protocol (tcp ge 1024/eq 5555)
interface(secure) routing(local) direction (inbound)
fragment (y) log(n) description("From the central system to /)

-action (permit) from(cs) to(es) protocol(tcp ge 1024/eq 5555)
interface (non-secure) routing(local) direction (outbound)
fragment (y) log(n) description("From the firewall to the
endpoint system")

-action (permit) from(es) to(cs) protocol (tcp eq 5555/ge 1024)
interface (non-secure) routing(local) direction (inbound)
fragment (y) log(n) description("From the endpoint system to
firewall")

-action (permit) from(es) to(cs) protocol (tcp eqg 5555/ge 1024)
interface(secure) routing(local) direction (outbound)
fragment (y) log(n) description("From the firewall to the
central system")

On the firewall for the endpoint system:

-action (permit) from(cs) to(es) protocol (tcp ge 1024/eq 5555)
interface (non-secure) routing(local) direction (inbound)
fragment (y) log(n) description("From the central system to
firewall")

-action (permit) from(cs) to(es) protocol (tcp ge 1024/eq 5555)
interface(secure) routing(local) direction (outbound)
fragment (y) log(n) description("From the firewall to the
endpoint system")

-action (permit) from(es) to(cs) protocol(tcp eq 5555/ge 1024)
interface(secure) routing(local) direction (inbound)
fragment (y) log(n) description("From the endpoint system to
firewall")

-action (permit) from(es) to(cs) protocol (tcp eq 5555/ge 1024)
interface (non-secure) routing(local) direction (outbound)
fragment (y) log(n) description("From the firewall to the
central system")

In the previous sample, specify the IP address of the central system for CS,
and specify the IP address of the endpoint system for ES.

—— Note

The TCP/IP port numbers used by Management Central are 5555 for
non-SSL connections, and 5566 and 5577 for SSL connections. For a more
detailed discussion about the port numbers, refer to 11.4.1, “Environment
variables and TCP/IP ports for Management Central” on page 209.
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|CS|ES| |5555| ............... | |cs|Es| |5555| ............... |
—————
Central System Firewall
<
| | | | | | |ES|Cs|5555| | ............... |
ES | CS | 5555 + e
|CS|Es|- |5555| ............... | |CS|Es|- |5555| ............... |
—>
Firewall Endpaint System
- B EEEE—
|ES|CS|5555| - | ............... |
(ool - [ |

Figure 151. Packet filter for Management Central

* The central system and the endpoint system must have global addresses.

* We recommend using the Management Central functions with SSL for data
security and integrity.

10.4 NLS consideration

When you have different systems with different languages as shown in Figure
152, you can use the Management Central function.

Central system
(English)

Endpoint system
(Japanese)

Endpoint system
(Spanish)

Figure 152. Multiple language support

However, you may encounter limitation for displaying the job log in your PC. If
you use a PC that does not support the Japanese language, you will see
unrecognizable information as shown in Figure 153 and Figure 154 on page 186.
This situation occurs because the English PC does not have the Japanese fonts.
However, if you use a Japanese PC, you can see the job log correctly.
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Figure 154. Hardware inventory of a Japanese system on an English PC
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Chapter 11. Secure Sockets Layer (SSL) support

This chapter discusses Management Central with SSL. As we discussed in
10.3.3, “Using the Internet with a firewall” on page 183, we need to use the SSL
in the Internet environment.

11.1 Why SSL

Most companies with connections to the Internet have implemented firewall
solutions to protect their intranet from unauthorized users coming in and
unauthorized sessions going out. Because firewalls work as filters, they cannot
guarantee the security of the link between clients and servers and the data sent.
Companies who want to use the Internet as one of their selling channels are
greatly concerned about sending and receiving sensitive data, such as bank
account or credit card numbers. For AS/400 Management Central environments,
the needs are the same. The example that we provide is sending a command that
creates a user profile with the Management Central running command function.
You can see the contents of the entire command as shown in Figure 155.

SSL provides the transport and authentication of public key system certificates
and encryption of data. An SSL connection can occur only between an
SSL-enabled central system and an SSL-enabled endpoint system. An
SSL-enabled system is a system on which the required administration and
configuration tasks have been performed. SSL provides that the connection is
private, and that encryption is used. You can choose to enable SSL for
Management Central. In this section, we show you how to activate SSL for
Management Central functions.

Data Record
S/R Length Timer

R 436 1113.6
Routing Info . : 0270

Frame Type :

Controller Destination Source Frame Number Number Poll/
Name MAC Address MAC Address Format Command Sent Received Final DSAP SSAP
10005A9D0105 8020357A1EAC LLC U1 OFF AR AR
Ip TOS: NORMAL Length: 431 Protocol: TCP Datagram ID: D73E
Src Addr: 10.5.92.29 Dest Addr: 10.5.92.26 Fragment Flags: DON'T,LAST

SNAP Header: 0000000800

IP Header 450001AFD73E4000400697C909055C1D0S055C1A
IP Options : NONE
TCP Src Port: 5845,Unassigned Dest Port: 5555,Unassigned
SEQ Number: 2569931324 ('992E0A3C'X) ACK Number: 2569983669 ('992ED6B5'X)
Code Bits: ACK PSH Window: 8192 TCP Option: NO OP
TCP Header : 16D515B3992E0A3C992ED6B58018200011AA00000101080A992EE294992F0455
Data . . . . . : 0000000400000173 408CCCCD00000004 0008004100730031 0034000008360000 . S@***_ .. ....A.85.1.4...6..%
0003000000000000 0000000000230000 0838010000000300 1000490054005300 e #...8..0... .. I.T.S.*
4300490044003000 32BB35881AC9F775 4040404040404040 E800000000000000 *C.I.D.0.2%5*% **UQRARRAAA*. . ... .. *
00000000FB000000 FB00100049005400 5300430049004400 3000320020005200 *o...*%...*, . I.T.S.C.I.D.0.2. .R.*
75006E0020004300 6F006D006D006100 6E00640020002800 3400360029000000 *U.N. .C.0.M.M.A.N.D. .(.4.6.)...%
0800410073003100 3400000837377BBC 1F00000837377BBC 1F00000836000000 *..A.S.1.4...77{*....77{*....6...*
0000000000000000 0000000415000000 0000000000000000 FCO0000016005200 S ... R.*
75006E0020004300 6F006D006D006100 6E00640000000000 000837377BBCC400 *U.N. .C.O.M.M.A.N.D.......77{**.*
000837377BBC1F00 0008360000000000 0000000000000000 0000000000000000 *..77{*....6 ..................... *
5200430052005400 5500530052005000 5200460020005500 5300520050005200 *R.C.R.T.U.S.R.P.R.F. .U.S.R.P.R.*
4600280054004500 5300540029002000 5000410053005300 57004F0052004400 *F.(.T.E.S.T.). .P.A.S.S.W.O.R.D.*
2800540045005300 5400310032003300 4100290000000100 000000 *(.T.E.S.T.1.2.3.A.) ........ *

RUN COMMAND

CRTUSRPRF USRPRF (TEST) PASSWORD (TEST123A)

Figure 155. Password exposed in communication trace data
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11.2 Management Central with SSL
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Management Central with SSL is only available on AS/400 systems that are at
V4R4 or later release level. Management Central has two authentication levels:

e Server authentication

Provides Certificate Authority (CA) authentication of the endpoint system
server certificate. When the central system (SSL client) attempts to establish a
connection with the endpoint system (SSL server), the central system
authenticates the endpoint system server certificate for CA authenticity as
shown in Figure 156. For this level, if you want to add a new AS/400 system to
your management group as an endpoint system, you need to get the server
certificate of the system from the CA. Because an AS/400 system can pose as
a central system to your endpoint systems and collect their information as far
as it has the server certificate from the same certificate authority, we do not
recommend using this level for the Internet connection.

Certificate Authority

Central System Endpoint System

Figure 156. Server authentication

¢ Client and server authentication

Provides CA and Trusted Group authentication of both the central system and
endpoint system server certificates. This is a stronger security level than the
server authentication level. When the central system (SSL client) attempts to
establish a connection with the endpoint system (SSL server), the central
system and the endpoint system authenticate each other's server certificates
for CA authenticity and for Trusted Group validation list authenticity. In this
level, all systems in the network need to have the validation list
(QUSRSYS/QYPSVLDL *VLDL). You can have the list on each system by
either:

— Changing each system to a central system, and creating the list.
— Distributing the list from the central system to each endpoint system.

Figure 157 on page 189 shows the latter method to have the validation list.
If users want to create a new AS/400 system as the central system, they
need to get their system’s server certificate using the same procedure for
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the server authentication level. Also they need to get the validation list,
which includes the information for every endpoint system. Generally, the
validation list stores information to identify a user (typically a user ID) and
authentication information (typically a password, PIN, account number, or
digital certificate). The authentication information is stored encrypted.
When users want to get the validation list, they need to access your
secured AS/400 system. Because your system is secure, it is very difficult
for a malicious user to access the validation list.

C ertificate Authority

ST L

/

Figure 157. Client and server authentication

11.3 Setup example
Bringing SSL into play with Management Central is a three-step process.

1. You have to acquire a system certificate on the AS/400 system.
2. The PC client must be enabled to use SSL.
3. Management Central must be enabled to use SSL.

Management Central has two types of authentication when they are enabled to
use SSL, as discussed in the previous section. In this section, we show sample
setup steps for the client and server authentication. Because the client and server
authentication setup needs the additional steps besides the server authentication
setup, if you need only the server authentication, you can stop at 11.4.1.1,
“Server authentication level” on page 210. Also see Table 12 on page 190 for an
overview of the setup steps.

11.3.1 Scenario and configuration step

In this scenario, we have two AS/400 systems and one PC connected on the
same LAN as shown in Figure 158 on page 190. AS20 is the local Certificate
Authority and the central system. AS20 has its own server certificate. AS14 is the
endpoint system that has the AS14 server certificate from AS20. The PC that
uses Operations Navigator for Management Central has the AS20 CA as a
trusted root. All the systems have the same trusted root, which is AS20.
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Local Certifcate Authority
AS20

Central System [

Endpoint System

—

Figure 158. Scenario of the example

Table 12 shows the summary of steps when you use the intranet CA. The details
for each step are explained in the following sections.

Table 12. Summary steps

Steps Server Clientand server
authentication authentication
level level
Digital Certification Manager setup Must do Must do

1. Set up intranet CA.

2. Create other AS/400 server certificates.

3. Send created systems certificates to each
AS/400 system.

4. Import system certificate.

5. Assign the certificate.

6. Set up a PC to run with SSL.

Management Central as server authentication Must do Must do
setup

1. Central system setup

Endpoint system setup

Restart Management Central (central)
Restart Management Central (endpoint)
PC setup

akrwb

Management Central as client and server (C/S) Not applicable Must do

authentication setup

1. Populate the validation list

2. Copying the validation list to the endpoint
systems

. Central system setup for C/S authentication

. Endpoint system setup for C/S authentication

. Restart Management Central (central)

. Restart Management Central (endpoint)

o O W

11.3.2 Digital Certificate Manager (DCM) setup

Your system administrator must complete the necessary SSL setup on each
system before SSL will work properly. If SSL is not configured properly,
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Management Central may not be able to communicate with any endpoint
systems.

Before using Secure Sockets Layer (SSL), verify that the following tasks have
been completed:
1. Install software to support SSL and manage digital certificates:

e TCP/IP Connectivity Utilities for AS/400, 5769-TC1

e Digital Certificate Manager, 5769-SS1 (base operating system option 34)
e Cryptographic Access Provider, 5769-AC1, AC2 or AC3

e IBM HTTP Server for AS/400, 5769-DG1

2. Import or create a Certificate Authority certificate using Digital Certificate
Manager.

3. Import or create a system certificate to identify secure applications including
QIBM_0OS400_QYPS_MGTCTRL_SVR.

4. Add certificate information to the Client Access Express SSL client.

This following sections describe general SSL setup instructions.

— Note

Make sure your Web browser's caching properties are set properly. On
Netscape, select Edit ->Preferences.... On the Preferences panel, expand
Advanced. Then, select Cache. Make sure that Every time is selected under
Document in cache is compared to document on network:. Click OK to
close.

11.3.2.1 Setting up the intranet CA
Follow these steps to set up your intranet to use the certificate:

1. Select one AS/400 system to be the Certificate Authority. In this scenario, we
use AS20 as the CA.

2. Run the following command to start the HTTP server on this system:
STRTCPSVR SERVER (*HTTP) HTTPSVR (*ADMIN)

3. Access the Digital Certificate Manager using the Web interface. Use the URL:
http:// (SystemName) : 2001/

Here, (systemName) is the name of the system. For example, if the system was
AS20, you would use http://as20:2001/ as the URL.

4. Sign onto the AS/400 system using the interface, if prompted. At the AS/400
Tasks page, select Digital Certificate Manager. Figure 159 on page 192
shows the Digital Certificate Manager main page.
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igital Certificate Manager - Hetscape

File Edit “iew Go Communicator Help

Digital Certificate Manager

p Certificate & uthority (CA

P System Certificates
User Certificat
b User Certificates 5769-NC1, 5769-NCE, 5769-531 © Copyright IEM Corporation 1997, 1998
BEetum to £5/400 Tasks A1 rights reserved.
IS Government Users Restricted Rights -
e, duplication or disclosure restricted by G54 ADP Schedule Contract with IBIW Corp.
Lirensed Materials - Property of IBIW
i E M U 1 M E
Containg software from RSA Data Security, Inc.
’E |_=¢D=| | Documert: Do

Figure 159. Digital Certification Manager page

5. Create a Certificate Authority.

a. Select Certificate Authority (CA). Then, select Create a Certificate
Authority. To complete the fields for the Create a Certificate Authority form
shown in Figure 160 on page 193, use the sample information from Table
13 on page 193. Click OK to create.
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Digital Certificate Manager (7]

Create a Certificate Authority

The system will create a public-private key pair and store the key pair in the default CA certificate store.

Key size: |2048 x| (hits)
Certificate store password: |* HEEEEEE (required)
Confirm password: I******” (required)

Certificate Information

Certificate Authority name: IasZD .itzoroch. ibm. com (required)

Organization unit: |zEM

Organization name: |ITSO (required)

Locality or city: IRDchester

State or province: IHinnESUta (required:minimwm of 3 characters)
Country: IE (required)

Zip or postal code: ||
Validity period of Certificate Authority (1-2000): |1095 (days)

%I Cancel |

Figure 160. Create Certificate Authority page

Table 13. Create a Certificate Authority Page field

Field Value
Key Size 2048
Certification Store password Use whatever you want. It is important that you
remember the password.
Server Name AS20.ITSOROCH.IBM.COM
Organization Unit IBM
Organization Name ITSO
City Rochester
State Minnesota
Country us

b. At CA Certificate Created Successfully page, select OK. Then, select OK
at the policy data page as shown in Figure 161 on page 194.
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igital Certificate Manager - Hetscape
File Edit “iew Go Communicator Help

Digital Certificate Manager

Certificate Authority Policy Data

Your CA certificate was created with the default policy data shown below. Change the
data if you wish and then click OK.

wCertificate Authority (Ci Allow creation of user certificates: © Yes & Nao
u Create a Ceriificate Authority
; Validity period of certificates that are issued

P System Certificates 365
by this Certificate Authority (1-2000); I (days)

p User Certificates

BEetum to £5/400 Tasks
Drays until Certificate Authority expires: 1095
%l Cancel |

| (== | Document: Done

Figure 161. Certificate Authority policy data

c. As shown in Figure 162, select QIBM_0S400_QYPS_MGTCTRL_SVR as
an application that trusts this CA. Then, click OK. The CA is now created.
You must create a system certificate for this system.

igital Certificate Manager - Hetscape

ile Edit “iew Go Communicator Help

Digital Certificate Manager

|QIBM 03400_QZBE_SVR_DTAQ

|QIBM 03400_QZBS_SVE_MNETFRT

|QIBM 03400_QZB3_SVE_FMTCND

| QIEM_OS400_QFZBS_SVR_SIGNON

wCertificate &uthority (CA

u Create a Certificate Authori

r |QIBM_GLD_DIRSRV_SERVER

P System Certificates
- r |QIBM_GLD_DIRSRV_PUBLISHING

p User Certificates

Retum to ASMO0 Tasks r |QIBM_OS4DD_QZBS_SVR_FILE
r |QIBM_OS4DD_QRW_SVR_DDM_DRDA
r |QIBM_QTV_TELNET_SERVER
r |QIBM_QCST_CLUSTER_SECURITY
vl |QIBM_OS4DD_QYPS_MGTCTRL_SVR
%l Cancel |

| (== | Document: Done

Figure 162. Secure application selection

6. Create a Server Certificate of CA system.

a. At Create a System Certificate page, use the same information that you
used for the CA to create the system certificate for this system. Then, click
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OK. Use the sample information from Table 14 to complete the page shown

in Figure 163.

Digital Certificate Manager (7]

Create a System Certificate

The system will create a public-private key pair and store the key pair in the default system certificate store.

Key size: |2048 'I (hits)
Certificate store password: I HEEHEEEE (required)
Confirm password: Iwwmmmm Credquired)
Certificate Information
Server name: |Aszu. ITSOROCH. IEM.CON (required)
Organization unit: 3
Organization name: | ITSO (required)
Locality or city: IRDchESt,Er

State or province: IMinnesota

Country: lE (required)
Zip or postal code: I

ﬂl Cancel |

(required:roinirum of 3 characters)

Figure 163. Create a System Certificate Page

Table 14. Create a System Certificate Page fields

Field Value
Key size 2048
Certificate store password password
Confirm password password

Server name

Leave default value

Organization unit ITSO
Organization name IBM
Locality or city Rochester
State or province Minnesota
Country us

ZIP code or postal code blank

b. DCM creates the system certificate in the *SYSTEM certificate store. The
*SYSTEM certificate store consists of the following files in

/QIBM/UserData/ICSS/Cert/Server:

e DEFAULT.KDB contains the server certificate and private key.
e DEFAULT.RDB is the certificate request file.
* DEFAULT.STH is the password stash file.

c. DCM displays the next page to select applications that will use this system

certificate.
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d. Select QIBM_0S400_QYPS_MGTCTRL_SVR (Management Central
server) as an application that will use this server certificate.

e. Click OK.

f. On the Secure Application Status page, click Done.

11.3.2.2 Create other AS/400 system server certificates
To create system certificates for other AS/400 systems, follow these steps:

1. From the main Digital Certificate Manager Web page (on your Certificate
Authority system), select Certificate Authority (CA). Then, select Create a
system certificate for another AS/400 (Figure 164).

2. At the first Create a System Certificate page, click OK.

- Digital Certificate Manager - Netscape

File Edit “iew Go Communicator Help

Back Forward Reload Home

Search

Metzcape Frint Security Stop

w§ " Bookmarks A Lacation: [hitp://5520:2001 /QIBM/ICS5,/ Cent/Admind aycucrn ndm/maint]

j @' Wwhat's Related

-

Create a System Certificate

Select the appropriate format for the system certificate based on the release used
by the targeted systemn.

Digital Certificate Manager (7]

Target release:
wCertificate Authority (CAY
= Renpwr & *CURRENT
m Display C *PRY
m Delete
u Change policy data V4R 3MO
» Change password © V4R 2ZMD
m [nstall C4 certificate on your PC b
m Copy CA certificate for another %I ﬂl
A3400
u Create a sysiem certificate for
annther 4S7ANN >
| (== | Document: Done

Figure 164. Create a System Certificate (target release)

3. At the second Create a System Certificate page (containing a form) as shown
in Figure 165 on page 197, use the sample information shown in Table 15 for
the form. Then, click OK to create it.

Table 15. Value for creating a system certificate

Field

Value

Key Size

2048

Key Label

ManagementCentral (Note all one word)

Certification Store Path

/MGTCTRL/AS14.KDB (provided the IFS directory
/MGTCTRL exists, and substitute AS14 with your
system name)

Certification Store password

Use whatever you want. It is important that you
remember the password.

Server Name

AS14.ITSOROCH.IBM.COM

Organization Unit

IBM

Organization Name

ITSO
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Field Value
City Rochester
State Minnesota
Country us
Digital Certificate Manager 9 :

Create a System Certificate

The system will create a public-private key pair and store the key pair in the certificate store you
define below.

After the certificate is created, you must transfer the certificate store (. KDB), the stashed password
file (.3TH), and the request file (RDB) to the system that will use this system certificate.

Key size: |2048 'l (hits)

Current system
certificate key IHanagementCentral (recquired)
lahel:

Certificate store
path and [smeTceTRL A514. KDE (required)
filename:

Certificate store
password:
Confirm
password:

TEEEEEEL

(recquired)

Ixxxxwxxx

(recquired)

Certificate Information

Server name: |)1514. IT3OROCH. IEM. COM (required)
Organization I TEm

unit:

Organization | ITSO (recquired)
name:

Locality or city: IRDchester

State or IHinnesota (required:minitmum of
province: 3 characters)
Country: lE (required)

Zip or postal II—

code:

%l Cancel |

Figure 165. Create a System Certificate

4. At the System Certificate Created Successfully page, click Done.
5. Click Cancel to return to the main Digital Certificate Manager page.

Repeat this procedure for all of your other AS/400 systems (other than the
Certificate Authority system).

11.3.2.3 Send created system certificates to each AS/400 System
On the Certificate Authority AS/400 system, type the following commands in the
order presented:

1. ftp asxxx (asxxx is the name of one of your other AS/400 systems for which
you created a certificate)

2. namefmt 1 (use local IFS naming)
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mkdir /MGTCTRL (create remote directory)
cd /MGTCTRL/ (remote change directory)
lcd /McTCTRL/ (local change directory)

binary (transfer in binary mode)

N o o Mo

mput ASxxx.* (transfer. KDB.RDB.STH files; asxxx is the name of the system to
which you ran FTP)

8. quit
Repeat these steps for all of your other AS/400 systems.

11.3.2.4 Importing the system certificate
On each AS/400 system (except the Certificate Authority), import the system
certificate into *"SYSTEM Certificate Store:

The *SYSTEM Certificate Store consists of the following IFS files:

¢ /QIBM/UserData/ICSS/Cert/Server/DEFAULT.KDB
¢ /QIBM/UserData/ICSS/Cert/Server/DEFAULT.RDB
¢ /QIBM/UserData/ICSS/Cert/Server/DEFAULT.STH

On the initial setup only, if these files exist on the system already, delete them.

1. Bring up the main Digital Certificate Manager Web page for this system. Do
not forget to start the HTTP *ADMIN server, if needed.

2. Export the certificate from the KDB file you brought to this system into an
export file.

On the 5250 screen, run these commands in the order shown:

COPY OBJ ('/MGTCTRL/asl4.kdb')
TOOBJ (' /QIBM/UserData/ICSS/Cert/Server/default .kdb')
COPY OBJ ('/MGTCTRL/as14.RDB')
TOOBJ (' /QIBM/UserData/ICSS/Cert/Server/default.rdb')
COPY OBJ ('/MGTCTRL/asl4.sth')
TOOBJ (' /QIBM/UserData/ICSS/Cert/Server/default.sth')

3. Click on System Certificates. You should keep *SYSTEM as the "Certificate
Store." Enter your password and click OK.

4. Under System Certificates, select Work with certificates. On the Work with
Certificates page, select ManagementCentral as the certificate, and click on
Set Default.

5. At the Set Default Key page, click Done.

6. This should again bring up the "Work with certificates" page. Click on Cancel
to return to main page.

11.3.2.5 Assigning the certificate for usage by Management Central
Now you need to assign the certificate so Management Central can use it. Follow
these steps:

1. Click on Work with secure applications (Figure 166 on page 199).

2. At the Work with Secure Applications page, select the application to use the
system certificates by choosing QIBM_0S400_QYPS_MGTCTRL_SVR, and
clicking on Work with System Certificate.
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igital Certificate Manager - Metscape

File Edt “iew Go Communicator Help
v Back Forwad  Reload Hame Search  Metscape Print Security Stop
i Bookmaks M Lucatiun.|hup.z;aszz.2on1 /0IBMACSS /Cert/admin/quoucm! . ndm/maind]
o Digital Certificate Manager
E
| Application |Certifi|:ate assigned
e |QIBM_OS4DD_QZBS_SVR_CENTRAL |ND
s |QIBM_OS4UU_QZBS_SVR_DATABASE |N0
v Cortificate Authority (CA | QIEM_08401_QZBS_SVR_DTAQ No
u Create a Certificate Authority
s |QIBM_OS4DD_QZBS_SVR_NETPRT |No
wSystem Certificates
Certificate store: | QIEM_OS400_QZBS_SVR_RMICMD | No
I*SYSTEM 'I
Work with oot e |QIBM_OS4DD_QZBS_SVR_SIGNON |No
By OTE WALH Ce ICATES
- Chaig s O |QIEM_GLD_DIRSRV_SERVER Mo
m Create new certificate store
= Dielete certificate store [ | QIBM_GLD_DIRERV_PUBLISHING |N0
w Receive a syster cetificate
» Work with Certificate &uthorities o | QIBM_O3400_QZFZB3 3VE_FILE |NU
= Becerve a Cb certificate
» Work ith secure applications C | QIBEM_0S400_QRW_SVR_DDM_DRDA |No
P User Clertifivates o |QIBM_QTV_TELNET_SERVER |No
Betum to 45400 Tasks | QIEM_QCST_CLUSTER_SECURITY  |No
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Zelect an application from the list, then select a button to perform an action on the
application. -
Wiewy | ‘Work with system certificate ‘Work with Cerificate Authority | _|
| (== | Documert: Done ~

Figure 166. Select certificate assigned application
3. At the Work with System Certificate page, select ManagementCentral and
click Assign new certificate.

4. The next page tells you that the certificate was assigned to the application.
Click OK. Now this AS/400 system is ready to run Management Central using
SSL!

5. On the Work with Secure Applications page, make sure that all other
applications listed (in particular, those containing QZBS) get the same
certificate assigned by doing the following tasks for each application:

a. Select the application and click on Work with system certificate.

b. On the next page, select ManagementCentral, and click Assign new
certificate. On the next page, click OK.

11.3.2.6 Setting up a PC to run with SSL
If you have not setup a PC to run with SSL, you need to load the SSL support for
Client Access Express. Here are the steps:

1. Install the Secure Socket Layer component on your PC.

a. Bring up the Client Access Express window by clicking on the Client
Access icon on your desktop. Click on Selective Setup, which brings up
the CAE Install wizard. Click Next.

b. Click Next.
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d.

e.

At Component Selection, select Secure Sockets Layer (SSL), and be sure
that Client Encryption: 128-bit is selected. Click Next.

Click Next again to start copying.
Click Next, and then click Finish.

2. Download CA certificate on your PC.

If you have an AS/400 system as an intranet CA, you can use the CWBCOSSL
tool. This tool automates the downloading of an AS/400 CA to the PC and
Java key databases for Client Access Express Secure Sockets Layer (SSL)
support.

Note
The CWBCOSSL tool is available on the Web at:

http://www.as400.1ibm.com/clientaccess/cadownld.htm

The shipped default Client Access Express key databases contain CAs from
well-known signers, such as VeriSign and Thawte. If your Client Access
Express host servers have system certificates assigned to them from a
well-known CA, there is no need to run this tool. The default key database
already trusts certificates issued by well-known CAs.

For the intranet CA, follow these steps:

a. Run cwBcossL.exe on your PC.
b. On the CwbCoSSL-Client Access Express Certification Authority

Downloading Version 2.5 window as shown in Figure 167, specify the
AS/400 name of CA. Click the Start CA Download button.

E CwhCoS5L - Client Access Express Certificate Authority Downloader Ve... [H[El E3

22—k Thiz taal will download the A5 /400 Certificate Autharity [CA] and place it in the Client Access

@,ﬂ Express key database. This will allow all 45400 spstem certificates created/signed by this
CA, to be trusted for Client Access Express SSL connections.

MOTE: Yau only need ta use this toal if pour Client Access Express host servers on thiz AS /400 are

asszigned system certificates that are MOT signed/created by a well-known Ch, [ Yerizign, Thawte, ...

] but instead are signed/created by an A5/400 CA.

Sustem: IASEEI vl Start CA Download |

Click buttons below to launch S50 related programs

|E.ey D atabase Confiquration |Verif'.-l Connections
f‘- )
HE 5 2 4 bk
AS400  PCkey Javakey Operations Client Access S5L non-550
DCM Mgt kdagt. M avigatar Properties

| vy, azd 00, ibm. com/clientaccess | I~ Trace Cancel | L Help

Figure 167. CWBCOSSL main window

c. The CWBCOSSL tool downloads the certificate authority in binary format
automatically. The dialog box, which is shown in Figure 168 on page 201,

appears. Click Yes.
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CWBCOSSL =]

@ The Certificate Authority has been retrieved from system: 4520

Are pou sure pou want to trust all certificates issued by this AS /400 Certificate Autharity?

Figure 168. CWBCOSSL message dialog box

d. Prompt for the PC key database password. You need to type the correct
password (the default is ca400), and click OK (Figure 169).

cwbgping - IKeyMan Database Password

ﬁ Enter your 551 key database password:

MOTE: The initial caze-zenitive pazzword far the default Client Access
Express 551 key databaze [cwbzsldf kdb] iz "cad0D" and has been
filled in for wou.

[ vcahcmbssidr kdb |

[ T

Figure 169. IKeyMan database password prompt

e. The CWBCOSSL dialog box displays. Click OK to finish.

11.3.3 Management Central server authentication setup

After you set up DCM, you need to configure the central system and endpoint
systems to use the server authentication.

11.3.3.1 Central system setup
For central system setup, follow these steps:

1. In AS/400 Operations Navigator, right-click Management Central and select
Properties.

2. Click the Connection tab. You can see the window as shown in Figure 170 on
page 202.
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Management Central Properties EHE

General Connection |

— Central system to endpaint security

V' Require password on endpoint systems

[T Use Secure Sockets Layer [S5L]

Suthertieation vel: I Server j

-~ Performance

b aximum data transfer size [MB]: W

M arimum connections: 200

Endpaint connection timeout [zeconds]: 180

IP address lookup frequency: lm

Mote: All settings are current.

()8 | Cancel |

Figure 170. Management Central properties (connection)

3. Select Use Secure Sockets Layer (SSL).
4. For the Authentication level, specify server.

5. Click OK to set the value on the central system.

11.3.3.2 Endpoint systems setup
To setup the endpoint systems, follow these steps:

1. In AS/400 Operations Navigator, expand Management Central.
2. Right-click AS/400 System Groups, and select New System Group.

3. Define a new system group that includes all AS/400 endpoint systems to
which you want to connect using SSL as shown in Figure 171 on page 2083.
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Mew System Group EHE

General | Sharing |

M ame: ISSL

Diescription: ISystem Group for S50

Available systems: Selected systems:
LG L
Bz A

_! A5 e[ |

B s

Hemoye<s- |

QK I Cancel Help

Figure 171. Select system for system group

4. Refresh the list of system groups to display your new group.

5. Right-click the new system group and select Run Command.

6. For Command to run, specify the following command (Figure 172):
CHGENVVAR ENVVAR (QYPS AUTH LEVEL) VALUE (1) LEVEL (*SYS)

If you have never used this AS/400 system as a central system, the command
will fail because the environment variable does not exist. If this happens, run
the following command:

ADDENVVAR ENVVAR (QYPS AUTH IEVEL) VALUE (1) LEVEL (*SYS)

The environment variable QYPS_AUTH_LEVEL with the value of "1" gives the
server authentication level of security. For more information about the
environment variables, refer to 11.4.1, “Environment variables and TCP/IP
ports for Management Central” on page 209.

Run Command - 55L EHE
General | Dptionsl
Command to rr:
CHGEMWAR ENWAR[IVPS_AITH_LEVEL) WaLUE(T] LEVELFFSYS] ;I
Check Syntax | Previous Commands... |

QK I Schedule Cancel | Help

Figure 172. Create Run Command

7. Click OK.
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11.3.3.3 Restarting the Management Central
To restart Management Central on the central system and on endpoint systems,
follow these steps:

1.

N o g M oD

In AS/400 Operations Navigator, expand My AS/400 Connections (or your
active environment).

Expand the AS/400 system that you are using as your central system.
Expand Network.

Expand Servers.

Select TCP/IP.

Right-click Management Central and select Stop.

Right-click Management Central and select Start.

11.3.3.4 PC setup
To setup your PC, complete these tasks:

— Note

If you have not restarted OS/400 host server after you created the server
certificate for your system, you need to restart the host servers using the
following command before running the next step:

STRHOSTSVR *ALL

1.

Bring up AS/400 Operations Navigator.

2. For SSL-enabled systems under My AS/400 Connections, right-click the

Management Central:

Properties for the central system. You can cancel out of a signon prompt if
one appears. If you want to see job log or printer output of the endpoint
system, you do this step for the endpoint system.

Click the Connection tab (Figure 173 on page 205). Under Security, check
Use Secure Sockets Layer (SSL). This tells Client Access to use SSL. Keep
clicking OK until you return to the Operations Navigator main windows. Finish
setting this window for all SSL-enabled systems.
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As2? Properties EHE

General Connection | Licensesl Hestartl Directory Servicesl F'Iug-insl

—&5/400 signon information

@ Use Windows user name and password, no prompting

IITSEIDD2

" Use default user D, prompt as needed

IITSEIDD2

' Prompt every time

Security
’7 ¥ Uze Secure Sockets Layer [SSLE

-~ Performance

IP address lookup frequency: IP address:
IAIways j I -
‘where to lookup remate port:

IServer j

Mote: These values are used az defaultz by other applications connecting from this PC
to thig A5 /400 system.

QK I Cancel | Help

Figure 173. Operations Navigator SSL setup
4. Close and reopen Operations Navigator.

If you do not need the client and server authentication level of security, this
completes the SSL configuration steps. If you need client and server
authentication, continue to the following section.

11.3.4 Management Central with client and server authentication setup

If you want to connect each system using client/server trusted group, you need to
populate the trusted group validation list (QUSRSYS/QYPSVLDL *VLDL) on each
endpoint system. After that, you can change the configuration to use the client
and sever authentication.

11.3.4.1 Populating the validation list

Populate the trusted group/validation list (QUSRSYS/QYPSVLDL *VLDL) on the
central system by using these steps:

1. In AS/400 Operations Navigator, expand Management Central.
2. Right-click AS/400 System Groups, and select New System Group.

3. Define a new system group, which includes all endpoint systems that you want
in the trusted group, including the central system. You can even select the
SSL group that was created in the previous step.

4. Right-click the new system group created in the previous step and select Run
command.

5. Run any simple command on the new system group.

This action transports and authenticates the system certificate of each endpoint
system to the validation list of the central system.

11.3.4.2 Copying the validation list to the endpoint systems

Now the central system validation list includes the endpoint system’s certificate.
However, the validation list of each endpoint system does not include other
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systems’ certificates. Therefore, you need to distribute the validation list
(QUSRSYS/QYPSVLDL *VLDL) from the central system to each endpoint
system.

—— Note

Instead of distributing the validation list from the central system, you can
populate the list on each endpoint system. To create it, change an endpoint
system to a central system. Then, run a simple command to all other endpoint
systems as described in 11.3.4.1, “Populating the validation list” on page 205.
Repeat this operation on all endpoint systems. The more endpoint systems you
have, the easier the distribution method is.

Follow these steps:
1. In AS/400 Operations Navigator, expand Management Central.

2. Click the "+" sign of the Definition. Right-click Package, and select New
Definition.

3. In the New Package Definition window, specify the validation list file of the
central system (in this scenario, we use AS20). Your specified file name is
/QSYS.1ib/QUSRSYS. 1ib/QYPSVIDL.VLDL as shown in Figure 174.

Mew Package Definition EHE

General | Dptionsl Actionsl Sharingl

Mame: IVaIidationList
Description: I\"'alidation lis]
Source system: IAS2D j
Selected files and folders:
Source Path |Target Fath | — Add...
.-"qs_l,ls.Iib.-"qusrsys.lib.-"qypsvldl.vIdI Aqzvz.lib/quarsys. libdqupsvldl.wIdl
Remove |
& File
 Folder

¥
4 ¥

" Create snapshaot

QK I Cancel Help

Figure 174. Package definition (general)

4. Click the Option tab. The window, which is shown in Figure 175 on page 207,
appears. Because your target systems have the same file name already, you
need to select Replace the existing file with the file being sent.
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Mew Package Definition
General Options |Acti0ns| Sharingl

¥ Include subfolders when packaging and sending

Action if file already exists in target system

' Keep existing fils

& Feplace exizting file with the file being senk

Advanced |

Cancel

o]

Help

Figure 175. Package definition (option)

5. Click the Advanced button. You see the window that appears in Figure 176. At
this window, specify whether certain differences that are encountered during a
restore operation are allowed. Select Yes so that the object is restored.

Advanced Options

Advanced save and restore options:

Target release: IEurrent

Continue zave if some objects cannot be saved:
) Yes
 No

Save objects while they are active:
 Yes
& No

Allow object differences on restore:

o]

Cancel |

Help

Figure 176. Package definition (Advanced Options)

6. Click OK. Refresh the list of package definitions to display your new package.

7. Right-click the new package (Validation List) and select Send. In the next
window (Figure 177 on page 208), select the trusted group and click OK.
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Send VLDL* HE

Available spstems and groups: Selected systems and groups:

e ! AS400 Endpoint Systems l'i Trusted Group

5./400 System Groups
=18 Add

)& Trusted Group:
Hemove |

QK I Schedule | Cancel | Help

Figure 177. Select system groups for package distribution

If the function runs successfully, each endpoint system will have the correct
validation list.

11.3.4.3 Central system setup for client and server authentication
Follow this process:

1. In AS/400 Operations Navigator, right-click Management Central and select
Properties.

2. Click the Connection tab. The window as shown in Figure 170 on page 202
appears.

3. Select Use Secure Sockets Layer (SSL).
4. For the Authentication level, specify Client and Server.

5. Click OK to set the value on the central system.

11.3.4.4 Endpoint systems setup for client and server authentication
Complete these tasks:

1. Right-click the trusted system group and select Run Command.
2. For Command to run, specify the following command:

CHGENVVAR ENVVAR (QYPS AUTH LEVEL) VALUE (2) LEVEL (*SYS)

11.3.4.5 Restarting Management Central on the central system
Perform these steps:

1. End the Management Central server for the central system:

a. In AS/400 Operations Navigator, expand My AS/400 Connections (or your
active environment).

Expand your central system.
Expand Network.

Expand Servers.

Select TCP/IP.

Right-click Management Central and select Stop.

- ® o 0o T

2. Start the Management Central server for the central system. Right-click
Management Central and select Start.
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11.3.4.6 Restarting Management Central on the endpoint systems
Perform these steps:

1. End the Management Central server for the endpoint system:

a. In AS/400 Operations Navigator, expand My AS/400 Connections (or your
active environment).

. Expand your endpoint system.

. Expand Network.

b

c

d. Expand Servers.
e. Select TCP/IP.

f. Right-click Management Central and select Stop.

2. Start the Management Central server for the endpoint system. Right-click
Management Central and select Start.

11.4 SSL and V4R3 systems

You may wonder what if you have V4R3 systems in your Management Central
network. Management Central on V4R3 does not support SSL. Can you still use
SSL for V4R4 endpoint systems in this network? The answer is yes. To configure
Management Central to use SSL in this environment properly, it is better to
discuss the two components of SSL on Management Central. They are:

¢ Environment variables: QYPS_SSL and QYPS_AUTH_LEVEL
e TCP/IP ports used by VAR4 Management Central: 5555, 5566 and 5577

Note

Even only with V4R4 systems, you may not want to use SSL for an entire
Management Central network. A sample of this scenario would be endpoint
systems that are connected through the Internet (with SSL), and endpoint
systems that are connected in a secure private network (without SSL).

Depending on how you configure Management Central to use SSL, such as
shown in Figure 170 on page 202, Management Central changes the environment
variables and uses different TCP/IP ports. Before we discuss how you can set up
Management Central for the mixed releases environment, we look at the
environment variables and the TCP/IP ports used by Management Central in
more detail.

11.4.1 Environment variables and TCP/IP ports for Management Central

When you configure Management Central without SSL, the environment variables
QYPS_SSL and QYPS_AUTH_LEVEL are set to 0, and the port 5555 is used for
Management Central connection as shown in Figure 178.

central system endpoint system

2T T T

Figure 178. Non SSL connection, QYPS_SSL = 0 and QYPS_AUTH_LEVEL =0
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When you configure Management Central to use SSL, the environment variables
are changed, and Management Central uses a different port. Table 16 shows the
summary of which values are set to the environment variables and which port is
used.

Table 16. Environment variables and TCP/IP ports

Connection QYPS_SSL QYPS_AUTH_LEVEL Port number
No SSL 0 0 5555
Server authentication 1 1 5566
Client and server 1 2 5577
authentication

As shown in Figure 178 on page 209, the port numbers we discuss here are for
the remote ports. Management Central uses any port numbers for the local ports.
The port numbers are defined in the service table of TCP/IP configuration as
shown in Table 17.

Table 17. Service entry names and assigned port numbers

Service table entry name Port number
as-magtctrl 5555
as-magtctrl-ss 5566
as-mgtctrl-cs 5577

The central system plays two roles for the SSL session as shown in Figure 179.
One is the role as the SSL server and the other is the role as the SSL client. The
role as the SSL server uses communication between the central system and
Operations Navigator on the PC. To use the SSL server in this environment, you
need to configure Operations Navigator to use SSL. The role as the SSL client
uses communication between the central system and the endpoint systems. In
this case, the endpoint system is the SSL server and the central system is the
SSL client.

lam an
SSL client

Central system lam an SSL

client

lam an SSL
server

Q

mgement Oo ) D0
E Oo Central

Endpoint system

lam an
SSL server

Figure 179. Two roles of the central system

11.4.1.1 Server authentication level

To use the server authentication level, you select Use Secure Sockets Layer
(SSL) and select Server for the Authentication level in the Connection tab of
Management Central properties on the central system. This sets the environment
variables QYPS_SSL and QYPS_AUTH_LEVEL to 1. You complete the SSL
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configuration on the central system. Now you need to configure the PC client and
the endpoint systems to use SSL connection. Refer to 11.3, “Setup example” on
page 189, for the detailed setup steps.

You need to enable SSL for your PC that is using Operations Navigator. Although
the as-mgtctrl port (5555) is still opened, you cannot use the port. You have to
use the as-mgtctrl-ss (5566) to communicate with the central system as shown in
Figure 180. Now you need to enable the endpoint systems to use SSL. In this
case, the central system tries to communicate with the as-mgtctrl-ss (5566) port
of the endpoint systems because the central system is setup to use SSL. If you
do not configure the endpoint systems to enable SSL, the endpoint systems do
not open as-mgtctrl-ss port. To open this port, you need to change the
environment variable using the following command:

CHGENVVAR ENVVAR (QYPS AUTH LEVEL) VALUE (1) LEVEL (*SYS)

central system endpoint system

Figure 180. QYPS_SSL =1 and QYPS_AUTH_LEVEL = 1: Server authentication

When you start the Management Central with this configuration, the QYPSSRV
job opens all the ports and creates the validation list that is used in the server and
client authentication level. The endpoint system sends the server certificates to
the central system to populate its validation list. This allows the central system to
identify the endpoint systems in its validation list. Although the central system has
the validation list, Management Central does not use the validation list for the
server authentication level. The validation list is used in the client and server
authentication level, as discussed in the following section.

11.4.1.2 Client and server authentication level

If you want to use the stronger authentication, change the central server to use
the client and server authentication. You select Use Secure Sockets Layer
(SSL) and select Client and server for the Authentication level in the
Connection tab of Management Central properties. This sets the environment
variables QYPS_SSL to 1 and QYPS_AUTH_LEVEL to 2. For this level, the
QYPSSRY job opens the three ports but accepts connections only through the
as-mgtctrl-cs (5577). The central system tries to connect to the as-mgtctrl-cs
(5577) port of the endpoint system. However, Operations Navigator does not
support client and server authentication on SSL, which means that the
Operations Navigator does not communicate to the port 5577. If the central
system uses only as-mgtctrl-cs (5577) port, your client PC cannot communicate
with the central system. For that reason, the central system permits you to use
the 5566 port for the communication with PC as shown in Figure 181 on page
212. Endpoint systems must enable SSL with the client and server authentication
level. In this case, the central system tries to communicate with the as-mgtctrl-cs
(5577) port of the endpoint systems, because the central system is configured to
use the client and server authentication level. Also the endpoint system must
open the port as-mgtctrl-cs (5577), and must accept Management Central
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connection through only this port. If you configure the endpoint systems to
disable the client and server authentication level, the endpoint systems do not
open as-mgtctrl-cs port. To open and accept connection only through this port,
you need to change the environment variable on the endpoint systems using the
following command:

CHGENVVAR ENVVAR (QYPS AUTH LEVEL) VALUE (2) LEVEL (*SYS)

You need to restart Management Central for this command to take effect. After
establishing the connection on the port as-mgtctrl-cs (5577), the central and
endpoint system authenticate each other using the validation lists. With this
reason, you need to have the appropriate validation list in your system at this
level.

central system endpoint system

Figure 181. QYPS_SSL =1 and QYPS_AUTH_LEVEL = 2: Client/server authentication

11.4.2 Setting up the environment variables

212

If you configure the central system using the server authentication level or client
and server authentication level, the central system cannot communicate with the
V4R3 systems. The reason is that the V4R3 systems open only the port 5555,
and the central system with the server authentication or the client and server
authentication level does not try the port 5555. You need to permit the central
system to use the port 5555 to communicate with the V4R3 systems as shown in
Figure 182.

V4R3 Systems

Figure 182. QYPS_SSL = 1 and QYPS_AUTH_LEVEL =0
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To make this scenario happen, change QYPS_SSL to 1 and
QYPS_AUTH_LEVEL to 0 on the central system. However, you cannot configure
this setting from Operations Navigator. You need to use the following command
run on the central system after you configure to use the server authentication
level of SSL:

CHGENVVAR ENVVAR (QYPS AUTH LEVEL) VALUE (0) LEVEL (*SYS)

You need to restart Management Central for this command to take effect.
Changing QYPS_AUTH_LEVEL to 0 causes the central system to work as if it
were in a non-SSL mode. The QYPS_SSL value is still 1. When the system
cannot communicate in non-SSL mode, the central system can use SSL mode.
The SSL-enabled PCs can communicate with the central system using the
as-mgtctrl-ss (5566) port as shown in Figure 182 on page 212.

In this configuration, the central system tries to communicate with the as-mgtctrl
(5555) port of endpoint systems first (1 in Figure 182). If that connection fails, the
central system tries to connect with the as-mgtctrl-ss (5566) port of the endpoint
system (2 in Figure 182). If this connection also fails, the central system tries to
communicate with the as-mgtctrl-cs (5577) port of the endpoint system (3 in
Figure 182). To V4R3 endpoint systems, the first try to the port 5555 succeeds.
Figure 183 shows the error messages logged on the endpoint system’s
QYPSSRY job log when the endpoint system is configured to use the client and
server authentication (set QYPS_AUTH_LEVEL to 2).

Connection to system AS22.ITSOROCH.IBM.COM rejected. Authentication
level 0. Reason code 99.
Connection to system AS22.ITSOROCH.IBM.COM rejected. Authentication
level 1. Reason code 99.

Figure 183. Error message in the QYPSSRYV job

These messages show that the central system tries to connect to as-mgtctrl port
and as-mgtctrl-ss port but rejected.

Table 18 shows you the environment variables that you can change by using the
CHGENVVAR command. The combination with QYPS_SSL set to 1 and
QYPS_AUTH_LEVEL set to 0 on the central system as shown in Table 18 can
communicate with all levels of authentication including non-SSL connection. We
recommend that you do not change the environment variables using CL
command except for the case in this section as shown in Figure 182.

Table 18. Combination of QYPS_SSL and QYPS_AUTH_LEVEL

Endpoint \ Central (0,0) (0,1) (0,2) (1,0) (1,1) (1,2)
(0,0) YES NO NO YES NO NO
(0,1) NO YES NO YES YES NO
(0,2) NO YES YES YES YES YES
(x,y) means (QYPS_SSL, QYPS_AUTH_LEVEL).
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—— Note

After you changed QYPS_SSL =1’ and QYPS_AUTH_LEVEL ='0’, you try to
change same settings of central system by using Operations Navigator. You
see the dialog box shown in Figure 184.

1 AS5/7400 Dperations Navigator E3

Each endpoint system must be explicitly configured to uze Secure Sockets Layer [S5L) with M anagement Central. This
field sets only the value for the central system. Click OK to update the 551 seftings. or click Cancel to retum to
I anagement Central properties.

Warning: Your system administrator must do the necessary S50 setup on each system before SSL will work: properly. [f
S5L iz not configured properly, Management Central rnay not be able to communicate with any endpoint systems.

Eancell

Figure 184. Dialog box when changed SSL setting

Click OK. Your central system environment variables are changed to
QYPS_SSL = 0 and QYPS_AUTH_LEVEL = 0. Change those environment
variables using the cHGENVVAR cOmmand.
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Appendix A. PPP configuration sample

This appendix describes the configuration of the protocols used for connecting
systems in a point-to-point manner, also known as PPP. For more information on
the PPP protocols, please refer to OS/400 TCP/IP Configuration and Reference,
SC41-5420.

A.1 Example scenario

In this appendix, we provide the configuration sample for the PPP connection in
10.3.1, “Using a switched line with PPP connection” on page 180. Figure 185
shows the sample network used in the scenario.

Endpoint system

Central system
| AS/400 D I
| AS/400 A |
{asm } O

Endpoint system

Endpoint system

Figure 185. Sample environment

In this environment, you create the PPP profile for two systems. These are for the
AS22 system and the AS14 system in Figure 185. You need to create the AS14
system, which is in the same subnet of the central system, as dial-on-demand
mode. Since the AS22 is not in the same location as the central system, you need
to create it as the answer mode.

A.2 AS22 configuration for switched line answer mode

© Copyright IBM Corp. 1999

Create a new profile for the PPP connection on the AS22 system as shown here:

1. Start Operations Navigator by clicking Start->Programs->IBM AS400 Client
Access->AS/400 Operations Navigator. The AS/400 Operations Navigator
window appears (Figure 186 on page 216).

2. Double-click on the My AS/400 Connection icon (A).

3. Double-click the system icon (B) for the AS/400 system that you are
configuring. The system components appear.

4. Double-click the Network icon (C). The network components appear.
5. Double-click the Point-to-Point icon (D).
6. Right-click on the Connection Profiles item, and select New Profile.

215



3 AS 7400 Dperations Mavigator
File Edit “iew Options Help

%lbl .|©| ><|| @||°| 0 minutes old

| Environment: My A5 /400 Connections | Az22: Connection Profiles
E--EI% Management Central [4:22) | | Profile | Protocal | Status | Connection tupe | Line |

@ Task Activity

@ Scheduled Tasks
Drefinitions

Monitors

B A5/400 Endpoint Systems
AS5/400 Spstem Groups

[y 45/400 Connections A
! As22 B
%5 Basic Operations

7-E8 Job Management
Configuration and Service
1§ Metwork C
B |P Security
Faint-to-Point

Modems D
FF Protocols Explore
ﬁ Servers DOpen

|BM Metwark 5t Create Shortcut

B@ Intemet Mew Profile
F-3R Security i
- Users and Groups Propariiz:
- Database

A=

+.022_Fila Sustams
Creates a new profile.

Figure 186. Creating a new PPP connection profile on AS22

7. Click on the General tab and change the options.

Specify the name, description, type, and mode. Select PPP for Type, switch
line for Mode (Line connection type), and Answer for Mode (Mode type) as

shown in Figure 187.

Mew Point-to-Point Profile Properties - As22 EHE

General | Eonnectionl TCRAP Settingsl Script I Subsysteml Authenticationl

M ame: ISW’ITELINE

Drescription: IAS 22 Management Central endpoint system

The zettings on thiz page affect the settings on the rest of the property pages.

Type:
&+ PPP
= 5LP
Mode
Line connection type:
& Switched line
 Leased line
" Virtual line (L2TP)

Mode type: IAnswer j

QK I Cancel | Help |

Figure 187. Specifying a name, description, and mode

8. Create a new PPP line.

a. In the Connection tab, as shown in Figure 188 on page 217, specify
analog line for type of line service, and the line name for Name. Click
New. Select the hardware adapter you are using.
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Mew Point-to-Point Profile Properties - As22 EHE

General  Connection | TCRAP Settingsl Script I Subsysteml Authenticationl

&l |
Hemove |

Fremate phiome numbers:

Link configuration

Type of line service: Analog line j

M ame: b GTCLINE] Mew |
[Ipen |

[ & AUt En o Carm e chims: 1

I Ewimunm ramemissiam unite (S e 1 DUE]; 1006 bytes:

| Fe-disferidiseantest

™ Overide line inactivity timeout

Timesut [15- Ba5EE] I‘I 5 seconds
QK I Cancel | Help

Figure 188. Creating a new PPP line for the connection

b. You see the New Analog Line properties window as shown in Figure 189.
Select the hardware resource and click the Modem tab.

Mew Analog Line Properties - As22 EHE
General | Eonnectionl Link. I Limitz I Modeml Securityl Additional Parametersl

The zettings on thiz page affect the settings available on the rest of the property pages.

Name: IMGTELINE

Description: ILine for Mnagement Central

— Hardware resource

| Fesource | Type | Description
CrMO3 2720 Cormnm Part
2745 .24 Port
Chm02 2745 Cormnm Part
CHNOG 2745 .24 Port
CHNO7 2745 .24 Port

& List by name
' List by location

Interface type: |F|S232 24 'l

Mode type: Switched line-answer

Framing: IAsynchronous =~ l

™ Make available at restar

QK I Cancel | Help

Figure 189. Selecting the connect hardware adapter

c. Inthe Modem tab as shown in Figure 190 on page 218, specify the modem
type that you are using. Click OK to return New Point-to-point Properties
dialog box.
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Mew Analog Line Properties - As22 EHE

Generall Eonnectionl Link. I Limits ~ Modem | Securityl Additional Parametersl

ﬂ Open |
3Com/US Robotics Courier | ISDNAY Everypthing, V.3 |
GWC 28800

Hayes 14400 Accura ]
Hayes 28800 Accura

IBk 9E00 7855

|BM 28800 7852-010

IBt 28800 7852-013 %

M ame:

QK I Cancel Help

Figure 190. Selecting the correct modem

9. Change the TCP/IP setting.

a. In the New Point-to-point Properties dialog box, select the TCP/IP setting
tab. Specify the IP address information and click Routing. In this sample,
we specified Route specified for Remote IP address.

Mew Point-to-Point Profile Properties - As22 EHE

Generall Connection  TCP/IP Settings | Script I Subsysteml Authenticationl

—Local IP addre
& |P address: [101.1.22 (TokenFRing) =]
) Dymamizally assign

— Remate [P addre:

' Dynamically assign
(ol :
&

) Defite addiess pol:

Starting [F address: I

[urmter o sddiesses: I‘I
Fiouting |

™ Allow IP forwarding
™ Request TCPAP header compression [¥J]

™ Hide addresses [full masquerading)

QK I Cancel | Help |

Figure 191. Specifying the local interface to use and clicking the Routing button

b. In the SWITCHLIN Routing dialog box, click New to add a new entry.
Specify the user information and IP address as shown in Figure 192 on
page 219. Click OK.
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Add Routes for PPP Answer Parameters - As22 EHE

Caller user name: IlTSEIDD2

IP address: |1 0121

Remate netwark: I

Subnet mask: |255.255.255_q

QK I Cancel | Help

Figure 192. Adding a network for the new remote user

c. Click OK to confirm the routing settings in the SWITCHLIN Routing dialog

box.

10.Change authentication.

a. In the New Point-to-point Properties dialog box, select the Authentication

tab. Select the Require remote system identification and specify the
name for Validation list name. Click New to create the validation list.

Mew Point-to-Point Profile Properties - As22 EHE

Generall Eonnectionl TCRAR Settingsl Script I Subsyster  Authentication |

— Remate spstem authentication
[V Require remate syster identification
& CHAP only
7 Allow PAP

Y alidation list name: G T CWLDL

— Local spstem identification
™ Enable local system identification

&) CHEE G
1 BERiar(y

Wzenrares I

Eazsard: I

QK I Cancel | Help

Figure 193. Creating a new validation list for the connection

b. In the New Validation List dialog box, click Add to add a new remote user

as shown in Figure 194.

Add MGTCYLDL user - As22 HE
& CHAP only
' PAP only
User name: IITSEIDD2
Password: I ““““““ 1
’TI Cancel | Help |

Figure 194. Entering a user and password
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c. Confirm the password and click OK. You return to the New Validation List
dialog box. Click OK to confirm the creation of the validation list.

d. In the New Point-to-point Properties dialog box, click OK to finish these
steps.

A.3 AS14 configuration for switched line dial-on-demand mode

You configure the PPP connection for the AS14 system almost same as
described in the previous section. The difference in the process is shown here:

1. Start Operations Navigator by clicking Start->Programs->IBM AS400 Client
Access->AS/400 Operations Navigator. The AS/400 Operations Navigator
window appears (Figure 186 on page 216).

2. Double-click on the My AS/400 Connection icon (A) as shown in Figure 195.

3. Double-click the system icon (B) for the AS/400 system that you are
configuring. The system components appear.

4. Double-click the Network icon (C). The network components appear.
5. Double-click the Point-to-Point icon (D).

6. Right-click on the Connection Profiles item, and select New Profile.

3 AS 7400 Dperations Mavigator
File Edit “iew Options Help

%lbl .l@l Xll @llol 0 minutes old
| Environment: My A5 /400 Connections | Asz14: Connection Profiles
E--Eﬁ} Management Central [4:22) | | Profile | Protocal | Status | Connection tupe | Line |

""" E. Task Activity S L3a14vEs FFP Inactive Wirtual line [L2TP) - termi..  L3AT4280L
T2 Scheduled Tasks Sgpntemn FFP Inactive Wirtual line L2TP) - termi..  L2TERMCWE
]--- Drefinitions
Monitors
7 B AS/400 Endpoint Systems
. - AS400 System Groups
@8 My 457400 Connections A
=-F A4 B
%5 Basic Operations
B8 Job Management
B2 Configuration and Service
=g Metwork C
38 1P Security
Faint-to-Point
- Moderns

% Protocols Explore

0 Servers Qpen

|BM Metwo  Create Shortcut
B |ntemet Hew B
F-3R Security
- Users and Gro
- Database
r1..r% Fils Sustams jid | KN |

Creates a new profile.

A=

Figure 195. Creating a new PPP connection on the AS14 system

7. Click the General tabs and change the options.

Specify the name, description, type, and mode. Select PPP for Type, switch
line for Mode (Line connection type), and Dial-on-demand (dial only) for
Mode (Mode type) as shown in Figure 196 on page 221.
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Mew Point-to-Point Profile Properties - As14 EHE

General | Eonnectionl TCRAP Settingsl Script I Subsysteml Authenticationl Dcll_’l

M ame: ISWITEHD‘I4

Drescription: IF'F'F' Profile for Mnagement Central

The zettings on thiz page affect the settings on the rest of the property pages.

Type:
&+ PPP
= 5LP
Mode
Line connection type:
& Switched line
 Leased line
" Virtual line (L2TP)

Mode type: Dial-on-demand [dial only]

QK I Cancel | Help

Figure 196. Remember to specify dial-on-demand

8. Create a new PPP line.

a. In the Connection tab as shown in Figure 197, add up to three remote
phone numbers. If additional numbers are required to reach an outside
phone line, ensure that you include them in the remote phone number.
Also, specify analog line for type of line service and the line name for
Name. Click New. Select the hardware adapter you are using.

Mew Point-to-Point Profile Properties - As14 EHE
General  Connection | TCRAP Settingsl Script I Subsysteml Authenticationl DA I L4

Fiemote phone numbers:

1234567 Add |
Remove |

Link configuration

Type of line service: Analog line j

Mew

[Ipen |
[ & AUt En o Carm e chims: I‘I

| Fe-disferidiseantest

I Ewimunm ramemissiam unite (S e 1 DUE]; I‘I 00& bytes:

™ Overide line inactivity timeout

Timesut [15- Ba5EE] I‘I 5 seconds
QK I Cancel | Help

M ame:

Figure 197. Creating a new PPP line for the connection

In Figure 197, you can see that the PPP connection will drop the PPP
connection after being idle for 60 seconds.
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b. The New Analog Line properties dialog box appears the same as shown in
Figure 189 on page 217. Select the hardware resource and click the

Modem tab.

c. Inthe Modem tab as shown in Figure 190 on page 218, specify the modem
type that you are using. Click OK to return New Point-to-point Properties

dialog box.
9. Change the TCP/IP setting.

In the New Point-to-point Properties dialog box, select the TCP/IP setting tab.
Specify the IP address information as shown in Table 19.

Table 19. TCP/IP setting IP address

Local IP address

Remote IP address

10.1.2.1

10.1.1.21

10.Change the authentication.

In the New Point-to-point Properties dialog box, select the Authentication
tab. Create a validation list the same as you created for the AS22 system.
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Appendix B. Special notices

© Copyright IBM Corp. 1999

This publication is intended to help system administrators to manage the AS/400
systems. The information in this publication is not intended as the specification of
any programming interfaces that are provided by Management Central.

References in this publication to IBM products, programs or services do not imply
that IBM intends to make these available in all countries in which IBM operates.
Any reference to an IBM product, program, or service is not intended to state or
imply that only IBM's product, program, or service may be used. Any functionally
equivalent program that does not infringe any of IBM's intellectual property rights
may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software
products and levels.

IBM may have patents or pending patent applications covering subject matter in
this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to the IBM Director of
Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact IBM Corporation, Dept.
600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The information contained in this document has not been submitted to any formal
IBM test and is distributed AS IS. The information about non-IBM ("vendor")
products in this manual has been supplied by the vendor and IBM assumes no
responsibility for its accuracy or completeness. The use of this information or the
implementation of any of these techniques is a customer responsibility and
depends on the customer's ability to evaluate and integrate them into the
customer's operational environment. While each item may have been reviewed
by IBM for accuracy in a specific situation, there is no guarantee that the same or
similar results will be obtained elsewhere. Customers attempting to adapt these
techniques to their own environments do so at their own risk.

Any pointers in this publication to external Web sites are provided for
convenience only and do not in any manner serve as an endorsement of these
Web sites.

Any performance data contained in this document was determined in a controlled
environment, and therefore, the results that may be obtained in other operating
environments may vary significantly. Users of this document should verify the
applicable data for their specific environment.

Reference to PTF numbers that have not been released through the normal
distribution process does not imply general availability. The purpose of including
these reference numbers is to alert IBM customers to specific information relative
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to the implementation of the PTF when it becomes available to each customer
according to the normal IBM PTF distribution process.

The following terms are trademarks of the International Business Machines
Corporation in the United States and/or other countries:

AFP APPN
AS/400 AT

CT IBM ®
Netfinity NetView
0S/2 0S/400
RS/6000 SP
System/390 SystemView
XT 400

The following terms are trademarks of other companies:

C-bus is a trademark of Corollary, Inc. in the United States and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States and/or other countries.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States and/or other countries.

PC Direct is a trademark of Ziff Communications Company in the United States
and/or other countries and is used by IBM Corporation under license.

ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel
Corporation in the United States and/or other countries. (For a complete list of
Intel trademarks see www.intel.com/tradmarx.htm)

UNIX is a registered trademark in the United States and/or other countries
licensed exclusively through X/Open Company Limited.

SET and the SET logo are trademarks owned by SET Secure Electronic
Transaction LLC.

Other company, product, and service names may be trademarks or service marks
of others.
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Appendix C. Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

C.1 International Technical Support Organization publications

For information on ordering these ITSO publications see “How to get ITSO
redbooks” on page 227.

* AS/400 Client Access Express for Windows: Implementing V4R4MO,
SG24-5191

* IBM Firewall for AS/400 V4R3: VPN and NAT Support, SG24-5376

C.2 Redbooks on CD-ROM

Redbooks are also available on the following CD-ROMSs. Click the CD-ROMs
button at http://www.redbooks . ibm.com/ for information about all the CD-ROMs
offered, updates and formats.

CD-ROM Title Collection Kit
Number
System/390 Redbooks Collection SK2T-2177
Networking and Systems Management Redbooks Collection SK2T-6022
Transaction Processing and Data Management Redbooks Collection SK2T-8038
Lotus Redbooks Collection SK2T-8039
Tivoli Redbooks Collection SK2T-8044
AS/400 Redbooks Collection SK2T-2849
Netfinity Hardware and Software Redbooks Collection SK2T-8046
RS/6000 Redbooks Collection (BkMgr Format) SK2T-8040
RS/6000 Redbooks Collection (PDF Format) SK2T-8043
Application Development Redbooks Collection SK2T-8037
IBM Enterprise Storage and Systems Management Solutions SK3T-3694

C.3 Other publications
These publications are also relevant as further information sources:
e Client Access Express for Windows - Setup, SC41-5507
Performance Tools V4R2, SC41-5340
Performance Management/400e V4R4, SC41-5347
0S/400 TCP/IP Configuration and Reference V4R4, SC41-5420
Work Management V4R4, SC41-5306

You can also refer to the AS/400 Information Center on the Web at:
http://publib.boulder.ibm.com/html/as400/infocenter.html
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How to get ITSO redbooks

This section explains how both customers and IBM employees can find out about ITSO redbooks, redpieces, and
CD-ROMs. A form for ordering books and CD-ROMs by fax or e-mail is also provided.

* Redbooks Web Site http://www.redbooks.ibm.com/

Search for, view, download, or order hardcopy/CD-ROM redbooks from the redbooks Web site. Also read
redpieces and download additional materials (code samples or diskette/CD-ROM images) from this redbooks
site.

Redpieces are redbooks in progress; not all redbooks become redpieces and sometimes just a few chapters will
be published this way. The intent is to get the information out much quicker than the formal publishing process
allows.

e E-mail Orders
Send orders by e-mail including information from the redbooks fax order form to:

e-mail address

In United States usib6fpl@ibmmail.com

Outside North America Contact information is in the “How to Order” section at this site:
http://www.elink.ibmlink.ibm.com/pbl/pbl/

e Telephone Orders

United States (toll free) 1-800-879-2755

Canada (toll free) 1-800-I1BM-4YOU

Outside North America Country coordinator phone number is in the “How to Order” section at
this site:

http://www.elink.ibmlink. ibm.com/pbl/pbl/

¢ Fax Orders

United States (toll free) 1-800-445-9269
Canada 1-403-267-4455
Outside North America Fax phone number is in the “How to Order” section at this site:

http://www.elink.ibmlink. ibm.com/pbl/pbl/

This information was current at the time of publication, but is continually subject to change. The latest information
may be found at the redbooks Web site.

— IBM Intranet for Employees

IBM employees may register for information on workshops, residencies, and redbooks by accessing the IBM
Intranet Web site at http://w3.itso.ibm.con/ and clicking the ITSO Mailing List button. Look in the Materials
repository for workshops, presentations, papers, and Web pages developed and written by the ITSO technical
professionals; click the Additional Materials button. Employees may access MyNews at http://w3.ibm.comn/ for
redbook, residency, and workshop announcements.
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IBM Redbook fax order form

Please send me the following:

Title Order Number Quantity
First name Last name

Company

Address

City Postal code Country

Telephone number Telefax number VAT number

[ Invoice to customer number

[ Credit card number

Credit card expiration date Card issued to Signature

We accept American Express, Diners, Eurocard, Master Card, and Visa. Payment by credit card not
available in all countries. Signature mandatory for credit card payment.
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ITSO redbook evaluation

Management Central: A Smart Way to Manage AS/400 Systems
S$G24-5407-00

Your feedback is very important to help us maintain the quality of ITSO redbooks. Please complete this
questionnaire and return it using one of the following methods:

¢ Use the online evaluation form found at http: //www.redbooks. ibm.com/

¢ Fax this form to: USA International Access Code + 1 914 432 8264

e Send your comments in an Internet note to redbookeus . ibm.com
Which of the following best describes you?
_ Customer _ Business Partner _ Solution Developer _ IBM employee
_ None of the above

Please rate your overall satisfaction with this book using the scale:
(1 =very good, 2 = good, 3 = average, 4 = poor, 5 = very poor)

Overall Satisfacton
Please answer the following questions:
Was this redbook published in time for your needs? Yes___ No___

If no, please explain:

What other redbooks would you like to see published?

Comments/Suggestions: (THANK YOU FOR YOUR FEEDBACK!)
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